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THESE TERMS AND CONDITIONS SHALL GOVERN THE PURCHASE AND USE OF ANY
SERVICES PROVIDED BY CYBER SECURITY ASSOCIATES TRADING AS CSA CYBER OR ANY
FREE TRIALS AND SUBSCRIPTIONS FOR SERVICES.

BY CLICKING A BOX INDICATING ACCEPTANCE OR BY EXECUTING A SALES ORDER OR A
FREE TRIAL FORM, OR BY ACCESSING OR USING THE SERVICES, CUSTOMER EXPLICITLY
ACCEPTS AND AGREES TO BE BOUND BY THESE TERMS AND CONDITIONS.

These Terms and Conditions shall be effective from the date they have been
accepted by the Customer or deemed to have been accepted in accordance with
the paragraph above.

1. Definitions and Interpretation

11. For the purposes of this Agreement the capitalised terms shall have the
meanings set forth below:

“Affiliate” means any entity that directly or indirectly controls, is controlled by, or
is under common control with the subject entity. "Control" for the purposes of this
definition, means direct or indirect ownership or control of more than 50% of the
voting interests of the subject entity.

"Agreement" means these Terms and Conditions and any additional terms agreed
between the Customer and CSA Cyber from time to time that shall govern any
Sales Order executed between the Customer and CSA Cyber.

“Anti-Corruption Laws” means all local and international laws, codes and
regulations concerning fraud, bribery and corruption, including but not limited to
the UK Bribery Act of 2010 and the United States Foreign Corrupt Practices Act 1977.

“Applications” means any templates, forms, reports, dashboards or other
components provided by or on behalf of CSA Cyber as part of the Services.

“Authorised Affiliate” means those Affiliates of Customer, if any, who are listed in
the Sales Order as being entitled to access and use some or all of the Services.

“Beta Services” means CSA Cyber services that are not generally available to
customers, and which are designated as “Beta Services” by CSA Cyber.

"Case Study" has the meaning given in Section 4.7.1.

“Commencement Date” means the date the Services commence as set out in the
relevant Sales Order.

“Confidential Information” means information in any form or medium, whether
disclosed orally or in writing before or after the date of this Agreement (together
with any reproductions of such information) including (but not limited to)
information relating to the business affairs, personnel, finances, systems, processes,
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methods of operation, plans, products, developments, trade secrets, know-how,
clients or CSA Cybers of the disclosing party or any of its Affiliates or any details
relating to this Agreement, Personal Data, Customer Content or any other
information that is proprietary or confidential and is labelled or identified as such
or that a reasonable person would understand to be confidential given the nature
of the information and the circumstances of the disclosure.

“Content” means information provided by CSA Cyber or obtained by CSA Cyber
fromm CSA Cyber content licensors or publicly available sources and provided to
Customer pursuant to a Sales Order.

“Contract” means these terms and conditions, including any applicable Service
Annex, Proposals, Letters of Engagement and/or Statement of Works.

“Customer” means the company or other legal entity named in the Sales Order.
This can also be a third-party or Reseller of CSA services.

“Customer Applications” means any reports or dashboards that Customer, its
Authorised Affiliates or Users create using the Services.

“Customer Content” means all text, files, images, graphics, illustrations,
information, data (including Personal Data), audio, video, photographs and other
content and material (other than Customer Applications), in any format, provided
by or on behalf of Customer, its Affiliates or the Users that reside in, or run on or
through, the Services Environment.

"Customer Personal Data" means Personal Data which is provided or otherwise
made available to CSA Cyber by or on behalf of Customer in connection with this
Agreement.

“Customer Systems” means Customer web applications, web servers, web
software applications, software applications, network servers, network, storage, and
any other devices, applications, or IT assets.

“CSA Cyber” means Cyber Security Associates Limited trading as CSA Cyber
(CRN:10124305) and/or any subsidiary, affiliate or parent company of CSA Cyber or
FluidOne Group.

“CSA Cyber Modifications” means any and all modifications to, and adaptations
and derivatives of the Services and Applications. This includes all modifications
made by the CSA Cyber Services team.

“CSA Cyber Programs” means the software products and “-as-a-service”
applications owned or licensed by CSA Cyber, to which CSA Cyber grants Customer
access as part of the Services, including Documentation, and any program updates
provided by CSA Cyber as part of the Software Services.

“Data Protection Legislation” means any applicable laws relating to the
processing, privacy and/or use of Personal Data, as binding on either party,
including (to the extent applicable) the EU Data Protection Legislation, the UK Data
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Protection Legislation and all other legislation and regulatory requirements
relating to the processing of Personal Data, data privacy, electronic
communications, marketing and/or data security in force from time to time.

“Documentation” means CSA Cyber user guides, documentation, and help and
training materials, as updated from time to time, accessible via login to the
applicable Service or as otherwise agreed between the Customer and CSA Cyber.

"DP Sub-processor" has the meaning given in paragraph 6.4 of Schedule 1.

"EU Data Protection Legislation" means all laws relating to data protection, the
processing of Personal Data, privacy and/or electronic commmunications in force
from time to time in the EU and members of the European Economic Area ("EEA"),
including the Regulation (EU) 2016/679 as amended from time to time ("EU
GDPR").

“Fees” means the fees payable by Customer to CSA Cyber for the use of the
Services as specified in the Sales Order or any Proposal agreed between the Parties.

“FluidOne” means FluidOne Limited (CRN: 05296759), parent company of CSA
Cyber trading as CSA Cyber.

“Force Majeure Event” means an event or sequence of events beyond a party's
reasonable control (which could not reasonably have been anticipated and avoided
by a party) preventing or delaying it from performing its obligations under this
Agreement, including without limitation: war, revolution, terrorism, riot or civil
commotion; strikes, lock outs or other industrial action, whether of the affected
party's own employees or others; blockage or embargo; interruption or failure of IT,
telecommunications or internet or utility services; acts of or restrictions imposed
by a government or public authority; explosion, fire, corrosion, flood, natural
disaster, or adverse weather conditions; or a pandemic or epidemic.

“Free Subscription Services” means Services that CSA Cyber makes available free
of charge.

"ICO" means the Information Commissioner's Office in the United Kingdom, or the
equivalent national data protection authority in any relevant jurisdiction.

“Initial Term” means the period starting on the Commmencement Date and ending
on the last day of the initial term specified in the Sales Order or relevant Proposal.

“Insolvency Event” means, in relation to a party: (a) an order is made or a resolution
is passed for the winding up of the other party, or circumstances arise which entitle
a court of competent jurisdiction to make a winding-up order in relation to that
party; (b) an order is made for the appointment of an administrator to manage the
affairs, business and property of that party, or documents are filed with a court of
competent jurisdiction for the appointment of an administrator of that party, or
notice of intention to appoint an administrator is given by that party or its directors
or by a qualifying floating charge holder (as defined in paragraph 14 of Schedule B1
to the Insolvency Act 1986); (c) a receiver is appointed of any of the other party's
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assets or undertaking, or if circumstances arise which entitle a court of competent
jurisdiction or a creditor to appoint a receiver or manager of that party, or if any
other person takes possession of or sells that party's assets; (d) that party makes
any arrangement or composition with its creditors, or makes an application to a
court of competent jurisdiction for the protection of its creditors in any way; or (e)
that party takes or suffers any similar or analogous action in any jurisdiction in
conseguence of debt.

"Intellectual Property Rights" means all patents, rights in and/or to inventions,
utility models, copyright and related rights (including future copyright), trade
marks, service marks, trade, business and domain names (in each case including
rights in goodwill attached thereto), rights in trade dress or get up, rights in
goodwill or to sue for passing off, rights in designs, rights in computer software and
source code, rights in and/or to internet domain names and website addresses,
database rights, rightsin and to Confidential Information (including know-how and
trade secrets), topography rights, moral rights, and any other intellectual property
rights, in each case whether registered or unregistered and including all pending
applications for and renewals or extensions of such rights, and all similar or
equivalent rights or forms of protection subsisting at any time in any part of the
world.

“Malicious Code” means code, files, scripts, agents or programs intended to do
harm, including, without limitation, viruses, worms, time bombs and Trojan horses.

n o« n ou

“Personal Data”, "controller', “processor”, “personal data breach’, “data subject’,
"international organisation" and “processing” have the meanings given to them
in the Data Protection Legislation (and "process" and "processed" shall be
construed accordingly).

“Professional Services” means any consulting, training, audit, assessment,
implementation or technical services provided by CSA Cyber to Customer, as set
out in the Sales Order.

"Service Annex" means the additional terms and conditions incorporated by
reference to any applicable Sales Order or Proposal that apply to the provision of
specific services by CSA Cyber to Customer.

“Related Parties” has the meaning given in Section 11.1.

“Renewal Term" means the renewal term specified in the Sales Order or relevant
Proposal, or where no renewal term is specified, a period of time equal to the Initial
Term.

“Sales Order” means a sales order form, statement of work, purchase authorisation
letter, proposal or any other written document that sets out an order for the
Services and which is executed or accepted in writing between CSA Cyber and
Customer.
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“Security Services” means scans, vulnerability assessments, penetration tests, red
teaming or any other security tests performed by CSA Cyber against, or in relation
to, Customer Systems by automated technology or by CSA Cyber professional
service team.

“Services” means, collectively, Software Services, Professional Services and
Security Services that are ordered by Customer under a free trial, free service
offering or a Sales Order. “Services” exclude Content.

“Services Environment” means the combination of hardware and software
components owned, licensed or managed by CSA Cyber to which CSA Cyber grants
Customer, the Authorised Affiliates and the Users access as part of the Software
Services that Customer has ordered. As applicable, and subject to the terms of this
Agreement and the Sales Order, CSA Cyber Programs, Content, Customer Content,
and Customer Applications may be hosted in the Services Environment.

“Software Services” means, collectively, the CSA Cyber Internet-based services
(e.g. CSA Cyber software as a service offerings) and CSA Cyber Programs that
Customer purchases, or to which Customer is granted access, under a Sales Order.

"Third Party Software" has the meaning given in Section 18.1.

"UK Data Protection Legislation" means all applicable data protection and privacy
legislation in force from time to time in the UK including the UK GDPR (as defined
in the Data Protection Act 2018); the Data Protection Act 2018; and the Privacy and
Electronic Communications Regulations 2003 (S| 2003/2426), in each case as may
be amended, superseded or replaced from time to time.

“User” means an individual who is authorised by Customer or an Authorised
Affiliate to use the Services, and to whom Customer (or CSA Cyber at Customer’s
request) has supplied a user identification and password. Users shall solely include
Customer’s and Authorised Affiliates’ employees, agents and contractors.

“Working Day” means any day that is not a Saturday, Sunday or public holiday in
England.

1.2. Headings are included in this Agreement for ease of reference only and shall
not affect interpretation or construction.

1.3. Words denoting persons include firms and corporations and vice versa.

1.4. Any negative obligation imposed on any party shall be construed as if it were
also an obligation not to permit or suffer the act or thing in question and any
positive obligation imposed on any party shall be construed as if it were also an
obligation to procure that the act or thing in question be done.

1.5. Any Schedules, Sales Orders and all other documents which are incorporated
herein by reference, form part of this Agreement and shall have effect as if set
out in full in the body of the Agreement. Any reference to this Agreement
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1.6.

1.7.

2.1.

2.2.

2.3.

2.4,

3.

includes the Schedules, Sales Orders and all documents which are
incorporated herein by reference.

Unless expressly provided otherwise, references to sections are to the sections
of this Agreement and references to paragraphs are to paragraphs of the
relevant Schedule.

Unless expressly referred to as Working Days, references to days in this
Agreement shall mean calendar days.

Term and Scope of Agreement

This Agreement shall commence on the date of its signature and shall
continue in force unless and until terminated earlier in accordance with
termination provisions contained herewith (“Term”).

Each Sales Order will commence upon the Commencement Date and will
continue in force for the applicable Initial Term and thereafter shall auto-renew
for a Renewal Term and/or each successive Renewal Term(s) unless and until
terminated by either Party giving no less than 30 days’ notice prior to the expiry
of the Initial Term or any subsequent Renewal Term(s). CSA Cyber will
notify/remind the Customer with 90 days left on the Initial Term/Term that the
auto-renew will be applied at the 30 day point.

This Agreement shall govern all Sales Orders, including but not limited to any
Renewal Terms, or additional purchases that increase the quantity of the
original Services ordered (e.g. additional Users, and/or additional CSA Cyber
Programs, unless otherwise agreed between CSA Cyber and the Customer).

Each Sales Order, once entered into by the parties, shall constitute a separate
contract, subject to its terms and in accordance with this Agreement and
relevant Service Annexes.

Provision of Services

For the Term, and subject to Customer meeting its payment obligations, and
except as otherwise set forth in this Agreement or the Sales Order, Customer
and the Authorised Affiliates shall have the non-exclusive, non-transferable,
non-sublicensable, non-assignable, worldwide, limited right to access and use
the Software Services, and anything developed by CSA Cyber and delivered to
Customer as part of the Services, solely for Customer’s and the Authorised
Affiliates’ internal business operations and subject to the terms of this
Agreement and the Sales Order. Customer and the Authorised Affiliates may
allow the Users to use the Software Services solely for such internal business
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3.2.

3.3.

3.4.

3.5.

operations. Customer shall ensure that the Authorised Affiliates and the Users
shall comply with the terms of this Agreement and the Sales Order. Any act or
omission by an Authorised Affiliate or a User shall constitute an act or omission
of Customer under this Agreement.

CSA Cyber shall use reasonable endeavours to ensure that the Software
Services materially meet or exceed the service levels agreed with the
Customer.

Customer does not acquire under this Agreement any right or license to use
the Services, including the CSA Cyber Programs, in excess of the scope,
quantity and/or duration of the Services stated in the Sales Order. At the end of
the Term, Customer’s, Authorised Affiliates’ and Users’ rights to access and use
the Services, and anything developed by CSA Cyber and delivered to Customer
as part of the Services, will automatically terminate with immediate effect.

CSA Cyber will maintain administrative, physical, and technical safeguards
intended to protect the security, confidentiality and integrity of Customer
Content, as described in the Documentation. Those safeguards will include,
but will not be limited to, measures intended to prevent access, use,
modification or disclosure of Customer Content by CSA Cyber personnel
except (a) to provide the Services, and services related to the Services, and to
prevent or address service or technical problems, (b) as required by applicable
law in accordance with Section 13.2(e) below, or (c) as Customer or an
Authorised Affiliate expressly permits in writing.

From time to time, CSA Cyber may, at its sole discretion, invite Customer to try
Beta Services at no extra charge. Customer may accept or decline any such trial
in its sole discretion. Beta Services will be clearly designated as beta, pilot,
limited release, developer preview, non-production, evaluation or by a
description of similar import. Beta Services are for evaluation purposes only,
and not for production use, are not considered “Services” under this
Agreement, are not supported, and may be subject to additional terms. Unless
otherwise stated by CSA Cyber, any Beta Services trial period will expire upon
the earlier of (i) one year from the trial start date or (ii) the date that a version
of the Beta Services becomes generally available for purchase. CSA Cyber may
discontinue Beta Services at any time in its sole discretion and may, in its sole
discretion, elect never to make them generally available. Subject to Section 10.1,
Beta Services are provided on an ‘as is’ and ‘as available basis and without any
warranty, term or condition, and CSA Cyber will have no liability for any harm
or damage arising out of or in connection with Beta Services or any failure to
provide or make available the Beta Services.
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3.6.

4.1.

4.2.

4.3.

4.4,

Customer may not access the Services for purposes of monitoring their
availability, performance or functionality, or for any other benchmarking or
competitive purposes.

Ownership and Restrictions

Customer retains all right, title, interest and Intellectual Property Rights in and
to Customer Applications (excluding any CSA Cyber Modifications) and
Customer Content. Except for the limited rights expressly granted to Customer
hereunder, CSA Cyber or its licensors retain all right, title, interest and
Intellectual Property Rights in and to the Services, including CSA Cyber
Applications, CSA Cyber Programs and Content, CSA Cyber Modifications, and
to anything developed or delivered by on behalf of CSA Cyber under this
Agreement. If any Intellectual Property Rights in and to the CSA Cyber
Modifications vest in Customer, Customer hereby assigns (by way of present
and, where appropriate, future assignment) all such Intellectual Property
Rights to CSA Cyber and agrees to execute all documents and do any other
acts that CSA Cyber may reasonably require to give effect to this sentence.
Nothing in this Agreement shall prevent CSA Cyber from independently
developing its own Content.

Customer grants CSA Cyber a royalty-free, worldwide, transferable, sub-
licensable, irrevocable, perpetual licence to use, and to copy, process, transmit
and modify Customer Applications and Customer Content for the duration of
the Term to enable CSA Cyber to provide Customer, the Authorised Affiliates
and the Users with the Services, and to exercise its rights and perform its other
obligations under this Agreement. CSA Cyber shall have the right to grant
sublicences to its agents, contractors and CSA Cybers to use, copy, process,
transmit and modify Customer Applications and Customer Content for the
duration of the Term in order to provide products and the Services to Customer
in connection with this Agreement.

CSA Cyber owns all the rights in relation to the Software Services that are
necessary to grant all the rights it purports to grant under, and in accordance
with, the terms of this Agreement.

Customer will not, and will procure that the Authorised Affiliates and the Users
will not (a) make any Service or Content available to, or use any Service or
Content for the benefit of, anyone other than Customer, the Authorised
Affiliates or the Users, (b) sell, resell, license, sublicense, distribute, rent or lease,
or provide any third party with access to, any Service or Content, or include any
Service or Content in a service bureau or outsourcing offering, (c) use a Service
to store or transmit infringing, libellous, or otherwise unlawful or tortious
material, or to store or transmit material in violation of a person’s data
protection or privacy rights, (d) use a Service to store or transmit Malicious
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4.5.

4.6.

4.77.

Code, (e) interfere with or disrupt the integrity or performance of any Service
or data or Content contained therein, (f) attempt to gain unauthorized access
to any Service or Content or its related systems or networks, (g) permit direct
or indirect access to or use of any Service or Content in a way that circumvents
a contractual usage limit or otherwise breaches the terms of this Agreement,
(h) modify, copy or create derivative works based on a Service, Content or any
part, feature, function or user interface thereof, (i) copy Content except as
expressly permitted in this Agreement or in the Sales Order or the
Documentation, (j) frame or mirror any part of any Service or Content, (k)
access any Service or Content in order to build a competitive product or service,
(1) perform or disclose any security testing of the Services Environment without
CSA Cyber prior written consent, (m) remove or modify any program markings
or any other notice of CSA Cyber or its licensors’ proprietary rights, (n) except
as may be permitted by applicable laws, regulations, sanctions or restrictive
measures which is incapable of exclusion by agreement between the parties,
copy, modify, reverse engineer, decompile or disassemble any part of the
Services or Content or (0) attempt to obtain any source code or technical
information relating to the Services or Content.

Customer shall implement security procedures to prevent unauthorised use or
misuse of the Software Services or use of the Software Services by anyone other
than the Users. Customer shall and shall procure that the Authorised Affiliates
and the Users shall, maintain identifiers, passwords and security codes in
confidence, and any communications through such means will be considered
to have been sent and authorised by Customer. Customer understands and
agrees that it is responsible for all Customer Content entered, transmitted or
received under identifiers, passwords and security codes of any User, and for
the consequences thereof, whether or not the persons who input or
communicate under such identifiers, passwords and security codes are Users.

Customer shall and shall procure that the Authorised Affiliates and the Users
shall, immediately cease use of the Software Services if it is notified by CSA
Cyber, or otherwise becomes aware of, or suspects, a security breach of the
Software Services. Customer shall immediately notify CSA Cyber of such a
breach of security. At the request of CSA Cyber, Customer shall promptly
terminate an individual's access to the Software Services if CSA Cyber
reasonably believes that such individual is breaching security or is otherwise
misusing the Software Services. Customer acknowledges and agrees that if it
fails to do so, CSA Cyber will have the right, in its sole discretion, to take any
such action as it may deem necessary to prevent access to the Software
Services by such individual, including limiting or prohibiting access to the
Software Services by Customer, the Authorised Affiliates and/or any or all Users.

Case Study and Marketing Rights
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5.

5.1

5.2.

4.7.1.Customer hereby grants to CSA Cyber the non-exclusive, non-
transferable, royalty-free, perpetual, worldwide right and license to use
Customer's name, logo, and trademark and to refer to Customer as a
client of CSA Cyber, in connection with the CSA Cyber marketing and
promotional activities. Customer further agrees to collaborate with CSA
Cyber in the creation and publication of a case study, success story, or
testimonial highlighting Customer's use of the Services and the
business results achieved ("Case Study").

4.772. The Case Study may be used in, but is not limited to, CSA Cyber
website, marketing materials, presentations, social media, and public
relations efforts. Customer shall have the right to review and approve
the Case Study prior to publication, such approval not to be
unreasonably withheld or delayed. Customer's approval shall be
deemed granted if no written objection is received by CSA Cyber within
ten (10) Working Days of Customer's receipt of the Case Study for review.

4.773. Any and all Intellectual Property Rights in the Case Study, with the
exception of Customer's name, logo and trademark, shall be owned
exclusively by CSA Cyber. Customer acknowledges and agrees that CSA
Cyber may modify, update, or stop using the Case Study at its sole
discretion.

Use of Services

Services and Content are subject to usage limits, including, without limitation,
the quantities specified in the Sales Order. Unless otherwise specified, (a)
Customer shall ensure that a User’s password is not to be shared with any
individual other than the individual to whom it was originally issued, and (b)
Customer shall ensure that User identifications are only reassigned to a new
individual replacing, on a permanent basis, one who no longer requires
ongoing use of the Service or Content. If Customer exceeds a contractual usage
limit, then without prejudice to CSA Cyber other rights and remedies,
Customer shall pay to CSA Cyber the charges that would have been payable
had the excess usage been agreed and authorised by CSA Cyber in accordance
with the terms of this Agreement, such charges to be calculated using CSA
Cyber then current standard terms.

Customer will (a) ensure that the Authorised Affiliates and the Users comply
with the terms of this Agreement, (b) be responsible for the accuracy, quality
and legality of Customer Content and the means by which Customer, the
Authorised Affiliates and the Users acquire Customer Content, (c) prevent
unauthorised access to or use of Services and Content, and notify CSA Cyber
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5.3.

5.4.

55.

6.1.

promptly of any such unauthorised access or use, and (d) use Services and
Content only in accordance with the Documentation and applicable laws and
government regulations.

A fair usage policy applies to Software Services that are inclusive of
implementation, change request, support, user login count and storage
volume, to ensure that Customer is receiving fair and equal quality assistance
from our team. Details of the fair usage policy are set out below:

(@) Excessive change or support requests, user logins or use of storage may
result in additional charges;

(b) Any change request outside the agreed scope of services, may be declined,;

CSA Cyber shall have the right to monitor and audit Customer’s, the Authorised
Affiliates’ and the Users' use of the Services to ensure its and their compliance
with the terms of this Agreement (“Usage Compliance Audit”). Customer shall
provide CSA Cyber, its agents and contractors with such information, co-
operation and assistance as it or they may from time to time require in order
to carry out the Usage Compliance Audit.

Customer shall have no right to any software code in the Services or Content.
CSA Cyber reserves the right to suspend Customer's, the Authorised Affiliates'
and Users' access to the Services for scheduled or emergency maintenance.

Free Subscription Services

Free Subscription Services will be made available free of charge until the end
of the Term for the Free Subscription Services and will not automatically renew.
Notwithstanding Section 14 (Representations, Warranties, Exclusive Remedies
and Disclaimers) below, the Free Subscription Services are provided 'as-is'
without any warranty and CSA Cyber shall have no indemnification obligations
nor liability of any type with respect to the Free Subscription Services unless
such exclusion of liability is not enforceable under applicable law in which case
CSA Cyber liability with respect to the Free Subscription Services shall not
exceed £1,000. Without limiting the foregoing, CSA Cyber and its Affiliates and
its licensors do not represent or warrant to Customer that: (a) Customer’s use
of the Free Subscription Services will meet Customer’s requirements, (b)
Customer’s use of the Free Subscription Services will be uninterrupted, timely,
secure or free from error, and (c) usage data or Content provided through the
Free Subscription Services will be accurate or complete. Additional Free
Subscription Service terms and conditions may appear on the free subscription
registration web page. Any such additional terms and conditions are
incorporated into this Agreement by reference and are legally binding.
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6.2. ANY CUSTOMER CONTENT CUSTOMER ENTERS INTO THE FREE

6.3.

7.1.

7.2.

7.3.

SUBSCRIPTION SERVICES, AND ANY CUSTOMISATIONS MADE TO THE FREE
SUBSCRIPTION SERVICES BY OR FOR CUSTOMER, DURING CUSTOMER FREE
SUBSCRIPTION PERIOD WILL BE PERMANENTLY LOST UNLESS CUSTOMER
PURCHASES A SUBSCRIPTION TO THE SAME OR EQUIVALENT SERVICES AS
THOSE COVERED BY THE FREE SUBSCIPTION SERVICES, PURCHASE
UPGRADED SERVICES, OR EXPORT SUCH CUSTOMER CONTENT, BEFORE THE
END OF THE FREE SUBSCRIPTION PERIOD.

Notwithstanding anything to the contrary in Section 10 (Limitation of Liability)
below, Customer shall be fully liable under this Agreement to CSA Cyber and
its Affiliates for any damages arising out of Customer's use of the Free
Subscription Services, any breach by Customer of this Agreement and any of
Customer’s indemnification obligations hereunder.

Trial Use of Software Services

If Customer registers on the CSA Cyber website for a free trial or by executing
a free trial form, CSA Cyber may, at its sole discretion, make one or more
Software Services available to Customer on a trial basis free of charge until the
earlier of (a) the end of the free trial period for which Customer registered to
use the applicable Software Service(s), or (b) the start date of any Software
Service subscriptions ordered by Customer for such Service(s). Additional trial
terms and conditions may appear on the trial registration web page. Any such
additional terms and conditions are incorporated into this Agreement by
reference and are legally binding.

CUSTOMER ACKNOWLEDGES AND AGREES THAT, ANY CUSTOMER CONTENT
CUSTOMER ENTERS INTO, OR WHICH IS PROCESSED IN CONNECTION WITH
THE SERVICES, AND ANY CUSTOMISATIONS MADE TO THE SERVICES BY OR
FOR CUSTOMER DURING A CUSTOMER FREE TRIAL WILL BE PERMANENTLY
LOST UNLESS CUSTOMER PURCHASES A SUBSCRIPTION TO THE SAME
SERVICES AS THOSE COVERED BY THE TRIAL, PURCHASES UPGRADED
SERVICES, OR EXPORTS SUCH CUSTOMER CONTENT, BEFORE THE END OF
THE TRIAL PERIOD.

NOTWITHSTANDING SECTION 14 (REPRESENTATIONS, WARRANTIES,
EXCLUSIVE REMEDIES AND DISCLAIMERS), BUT SUBJECT TO SECTION 10.1
(LIMITATION OF LIABILITY), THE SERVICES ARE PROVIDED ON AN 'AS-IS'AND
'AS AVAILABLE' BASIS WITHOUT ANY WARRANTY, TERM OR CONDITION
DURING THE TRIAL PERIOD AND CYBER SECURITY ASSOCIATES WILL HAVE
NO LIABILITY FOR ANY HARM OR DAMAGE ARISING OUT OF OR IN
CONNECTION WITH A SERVICE OR ANY FAILURE TO PROVIDE OR MAKE
AVAILABLE A SERVICE DURING THE TRIAL PERIOD.
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8.

8.1.

8.2.

8.3.

8.4.

8.5.

Fees and Payments

Customer shall pay to CSA Cyber the Fees by no later than the due date. CSA
Cyber will invoice Customer in advance and otherwise as set out in the
applicable Sales Order. Unless otherwise set out in the Sales Order, all Fees, and
any other invoiced charges, are due and payable thirty (30) days from the
invoice date. Customer will make payments via electronic bank transfer unless
otherwise agreed between the Parties. Customer shall provide complete and
accurate billing and contact information to CSA Cyber and notify CSA Cyber
promptly of any changes to such information.

Once placed, the Sales Order is (i) non-cancellable and the sums paid non-
refundable, except as provided in this Agreement or the Sales Order, and (ii)
guantities purchased cannot be decreased during the Initial Term or the
Renewal Term(s) (as applicable).

Where Customer requires a purchase order ("PO") before it can be invoiced for
the Services, Customer shall: (@) on or before the Commmencement Date, notify
CSA Cyber in writing that a PO is required for the Services; and (b) provide CSA
Cyber with the PO within fourteen (14) days of the Commencement Date. To
the extent that Customer does not provide CSA Cyber with a PO within
fourteen (14) days of the Commencement Date, Customer agrees that CSA
Cyber can immediately invoice Customer for the Services specified in the
relevant Sales Order, and Customer shall pay such invoice within fourteen (14)
days of the invoice date.

If Customer fails to make a payment in accordance with Clause 8.1 above CSA
Cyber, without limiting its other rights or remedies, may (a) charge a late
interest fee at the rate of 3% of the outstanding balance per month, or the
maximum rate permitted by law, whichever is higher, and/or (b) condition
future subscription renewals and Sales Orders on payment terms shorter than
those specified in Section 8.1. Customer shall pay the interest together with the
overdue amount.

If any amount owed by Customer under this Agreement, any applicable Sales
Order or any other agreement for Services is overdue for more than thirty (30)
days, CSA Cyber may, without limiting its other rights and remedies, accelerate
Customer’s unpaid fee obligations under this Agreement, any applicable Sales
Order and any other such agreements so that all such obligations become
immediately due and payable, and/or suspend Services to Customer until such
amounts are paid in full. CSA Cyber will give Customer a minimum of seven (7)
days' prior notice (such notice to take effect at or at any time after the end of
the thirty (30) day period referred to at the start of this Section 8.5 or any time
thereafter) that Customer’s account is overdue, in accordance with Section 191],
before suspending services to Customer.
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8.6. CSA Cyber will not exercise its rights under Section 8.4 or 8.5 above if Customer
is disputing the applicable charges reasonably and in good faith and is
cooperating diligently (in CSA Cyber opinion) to resolve the dispute.

8.7. The Fees, and all other charges invoiced under this Agreement, or any
applicable Sales Order are exclusive of CSA Cyber expenses (including, without
limitation, reasonable travelling and subsistence expenses incurred by CSA
Cyber personnel) and these shall be paid by Customer to CSA Cyber provided
that, apart from minor out-of-pocket expenses, all claims by CSA Cyber for
reimbursement of expenses shall on request be accompanied by the relevant
invoices or receipts or other evidence that those expenses have been incurred.

8.8. The Fees and any other charges and expenses payable under this Agreement
or any applicable Sales Order are exclusive of Value Added Tax and any
analogous sales taxes which shall be paid by Customer at the rate and in the
manner for the time being prescribed by law. Customer is responsible for
paying all taxes imposed on the Services or any other services provided under
this Agreement.

8.9. CSA Cyber reserve the right to modify the Fees in response to a change of
Applicable Laws that materially affects the terms of or any increase in the cost
of delivery of the Services or increase in CSA Cyber third-party suppliers’
charges. CSA Cyber will provide notice of the change and/or any consequent
increase in the Charges along with a written explanation and the Fees will be
amended from the date of such notice.

8.10. In addition to the rights set out in the paragraph above, CSA Cyber shall be
entitled to increase the Fees for any Service once in any calendar year by
serving not less than thirty (30) days’ written notice on the Customer, provided
that the percentage increase in the relevant Charge is no greater than the
percentage increase in the CPI or 6% whichever is higher.

8.11. All information relating to Fees is Confidential Information and Customer
agrees not to disclose the details to a third party.

9. Termination

9.1. CSA Cyber may temporarily suspend Customer's, the Authorised Affiliates’
and/or the Users' passwords, accounts, and access to or use of the Services if
Customer, or any of the Authorised Affiliates or the Users violate any provision
within Sections 3 (Provision of Services), 4 (Ownership and Restrictions), 5 (Use
of Services), or 8 (Fees and Payments) of this Agreement, or if in CSA Cyber
reasonable judgement, the Services or any component thereof are about to
suffer a significant threat to security or functionality. CSA Cyber will use
reasonable endeavours to provide advance notice to Customer of any such
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9.2.

9.3.

suspension in CSA Cyber reasonable discretion based on the nature of the
circumstances giving rise to the suspension. CSA Cyber will use reasonable
efforts to re-establish the affected Services as soon as reasonably practical after
CSA Cyber determines, in its reasonable discretion, that the situation giving
rise to the suspension has been rectified. Without affecting any other rights or
remedies CSA Cyber may have (including without limitation any termination
rights it may have under Section 9.2), CSA Cyber may terminate this
Agreement if any of the foregoing causes of suspension is not rectified within
thirty (30) days after CSA Cyber initial notice thereof. Any suspension or
termination by CSA Cyber under this Section 9.1 shall not excuse Customer
from Customer’s obligation to make payment(s) under this Agreement.

Without affecting any other right or remedy available to it, a party may
terminate this Agreement (i) upon written notice to the other party if the other
party commits a material breach of this Agreement and fails to remedy that
breach within thirty (30) days of receipt of written notice from the other party
specifying the breach and requiring its remedy, or (ii) if the other party suffers
an Insolvency Event.

If Customer terminates this Agreement in accordance with Section 9.2,
Customer’s sole and exclusive remedy will be a refund from CSA Cyber of any
prepaid fees covering the remainder of the Initial Term, or Renewal Term (as
applicable), after the effective date of termination. If CSA Cyber terminates this
Agreement in accordance with Sections 9.1 or 9.2, then without prejudice to
CSA Cyber other rights and remedies, Customer must pay within thirty (30)
days all amounts that have accrued prior to such termination, as well as all
sums that would have been payable for the Services ordered under this
Agreement had this Agreement continued for the remainder of the Initial Term
or then current Renewal Term (as applicable), plus related taxes and expenses.
In no event will termination, for any reason, relieve Customer of its obligations
to pay any Fees payable to CSA Cyber for the period prior to the effective
termination date. Customer agrees that if they are in default under this
Agreement, Customer may not use those Services ordered.

9.4. In the event of termination of this Agreement for any reason:

(i) the right of Customer, the Authorised Affiliates and the Users
to access and use the Software Services shall terminate
immediately; and

(ii) Customer shall return or destroy (at CSA Cyber option and
Customer's cost) all CSA Cyber Confidential Information in its
possession or under its, its Authorised Affiliates’ and/or the
Users' control and all copies of such information.
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9.5.

9.6.

10.

10.1.

10.2.

Upon request by Customer, made no later than thirty (30) days prior to the
effective date of termination, CSA Cyber will assist Customer with access to
their data for the purpose of one manual export or download of Customer
Content held by CSA Cyber. After termination or expiration of this Agreement,
CSA Cyber will have no obligation to maintain or provide Customer Content
and will thereafter delete or destroy all copies of Customer Content in CSA
Cybers’ systems or otherwise in CSA Cyber possession, unless required by
applicable law to retain Customer Content.

The following provisions shall survive termination or expiry of this Agreement:
Sections 4.1 (Intellectual Property Rights), 8 (Fees and Payments), 9.3 (Refund
or Payment upon Termination), 9.4 (Refund or Payment upon Termination) 9.5
(Return of Data), 10 (Limitation of Liability), 11 (Indemnification), 13
(Confidentiality), and 14.3 (Disclaimers), together with any other provisions
which can reasonably be inferred as continuing after termination or expiry of
this Agreement.

Limitation of Liability

NOTHING IN THIS AGREEMENT SHALL EXCLUDE OR LIMIT EITHER PARTY'S
LIABILITY FOR PERSONAL INJURY OR DEATH CAUSED BY THE NEGLIGENCE
OF THAT PARTY, EITHER PARTY'S LIABILITY IN THE TORT OF DECEIT, WILFUL
MISCONDUCT OR FOR FRAUDULENT MISREPRESENTATION OR ANY OTHER
LIABILITY THAT CANNOT BE EXCLUDED OR RESTRICTED BY APPLICABLE LAW.
IN ADDITION, NOTHING IN THIS AGREEMENT SHALL EXCLUDE OR LIMIT
CUSTOMER'S LIABILITY FOR FAILURE TO PAY ANY FEES OR OTHER CHARGES
OR EXPENSES WHEN DUE.

SUBJECT TO SECTION 10.1 AND SECTION 10.3, IN NO EVENT SHALL THE
AGGREGATE LIABILITY OF EACH PARTY TOGETHER WITH ALL OF ITS
AFFILIATES ARISING OUT OF OR RELATED TO THIS AGREEMENT (INCLUDING
ALL OF THE SALES ORDERS ENTERED INTO BETWEEN CYBER SECURITY
ASSOCIATES AND CUSTOMER) EXCEED (I) THE TOTAL AMOUNT PAID BY
CUSTOMER UNDER THIS AGREEMENT FOR THE SERVICES GIVING RISE TO
THE LIABILITY IN THE TWELVE MONTHS IMMEDIATELY PRECEDING THE DATE
THE FIRST INCIDENT OUT OF WHICH ANY LIABILITY UNDER THIS ACREEMENT
AROSE, IF THE FIRST SUCH INCIDENT OCCURS ANY TIME AFTER THE FIRST
ANNIVERSARY OF THE COMMENCEMENT DATE OR (ll) IF THE FIRST SUCH
INCIDENT OCCURS ANY TIME BEFORE THE FIRST ANNIVERSARY OF THE
COMMENCEMENT DATE, THE TOTAL AMOUNT PAYABLE BY CUSTOMER
UNDER THIS AGREEMENT FOR THE SERVICES GIVING RISE TO THE LIABILITY
IN THE TWELVE MONTH PERIOD COMMENCING ON THE COMMENCEMENT
DATE. THE FOREGOING LIMITATION WILL APPLY WHETHER AN ACTION IS IN
CONTRACT OR TORT (INCLUDING NEGLIGENCE) AND REGARDLESS OF THE
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THEORY OF LIABILITY BUT WILL NOT LIMIT CUSTOMER'S PAYMENT
OBLIGCATIONS UNDER SECTION 8 (FEES AND PAYMENTS) ABOVE.

10.3. THE LIMITATIONS AND EXCLUSIONS SET OUT IN THIS SECTION 10 SHALL
NOT APPLY TO INDEMNIFICATION, CUSTOMER OBLIGATION, BREACHES OF
LICENSE RESTRICTIONS IN SECTION 4 BY CUSTOMER, BREACHES OF
CONFIDENTIALITY OBLIGATIONS IN SECTION 13 BY CUSTOMER, AND
CUSTOMER'S PAYMENT OBLIGATIONS.

10.4. IN NO EVENT WILL EITHER PARTY OR ITS AFFILIATES WILL HAVE ANY
LIABILITY ARISING OUT OF OR RELATED TO THIS AGREEMENT FOR ANY LOSS
OF DATA, PROFITS, ANTICIPATED SAVINGS, LOSS OF REVENUE, BUSINESS,
GOODWILL (IN EACH CASE WHETHER DIRECT OR INDIRECT), OR FOR
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL LOSS OR DAMAGE, FOR
BUSINESS INTERRUPTION OR FOR PUNITIVE DAMAGES OR LOST
MANAGEMENT TIME OF ANY KIND WHATSOEVER ARISING OUT OF THIS
AGCREEMENT OR ANY OF THE SERVICES PROVIDED OR AGREED TO BE
PROVIDED BY CYBER SECURITY ASSOCIATES, IN EACH CASE WHETHER AN
ACTION IS IN CONTRACT OR TORT (INCLUDING NEGLIGENCE) AND
REGCARDLESS OF THE THEORY OF LIABILITY, EVEN IF A PARTY OR ITS
AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES
ARISING, OR IF A PARTY'S OR ITS AFFILIATES' REMEDY OTHERWISE FAILS OF
ITS ESSENTIAL PURPOSE.

10.5. If any third party makes a claim, or notifies an intention to make a claim
(“Claim”) against the Customer resulting out provision of services to the
Customer by CSA Cyber under this Agreement, the Customer shall:

(i) as soon as reasonably practicable, give written notice of the
Claim to CSA Cyber, specifying the nature of the Claim in
reasonable detail;

(ii) not make any admission of liability, agreement or compromise
in relation to the Claim without the prior written consent of
CSA Cyber (such consent not to be unreasonably conditioned,
withheld or delayed);

(iii) give CSA Cyber and its professional advisers access at
reasonable times (on reasonable prior notice) to its premises
and its officers, directors, employees, agents, representatives
or advisers, and to any relevant assets, accounts, documents
and records within the power or control of the Customer, so as
to enable CSA Cyber and its professional advisers to examine
them and to take copies (for the purpose of assessing the
Claim; and subject to CSA Cyber providing security to the
Customer to Customer's reasonable satisfaction against any
claim, liability, costs, expenses, damages or losses which may
be incurred, take such action as CSA Cyber may reasonably
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1.

11.1.

n.2.

request to avoid, dispute, compromise or defend the Claim.
Indemnification

Customer agrees to indemnify, defend and hold harmless CSA Cyber, its
Affiliates and its and their officers, directors, employees, agents, suppliers,
licensors, and other related parties (“Related Parties”) from and against all
claims, costs, expenses (including, without limitation, legal fees), losses,
liabilities and damages arising out of or related to: (i) any violation of
Customer’s obligations under Section 4 (Ownership and Restrictions) or
Section 5 (Use of Services) of this Agreement; or (ii) Customer's, the Authorised
Affiliates’ or the Users' use or receipt of Services, except to the extent the
Services materially fail to comply with the Documentation.

CSA Cyber will defend Customer against or, at its sole discretion, settle any
claim, demand, suit or proceeding made or brought against Customer by a
third party alleging that the use of a Service in accordance with this Agreement
and the Documentation infringes or misappropriates such third party's
Intellectual Property Rights (a “Claim Against Customer”), and will indemnify
Customer from any damages, legal fees and costs finally awarded against
Customer as a result of, or for amounts paid by Customer under a court-
approved settlement of, a Claim Against Customer, provided Customer (a)
promptly gives CSA Cyber written notice of the Claim Against Customer, (b)
gives CSA Cyber sole control of the defence and settlement of the Claim
Against Customer (except that CSA Cyber may not settle any Claim Against
Customer unless it unconditionally releases Customer of all liability), (c) does
not make any admissions or statements or settle or attempt to settle any Claim
Against Customer without the prior written consent of CSA Cyber, and (d) give
CSA Cyber all reasonable assistance, at CSA Cyber expense, in connection with
the defence and/or settlement of any Claim Against Customer. If CSA Cyber
receives information about an infringement or misappropriation claim related
to a Service (whether from Customer or any other person), CSA Cyber may at
its discretion and at no cost to Customer (i) modify the Service so that it no
longer infringes or misappropriates, without breaching CSA Cyber warranties
under Section 14.2, (ii) obtain a license for Customer’s, the Authorised Affiliates’
and the Users’ continued use of that Service in accordance with this
Agreement, or (iii) terminate Customer’s, the Authorised Affiliates’ and the
Users’ subscriptions for that Service upon thirty (30) days’ written notice and
refund Customer any prepaid fees covering the remainder of the Initial Term
or Renewal Term (as applicable) of the terminated subscriptions. The above
defence and indemnification obligations do not apply to the extent a Claim
Against Customer arises from Customer Content, Customer Applications, or
Customer’s breach of this Agreement.
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11.3.

1.4.

12.

12.1.

13.

Customer will defend CSA Cyber and the CSA Cyber Related Parties against, or
at its sole discretion, settle any claim, demand, suit or proceeding made or
brought against CSA Cyber or a CSA Cyber Related Party by a third party
alleging that Customer Content or Customer Applications, or Customer’s, an
Authorised Affiliates’ or a User's use of any Service, Customer Content or
Customer Applications infringes or misappropriates a third party’s Intellectual
Property Rights or violates applicable law (a “Claim Against CSA Cyber”), and
will indemnify CSA Cyber and the CSA Cyber Related Parties from any
damages, legal fees and costs finally awarded against CSA Cyber or a CSA
Cyber Related Party as a result of, or for any amounts paid by CSA Cyber or a
CSA Cyber Related Party under a court-approved settlement of, a Claim
Against CSA Cyber, provided CSA Cyber (a) promptly gives Customer written
notice of the Claim Against CSA Cyber, (b) gives Customer sole control of the
defence and settlement of the Claim Against CSA Cyber (except that Customer
may not settle any Claim Against CSA Cyber unless it unconditionally releases
CSA Cyber and the CSA Cyber Related Parties of all liability), (c) does not make
any admissions or statements or settle or attempt to settle any Claim Against
CSA Cyber without the prior written consent of Customer, and (d) gives
Customer all reasonable assistance, at Customer's expense, in connection with
the defence and/or settlement of any Claim Against CSA Cyber.

This Section 11 states the indemnifying party’s sole liability to, and the
indemnified party’s exclusive remedy against, the other party for any type of
claim described in this Section 11.

Insurance
CSA Cyber shall hold insurance cover with a respectable insurer to an
appropriate value to cover the liability assumed by it under this Agreement.

Upon request and no more than once in any twelve (12) month period, CSA
Cyber will provide Customer with evidence of such insurances.

Confidentiality and Non-Solicitation

13.1. Both parties undertake, for the duration of this Agreement and afterwards, to

keep strictly confidential all Confidential Information of the other party that is
in its possession or under its control and, unless required by law, not to make
it available to any third party other than as expressly permitted by this
Agreement. Neither party shall use the Confidential Information for any
purpose other than the proper exercise of its rights and performance of their
obligations under this Agreement and the Confidential Information shall
remain the exclusive property of the disclosing party.
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13.2. The obligations of confidentiality under this Section 13 shall not apply to
Confidential Information that:

(i) is or becomes publicly known other than through an act or
omission of the receiving party;

(ii) was in the receiving party’s lawful possession before the
disclosure;

(iii) is lawfully disclosed to the receiving party by a third party
without restriction on disclosure;

(iv) is independently developed by the receiving party, which
independent can be shown by written evidence;

(v) is required to be disclosed by law, by any court of competent
jurisdiction or by any regulatory body; or

(vi) in the case of Customer’s Confidential Information hosted by
CSA Cyber as part of the Services, where Customer or an
Authorised Affiliate has configured or otherwise used the
Services so that Customer’s Confidential Information is
accessible to third parties through no fault of CSA Cyber.

13.3. Subject to the terms of this Agreement and the Sales Order, each party
undertakes to:

(i) disclose the other party's Confidential Information only to
those of its officers, employees, agents, professional advisers,
service providers, consultants and contractors to whom and to
the extent to which such disclosure is reasonably necessary for
the purposes contemplated under this Agreement; and

(i) ensure that all its officers, employees, agents, professional
advisers, service providers, consultants and contractors to
whom it may be entitled to disclose Confidential Information
under this Agreement shall be bound by obligations of
confidentiality no less onerous than those imposed under this
Agreement. This Section 13 shall survive termination of this
Agreement.

13.4 For the term of this Agreement (and if expiring at a later date, from the term
of any Order) and a period of one year thereafter, the Customer and their
Affiliates will not entice or endeavour to entice away from CSA Cyber or
Employ, or make any offers of Employment to, any Significant Person who is or
has been a director of or employed or engaged by CSA Cyber at any time
during the term of this Agreement or term of any Order, except as may be
agreed between the Parties. "Employ" or “Employment” means the
engagement of such a person as an employee, director, subcontractor or
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13.5

14.

14.1.

14.2.

14.3.

independent contractor to carry out duties which are identical or substantially
similar to the duties for which such person has been employed or engaged by
CSA Cyber to carry out. For the purpose of this Agreement, “Significant Person”
will mean any director of FluidOne or employee or sub-contractor of CSA Cyber
holding a sales, operational or managerial position (excluding for the
avoidance of doubt any CSA Cyber personnel having a purely secretarial role)
and having a material involvement with the Customer at any time during the
period of 12 months prior to any such enticement, offer of Employment or
Employment.

The estimate of the impact that breach of Clause 13.5 would have is herein
specified as liquidated damages in the amount of one year's salary or
remuneration of any such employee or director at the date of leaving CSA
Cyber to join the other Party. The Parties accept that this is a reasonable
estimate of loss, and each Party agrees to pay the same in the event of each
and every breach by it of this Clause 13. This provision is without prejudice to
the right of each Party to seek injunctive relief.

Representations, Warranties, Exclusive Remedies and Disclaimers

Each party represents that it has the authority to enter into this Agreement,
grant the rights granted by it under this Agreement and perform the
obligations under this Agreement.

CSA Cyber warrants that (a) this Agreement, the Sales Order and the
Documentation describe, in all material respects, the applicable
administrative, physical, and technical safeguards for protection of the
security, confidentiality and integrity of Customer Content, (b) CSA Cyber will
not materially decrease the overall security of the Software Services during the
Initial Term, (c) the Software Services will perform materially in accordance
with the applicable Documentation, (d) CSA Cyber will not materially decrease
the functionality of the Software Services during the Initial Term, and (e) CSA
Cyber will use commercially reasonable endeavours to ensure the Software
Services and Content will not introduce Malicious Code into Customer
Systems. For any breach of any of these warranties and unless the breach of
warranty constitutes a material breach of this Agreement, Customer’s
exclusive and sole remedies, subject to Section 101, are those described in
Sections 9.2 and 9.3.

EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT, ALL WARRANTIES,
CONDITIONS AND TERMS OF ANY KIND BY CYBER SECURITY ASSOCIATES,
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, (INCLUDING
WITHOUT LIMITATION AS TO MERCHANTABILITY, SATISFACTORY QUALITY,
FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT), ARE
HEREBY EXCLUDED TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
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LAW. SUBJECT TO SECTION 11.1, CYBER SECURITY ASSOCIATES DISCLAIMS
ALL LIABILITY AND INDEMNIFICATION OBLIGATIONS FOR AND IN RELATON
TO ANY HARM OR DAMAGES CAUSED BY ANY THIRD-PARTY HOSTING
PROVIDERS.

14.4.1n the event of any loss or damage to Customer Content, Customer's sole and
exclusive remedy shall be for CSA Cyber to use reasonable endeavours to
restore the lost or damaged Customer Content.

15. Data Protection

15.1. Customer acknowledges that CSA Cyber may from time to time process
Customer Personal Data (subject to the Data Protection Legislation) for its
own contract administration and marketing purposes as controller and that
the terms of CSA Cyber Privacy Statement, available at
https.//csacyber.com/privacy-policy.html (as may be updated or amended
from time to time) shall apply to such processing.

15.2. Where, in connection with this Agreement, CSA Cyber process Customer
Personal Data as a processor on behalf of Customer, the data protection
provisions set out in “Schedule 1 - Data Protection” and “Schedule 2 -
Processing Activities” shall apply to both parties.

16. Anti-bribery and Corruption

16.1. Each party shall ensure that, in relation to this Agreement and general
business practices, it shall not and shall use reasonable endeavours to ensure
that its employees and contractors shall not, engage in any activity, practice
or conduct which would constitute an offence under any applicable Anti-
Corruption Laws with which that party is required to comply. In particular,
each party shall not, and shall use reasonable endeavours to ensure that its
employees and contractors do not, offer, promise or pay to, or solicit or receive
from any other person (including public and government officials) or
company, any financial or other advantage which causes or is intended to
cause another person to improperly perform their function or activities in
order to secure or retain a business advantage. Each party shall further ensure
that, unless allowed or required by local law, it shall not, and shall use
reasonable endeavours to ensure that its employees and contractors shall not,
offer, promise or pay to any public government official any financial or other
advantage in order to secure or retain a business advantage, including
payment intended to induce officials to perform duties they are otherwise
obligated to perform.
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16.2. As part of its internal measures to ensure compliance under this Section 16,

each party shall implement and maintain appropriate policies and procedures
intended to assess the risk of, monitor, and prevent the breaching of Anti-
Corruption Laws.

16.3. Each party shall, upon discovery, notify the other party promptly of any breach

or suspected breach by any employee or contractors of this Section 16 and/or
any Anti-Corruption Laws.

17. Service Analysis

17.1.

CSA Cyber may (i) compile statistical and other information related to the
performance, operation and use of the Services, and (ii) use data and
Customer Content from the Services Environment in aggregated form for
security and operations management, to create statistical analysis, and for
research and development purposes (subclauses (i) and (ii) are collectively
referred to as “Service Analysis”). CSA Cyber may make Service Analysis
publicly available; however, Service Analysis will not incorporate Customer
Content or Confidential Information in a form that could serve to identify
Customer or any individual, and Service Analysis do not constitute Personal
Data. CSA Cyber retains all Intellectual Property Rights in Service Analysis.

18. Third Party Software

18.1.

18.2.

Customer acknowledges that the Services may contain software which is
obtained by CSA Cyber under a license from one of its Affiliates and/or
suppliers ("Third Party Software"). Customer acknowledges that all third-
party licensors and suppliers retain all right, title and interest in and to such
Third Party Software and all copies of it, including all Intellectual Property
Rights.

Customer acknowledges and agrees that if there is a fault, delay or
interruption in the provision of the Services as a result of a third party and/or
relating to Third Party Software, CSA Cyber shall not be responsible or have
any liability for any loss and/or inconvenience caused by this.

19. Notices

19.1.

For the purposes of this Agreement, all notices, invoices and other
communications shall be transmitted to the parties at the addresses set out
in the Sales Order or, in the case of notices, invoices and other
communications to Customer, to Customer’s e-mail address on record in CSA
Cyber account information.
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19.2.

19.3.

To request termination of Services in accordance with this Agreement,
Customer must submit a termination request to CSA Cyber at the address
specified in the respective Sales Order, or by email to success@csacyber.com.

CSA Cyber may give notices applicable to Customer by means of a general
notice on the Software Services and/or the CSA Cyber Programs or by
electronic mail to a User's e-mail address on record in CSA Cyber account
information or by written communication sent by mail to Customer address
on record in CSA Cyber account information.

20.Force Majeure

20.1.

20.2.

20.3.

Notwithstanding any other provision of this Agreement, CSA Cyber shall not
have any liability to Customer, and Customer shall not have any liability to
CSA Cyber, if it is prevented from or delayed in performing its obligations
under this Agreement, or from carrying on its business, by a Force Majeure
Event.

As soon as reasonably practicable after becoming aware of a Force Majeure
Event the party affected by the Force Majeure Event shall notify the other
party, providing reasonable details of the Force Majeure Event, its impact on
that party's obligations under this Agreement and its anticipated duration.

The terms of Sections 20.1 and 20.2 shall not apply in respect of any failure by
Customer to pay any Fees or other charges when due under this Agreement,
except if and to the extent that such failure is due to a failure or delay in the
banking or payment transfer systems.

21. General

21.1.

21.2.

This Agreement sets out the entire agreement and understanding between
the parties relating to the subject matter thereof and supersedes all prior
agreements, arrangements, customer terms, PO terms, promises, proposals,
warranties, representations, undertakings and understandings between the
parties relating to that subject matter. Each party acknowledges that, in
entering into this Agreement, it does not rely on any statement,
representation, assurance or warranty (whether it was made negligently or
innocently) of any person (whether a party to this Agreement or not)
(“Representation”) other than as expressly set out in this Agreement. Each
party agrees that the only rights and remedies available to it arising out of or
in connection with a Representation shall be for breach of contract. Nothing
in this Section 21.1 shall limit or exclude any liability for fraud.

Where there is a conflict between this Agreement and the Sales Order, the
terms and conditions of the Sales Order shall take precedence.
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21.3.

21.4.

21.5.

21.6.

21.7.

21.8.

219.

21.10.

CSA Cyber may novate, transfer or assign all or any of its rights and/or
obligations under this Agreement to any Affiliate or in connection with a
merger, acquisition, corporate reorganisation or the sale of the whole or a
substantial part of CSA Cyber business, and will provide notice to Customer
of the same. CSA Cyber may subcontract the performance of its obligations
under this Agreement provided that it shall remain primarily liable for
performance of its obligations under this Agreement. Except as provided in
this Section 21.3, neither party may transfer, novate or assign this Agreement
or any of its rights or obligations under this Agreement to a third party
without the prior written consent of other party.

Each party will be acting as an independent contractor and nothing in this
Agreement is intended to, or shall be deemed to, constitute a partnership,
franchise or joint venture of any kind between the parties, nor constitute any
party, the agent of another party for any purpose. No party shall have
authority to act as agent for, or to bind the other party in any way.

No variation of this Agreement shall be valid unless it is in writing and signed
by, or on behalf of, each of the parties.

A waiver of any right under this Agreement is only effective if it is in writing
and it applies only to the circumstances for which it is given. No failure or
delay by a party in exercising any right or remedy under this Agreement or
by law shall constitute a waiver of that (or any other) right or remedy, nor
preclude or restrict its further exercise. No single or partial exercise of such
right or remedy shall preclude or restrict the further exercise of that (or any
other) right or remedly.

Unless specifically provided otherwise, rights arising under this Agreement
are cumulative and do not exclude rights provided by law.

If any provision (or part of a provision) of this Agreement is found by any court
or administrative body of competent jurisdiction to be invalid, unenforceable
or illegal, the other provisions shall remain in force.

If any invalid, unenforceable or illegal provision would be valid, enforceable or
legal if some part of it were deleted, the provision shall apply with whatever
modification is necessary to give effect to the commercial intention of the
parties.

This Agreement may be executed in any number of counterparts, each of
which when executed shall be an original and together shall constitute one
and the same instrument.
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21.11. The CSA Cyber Related Parties shall have the right to enforce the benefit of
Section 5. Subject to the preceding sentence, nothing in this Agreement is
intended for the benefit of any third party and the parties do not intend that
any term of this Agreement should be enforceable by a third party either
under the Contracts (Rights of Third Parties) Act 1999 or otherwise.

21.12. This Agreement shall be governed by and constructed in accordance with
the laws of England and Wales and all disputes or claims (including non-
contractual disputes or claims) arising under this Agreement shall be subject
to the exclusive jurisdiction of the English courts.
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SCHEDULE 1 - DATA PROTECTION

1. Roles of the parties

1.1. Except as set out in Section 17.1 of this Agreement, each of the parties to this
Agreement acknowledges and agrees in relation to Customer Personal
Data that for the purpose of the Data Protection Legislation:

1.1.1. Customer is the controller;

1.1.2. CSA Cyber is the processor;

1.1.3. Customer will retain control of Customer Personal Data and remains
responsible for its compliance obligations under the Data Protection
Legislation, including, but not limited to, providing any required notices
and obtaining any required consents, and for the written processing
instructions it gives to CSA Cyber; and

1.1.4. Schedule 2 describes the subject matter, duration, nature and purpose
of the processing and the Personal Data categories and data subject
types in respect of which CSA Cyber may process Customer Personal
Data under this Agreement.

2. CSA Cyber obligations

2.1. In relation to the processing of Customer Personal Data to which this

Schedule

1 applies, CSA Cyber will process (and will procure that its

personnel will process) Customer Personal Data only:

2111

2112

2.1.1.3.

CSA Version 5.0 -

in accordance with Customer's commercially reasonable,
documented written instructions from time to time, including as
set out in this Agreement; or

as otherwise required by law (subject to CSA Cyber first notifying
Customer of the relevant legal requirement unless such
notification is itself prohibited by law on important grounds of
public interest) and only to the extent and in such a manner as is
necessary for CSA Cyber to provide the Services and to perform
its other obligations under this Agreement in accordance with
this Agreement and not for any other purpose;

immediately notify Customer if CSA Cyber (or any of its DP Sub-
processors) reasonably believes any of Customer’s instructions
relating to the processing of Customer Personal Data do not
comply with the Data Protection Legislation and in such case
CSA Cyber shall be entitled without penalty to suspend execution
of the instructions concerned. Any notification by CSA Cyber
under this paragraph should not be regarded as legal advice;
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2.1.1.4.0nly disclose Customer Personal Data to, and ensure that access
to Customer Personal Data is limited to, those of its personnel
who are bound by confidentiality obligations in relation to
Customer Personal Data;

2115.only transfer Customer Personal Data to an international
organisation or any country outside the United Kingdom and the
EEA:

2.1.1.6. to the DP Sub-Processors;

2.11.7.where such transfer is required for the performance of the
Services under this Agreement, provided that CSA Cyber has
adequate safeguards in place in respect of such transfers in
accordance with the requirements of the Data Protection
Legislation (and CSA Cyber will provide details of the adequate
safeguards in place to Customer on written request) or with the
prior written consent of Customer;

212.implement appropriate technical and organizational measures
designed to ensure a level of security appropriate to the data security
risks presented by processing Customer Personal Data, including the
accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, Customer Personal Data transmitted, stored
or otherwise processed;

2.1.3.notify Customer in writing without undue delay if it becomes aware of
any Personal Data Breach relating to Customer Personal Data; and

2.1.4.when CSA Cyber ceases to provide Services relating to processing
pursuant to this Agreement:

2.1.4.1.at Customer's option, delete or return to Customer all Customer
Personal Data; and

21.4.2. delete all copies of Customer Personal Data except insofar as
CSA Cyber is required by law to continue to retain such copies;
and
2.1.4.3. give all notices required to be given under this Schedule 1 to
Customer's e-mail address on record in CSA Cybers
account information.
3. Security

3.1. CSA Cyber shall maintain appropriate technical and organizational
measures for protection of the security (including protection against
unauthorized or unlawful processing and against accidental or unlawful
destruction, loss or alteration or damage, unauthorized disclosure of, or
access to, Customer Personal Data), confidentiality and integrity of
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Customer Personal Data, as set forth in CSA Cyber Information Security
Policy. CSA Cyber regularly monitors compliance with these measures. CSA
Cyber will not materially decrease the overall security of the Services during
a subscription term.

4. Information, co-operation and assistance

4.1. CSA Cyber will take appropriate technical and organizational measures and
promptly provide such information to Customer as Customer may
reasonably require to assist Customer in fulfilling its obligations to respond
to any request by any data subject to exercise any data subject right under
the Data Protection Legislation, including notifying Customer without
undue delay if it receives a request from a data subject for access to their
Personal Data or to exercise any of their other rights under the Data
Protection Legislation, in each case only to the extent that the data subject’s
request relates to the processing of Customer Personal Data by CSA Cyber
pursuant to this Agreement.

4.2. CSA Cyber will at Customer’s request, provide reasonable assistance to
Customer in complying with Customer’s obligations under the Data
Protection Legislation or any equivalent or implementing legislation, in
relation to security of processing, notification of personal data breaches,
communication of personal data breaches to data subjects, data protection
impact assessments and consultation with the ICO where necessary in
relation to data protection impact assessments, in each case only to the
extent that Customer’s request relates to the processing of Customer
Personal Data by CSA Cyber pursuant to this Agreement.

5. Records, audit and inspection

5.1. CSA Cyber will:

5.1.1. at Customer’s request, make available to Customer all information held
by CSA Cyber which is reasonably required to demonstrate:

5.1.1.1. CSA Cyber compliance with this Agreement; and

5112. the compliance by each of its DP Sub-processors with the
agreement between CSA Cyber and such DP Sub-processor
referred to in paragraph 6.4 of this Schedule 1 (subject to any duty
of confidentiality owed to such DP Sub-processors).

512.on reasonable notice during business hours allow Customer, its

statutory or regulatory auditors, and in each case their authorised
agents, access to such information referred to in paragraph 5.1 above as
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Customer may require in order to verify CSA Cyber compliance with its
obligations in relation to data processing under this Agreement. Unless
Customer has reasonable grounds to believe that CSA Cyber has
committed a material breach of the obligations in this Schedule 1,
Customer may not exercise its audit right more than once in any twelve-
month period. Customer shall use all reasonable endeavours to ensure
that the conduct of any audit by Customer or its authorised agents does
not unreasonably disrupt CSA Cyber or its business. Any audit by
Customer or its authorised agents will be limited to two (2) Working
Days in any 12-month period and any audits exceeding more than two
(2) Working Days will incur a fee to Customer and/or its authorised
agents of £500 per day over and above two (2) Working Days. Any audit
by Customer or authorised agent shall also be limited to an audit of
Customer Personal Data and the processes relating to Customer
Personal Data and will not include any information relating to any other
customer of CSA Cyber or any other third party (other than a DP Sub-
processor).

6. Sub-processing

6.1. Customer acknowledges and agrees that CSA Cyber may use third party
sub-processors, a list of which is available upon request.

6.2. CSA Cyber will give Customer not less than thirty (30) days' prior notice of
the proposed appointment of any replacement or additional Sub-processor
to those Sub-processors authorised pursuant to paragraph 6.1 above.
Customer must notify CSA Cyber of any objection to such appointment
within five (5) days after receiving notice of the proposed appointment from
CSA Cyber; if Customer’s objection to the proposed appointment is
reasonable, CSA Cyber will re-arrange the processing arrangements so that
proposed appointee is not used to process Customer Personal Data or make
such other amendment to the terms of the Agreement as the parties
(acting reasonably and in good faith) agree is appropriate to reflect the
change in the sub-processing arrangements or, if neither of these options
is practicable, CSA Cyber will so notify Customer, and Customer shall be
entitled to terminate this Agreement by giving CSA Cyber not less than
thirty (30) days’ notice, such notice being given within thirty (30) days
following Customer's receipt of CSA Cyber notice that it is not practicable to
either re-arrange the processing to avoid the need to use the proposed sub-
processor or to agree appropriate amendments to the terms of this
Agreement.

6.3. If CSA Cyber proposes to sub-contract the processing of any Customer

Personal Data on behalf (directly or indirectly) of Customer, CSA Cyber will
ensure that the proposed Sub-processor provides sufficient guarantees to
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implement appropriate technical and organizational measures in such a
way that its processing will comply with the Data Protection Legislation.

6.4. If CSA Cyber sub-contracts the processing of any Customer Personal Data
to any third party on behalf (directly or indirectly) of Customer including any
Sub-processor authorised pursuant to paragraph 6.1 or 6.2 above (each a
“DP Sub-processor’), CSA Cyber will enter into a written agreement with
such DP Sub-processor that contains terms substantially the same as those
set out in this Schedule 1, in particular, in relation to requiring appropriate
technical and organisational data security measures.

6.5. CSA Cyber will remain fully liable to Customer for each of its DP Sub-
processors' performance of their respective agreement obligations in
relation to the processing of Customer Personal Data.

7. Customer’s obligations in relation to processing Customer Personal Data
7.1. Customer will:

7.1.1. comply with its obligations under the Data Protection Legislation which
arise in relation to this Agreement and the receipt of the Services;

7.1.2.not do or omit to do anything which causes CSA Cyber to breach any of
its obligations under the Data Protection Legislation; and

7.1.3.reimburse CSA Cyber for any reasonable costs reasonably incurred by
CSA Cyber in performing its obligations under paragraphs 2.1.7, 4 and 5
in this Schedule 1, in each case except to the extent that such costs were
incurred as a result of any breach by CSA Cyber of any of its obligations
under this Schedule 1 or the Data Protection Legislation.

7.2. Customer represents, warrants and undertakes to CSA Cyber that:

7.2.1.Customer (and any other sub-contractor of Customer) has obtained
Customer Personal Data in accordance with the Data Protection
Legislation and has provided (or will provide) all necessary notices to
data subjects whose Personal Data comprises part of Customer
Personal Data; and

7.2.2. it has (or will at the required time have) one or more valid grounds for
CSA Cyber (and any DP Sub-processor’s and their sub-sub-processor’s)
processing of Customer Personal Data in accordance with this
Agreement, so that CSA Cyber (and any DP Sub-processors and their
sub-sub-processors) processing of Customer Personal Data in
accordance with this Agreement complies with the Data Protection
Legislation.
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SCHEDULE 2 - PROCESSING ACTIVITIES
1. Subject-matter, nature and purpose of the processing:

CSA Cyber will process Customer Personal Data for and behalf of Customer and its
Affiliates and in accordance with Customer's instructions for purposes of providing
Software Services in accordance with this Agreement.

Such purposes may include:
e Hosting purposes: to host Customer Personal Data in the Software Services;
e Storage Purposes: to provide storage of Customer Personal Data;
e Business Purposes: to provide business products and services to Customer.

2. Duration of processing:

Processing of Customer Personal Data by CSA Cyber shall be for the Term of the
Agreement, provided that Customer Personal Data shall not be processed for
longer than is necessary for the purpose for which it was collected or is being
processed (except where a statutory exception applies).

3. Personal Data in scope:

CSA Cyber may process the following types/categories of Customer Personal Data:

Personal Data, consisting of:

e personal details and contact details including name, email address, postal
address, telephone number; and

¢ employment information including title, role.

4. Persons affected (data subjects):

The group of data subjects affected by the processing of their Personal Data
consists of:

e Customer's employees and staff.
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