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Cyber Exercise Service
Service Overview

Inzpire is a company grounded in the delivery of world-class exercises for the UK military; we have
now combined this 20 years’ of excellence in the delivery of complex exercises with our deep
understanding of offensive cyber capabilities and defensive cyber operations. This allows Inzpire to
deliver bespoke and tailored exercises which allow organisations to assure and improve their cyber
security and resilience capabilities from small team-based training up to organisational level or cross
organisation exercises with hundreds of participants and multiple sites. Using a team of highly-
experienced exercise design and delivery personnel alongside our cyber subject matter experts
Inzpire can deliver realistic, challenging and engaging exercises to all levels within an organisation.
We have already provided cyber exercises for multiple elements of UK Critical National
Infrastructure as well as our traditional UK and foreign military customers.

Service Description

All of our teams are made up of the highest quality subject matter experts, drawing together
experience from team members from ex-military backgrounds, law enforcement and from cutting
edge technology companies. Our trained and experienced team hold the highest government
security clearances.

Depending on the type of exercise required and the maturity of the exercise requirements Inzpire
can provide a full end-to-end service or selected modules from our exercising framework.

e Inzpire’s Training Needs Analysis team are experts in eliciting your exercises needs and
developing an agreed set of exercise requirements which will appropriately challenge the
exercise participants.

e QOur exercise development experts will then work alongside cyber subject matter experts to
develop exercises tailored to your needs with realistic scenarios which match your
organisation’s current capabilities — ensuring that all participants are stretched, but not
overwhelmed, by the exercise maximising the benefits of the exercise.

e Years of experience have proven that the key to any good exercise is an honest and
thorough debrief. Having run the exercise our team will then facilitate the debrief, ensuring
that the root causes behind any issues are uncovered allowing for appropriate mitigation
measures to be delivered.

e Validation of the exercise outcomes and delivery can be provided to meet Quality Assurance
and governance requirements.

e QOut-briefs highlighting the significant findings of the exercise for executives and decision
makers are available as written reports or verbal briefings.

e In-depth exercise report includes lessons identified and recommendations for improvement.
Recommendations are drawn from Human Factors, policy, process and technology areas
ensuring you have a holistic view of the performance of your capabilities.

e Qur scenarios present current real world challenges faced by your sector ensuring the
relevance of the exercise and maximising participant engagement and training benefit.



