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Cyber Governance, Risk and Compliance Consultancy Service
Service Overview

Inzpire’s Cyber Governance Risk and Compliance Consultancy Service will enable your
organisation to understand your user needs and requirements in order to deliver business
resilience and develop a cost-effective plan to deploy effective cyber security policies for
your cloud services. Our services embrace the policy, people, process and technology
aspects of cloud-based solutions ensuring a holistic response to evolving cyber threats. Our
experience of working alongside Critical National Infrastructure (CNI) providers, UK and
foreign Government departments and the military allows us to bring a wealth of experience
to bear when developing practical solutions to meet your cyber security and resilience
requirements.

Inzpire consultancy is delivered by an experienced team of specialists with a deep
understanding of cyber risk from the technical to organisational level. Our services offer a
range of practical advice supporting organisations to implement the most cost-effective
socio-technical cyber security measures. We seek to relieve pressure on your organisation
by developing a scalable cyber security solution which delivers the level of operational
resilience required by your organisation, allowing you to focus on your core business.

Service Description

All of our teams are made up of the highest quality subject matter experts, drawing together
experience from team members from ex-military backgrounds, law enforcement and from
cutting edge technology companies. Our trained and experienced consultants hold the
highest government security clearances.

Inzpire’s process to develop Cyber Security and Resilience solutions include the following:

o Capture of requirements, set against organisational vision, strategy and governance
framework.

¢ Fully scalable consultancy service ranging from focused interventions for specific
cyber vulnerabilities or resilience challenges through to full programme management
for cloud cyber strategy development and implementation.

o Delivery of Cyber Security, Governance, Risk, Compliance and Assurance activities
which can be used to provide independent evidence when seeking to gain
accreditation within your sector.

¢ Assistance with Cyber Essentials and Cyber Essentials Plus accreditation.

¢ Inzpire provide short, high impact Cyber ‘masterclasses’ for executives and senior
leadership to increase understanding of current threats in and through cyberspace
and allow decision makers to fully understand the levels of cyber risk that they are
holding.

Services also include:
e Cyber environment Human Factors assessment
e Vulnerability analysis

e Guidance on Risk and Issue Management at Strategic and Operational levels
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Comprehensive stakeholder engagement across all organizational levels

Detailed final reporting that includes Information Flow Analysis, Cyber Terrain
modelling, Threat and Impact Analysis, attack path analysis, and recommendations
for prioritized and cost-effective mitigation actions



