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Q Identity Verification

Right to Work/Rent & DBS IDV =

Automate right to work checks, stay
compliant, complete checks
remotely.

Yoti are the UK's first government
certified service provider under the
UK Digital Identity & Attributes Trust

Framework. | \ f |

We've built a suite of solutions that
help you optimise the candidate
screening and employment process.

Reduce operational costs

Automate your HR vetting processes with a trusted IDSP
and leave compliance up to us. Our sleek user flows are
dynamic, allowing you to use one identity check for Right
to Work, part of a DBS check and share code check.

automation

Mitigate identity fraud

Fast-track genuine candidates through our Al-led
process and layer in support from our fraud specialists.

Easier and compliant

Meet the statutory excuse and stay compliant, with an
easy way of performing Right to Work checks.

verification
specialists
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https://www.yoti.com/blog/yoti-uk-government-approved-dbs-right-to-work-rent-checks/
https://www.yoti.com/blog/yoti-uk-government-approved-dbs-right-to-work-rent-checks/

Q Identity Verification Background screening

Offer candidates two ways to complete background
screening checks

=

Online ID verification Reusable Digital ID app

First-time candidates can Frequent job movers can prove
upload their documents and a their right to work with the
selfie to your website or app. reusable digital ID app.

Streamline the screening process

Guarantee it's a real document and a real person

G = 0@ o

Document Address Facial Fraud Share
Verification Verification Verification Check Code

Browser based portal Embedded verification
Get set up today with our Integrate via SDK for a seamless

easy-to-use web portal. ' customer experience.




g Identity Verification

¢ Back ®

We have expanded our
list of documents

Select a country to see what documents are the
quickest for confirming your identity.

United Kingdom
Accepted documents:

{ (O Passport

(O Driving licence

{ (O Biometric residence permit
or

Scan the photo page in your
passport

Well automatically scan your document
when it's in position.

How it works - UK & Ireland

Please position your document in the frame.

User selects Capture Capture Supporting
country + 1D document Selfie + Documents

UK & Irish O Data extraction Liveness detection O Proof of address
documents :  Extract data with OCR Confidence that it's a :  Capture a supporting

Proceed through the

real person with NIST

document, like a

government UK right ' Document Level 2 anti-spoofing . utility bill or bank
to work flow. O authenticity liveness detection - . statement.
:  Ensure it's a genuine protecting you against
Non UK & Irish document with Al-led DeepFakes, Generative ~ Q  Address verification

document holders
Continue on the
same flow but must
add their share code
as well.

authenticity checks.

Al and injection
attacks.

Biometric face match
Match the selfie to the
ID document photo.

Streamline the screening process

O

Guarantee it's a real document and a real person

Verify a name and
address against a
source database.

D
Document Address Facial Fraud
Verification Verification Verification Check

[YOTI| Yoti RTW_Sharecode update guide



g Identity Verification

How it works - non UK & Irish passport checks

Users will go through the ID verification process, but then
additionally be asked to add their share code

————— —

¢ Back 0] @

We have expanded our We need to confirm your
list of documents right to work in the UK

Select a country to see what documents are the To do this, please generate  new share code
quickest for confirming your identity. and enter it below.

lssuing country
Pyl v Share code

Accepted documents:
How do | get a share code?

Passport
Driving licence

National ID
Issued on or after 01/2001

G Non UK & Irish o Share code e Check results

candidates ;
: O Users enter their right O Full report generated,
O  Users select to work share code including share code
: document § Yoti then checks : We will provide you with a full,
Users are offered : validity of the share downloadable pdf report
documents relevant code and matches the . detailing the checks we have
to their country and name and a biometric performed, including share
acceptable for a face match from the : code.
verified ID check . document to the
with Yoti. g share code and

included in the pdf
report we provide.

Share code check
This does not constitute a statutory excuse check for right to work

Yoti provides

e Document authentication e Facematch
e Data extraction e Share code validity check
e Liveness checks e Match share code to document name

and biometric face match

You must still check the document and share code yourself.

Yoti RTW_Sharecode update guide 4



Q Identity verification Background screening
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intertek  intertek  intertek
NIST Level 2 ISO 27001, 27701, 9001

SOC 2 Type 2
Liveness detection to Certified for security, Certified for technical and
combat presentation quality and management organisation security
attacks standards

o automation
95 % rate

verification
200+ experts

24/7 support

“This new approach is better for all George Griffiths
stakeholders in the recruitment Managing Director of uCheck

process. It's faster, secure and only
the information that is absolutely

necessary”
O e
(=] el

Request a demo -



https://www.yoti.com/contact/business/
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improvement service

Case Study - Improvement Service

Digital identity account verification and strong authentication

Challenge:

Citizens wishing to access online council services were required to present at a local
council building to undertake an in-person identity check. The digital platform, * My GoV/,
could not authenticate individuals to the necessary level of assurance to conduct this
check digitally and grant access to their online accounts

Solution:

By integrating Yoti with the ‘mygovt’ platform, citizens were able to create a ‘verified’
account (as a new user) or upgrade their existing accounts to ‘verified’ status through Yoti,
thereby gaining access to online services.

Result:

Local councils can transform the delivery of existing services and deliver new services
online, gaining efficiencies, cost savings and improving the citizen user experience, with
user numbers rising to over 800k.

This has led to the use of Yoti in the launch of 'getyournec.scot'. It provides a range of
services including Young Scot first time applications, Disabled Concessionary travel, and
the ability to use Young Scot as an anchor document to create a Yoti.

Sign in to Mygovscot

myaccount

Y¢T| Proposal to provide Digital Identity Services




btd Government of

JERSEY

Case Study - Government of Jersey

Digital identity account verification and strong authentication

Challenge:

As part of their digitisation and modernisation programme, the Government of Jersey
sought to provide a new range of digital services to its citizens, such as filing tax returns,
registering to vote and applying for services that historically were done in person. They
faced a key issue of cost effectively digitally verifying and authenticating their citizens to
access these services easily and securely.

Solution:

The Government of Jersey selected Yoti's reusable digital ID app due to our leading
technology and our ability to provide a truly citizen centric experience that can be deployed
across both the public and private sectors. Jersey citizens can digitally verify and
authenticate online, offline, and in-person for Government services at a disruptively low
cost.

Result:
Over 50% of the population have now created a Yoti account in the 18 months since the
programme launched and this continues to grow as more utility is migrated to digital.

vty .
s ONE.GOV.J@  Access to government services in Jersey

Coronavirus See the latest updates and i for ¢ irus in Jersey. gov.j
(CoVID-19)

Home  Services

Log in to your onegov account using Yoti

Open and log in to your Yoti app on your fJ ?
phone. 4t/ 2. 9 Activate your onegov account
&, =

&
e

Tap the Scan button.

« manage your own details
« view all your online activities

« pre-fill forms with your contact
details

« choose to receive alerts or
oot
Scan the Yoti QR code below: notifications

- see information about the area
you live and around the island

Activate your onegov account

About Yoti

Data Privacy Notice

Y¢T| Proposal to provide Digital Identity Services




CO
Case Study - Co-op op

ID checks for Co-op volunteers

Challenge:

The Co-op sought to offer delivery of weekly shopping, through an army of volunteers,
to those individuals at high risk during COVID 19. Identification of the volunteers
interacting with vulnerable individuals was an essential aspect of the initiative.

Solution:

The Co-op integrated and launched the Yoti Identity Verification in just 3 days,
providing a secure and seamless way for their volunteers to verify their identity online,
meeting essential safeguarding measures required to interact with vulnerable
individuals.

Result:

The identity of over 2,000 volunteers were verified, allowing the Co-op to successfully
achieve their objectives.

The relationship is now growing as the group integrate Yoti ID solutions across its

group.

Sign in

83 Co-operate Get or offer support  Find activities ~ Find groups ~ Add your activity or group ~ ‘How to’ guides

Welcome to Co-operate

Our mission is to help people make good things happen in communities

QQ Get or offer support

If you need support we can connect you to people who can help. Or, if you'd like

to support people, find out how you can join our Community Shopping Scheme.

{:@ Find activities g Add your activity

Find activities that help you:

Adding your activity will:

« stay entertained + help you reach more people in your area

o look after your physical and mental wellbeing * bring people together in your local community
\ o learn new skills * support and inspire others around you

Y¢TI Proposal to provide Digital Identity Services
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Why Yoti?




YOTI

Trusted and
Secure platform

We understand that trust is paramount for
a consumer centric digital identity
platform. In order to build trust, we are
transparent (both internally and
externally), we hold ourselves to very high
standards of ethics (through our
Guardians Council and Ethics Committee)
and our products place privacy above
commercialisation (we have no visibility
of our customer data).

Identity Verification (IDV) - G Cloud Service Definition Document

10



Yoti has a highly
secure approach to
storing sensitive data

Tested and approved by
= = e.
v Cigital nccgroup

Separately encrypted details

Any details a user adds to their Digital
ID are split up, individually encrypted
and safely stored in Yoti's database.

Only accessible by the user

Only the user has the key to unlock their
encrypted details. This key is

also encrypted and stored safely on
their phone, not on the Yoti database.

UK-based infrastructure

Yoti's systems are architected using
PKI technology, which means a user’s
data can only be accessed by the
user.

Tier 3 physical data centres

SOC2 and ISO certified, HIPPA
compliant and already trusted by UK
government, airports and retailers.

Security certifications

PATENTED
SECURITY

Y¢T| Identity Verification (IDV) - G Cloud Service Definition Document
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1

Yoti Principles

YOTI

My Yoti

Hi Melissa

My IDs

Yoti ID card

My Health Tests

CoVvID-19

View results

My Details

@ Personal details
ID documents

Keep our community safe - Yoti is a
community of people who have proven
that they are who they say they are. We
will take appropriate legal action if we
detect any attempt to break the trust that
comes with that.

Be transparent and accountable - We
will be open about how we operate. Our
terms and conditions are written to be
easily understood, with all amendments
and changes highlighted on our website.
Meetings with our Guardian Council are
also recorded and published to our
website.

Make Yoti available to anyone - We don't
believe you should have to pay for your
digital identity. That's why Yoti is free for
all individuals to create and use.

Always act in the interest of our users -
At Yoti the user is always first. A user
cannot trust us unless we put them
before everyone else.

Encourage personal data ownership -
Personal data should be exactly that;
personal. People should always decide
which details they want to share and
who with.

Enable privacy and anonymity - We
believe people should only have to share
the minimum information needed to get
something done. For example, once
someone has set up their Yoti, even we
don't need to see their personal details.
So we don't.

Keep sensitive data secure - We use the
latest, advanced 256-bit encryption to
keep personal and other data safe. By
scrambling, encrypting and storing
personal information with separate
cryptographic keys, we ensure there isn't
one honeypot of data for hackers to
target.

Identity Verification (IDV) - G Cloud Service Definition Document
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Always act in the interests of our use

Encourage personal data ownershig
Enable privacy and anonymity

Keep sensitive data secure

Keep our community safe

Be transp oind accountable

ake Yot? pble to anyoni;

We are held accountable to these principles by the
Guardian Council, our independent committee of
influential professionals who have expertise
spanning human rights, consumer rights, online
harms, data responsibility and sustainability. They
make sure that we always seek to do the right thing,
and that we are transparent about what we are doing
and why.

We also have an Internal Ethics and Trust Committee
that oversees the development and implementation
of our ethical approaches and work alongside the
Guardians to make sure everything we do is in line
with the seven principles.

Certified We are a certified B Corp company
and have been internationally
awarded for our commitment to
rigorous standards of social,

Sorporation environmental performance,
accountability and transparency. You
can read our 2019 B Corps report to
see how we are continually
developing as a force for good.

Y¢T| Identity Verification (IDV) - G Cloud Service Definition Document
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https://www.yoti.com/wp-content/uploads/2019/11/Yoti-B-Corps-Report-2019.pdf

GDPR

The Yoti app has been built in a jurisdiction subject to the GDPR and with user privacy at its core.
Privacy by Design is the Yoti application's USP. Yoti takes user privacy incredibly seriously. Yoti has
worked hard to ensure that the Yoti application is transparent to the user, puts the user in control of
their data, enables data minimisation and most of all, is extremely private.

Yoti has a comprehensive Privacy Governance Framework in place to implement the requirements
and obligations of the GDPR, Data Protection Act 2018 and any other data protection legislation we
may be subject to. This Governance Framework is based on established privacy management and
accountability frameworks and includes policies, procedures, privacy risk assessments, training and
awareness and supplier due diligence. Yoti has a Data Protection Officer who monitors
implementation of this Governance Framework and advises the business in all matters of data
protection compliance.

Accessibility

One of our founding principles is to make digital identity available to all and we take this principle
seriously. When looking at digital identity accessibility there are a wide range of different challenges
including access to the required technology, access to government documents and physical
disabilities that all need to be addressed.

Technology - Yoti first and foremost is a mobile application and requires access to the internet to
work, this is naturally a blocker for millions who do not have a smartphone or access to the internet.
As a result Yoti has developed further products such as Doc Scan, which allows users to verify their ID
without needing a mobile phone and Yoti Keys, which is our offline low cost identity fob. By offering all
of these products to consumers we aim to maximise the number of people who can create and use a
digital ID and thus uphold our principles.

Physical documents - We aim to accept as many ID documents as possible and we now accept ID
docs from over 200 countries including passports, driving licenses and national ID cards. We have
also developed products that do not require an ID documents such as Yoti Age Scan and our
credential management technology. Finally, we have partnered with Citizen Card to help those who
cannot afford passports or driving licences to have an ID card and be able to onboard onto Yoti.

Physical disabilities - Where possible we have endeavoured to make our products accessible by
design. The Yoti app is built to leverage the native accessibility assistance provided by Android and
iOS operating systems. As a design principle, we do not rely on colour or visual elements to define
‘calls to action’, words are always written inside a button - which is important both for visual
understanding and screen readers. We offer guidance in our customer FAQs on accessibility and call
out some specific areas (e.g. liveness tests) where some less able-bodied people may require
assistance.

Y¢T| Identity Verification (IDV) - G Cloud Service Definition Document
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