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A. Company information - Non-assessed section

Information about your organisation and contact details.

Code Question Option
A1 Provide the name of your company Shinetech Europe Limited
a®
e SHINETECH
A2 Provide the name of your product Class Attendance Tracker QR (CATQR)
CLASS ATTENDANCE TRACKER QR
A3 Provide the type of product App
A4 Provide the name and job title of the individual who will be Frank Zhang, UK Managing Director
the key contact at your organisation
A5 Provide the key contact's email address frankzhang@shinetechsoftware.com
A6 Provide the key contact's phone number 020 7862 1166
A7 Provide the registered address of your company Shinetech Europe Limited
8 Devonshire Square
London
EC2M 4PL
A8 In which country is your organisation registered? England and Wales
A9 If you have a Companies House registration in the UK please 07141834
provide your number
A10 If applicable, when was your last assessment from the Care Not applicable
Quality Commission (CQC)?
A11 If applicable, upload your latest CQC report. Not applicable




Digital Technology Assessment Criteria for Health and Social Care (DTAC) - Version 1.0 22 February 2021

B. Value proposition - Non-assessed section

Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology.
This criteria will not be scored but will provide the context of the product undergoing assessment.

Where possible, please provide details relating to the specific technology and not generally to your organisation.

proven benefits for users and
confirm if / how the benefits have
been validated

Code Question Option Supporting information
B1 Who is this product intended to be Patients | Diagnostics | Workforce.
used for? Clinical Support |
Infrastructure |
Workforce | Other
B2 Provide a clear description of what Free text CATQR is an industry award-winning digital
the product is designed to do and of solution for monitoring training attendance that
how it is expected to be used maximises learning time.
With the scan of a QR code, attendees can sign in
and immediately view confirmation of their
attendance on their CATQR mobile app.
It takes seconds for organisers to create a class
QR code and they can view all attendance data in
real time.
B3 Describe clearly the intended or Free text Organiser benefits

Whether you are an L&D team, a trainer or indeed any
team that organises classes or events, there are many
benefits to using CATQR in your organisation.

e Save valuable administration resources:
Administrators no longer need to worry about
transferring, filing and storing of attendee lists.
No more time-consuming data entry, with all
the human error that’s involved.

T 1
f"l

e Accurate and real-time reporting: Inputting
data from paper registers is slow and
susceptible to human error. Using CATQR you
get accurate and complete attendance data in
real-time.

A

¢ Interoperable with other systems: If you
need CATQR to speak to your HR, LMS and
other systems, we can work with your suppliers
to enable real-time interoperability.
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No new infrastructure required: CATQR
doesn’t require the installation of any new
hardware. You can use your existing
infrastructure such as your computers, tablets
and mobile phones.

M
N

Your trainers and presenters can focus on
delivery: Trainers and presenters can focus on
what they love to do — delivering great
sessions, without worrying about chasing
signatures and collecting sign-in sheets.

AP

Attendee benefits

It's not just about the Organiser, the Attendees also
benefit in a variety of ways.

A quick and simple way to register
attendance: Registering your attendance is
just a matter of holding up your mobile phone
and scanning the class QR code.

Easy real-time access to your attendance
history: Your entire CATQR attendance history
is immediately available on your mobile phone
and can be received by email.

—

H

Certainty that your attendance is recorded:
You'll see right away that CATQR has captured
your attendance. No waiting and no need to
worry if an administrator will accurately record
your attendance.
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B4 Please attach one or more user Attached | Not Journey (see diagrams below):
journeys which were used in the available
development of this product e 3roles involved in CATQR
Where possible please also provide e 5 step process to capture attendance with
your data flows CATQR

3 roles involved in CATQR

w =
00
Organiser Teacher Attendee
Regular tasks: Regular tasks: Regular tasks:
* Create CAT QR classes and QR * Display QR code during session * Scan CAT QR codes at each
codes on admin portal for Attendees to scan session to record attendance

* Assign Teachers to classes * Support Attendees if the
- Morﬁtor system and data recs)l,rl)ire help in scanning ! Dueotitasks:

* Create your Profile ID

* Set up CAT QR app on your
Who are they: Who are they: mobile phone
Typically administrators are These are the
completing these tasks, but also trainers/educators/facilitators of Who are they:

Qachers/educators/facilitators/ &heindividualclasses / Qopleattendingclasses /
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5 step process to capture attendance with CATQR

Set up that happens in advance of the class

What happens during the class

A

Organiser Creates
Class on CAT QR
Admin portal

Organiser selects
which Teacher(s)
will receive CAT QR
Code for the class

Teacher receives
email with CAT QR
Code

Teacher displays
CAT QR Code for
Attendees

O

(3

O

1

Attendee scans
CAT QR Code.
Attendance s

recorded live on

CAT QR system

o)

)
OO

0]
=

=]

O

/

Attendee should already

have had CAT QR set up

on their mobile phone in
advance
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C. Technical questions - Assessed sections

C1 - Clinical safety is Not Applicable as CATQR is not Health IT system.

C1 - Clinical safety

Establishing that your product is clinically safe to use.

You must provide responses and documentation relating to the specific technology product that is subject to assessment.

The DCBO0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT
system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the

assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer
considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why

DCB0129 does not apply.

The DCBO0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in
the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The
organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having
the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and
organisations should ensure that this is the case when assessing this section of the DTAC.

If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should
be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem
with a medicine or medical device - GOV.UK (www.gov.uk).

Code Question Options Supporting information Scoring criteria

C1.1 Have you undertaken Yes | No The DCB0129 standard applies to To pass, the developer is required to
Clinical Risk organisations that are responsible for confirm that they have undertaken Clinical
Management the development and maintenance of Risk Management activities in compliance
activities for this health IT systems. A health IT system with DCB0129.
product which is defined as “product used to provide
comply with electronic information for health and
DCB0129? social care purposes”.

C1.1.1 Please detail your Attached | DCB0129 sets out the activities that To pass, the developer is required to
clinical risk No must and should be undertaken for evidence that a clinical risk management
management system evidence health IT systems. system is in place and that it is compliant

attached with the requirements set out in DCB0129.

An example clinical risk management
system template can be downloaded
from the NHS Digital website.

This should include:

e The clinical risk management
governance arrangements that are
in place

e The clinical risk management
activities

e Clinical safety competence and
training

e Audits



https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.gov.uk/guidance/make-your-website-or-app-accessible-and-publish-an-accessibility-statement
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://service-manual.nhs.uk/service-standard/2-and-3-work-towards-solving-a-whole-problem-and-provide-a-joined-up-experience#clinical-risk-management
https://service-manual.nhs.uk/service-standard/2-and-3-work-towards-solving-a-whole-problem-and-provide-a-joined-up-experience#clinical-risk-management
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C1.1.2

Please supply your
Clinical Safety Case
Report and Hazard
Log

Attached |
No
evidence
available

Specifically your DTAC submission
should include:

e A summary of the product and
its intended use

e A summary of clinical risk
management activities

e A summary of hazards
identified which you have been
unable to mitigate to as low as
it is reasonably practicable

e The clear identification of
hazards which will require user
or commissioner action to
reach acceptable mitigation (for
example, training and business
process change)

It should not include the hazard log in
the body of the document - this
should be supplied separately.

Example Clinical Safety Case Report
and Hazard Log templates can be
downloaded from the NHS Digital
website.

To pass, the developer is required to
submit the Clinical Safety Case Report and
Hazard Log that is compliant with the
requirements set out in DCB0129. This
should be commensurate with the scale
and clinical functionality of the product and
address the clinical risk management
activities specified with the standard.

The Clinical Safety Case Report should
present the arguments and supporting
evidence that provides a compelling,
comprehensible and valid case that a
system is safe for a given application in a
given environment at the defined point in
the products lifecycle.

It should provide the reader with a
summary of all the relevant knowledge that
has been acquired relating to the clinical
risks associated with the product at that
point in the life cycle:

e A clear and concise record of the
process that has been applied to
determine the clinical safety of the
product

e A summary of the outcomes of the
assessment procedures applied

e A clear listing of any residual clinical
risks that have been identified and
the related operational constraints
and limitations that are applicable

e A clear listing of any hazards and
associated clinical risks that have
been transferred, together with any
declared risk control measures, that
are to be addressed as part of the
clinical risk management process in
the organisation where the product
is being deployed

e A listing of outstanding test issues /
defects associated with the product
which may have a clinical safety
impact.

The Hazard Log should record and
communicate the on-going identification
and resolution of hazards associated with
the product. All foreseeable hazards should
be identified and the risk of such hazards
should be reduced to acceptable levels.

A summary should also be provided to the
assessor of identified hazards that the
developer has been unable to mitigate to
as low as it is reasonably practicable. It
should also clearly identify the hazards
which will require user or commissioner
action to reach acceptable mitigation.



https://service-manual.nhs.uk/service-standard/10-define-what-success-looks-like-and-be-open-about-how-your-service-is-performing#clinical-risk-management
https://service-manual.nhs.uk/service-standard/10-define-what-success-looks-like-and-be-open-about-how-your-service-is-performing#clinical-risk-management
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C1.2 Please provide the Free Text The CSO must: To pass, the developer must have a named
name of your Clinical CSO which can be through an outsourced
Safety Officer (CSO), e Be a suitably qualified and arrangement.
their profession and experienced clinician
registration details e Hold a current registration with They must be a suitably qualified and

an appropriate professional experienced clinician and hold a current
body relevant to their training registration with an appropriate
and experience professional body relevant to their training
e Be knowledgeable in risk and experience.
management and its
application to clinical domains
e Be suitably trained and
qualified in risk management or
have an understanding in
principles of risk and safety as
applied to Health IT
e Have completed appropriate
training
The work of the CSO can be
undertaken by an outsourced third
party.

C1.3 If your product falls Yes | No | If this question is not applicable, To pass, if the product falls within the UK
within the UK Not because your product does not fall Medical Device Regulations 2002 and is
Medical Devices applicable within the UK Medical Devices required to be registered with the MHRA,
Regulations 2002, is Regulations 2002, continue to the product must have a valid registration.
it registered with the question C1.4.

Medicines and It is currently possible that products do fall
Healthcare products If No, but the product falls within the within the UK Medical Devices Regulations
Regulatory Agency UK Medical Devices Regulations 2002 but are not yet required to be
(MHRA)? 2002, continue to question C.1.3.2. registered with the MHRA.

The MHRA provides guidance on

medical devices to place them on the

market in Great Britain and Northern

Ireland, regulatory requirements for all

medical devices to be placed on the

UK market, conformity assessment

and the UK Conformity Assessed

(UKCA) mark, classification of stand-

alone medical device software

(including apps) and how to tell if your

product falls within the UK Medical

Devices Reqgulations 2002.

C1.3.1 If yes, please provide Free text To pass, the registration number must be
your MHRA valid.
registration number

C1.3.2 If the UK Medical Attached | Medical device manufacturers must To pass, valid documentation appropriate
Device Regulations No ensure that their device complies with to the risk classification of the device must
2002 are applicable, evidence the relevant Essential Requirements be provided.
please provide your available of the legislation and draw up a

Declaration of
Conformity and, if
applicable, certificate
of conformity issued
by a Notified Body /
UK Approved Body

Declaration of Conformity to declare
this.

Class | devices with a measuring
function and devices in Class lla, lIb
and Ill must undergo conformity
assessment from an EU Notified Body
or UK Approved Body which has been
designated for medical devices, and
be issued a certificate of conformity
(commonly referred to as a “CE
certificate” or “UKCA certificate”).

10



https://service-manual.nhs.uk/service-standard/8-iterate-and-improve-frequently
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://iasme.co.uk/certified-organisations/
https://iasme.co.uk/certified-organisations/
https://www.gov.uk/guidance/make-your-website-or-app-accessible-and-publish-an-accessibility-statement
https://www.gov.uk/guidance/make-your-website-or-app-accessible-and-publish-an-accessibility-statement
https://www.gov.uk/guidance/make-your-website-or-app-accessible-and-publish-an-accessibility-statement
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C1.4 Do you use or Yes | No If no, continue to section C2.
connect to any third
party products? DCB0129 contains the requirements

in relation to third party products.

C1.4.1 If yes, please attach Attached | To pass, a valid conformity certificate must
relevant Clinical Risk No be provided. The Clinical Risk
Management evidence Management documentation must meet the
documentation and available requirements detailed in question C1.1.

conformity certificate



https://www.gov.uk/government/publications/medical-devices-software-applications-apps#clinical-risk-management
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C2 - Data protection

Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.

This section applies to the majority of digital health technology products however there may be some products that do not process any NHS
held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should
authorise this data protection section being omitted from the assessment.

Code Question Options Supporting information Scoring criteria
C21 If you are required to Attached | There are some instances To pass, the developer is required to submit
register with the Not where organisations are not evidence that they have a current registration
Information provided required to register with the with the Information Commissioner. This can
Commissioner please Information Commissioner. This be validated against the Information
attach evidence of a includes where no personal Commissioner's Register of Fee Payers.
current registration. information is being processed.
Alternatively, if the developer confirms they
If you are not required to The Information Commissioner are not registered with the Information
register please attach a has a registration self- Commissioner because they are not required
completed self- assessment tool to support this to do so, then a self assessment from the
assessment showing the decision making. Information Commissioner’s self-assessment
outcome from the tool should be attached which aligns to the
Information product.
Commissioner and your
responses which support
this determination. Registered since 8 November 2011.
ICO Registration number is 22923370
C2.2 Do you have a nominated Yes | No | Not all organisations are Frank Zhang, UK Managing Director
Data Protection Officer We do not required to have a Data
(DPO)? need one Protection Officer (DPO). This is
determined by the type of
organisation and core activities.
The most common reason for
organisations providing digital
health technologies to have a
DPO is due to the core activities
involving processing health
data (being a special category).
The Information Commissioner
has a self-assessment tool to
determine whether you must
appoint a DPO.
C2.21 If you are required to Free text | To pass, the developer is required to confirm
have a nominated Data Attachment they have a DPO in place where this is

Protection Officer, please
provide their name.

If you are not required to
have a DPO please
attach a completed self
assessment showing the
outcome from the
Information
Commissioner and your
responses which support
this determination.

mandated. Where a DPO one is in place if it is
not required by the Information Commissioner
then this will also constitute a pass.

Alternatively, if the developer confirms they do
not have a DPO because they are not
required to do so, then a self assessment from
the Information Commissioners self-
assessment tool should be attached which
confirms this and aligns to the product.



https://www.gov.uk/government/collections/api-design-guidance
https://www.gov.uk/government/collections/api-design-guidance
https://www.iso.org/standard/46493.html
https://www.iso.org/standard/46493.html
https://service-manual.nhs.uk/service-standard/6-create-a-team-that-includes-multidisciplinary-skills-and-perspectives#ib1
https://service-manual.nhs.uk/service-standard/6-create-a-team-that-includes-multidisciplinary-skills-and-perspectives#ib1
https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers#clinical-risk-management
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C2.3 Does your product have Yes | No The UK General Data
access to any personally Protection Regulation (GDPR)
identifiable data or NHS applies to the processing of
held patient data? personal data.

If no, continue to question C2.4

C2.31 Please confirm you are Confirmed The Data Security and To pass, the developer must confirm that they
compliant (having | Unable Protection Toolkit allows are compliant with the Data Security and
standards met or to confirm organisations to measure Protection Toolkit Assessment. This should be
exceeded status) with the performance against the validated against the Data Security and
annual Data Security and National Data Guardian’s 10 Protection Toolkit database and achieve
Protection Toolkit data security standards. Standards Met or Exceeded status.
Assessment.

Dependent on the date of the assessment

If you have not completed versus the opening of the annual assessment
the current year's period, it may be that a developer has not yet
assessment and the completed the toolkit. The developer is asked
deadline has not yet to confirm that they will complete the
passed, please confirm assessment and that they will maintain their
that you intend to compliance versus the previous year.
complete this ahead of
the deadline and that We do not handle patient data or develop
there are no material patient systems. We are happy to be
changes from your assessed if applicable; DSPT website says
previous years “Organisations that have access to NHS
submission that would patient data and systems must use this
affect your compliance. toolkit”.

C2.3.2 Please attach the Data Attached | DPIA’s are a key part of the To pass, the developer must provide a DPIA
Protection Impact Not accountability obligations under that is compliant with the requirements set out
Assessment (DPIA) provided the UK GDPR, and when done under the General Data Protection

relating to the product.

properly help organisations
assess and demonstrate how
they comply with data protection
obligations.

The Information Commissioner
has provided guidance on how
to complete a DPIA and a
sample DPIA template.

Regulations. It should ensure that risks to the
rights and freedoms of natural persons are
managed to an acceptable level.

The DPIA should:

e Establish the context; taking into
account the nature, scope, context and
purposes and processing and the
sources of the risk

e Assess the risks; considering the
particular likelihood and severity of high
risks

e Treat the risks; through mitigation and
ensuring the protection of personal
data and demonstrating compliance
with the GDPR

It should include:

e A description of the envisaged
processing operations and the
purposes of the processing

e An assessment of the necessity and
proportionality of the processing

e An assessment of the risks to the rights
and freedoms of data subjects

e The measures envisaged to address
the risks and to demonstrate
compliance with the GDPR



https://www.dsptoolkit.nhs.uk/OrganisationSearch
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/
https://service-manual.nhs.uk/service-standard/11-choose-the-right-tools-and-technology
https://service-manual.nhs.uk/service-standard/11-choose-the-right-tools-and-technology
https://digital.nhs.uk/services/internet-first
https://service-manual.nhs.uk/service-standard/5-make-sure-everyone-can-use-the-service#how9
https://service-manual.nhs.uk/service-standard/5-make-sure-everyone-can-use-the-service#how9
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
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C24 Please confirm your risk Confirm | To pass, the developer must confirm that their
assessments and Cannot Data Protection Officer or accountable officer
mitigations / access confirm has signed-off the risk assessments and
controls / system level mitigations / access controls and system level
security policies have security policies.
been signed-off by your
Data Protection Officer (if
one is in place) or an
accountable officer where
exempt in question C2.2.

C2.5 Please confirm where you UK only | Individual organisations within Individual organisations within the Health and
store and process data In EU | the Health and Social Care Social Care system are accountable for the
(including any third party Outside of system are accountable for the risk-based decisions that they must take.
products your product EU risk-based decisions that they
uses) must take. Due consideration should be taken where

data is processed outside of the UK.
Please note: It is a contractual requirement
under the new GP IT Futures (GPITF)
framework as it was in the GP System of
Choice (GPSoC) framework, to host all data in
England.

C2.51 If you process store or Free text From 1 January 2021, the UK Individual organisations within the Health and

process data outside of
the UK, please name the
country and set out how
the arrangements are
compliant with current
legislation

GDPR applies in the UK in
place of the “EU GDPR’. The
UK GDPR will carry across
much of the existing EU GDPR
legislation. The Department for
Digital, Culture, Media & Sport
has published two Keeling
Schedules which show the
changes to the Data Protection
Act 2019 and EU GDPR.

The Information Commissioner
has published guidance on
international data transfers after
the UK exit from the EU
Implementation Period.

Social Care system are accountable for the
risk-based decisions that they must take.

Due consideration should be taken where
data is processed outside of the UK and
should only be hosted within the European
Economic Area (EEA) or a country deemed as
adequate by the European Commission.

To pass, the developer must demonstrate that
the country in which data is processed or
stored is compliant with current legislation or
the organisation's policy (should this differ).



https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/data-security-and-protection-toolkit
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/data-security-and-protection-toolkit
https://service-manual.nhs.uk/service-standard/8-iterate-and-improve-frequently
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C3 - Technical security

Establishing that your product meets industry best practice security standards and that the product is stable.

Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for
problem identification and resolution, incident management and response planning and disaster recovery.

Please provide details relating to the specific technology and not generally to your organisation.

Code Question Options Supporting information Scoring criteria

C3.1 Please attach your Cyber Attached | No Cyber Essentials helps To pass, developers must have a valid
Essentials Certificate evidence organisations guard against Cyber Essentials certificate. Certification

available the most common cyber lasts for a period of 12 months so the

threats. certificate should be within date. This
should be validated against the IASME

The National Cyber Security database.

Centre (NCSC) have

published cyber security NHS organisations are required to have

guidance for small to medium Cyber Essentials in place (and is now

enterprises (SME’s). incorporated into the NHS Digital Data
Security and Protection Toolkit (DSPT) for
NHS Trusts and Foundation Trusts in

https://www.classattendan 2021-22 assessments) and to mitigate risk

cetracker.com/cyberessent within the supply chain, suppliers should

ialsplus hold Cyber Essentials.

C3.2 Please provide the summary Attached | No The NCSC provides To pass, the developer must evidence that
report of an external evidence guidance on penetration the product has undergone an external
penetration test of the available testing. The OWASP penetration test that included the OWASP
product that included Open Foundation provides top 10 vulnerabilities.

Web Application Security guidance on the OWASP top
Project (OWASP) Top 10 10 vulnerabilities. The penetration testing / summary report
vulnerabilities from within the must demonstrate there are no
previous 12 month period. vulnerabilities that score 7.0 or above using
the Common Vulnerability Scoring System
(CVSS).
Generated on Thu, 30 May 2024 02:40:14
Summary of Alerts
:
0
Low 7
v
Penetration Test results from 30 May 2024:
e 0 CRITICAL RISK
e 0 HIGH RISK
e 0 MEDIUM RISK
e 7 LOW RISK/INFORMATIONAL
C3.3 Please confirm whether all Yes - Internal The NCSC provides To pass, the developer must confirm that

custom code had a security
review.

code review |
Yes - External
code review |
No | No
because there
is no custom

guidance on producing clean
and maintainable code.

an internal or an external custom code
security review has been undertaken. An
external review is preferable, however an
internal code review would meet the
baseline requirement.



https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/
https://service-manual.nhs.uk/service-standard/1-understand-users-and-their-needs-context-health-and-care
https://service-manual.nhs.uk/service-standard/1-understand-users-and-their-needs-context-health-and-care
https://service-manual.nhs.uk/service-standard/1-understand-users-and-their-needs-context-health-and-care
https://www.classattendancetracker.com/cyberessentialsplus
https://www.classattendancetracker.com/cyberessentialsplus
https://www.classattendancetracker.com/cyberessentialsplus
https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ukca-mark
https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ukca-mark
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://www.gov.uk/report-problem-medicine-medical-device
https://www.gov.uk/report-problem-medicine-medical-device
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
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code

C34 Please confirm whether all Yes | No The NCSC provides To pass, the developer must confirm yes
privileged accounts have guidance on Multi-Factor that all privileged accounts have MFA.
appropriate Multi-Factor Authentication.

Authentication (MFA)?

C3.5 Please confirm whether Yes | No The NCSC provides To pass, the developer must confirm yes
logging and reporting guidance on_ogging and that logging and reporting requirements
requirements have been protective monitoring. have been clearly defined.
clearly defined.

To confirm yes to this
question, logging (e.g. audit
trails of all access) must be
in place. It is acknowledged
that not all developers will
have advanced audit
capabililities.
C3.6 Please confirm whether the Yes | No Load testing should be To pass, the developer must confirm yes

product has been load tested

performed.

that load testing has been performed.



https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/services/clinical-safety/documentation
https://digital.nhs.uk/services/clinical-safety/documentation
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C4 - Interoperability criteria

Establishing how well your product exchanges data with other systems.

To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms
of hardware, software and the data contained within. For example, it is important that data from a patient’'s ambulatory blood glucose monitor
can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within
clinical record systems must also be interoperable. Application Programme Interfaces (API’s) should follow the Government Digital Services
Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate
technologies.

Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and
interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining
the standards to develop to upfront.

This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used
within the NHS and social care and also direction of travel.

Please provide details relating to the specific technology and not generally to your organisation.

and evidence:

e The API's (e.g. what
they connect to)

e Setout the
healthcare standards
of data
interoperability eg.
Health Level Seven
International (HL7) /
Fast Healthcare
Interoperability
Resources (FHIR)

e Confirm that they
follow Government
Digital Services Open
API Best Practice

e Confirm they are
documented and
freely available

e Third parties have
reasonable access to
connect

If no, please set out why
your product does not have
APlIs.

API best practice.

Code Question Options Supporting Scoring criteria
information
C41 Does your product expose Yes | No The NHS website To pass, developers must demonstrate that
any Application Programme devgloper pprtal they have API’s that are relevant to the use
Interfaces (API) or provides guidance case for the product, follow Government
integration channels for on API's and the Digital Services Open API Best Practice, are
other consumers? NHS. documented and freely available and that
third parties have reasonable access to
Govgrnment Digital connect.
Ca11 . . Se.rwces provide
If yes, please provide detail Free text guidance on Open

AP/I’s should adopt generally accepted
standards of data interoperability for the NHS
or social care dependent on the use case for
the product.

If the product does not have API’s and there
is a legitimate rationale for this considering
the use case of the product then the buyer
can accept this rationale.

Currently CATQR is a stand-alone product
with no exposed API or integration
channels for other consumers. Users can
export the data into a file and import that
file into other systems if required.



https://digital.nhs.uk/services/clinical-safety/documentation
https://digital.nhs.uk/services/clinical-safety/documentation
https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ukca-mark
https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ukca-mark
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C4.2 Do you use NHS number to Yes | No | No NHS Digital To pass, developers should confirm that if a
identify patient record data? because provides guidance product uses an NH_S number to ide_ntify a
product on NHS Login for patient record, that it uses NHS Login.
HoEat partners and NHS Digital provides a list of all current
identify patient developers. digital health and social care services that
record data integrate with NHS Login.
If a product does not use NHS Login to
C4.2.1 _ establish a verified NHS number then a
- If yes, please confirm Free text legitimate rationale should be set out and the
whether it uses NHS Login security and appropriateness of the
to establish a user’s verified methodology should be considered.
NHS number.
If no, please set out the
rationale, how your product
established NHS number
and the associated security
measures in place.

C4.3 Does your product have the Yes | No | No To pass, developers should confirm that the
capability for read/write because the product has the capability to read/write into
operations with electronic product EHRs using industry standards for secure
health records (EHRs) using doesn’t read/ interoperability.
industry standards for write into
secure interoperability (e.g. EHRs If a product does not use industry standards
OAuth 2.0, TLS 1.2) then a legitimate rationale should be set out

and the security, usability and
appropriateness of the methodology should

C4.3.1 If yes, please detail the Free text be considered.
standard

C4.3.2 If no, please state the Free text
reasons and mitigations,
methodology and security
measures.

C4.4 Is your product a wearable or Yes | No If no, continue to To pass, the developer must evidence
device, or does it integrate section D. compliance with ISO/IEEE 10073
with them?

C4.4.1 If yes, provide evidence of Attached | No Access the I1ISO
how it complies with evidence Standard. This is
ISO/IEEE 11073 Personal available a paid-for
Health Data (PHD) document.

Standards.



https://www.iso.org/standard/46493.html
https://www.iso.org/standard/46493.html
https://www.iso.org/standard/46493.html
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/services/clinical-safety/documentation
https://digital.nhs.uk/services/clinical-safety/documentation
https://digital.nhs.uk/services/clinical-safety/documentation
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D. Key principles for success

The core elements defined in this section will form part of the overall review of the product or service, and is a key part to ensuring that the
product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight
areas that the organisation could improve on with regards to following the core principles.

This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in
Section C.

D1 - Usability and accessibility - scored section

Establishing that your product has followed best practice.

Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example

clinical safety.

Code Question Options Supporting Weighted | Scoring criteria
information score
D1.1 Understand users and Yes | No | NHS Service 10% Developers should be awarded 10% if
their needs in context of Working Standard Point 1 they demonstrate that user need has
health and social care towards it been taken in account through user
research, search data, analytics or other
Do you engage users in the data to understand the problem.
development of the
product? CATQR is the The submission should confirm that the
2022 Health Tech developer has considered and tested
Newspaper (HTN) user needs with appropriate
D1.1.1 If yes or working towards it, Free text Award Winner. stakeholders (stakeholders will differ
how frequently do you Watch this depending on the product) and that as
consider user needs in your YouTube video the product continues to iterate user
product development and with feedback engagement has continued.
what methods do you use about CATQR
to engage users and from health and If the developer selects working towards
understand their needs? social care staff at it and/or can only partially evidence the
Westfield requirement, for example user need has
Stratford COVID- only partially been considered or it is not
19 Mass considered on an ongoing basis they
Vaccination should be awarded 5%.
Centre:

If the developer selects no to this
https://lwww.youtu question or cannot provide evidence
be.com/watch?v= that user need has been considered
9ZrzZyMyQ4s they should be awarded 0%.

D1.2 Work towards solving a Yes | No | NHS Service 10% Developers should be awarded 10% if
whole problem for users Working Standard Point 2 they attach supporting information
towards it and Point 3 are showing that the product solves a
Are all key user journeys often dealt with by whole user problem or that it is clear to
mapped to ensure that the teams together. users how it fits into their pathway or
whole user problem is journey.
solved or it is clear to users CATQR was
how it fits into their pathway selected by NHS If the developer selects working
or journey? London as the towards it and can provide evidence
official that goes some way to explaining how
attendance the whole user problem is solved or
tracker for NHS only partially explains how the product
D1.2.1 If yes or working towards it, Attached Nightingale fits a user journey they should be
please attach the user Hospital London awarded 5%.
journeys and/or how the at ExCelL and 02
product fits into a user Arena. Watch If the developer selects no to this
pathway or journey this YouTube question or cannot provide evidence
video: that shows the user journey or how the
product fits into the pathway or
https://catgr.org journeys they should be awarded 0%.



https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers/nhs-login-integrated-partners-and-services
https://www.ncsc.gov.uk/guidance/penetration-testing
https://www.ncsc.gov.uk/guidance/penetration-testing
https://www.youtube.com/watch?v=9ZrzZyMyQ4s
https://www.youtube.com/watch?v=9ZrzZyMyQ4s
https://www.youtube.com/watch?v=9ZrzZyMyQ4s
https://www.iso.org/standard/46493.html
https://www.iso.org/standard/46493.html
https://www.iso.org/standard/46493.html
https://catqr.org/
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D1.3 Make the service simple Yes | No | NHS Service 10% Developers should be awarded 10% if
to use Working Standard Point 4 they attach supporting information
towards it showing user acceptance testing to
Do you undertake user CATQR was validate usability of the product.
acceptance testing to selected by
validate usability of the Lewisham and If the developer selects working
system? Greenwich NHS towards it and can provide evidence
Trust as the that goes some way to demonstrate
Trust wide digital that user acceptance testing is being
D1.3.1 If yes or working towards it, Attached solution for used to validate usability of the system
please attach information capturing the they should be awarded 5%.
that demonstrates that user collection of
acceptance testing is in COVID-19 Lateral If the developer selects no to this
place to validate usability. Flow Testing question or cannot provide evidence
Kits. See this that shows user acceptance testing to
Case Study with validate usability of the system they
endorsement should be awarded 0%.
from the Trust
Director of
Nursing &
Governance:
https://www.clas
sattendancetrack
er.com/tracking-
collection-lateral-
flow-testing-kits-
covid-19
D14 Make sure everyone can Yes | No | NHS Service 20% Developers should be awarded 20% for
use the service Working Standard Point 5 WCAG 2.1 level AA compliance.
towards it
Are you international Web The Service Developers should be awarded 5% for
Content Accessibility Manual provides working towards it.
Guidelines (WCAG) 2.1 information on
level AA compliant? WCAG 2.1 level If the developer selects no to this
AA. question they should be awarded 0%.
The Government
D1.4.1 Provide a link to your Free text Digital Service 10% Developers should be awarded 10% for

published accessibility
statement.

https://www.classattenda
ncetracker.com/accessibi
litystatement

provides guidance
on accessibility
and accessibility
statements,
including a sample
template.

CATQR mobile
app colour
scheme
developed using
the RNIB
guidelines on
this link:
https://media.rni
b.org.uk/docume
nts/Colour _and
contrast for peo
ple with sight |
oss 2020.pdf

a published accessibility statement that
includes the information below:

e Whether the website or app is
‘fully’, ‘partially’ or ‘not’ compliant
with accessibility standards

e [fit’s not fully compliant, which
parts do not currently meet
accessibility standards and why

e How people can get alternatives
to content that’s not accessible to
them

e How to contact you to report
accessibility problems and a link
to the website that they can use if
they’re not happy with your
response

If an accessibility statement is not
included or it does not contain the
required information listed above the
developer should be awarded 0%.

20



https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.classattendancetracker.com/tracking-collection-lateral-flow-testing-kits-covid-19
https://www.ncsc.gov.uk/guidance/penetration-testing
https://www.ncsc.gov.uk/guidance/penetration-testing
https://www.iso.org/standard/46493.html
https://www.gov.uk/service-manual/helping-people-to-use-your-service/understanding-wcag
https://www.gov.uk/government/publications/data-protection-law-eu-exit
https://www.gov.uk/government/publications/data-protection-law-eu-exit
https://www.gov.uk/government/publications/data-protection-law-eu-exit
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://media.rnib.org.uk/documents/Colour_and_contrast_for_people_with_sight_loss_2020.pdf
https://www.classattendancetracker.com/accessibilitystatement
https://www.classattendancetracker.com/accessibilitystatement
https://www.classattendancetracker.com/accessibilitystatement
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D1.5 Create a team that Yes | No | NHS Service 2.5% Developers should be awarded 2.5% for
includes multi- Working Standard Point 6 confirming they have a multi-disciplinary
disciplinary skills and towards it team.
perspectives

If the developer selects working towards
Does your team contain it or no to this question they should be
multidisciplinary skills? awarded 0%.
D1.6 Use agile ways of Yes | No | NHS Service 2.5% Developers should be awarded 2.5 % if
working Working Standard Point 7 they confirm they use agile ways of
towards it working.
Do you use agile ways of
working to deliver your If the developer selects working towards
product? it or no to this question they should be
awarded 0%.
Shinetech are a Microsoft Gold
Certified Partner and Certified
SCRUM Masters.
AGILE METHODOLOGY
et fadics Scrum process cycle

D1.7 Iterate and improve Yes | No | NHS Service 5% Developers should be awarded 5% if

frequently Working Standard Point 8 they confirm they continually develop
towards it their product.
Do you continuously
develop your product? If the developer selects working towards
it or no to this question they should be
awarded 0%.

D1.8 Define what success Yes | No| NHS Service 10% Developers should be awarded 10% for
looks like and be open Working Standard Point 10 confirming that the benefit case includes
about how your service is towards it objectives and metrics that can be

performing

Do you have a benefits
case that includes your
objectives and the benefits
you will be measuring and
have metrics that you are
tracking?

tracked.

If the developer selects working towards
it or no to this question they should be
awarded 0%.

https://lwww.classattendancetracker.c
om/benefits

Barts Health video case study with
user feedback:

https://www.youtube.com/watch?v=H
cQ00a0m4o08

Frimley Health video case study with
user feedback:

https://www.youtube.com/watch?v=0
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https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/cyberessentials/overview
https://service-manual.nhs.uk/service-standard/7-use-agile-ways-of-working
https://service-manual.nhs.uk/service-standard/7-use-agile-ways-of-working
https://www.classattendancetracker.com/benefits
https://www.classattendancetracker.com/benefits
https://www.youtube.com/watch?v=HcQ00a0m4o8
https://www.youtube.com/watch?v=HcQ00a0m4o8
https://www.youtube.com/watch?v=ONq55EgAA5I
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Nq55EgAASI
D1.9 Choose the right tools Yes | No | NHS Service 5% Developers should be awarded 5% for
and technology No Standard Point 11 confirming the product meets cloud first
because it and / or internet first.
Does this product meet isn’t NHS Internet First
with NHS Cloud First applicable Policy. If the developer selects working towards
Strategy? it or no to this question they should be
awarded 0%.
D1.9.1 Does this product meet the Yes | No |
NHS Internet First Policy? No
because it
isn’t
applicable
D1.10 Use and contribute to Yes | No | NHS Service 5% Developers should be awarded 5% for
open standards, common Working Standard Point 13 confirming common components and
components and patterns towards it patterns are used.
Are common components If the developer selects working towards
and patterns in use? it or no to this question they should be
awarded 0%.
D1.10.1 If yes, which common Free text
components and patterns
have been used?
D1.11 Operate a reliable service Yes | No NHS Service 10% Developers should be awarded 10%
Standard Point 14 offering a service level agreement,
Do you provide a Service reporting on performance and having an
Level Agreement to all uptime of 99.9% or above.
customers purchasing the
product? If the developer does not provide a
service level agreement and / or
reporting on performance they should
be awarded but has an uptime of 99.9%
D1.12 Do you report to customers Yes | No or above they should be awarded 5%.
on your performance with
respect to support, system If the developer has an uptime of 99%
performance (response or above they should be awarded 2.5%.
times) and availability
(uptime) at a frequency If the developer has an uptime of less
required by your than 99% they should be awarded 0%.
customers?
We 99.9%+ uptime. We have not
D1.12.1 Please attach a copy of the Attached | experienced any downtime. All our
information provided to No clients have piloted CATQR free of
customers evidence charge for many months and having
available seen the availability and
performance, clients have not
requested a SLA. We are happy to
D1.12.2 Please provide your Free text agree to a SLA if required. We

average service availability
for the past 12 months, as
a percentage to two
decimal places

respond within minutes/few hours
the same day to any support
enquiries. Happy to provide
customer contacts so you can make
your own enquiries.
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https://www.youtube.com/watch?v=ONq55EgAA5I
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations
https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations
https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers
https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers
https://service-manual.nhs.uk/service-standard/11-choose-the-right-tools-and-technology
https://service-manual.nhs.uk/service-standard/11-choose-the-right-tools-and-technology

Rate Card Pricing

%% CAT

CLASS ATTENDANCE TRACKER QR

Simple subscription pricing — no setup fees, no hidden costs, no ongoing extra costs.

Want more functionality? Enhancements are available at a day rate of £450 (based on 8 hours) and can be quoted separately.

All prices are exclusive of VAT.

IF PAID MONTHLY

IF PAID ANNUALLY

20% Discount for 3 Years 20% Discount for 3 Years

_ Monthly Cost £ Monthly Cost £ Yearly Cost £ Yearly Cost £
Up to - 2,999 500 400 6,000 4,800

3,000 - 5,999 700 560 8,400 6,720

6,000 - 9,999 850 680 10,200 8,160

10,000 - 14,999 950 760 11,400 9,120

15,000 - 19,999 1,000 800 12,000 9,600

20,000 + 1,200 960 14,400 11,520
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