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PROGRAMMES THAT WORK FOR EVERYONE

At Talan, we believe that effective risk management is essential to the implementation of cyber
and information technology projects and for the ongoing maintenance of safe and secure
operational systems. Our service assesses and assures organisational and technical maturity
against UK and internationally recognised standards and control sets, such as CAF, ISO, NIS
and Secure by Design, protecting information technology assets in a demanding and
connected landscape. We listen to our clients' challenges and requirements and then work
closely with them to implement pragmatic, proportional and cost-effective solutions.

Providing Confidence To Make Better Decisions: Our assurance services help clients
maximise their technology and minimise risks. We collaborate with the client to identify areas of
risk and then develop and implement strategies and solutions to prevent or mitigate them. We
use proven assurance methodologies and technologies to assist clients with business solution
health checks and compliance reviews. Our service offering assists organisations to develop or
enhance processes and procedures in order to ensure that they are robust, scalable and
compliant to regulatory requirements and industry best practice. We have proven experience in
designing assurance frameworks to best support our clients and provide a unique level of
practical insight and experience.

Third Party Information Assurance: The increasingly extensive and complex nature of
outsourcing arrangements means multiple different suppliers could be working with your
organisation at any given time, with varying security and data protection implications. Managing
this can be costly and time consuming and in response to an increased market need, Talan has
been delivering tailored services to help organisations. Our Third-Party Information Assurance
service provides a risk based, robust and independent assessment of your current and future
third-party suppliers to protect against potential risks.
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OUR RISK MANAGEMENT SERVICE:

Primarily, we strive to listen and understand client requirements, understanding
any limitations, whilst working to deliver your aspirations. Our Public Sector Cyber
and Supply-Chain Security Risk Assurance service provides complete peace of mind
that your organisation will be assessed against and comply with regulatory
requirements, industry best practice and any, more bespoke, requirements. Talan's
extensive experience within the public sector means we aim to ensure a trusted
and collaborative working partnership, rather than becoming a barrier to
organisational aims. Our services can range from one-off third-party risk
assessments of a particular supplier or project, through to a fully managed service
where suppliers are regularly audited based on risk classification. This then enables
clients to identify trends and potential issues and maintain their own levels of
compliance.

We will:

* Conduct an initial consultation - A comprehensive consultation to understand
your organisation’s risk appetite, specific needs, existing security infrastructure and
potential vulnerabilities. During this phase, we would gather information about
your organisation, business objectives, IT environment, and the specific threats or
risks that are most relevant to your operational context.

* Conduct the implementation - Our team of expert consultants would work closely
with key stakeholder and operational staff in order to deliver the best solution to
the challenge. Providing key deliverables in accordance with an agreed schedule of
works.

* Conduct regular reporting — Talan believes in transparency and empowerment.
Regular updates would be provided that would outline the progress being made,
any impediments, alternative options and strategic recommendations. At the
completion of our engagement, a full debrief can be conducted in order to identify
any lessons to be learnt.
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SERVICE FEATURES

* Bespoke solution based on understanding the client requirements

* Predictable, flexible and agile methodology, delivery by experienced
consultants

» Assurance of cyber security controls across complex organisations

* Vulnerability scanning and/or penetration testing of all cloud-based systems
* Developed and documented assurance plans bespoke to your organisation
* Certified and security cleared consultants

* Independent Security Product Assurance, external supplier and supply-chain
security assurance

* Best practice guidance for Public Key Infrastructure and Identity
Management

* Business continuity assurance, disaster recovery plan and cyber
assurance

Security testing and solution hardening, proving defence-in-depth controls
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SERVICE BENEFITS

* Continuous stakeholder engagement

* Regulatory and commercial engagement across Government, suppliers and
customers

* Risk assessment, assurance and accreditation to HMG and international
standards

* Maintain integrity of design

* Documented requirements for commission and quality control of assurance
activities

* Rigorous cost-effective procurement of third-party security products and
services

* Security Cleared competent and professional consultants
* Improved time to live operation with secure business solutions
* Clear traceability and justification mapped to business requirements

Analysis of methodology summarised into plain English for stakeholder review
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Who we are

We accelerate the transformative
impact of Data & Al through
integrated business consulting
and technology

Consulting

Shaping business ambition, from
strategic vision to transformation agenda

- NN
Data & Al

Enabling business models by turning
data into intelligence

[ AV N
Technology

Building the foundations to scale
solutions & processes
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Why we're different

We adopt a client-centric approach,
always prioritizing measurable business impact

Our commitments to our clients O
QD
N
Acceleration you can measure 5_; 100+ million
From strategic consulting to transformation and technology:. 8

. ! . ’ Smart meters installed in
we commit to deliver impact at scale m 5 countries

The right experts for every discussion 10,000 hours
Your Talan project team combines industry experts, data # of hours saved through
scientists and technologists from across by ~N Agentic Al in a large food
our global teams £cynoLOC company

We lead with innovation

1St

Crypto-trading platforms
deployed in France

+18%

customer retention via Al-
powered churn prediction
in Insurance company

Deep industry expertise built on our client partnerships

Financial Services Transport & Logistics Energy & Utilities Public Sector
a BNP PARIBAS l'j\ - 23, [National Cyber
’ // - Elegtrli,'tty S E C «Sﬁ%imy Centre & +
NatWest M Networks Eepartn%ent for
ner ecurit . .
WBARCLAYS aNetzero years relationships

with our top clients

Department
for Transport

&Santqnder NetworkRa:I ABP @ recco : :EDF

91%

satisfaction
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Consulting

Deep
understanding
of your
business

End-to-end
transformation

Platform-

Data & Al agnostic tech

Technology

The Talan way

We combine our end-to-end capabilities
to accelerate your transformation

Consulting
Strategy consulting
Data-driven marketing & sales strategy

Corporate finance performance
& capital efficiency

Process performance in critical operations

Complex transformation acceleration

Transformation governance (PMO)
and org alignment

Low-carbon strategy & execution

Data & Al

Al transformation acceleration
for enterprise-scale impact (pilot-to-scale)

+ Data & Al strategy, governance, observability
and infrastructure

« Agentic Al architecture & orchestration
+ Data & Al platforms design & integration

Data & Al applications

* Analytics & business intelligence, incl.
location intelligence

» Data pipeline & open data
+ Content, Knowledge, and IP management

Technology

Al-powered business solutions

+ ERP, CRM and other platform integration
Cloud

* Cloud re-platforming
» |T/Cloud spend optimization

Digital application services

* CIO advisory and E2E program support

* Micro-applications factories

+ Al-based digital factory

» Al-accelerated legacy code modernization
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We are tech-agnostic and can leverage any of our Al, Cloud and Technology

partners
. N
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Institutional version

We combine Consulting, Data & Al, and Technology expertise
for end-to-end delivery

We accelerate the transformative impact of Data & Al through integrated business consulting and technology

End-to-end capabilities

e ol .. ¢ ol .Q °®
° ~25% .0 ~30% ° ~45% .0
L 2P * ¢ ® L 2P ‘ P
CONSULTING DATA & Al TECHNOLOGY
Shape business ambition Enable business models Scale solutions & processes
Y

Pragmatic approach
for business impact

All Top 20 customers with Talan for 3+ years and
served across all Business Lines

91% of clients satisfied with performance of
delivered solutions

Project teams combining global experts across
service lines ; senior management directly involved
and accountable for project success

TALAN

Unique differentiators

World-class Al & Data
assets and talents

2,500+ data / |A experts developing client projects
and Talan IP

R&l lab dedicated to fundamental and applied
research

40 peer-reviewed research papers published
10+ productized IP-backed assets

Deep industry expertise
and specialist focus

* 60% of revenue in 4 priority industries: Financial
Services, Energy & Utilities, Transport & Logistics,
and Retail & Luxury

* 20+ years average experience of our 3,000 industry
and functional experts

* 100% of our IP-backed assets dedicated to a single
industry or function
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Thank You

FOR MORE INFORMATION
PLEASE CONTACT

BD_UK@TALAN.COM
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