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VvRx is your full-stack remediation suite
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vRx automates the identification and
deployment of patches across over 2,000
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end-to-end solution ensures critical
o . . % s CRITICAL

vulnerabilities are remediated swiftly,
reducing exposure and minimizing 0 —
operational disruptions in on-premise, cloud, o
and WFH environments. CRITICAL
L= Patch Cycle Scheduling A LS wron
= :

OS & Third-Party Apps Update

=
() Server Patch Management

@ vicarius info@vicarius.io




@ vicarius

[:] Script Libra ry ++ Add Your Own Script

#x_remediation CVE-2024-45519 #x_remediation CVE-2021-36942
Remedy to CVE-2021-36942 "PetitPotam"

Remedy to CVE-2021-31166 "TCP/IP Stack RCE"
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#x_detection CVE-2013-3900 #x_remediation CVE 2020-27781

CVE-2013-3900: WinVerifyTrust Detection Remedy for CVE-2020-27781 - privilege escalation in
NFC driver
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#x_remediation CVE 2020-27781 #x_detection CVE-2013-3900

Remedy for CVE-2020-27781 - privilege escalation in CVE-2013-3900: WinVerifyTrust Detection

NFC driver
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Patchless Protection

Beat the Patch gap. When immediate
patching isn't available or feasible, vRx's
Patchless Protection acts as a
compensating control. It creates a secure
barrier around vulnerable apps,
maintaining functionality while
significantly reducing risk until a
validated patch is ready for deployment.

O Exploit Response
2 End-of-Support Coverage

O Reduced Downtime
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Scripting

Our full-fledged scripting engine helps
you address complex vulnerabilities that
require specific configurations or registry
changes. With an extensive library of pre-
built scripts and the option to create
custom scripts, your teams can automate
remediation processes, significantly
alleviating manual workloads and
expediting response times.

o Automated Registry Change

I-_S. Vulnerable File Detection

D Custom Script Integration
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Full Cycle 9o
Vulnerability
Management

VRx offers real-time and automated
vulnerability management
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Discovery

Vulnerability discovery is seamless with VRx. 4 CVE-2021-45105

Our cloud-based catalog continuously
identifies active servers, workstations, 4 CVE-2024-43491
installed applications, and operating

systems, giving you real-time control over all

asset activity in both on-premise and cloud 4 CVE-2019-11358

environments.

4 CVE-2024-43188
2 Real-Time Asset Inventory

(® Zero Day Detection
4 CVE-2024-9810
¥ External Scan Integration
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Prioritization
ove-202e-aaa01 (@ SO VRx uses contextual intelligence from
_ your unique environment, going beyond
standard CVSS metrics. Our Al-powered
cvEze s v risk-scoring engine evaluates
o vulnerabilities by considering asset
SUSRAL I by Microsoft
criticality and the likelihood of
S L Tors exploitation. Hence, helping focus on the
cvezoussan g M most impactful threats that could disrupt
operations.
CVE-2024-43491 e =1 Single-Click Risk Overview
Lﬁ Business Impact Analysis
<~  Al-Driven Scoring
Remediation
Vulnerability Remediation is at the heart _
Update Firefox 5
of VRx. It vRx offers three built-in
methods to address vulnerabilities across
. . . Update AWS AWS Security Patch
Mac, Windows, and Linux environments. Installed Amazon for $3 Bucket Policies
Going beyond traditional patch
management, VRx includes a scripting 2 Update @™ owome tisosadsiey
engine and patchless protection
capabilities for more complex Update  gac
vulnerabilities.
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<> Automated Native Patching nstate

[:] Scripting Engine

O Patchless Protection
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