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1 About Sopra Steria

1.1 Overview 

About Sopra Steria 

Sopra Steria, a major Tech player in Europe with 50,000 employees in nearly 30 countries, is recognised 
for its consulting, digital services and solutions. It helps its clients drive their digital transformation and 
obtain tangible and sustainable benefits. The Group provides end-to-end solutions to make large 
companies and organisations more competitive by combining in-depth knowledge of a wide range of 
business sectors and innovative technologies with a collaborative approach. Sopra Steria places people at 
the heart of everything it does and is committed to putting digital to work for its clients in order to build a 
positive future for all. In 2024, the Group generated revenues of €5.8 billion. 

The world is how we shape it 

Sopra Steria (SOP) is listed on Euronext Paris (Compartment A) – ISIN: FR0000050809 For more 
information, visit us at www.soprasteria.com 

 

 

  

http://www.soprasteria.com/
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1.2  Our Cloud Capability 

 

Sopra Steria Cloud Practice brings together leading digital, cloud and engineering expertise to accelerate 
transformation for our clients. 
 

• Delivering comprehensive digital and cloud transformation, including strategic consulting, change 

management, large-scale migration, application modernisation, next-generation development and secure, 

optimised operations 

• Integrating deep capability across applications, data, infrastructure, cloud platforms and security, supported 

by industrialised assets to enable solutions across Private, Public, Hybrid and Sovereign Cloud environments 

• Using an end-to-end cloud delivery model that integrates business, engineering, security and operations, 

ensuring continuous innovation, strong governance, and measurable business value throughout the full 

cloud lifecycle. 
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1.3 Our Credentials 

 

 

 

 
 

* Source PAC 2024   
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2 Service Overview

2.1 Service Description 

Our Microsoft 365 Security Assessment helps buyers understand and improve the security posture of their M365 

tenant. We assess identity, access, device controls, email and collaboration security, logging, governance, and 

configuration against Microsoft recommended practices. We produce prioritised findings and an actionable 
remediation plan aligned to your risk appetite and operational model. 
 

2.2 Features  

• Tenant security posture review (baseline and key configurations) 

• Identity and access assessment (Entra ID, MFA, Conditional Access) 

• Privileged access review (admin roles, PIM readiness) 

• Exchange Online and email threat protection review 

• Teams and SharePoint collaboration security review 

• Device and endpoint security alignment (where in scope) 

• Data protection controls review (DLP, sensitivity labels) 

• Audit/logging and monitoring configuration review 

• Security governance and operational process review 

• Prioritised recommendations and remediation roadmap 

 

2.3 Benefits 

• Clear view of M365 security gaps and risk drivers 

• Reduced likelihood of account compromise and data leakage 

• Stronger access control and privileged admin governance 

• Improved configuration consistency and operational readiness 

• Better alignment with Microsoft recommended practices 

• Prioritised actions focused on highest-risk improvements 

• Improved auditability and incident response readiness 

• Faster, safer adoption of M365 security capabilities 

• Reduced misconfiguration and compliance exposure 

• Better stakeholder confidence in the tenant’s security posture 

 

2.4 Our Approach 

We start with scoping and access planning, then review tenant configuration and current security controls across 

identity, messaging, collaboration, devices (if included), and data protection. We validate findings with stakeholders, 
identify quick wins and longer-term improvements, and produce a prioritised remediation backlog and roadmap. We 

can support implementation planning, change impact, and handover to BAU support teams. 
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2.5 Inputs 

We would expect the following inputs from you as part of this service: 

• Tenant access (read-only where possible) and agreed scope 

• Current policies/standards (security, compliance, IAM) 

• List of critical user groups, admins, and key business services 

• Existing tooling (Defender, Sentinel, ITSM) and operating model 

 
This is a high-level list and is not exhaustive. If you cannot provide all of these inputs, then we can discuss altering 

our approach to accommodate your situation. 
 

2.6 Outputs & Deliverables 

Some of the outputs and deliverables generated from the service are identified below: 

• Assessment report with findings, risk ratings, and evidence 

• Prioritised remediation plan (quick wins + backlog) 

• Target-state recommendations for key controls 

• Implementation plan outline and change considerations 

• Knowledge transfer session and handover notes 

 

This is a high-level list and is not exhaustive. 

 

2.7 Certifications & Skills 

Some of our certifications and skills related to this service are identified below: 

• Microsoft Azure Solutions Architect Expert 

• Microsoft Azure DevOps Engineer Expert 

• Microsoft Azure Security Engineer Associate 

• Microsoft Azure AI Engineer Associate 

• Microsoft Azure Data Scientist Associate 

• Microsoft Database Administrator Associate 

• Microsoft Azure Administrator Associate 

• Microsoft Developer Associate 

• Microsoft Azure Network Engineer Associate 

• Microsoft Azure Virtual Desktop Specialty 

 

This is a high-level list and is not exhaustive. 

 

3 Pricing
 

Please refer to the Pricing Document for this Service. 
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4 Next Steps

4.1 Contact 

Please contact us if you would like to know more about any of our listings on G-Cloud.  

Email: sector-support@soprasteria.com 

As all of our G-Cloud enquiries initially come into a single contact, please remember to tell us:  

• Your name, your organisation name and contact details  

• Which service you are enquiring about  

• A brief summary of your requirements or problem statements that you would like support to address.  

4.2 More Information 

More information about our services and capabilities can be found on our website here.

mailto:sector-support@soprasteria.com
https://www.soprasteria.co.uk/


   

 


