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1 About Sopra Steria

1.1 Overview

About Sopra Steria

Sopra Steria, a major Tech player in Europe with 50,000 employees in nearly 30 countries, is recognised
for its consulting, digital services and solutions. It helps its clients drive their digital transformation and
obtain tangible and sustainable benefits. The Group provides end-to-end solutions to make large
companies and organisations more competitive by combining in-depth knowledge of a wide range of
business sectors and innovative technologies with a collaborative approach. Sopra Steria places people at
the heart of everything it does and is committed to putting digital to work for its clients in order to build a
positive future for all. In 2024, the Group generated revenues of €5.8 billion.

The world is how we shape it

Sopra Steria (SOP) is listed on Euronext Paris (Compartment A) — ISIN: FRO000050809 For more
information, visit us at www.soprasteria.com
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http://www.soprasteria.com/

1.2 Our Cloud Capability

Sopra Steria Cloud Practice brings together leading digital, cloud and engineering expertise to accelerate
transformation for our clients.

e Delivering comprehensive digital and cloud transformation, including strategic consulting, change
management, large-scale migration, application modernisation, next-generation development and secure,
optimised operations

e Integrating deep capability across applications, data, infrastructure, cloud platforms and security, supported
by industrialised assets to enable solutions across Private, Public, Hybrid and Sovereign Cloud environments

e Using an end-to-end cloud delivery model that integrates business, engineering, security and operations,
ensuring continuous innovation, strong governance, and measurable business value throughout the full
cloud lifecycle.
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1.3 Our Credentials

Capacity

More than 15,000 cloud experts in 30 countries .
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2 Service Overview

2.1 Service Description

Our Azure Firewall Design and Implementation service supports organisations to design, deploy, and integrate Azure
Firewall within their cloud environments. We help buyers implement secure, scalable firewall architectures aligned to
Azure Landing Zone principles, governance requirements, and operational support models.

2.2 Features

e Azure Firewall and Firewall Policy design

e Hub-and-spoke and secure network topology support

e Integration with Azure Landing Zone architectures

e Rule design for north-south and east-west traffic

e Application, network, and DNAT rule configuration support
e Forced tunnelling and routing design

e Logging, monitoring, and diagnostics configuration

e High availability and resilience design

e Security governance and policy alignment

e Knowledge transfer and operational handover

2.3 Benefits

Improved network security and traffic control

e Consistent enforcement of security policies

e Reduced risk from misconfigured network access
e Scalable firewall design aligned to growth

e Improved visibility of network traffic

e Alignment with Azure security best practices

¢ Simplified firewall management through policies
e Enhanced resilience and availability

e Faster onboarding of workloads

e Improved operational support readiness

2.4 Our Approach

We begin by understanding the buyer’s network architecture, security requirements, and traffic flows. We design an
Azure Firewall solution aligned to Azure Landing Zone and governance standards. We support implementation, -
validation, and testing, ensuring logging and monitoring are enabled. We complete the service with documentation
and knowledge transfer to support teams.

2.5 Inputs

We would expect the following inputs from you as part of this service:

e Network architecture and IP addressing
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Security and compliance requirements
Traffic flow and connectivity requirements

Azure subscription and resource group details

This is a high-level list and is not exhaustive. If you cannot provide all of these inputs, then we can discuss altering
our approach to accommodate your situation.

2.6 Outputs & Deliverables

Some of the outputs and deliverables generated from the service are identified below:

Azure Firewall architecture and design documentation
Firewall policies and rule definitions

Routing and forced tunnelling design

Logging and monitoring configuration

Operational documentation and handover materials

This is a high-level list and is not exhaustive.

2.7 Certifications & Skills

Some of our certifications and skills related to this service are identified below:

Microsoft Azure Solutions Architect Expert
Microsoft Azure DevOps Engineer Expert
Microsoft Azure Security Engineer Associate
Microsoft Azure Al Engineer Associate
Microsoft Azure Data Scientist Associate
Microsoft Database Administrator Associate
Microsoft Azure Administrator Associate
Microsoft Developer Associate

Microsoft Azure Network Engineer Associate

Microsoft Azure Virtual Desktop Specialty

This is a high-level list and is not exhaustive.

3 Pricing

Please refer to the Pricing Document for this Service.

4 Next Steps
4.1 Contact

Please contact us if you would like to know more about any of our listings on G-Cloud.
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Email: sector-support@soprasteria.com

As all of our G-Cloud enquiries initially come into a single contact, please remember to tell us:
e Your name, your organisation name and contact details
e  Which service you are enquiring about

e A brief summary of your requirements or problem statements that you would like support to address.
4.2 More Information

More information about our services and capabilities can be found on our website here.
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