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Standard Terms & Conditions

The below Standard Terms and Conditions are applicable to the supply of the G-Cloud Framework
and would form the Services to be supplied under the Call-Off Contract with the Customer/Buyer.

If you ultimately decide to purchase the Service(s) described with Cyberfort, then all terms and
conditions will only be pursuant to a final and definitive written agreement between the
Customer/Buyer and Cyberfort (including any amendments, if applicable).

For the avoidance of doubt, the final agreement will replace any other suggested terms and
conditions.

Notwithstanding anything to the contrary, Cyberfort makes no representations, warranties, or
covenants (including without limitation as to any products, services, service levels, third-party
products or services or interoperability) separate from, in contravention of, or in addition to those
contained in the final agreement, and any purported representation, warranty or covenant in this
information document shall be of no force or effect.

Any information provided in below regarding the Service is for informational purposes only and is
subject to change.
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1. Additional definitions
The definitions shall apply to these Terms and Conditions unless otherwise stated.

Customer/Buyer means the individual(s) and/or organisation(s) that is ordering the Services;

Cyberfort means Cyberfort Limited;

Applicable Law all applicable laws, statutes, regulation and codes from time to time in force;

Consultant means the individual(s) provided by Cyberfort for the performance of the
Security Testing;

Contract together, these Standard Terms and Conditions, the Order Form and its
Schedules, the Framework Agreement and any other documents referred to in
them;

Cyberfort Materials all software programs (including the Software), applications, documents,
processes, methods, know-how and data, including any modifications,
enhancements and developments thereto, owned by or licensed to Cyberfort
and used in the provision of the Service;

Data the digital information provided by Customer/Buyer to Cyberfort through the use
of the Software to be stored on Cyberfort servers as part of the Services;

Order Form means an order form agreed between the parties to request one or more of the
Services;

Al Service means the Cyberfort Managed Al Lifecycle Security Operations Service as
described in the Order Form;

Service One or more of the Service(s) to be provided by Cyberfort to the Customer/Buyer
pursuant to a Order Form;

Service Levels the service levels applicable to each Service (if any) as set out in the Schedule
to these Terms and Conditions as applicable or to the Order Form;

2. Cyberfort obligations

2.1 Cyberfort shall provide:

a) the Service with reasonable care and skill and materially in accordance with the applicable Order Form,

including, where applicable, the Service Levels; and

b) such cooperation and information reasonably requested by the Customer/Buyer in respect of the

Service.

2.2 In providing the Service, Cyberfort shall use reasonable endeavours to meet any performance dates
specified in an Order Form but any such dates shall be estimates only and time for performance by
Cyberfort shall not be of the essence of this Contract.

2.3 Inproviding the Service, Cyberfort shall comply with all Applicable Laws and regulations which apply to the
provision of the Service and to the operation of Cyberfort's business.

2.4  Cyberfort shall use its reasonable endeavours to comply with any reasonable on-site security or health and
safety policies made known to it by the Customer/Buyer when attending the Customer/Buyer's premises or
using any Customer/Buyer Equipment.

2.5 Cyberfort shall have the right, without liability and without prejudice to Cyberfort’s other rights (including

termination), to immediately suspend, remove or disable access to or use of the Services if Cyberfort
become aware of or have reasonable grounds to expect any abuse of such access and/or use (by the
Customer/Buyer or any third party, for example through denial-of-service attacks, spamming or otherwise):
a) which interferes with the provision of the Service or any services provided by Cyberfort to third parties;
b) which would entitle Cyberfort to terminate this Contract; or

c) where Cyberfort are properly required to do so by Applicable Law, regulatory or governmental body.
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The Customer/Buyer acknowledges and agree that Cyberfort have no obligation to monitor or actively seek
facts or circumstances indicating any abuse or illegal activities.

2.6 Where possible Cyberfort will inform the Customer/Buyer of any steps taken in accordance with Clause 2.5
above as soon as legally and reasonably possible and may, but are not obliged to, advise the
Customer/Buyer on actions that the Customer/Buyer should consider implementing to mitigate the risk of
recurrence. The fact that Cyberfort do not take some or all of the steps set out in Clause 2.5 and / or provide
any recommendations, does not waive or in any way affect Cyberfort’s right to take such steps or invoke
other rights that Cyberfort may have at any other time in response to the same or other events occurring.

3. Customer/Buyer obligations

3.1 The Customer/Buyer shall:
a) co-operate with Cyberfort in all matters relating to the Service;

b) grant such access (whether remotely or otherwise) to the Customer/Buyer's staff, premises and data,
and such office accommodation and other facilities, as is reasonably requested by Cyberfort for the
purposes of performing its obligations under the Order Form;

c) provide in a timely manner such information as Cyberfort may reasonably request in relation to the
Service, and ensure that such information is accurate in all material respects;

d) appoint a manager in respect of the Services to be performed, such person as identified in the Order
Form. That person shall have authority to contractually bind the Customer/Buyer on all matters relating
to the relevant Order Form (including by signing Change Orders);

e) obtain and maintain all necessary licences and consents and comply with all relevant legislation as
required to enable Cyberfort to provide the Service, including in relation to the installation of the
Cyberfort's Materials, the use of all Customer/Buyer Materials and the use of the Customer/Buyer's
Equipment insofar as such licences, consents and legislation relate to the Customer/Buyer's business,
premises, staff and equipment, in all cases before the date on which the Services under the applicable
Order Form are to start;

f) Customer/Buyer shall ensure that Customer/Buyer Equipment, telecommunications, internet and
other access lines shall be properly maintained and meet any minimum technical requirements
specified by Cyberfort, and that all appropriate security precautions are taken with respect to
Customer/Buyer systems and Data in order to receive the benefit of the Services; and

g) comply with all Applicable Laws and regulations applicable to the use and receipt of the Service and
the operation of the Customer/Buyer's business.

4. Third Party Usage

4.1 Except as set forth in this service description, the Customer/Buyer may use the services only on infrastructure
and assets owned by and registered to the Customer/Buyer, or for which the Customer/Buyer otherwise has
the full right, power, and authority to consent to have the services.

4.2 The Customer/Buyer may not rent, lease, or loan the Cyberfort Al Services, or any part thereof, or permit
third parties to benefit from the use or functionality of the Service via timesharing, service bureau
arrangements or otherwise.

4.3 In the event that endpoint agents are identified by Cyberfort as being installed on assets which are not owned,
managed, and/or hosted by the Customer/Buyer then Cyberfort reserves the right to charge additional fees
and/or cease monitoring the environment until the Customer/Buyer has rectified the issue. Cyberfort will not
be held responsible for any related security incidents during this period.
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