
When it comes to delivering an on-
premise SOC, CND’s wealth of 
experience enables us to be innovative, 
flexible and agile. CND have experience 
of working with all Security Information 
& Event Management (SIEM) including 
but not limited to MS Sentinel, ArcSight, 
LogRhythm, AlienVault, QRadar, 
McAfee ESM, Splunk, ELK Stack, 
Exabeam & Securonix.  

Using a modular approach, clients have 
total control over how extensive the 
involvement of CND experts is in 
building their SOC – from contributing in 
part to the entirety.
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We can build an on-
premise SOC for your 

organisation –  either in 
part or in its entirety.

ON-PREMISE 
SOC SERVICES

The on-premise SOC will be tailored to 
your needs, and may include but not be 
limited to:
• Requirements capture
• Product selection
• Configuration
• Tuning
• Monitoring
• Staffing solutions
• SOC operations

When delivering a SOC to our clients, there are 
several phases to consider, such as requirement 
capture, product selection, implementation, 
configuration, tuning and monitoring. We are 
happy to deliver any or all of these elements. The 
same flexibility is applied to whether we transfer 
ownership to the client and at what pace.

The human element should also be considered: 
this could be provided entirely by CND, or just in 
part. Utilising our cyber security recruitment 
team, we can provide contractors or even 
permanent staff.

Other human considerations are training, 
engineering, hours of operation and shift 
patterns. After the SOC is built, CND can man the 
SOC on the client’s premises on their behalf (or 
with client oversight). We also have a number of 
proven processes for handing over the SOC to 
the client. Another solution is for the SIEM to be 
in the Cloud and for the monitoring to be on-
premise.

Variable depending on CND involvement, size 
and scale.

Following a scoping consultation, a 
comprehensive proposal outlining the price of 
each selected module will be provided.
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