TESTING

SERVICE OVERVIEW

A Penetration Test or “Pen Test”
will try to attack and penetrate
your systems using the same
tools and techniques thata
hacker would. These are mostly
manual.

If vulnerabilities are found, an
attemptwill be made to exploit
them, enter the exposed system,
and where permitted move
laterally through your network.

DELIVERABLES

1. Areporton the findings of the
penetration test.

2. Recommendations on what
you can do to remediate any
problems which were
identified.

3. Ourconsultants will also be
on hand to explain the report
and assist in remediation if
required.

PENETRATION

Discover your network
vulnerabilities from the
perspective of an
attacker.

SERVICE DETAILS

Our consultants will work with you to identify the
scope of the test and discuss the various options
available to you. We will also look at your timescales
and match your needs to one of our testers.

Unlike a hacker, our testers have very strict rules of
engagement and a scope defined by you within
which to work. Our experts will liaise with you before
transgressing from the scope to ensure your
systems are not harmed and thatyou are
comfortable with their actions.

Industry best practice suggests thatyou use a
different Penetration Testing team for each test,
which are usually undertaken at least annually. As a
result, we have partnered with various third-party
consultants to deliver CHECK, CBEST, CREST and
TigerScheme Penetration Testing.

PRICING

Prices startfrom £1,200/day and per
consultant.

You will be asked to complete an online
requirement capture form in order to quote an
exact daily rate. This could be up to £2,500/day
should the test need to be completed out-of-
hours.
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