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QINETIQ

Open-Source Intelligence

OSINT is an exercise simulating the activity performed by a threat actor as a
precursor to performing a targeted attack. QinetiQ's Security Specialists examine the
information available in the public domain, highlighting material that is actionable, or
which could be combined to create more complex cyber-attacks.

Features
o Detailed overview of an organisation’s digital footprint
e View your organisation from a threat actors perspective
e Actionable intelligence in real time
e Understand your organisations public exposure
e Understand how an organisation is publicly linked to supply chains
« Provides real, actionable intelligence against security posture
« Highly experienced, SC and DV-cleared security specialists
e Team in operation for over 28 years

« Full reports, delivered securely, detailing vulnerabilities prioritised critical to
low
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Benefits
« Strategic benefit for identifying staff awareness training

o Experts provide evidence-based identification of organisational, critical
business risks

o Potential to increase global resilience

e Understand how vulnerable you could be to a threat actor

e Understand how your organisation is portrayed on social media

o Outstanding value for money from limited cyber security budgets

« Optional supporting security services to assist clients where really needed

o Experts provide evidence-based identification of organisational, critical
business risks
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