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QINETIQ

Network Device and Firewall Ruleset Review

Thorough and trusted device reviews of system configurations, patching

and firewall rulesets, performed to identify deviations from best practice that could
lead to security compromise. Identifying misconfigurations in network infrastructure
such as Switches, Routers and Firewalls that could be leveraged to compromise the
security of the environments these devices support.

Features

o Assessments conducted by CREST, Cyber Scheme and CHECK certified
specialists

« ldentify security misconfigurations in devices such as switches, routers and
firewalls

« Real time actionable intelligence, security posture assessment
« Highly experienced, SC and DV-cleared security specialists
e Team in operation for over 28 years

« Full reports, delivered securely, detailing vulnerabilities prioritised critical to
low
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Benefits

Identifies how real-world attackers would compromise your organisation

Experts provide evidence-based identification of organisational, critical
business risks

Provides a prioritised recommendation and guidance to fast-track
remediation

Assures effectiveness of technical controls and third-party investments

Quickly increases organisational resilience by benchmarking against best
practice

Increases assurance through real, actionable intelligence against security
posture

Outstanding value for money from limited cyber security budgets
Satisfies mandated and compliance requirements

Optional supporting security services to assist clients where really needed
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