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Information Security Architecture and Design - Service Definition

Benefit from expertise in security applied to large scale and complex systems, across MoD, National
Security, Police and Large OEMs and informed by a deep understanding of the details of security,
security engineering, and risk assessment and management.

Roke provides a security architecture and
design service for complex systems and
emerging technologies against a backdrop of
evolving threats and human factors.

We combine information and cyber security
best practices with enterprise architecture and
a deep technical understanding of threats,
vulnerabilities, and controls. We draw on our
experience, over many years, of designing and
implementing secure systems for industry and
government.

Our Secure by Design approach integrates
current and strategic business objectives with
pragmatic and proportionate risk management.
We provide independent advice and assurance
on all aspects including design processes,
implementation, and supply chain.

We provide independent advice and assurance
on all aspects including design processes,
implementation, and supply chain.

Service Offering

e Security Architecture

e Secure Design

e Human Factors

e Riskand Vulnerability Assessment
e TestandAssurance

e Trainingand Awareness

Roke applies knowledge of the inner technical
workings of complex systems, and of the
principles of cyber security, to offer advice and
support. We work with you to assess and treat

your most important business risks, and to offer
designs and engineer solutions.

We provide these services across the Defence,
National Security, Central Government, and
Industrial sectors.

Detailed Service Definition

Security Architecture

Roke applies the foundational principles of
cyber security to design and validate
architectures that meet your information
security needs. We use standard approaches
such as TOGAF SABSA, or ArchiMate. Our teams
include experienced practitioners with a mix of
qualifications (CISSP, CISO, IS027k
implementer) and those at all stages of their
cyber security career. We do not only focus on
the technical aspects, with our human science
team including experts in encouraging secure
behaviour and information operations.

Secure Design

Roke is a centre of engineering excellence. We
know how to design systems and to design for
production. With experience in software,
firmware, hardware, sensors, and
communications (fixed and RF), we can create
designs and development processes for your
required level of security. Whether it is a
component or a system; whether or not your
system uses machine learning or processes
large volumes of data, whether an embedded
system or in the cloud, we can design the
appropriate security measures.

Human Factors
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Security is not just about technology. Our
human science capability can advise how to
make sure that the human is a security asset,
rather than a liability. Linking with our user-
experience capability, we can ensure that the
design fits the user, rather than the other way
around.

Risk Assessment

To support the definition of appropriate
architectures and robust designs, Roke
conducts tailored threat analysis and risk
assessments. Using industry standards (e.g.
ISO/IEC62443 for industrial systems or
IS0270001) and industry best practice, we
assess the business risk. We analyse the
system, prioritise the most important risks and
propose realistic treatments or design options.

Test and Assurance

Roke can test and assure architectures,
designs, and systems to build confidence that
they meet their security goals. Offers include
automated conformance test and the creation
of virtual cyber test environments.

Training and Awareness

There are many standards and approaches.
Roke provides high-level training and
awareness sessions to explain the various
approaches and explore how risk assessments
and secure design are a benefit.

ROKE

Key Services

Security Architecture

e Systemsapproach to security
e Industry standard approaches
e Security appropriate to needs
e Experienced and qualified staff

Secure Design

e Secure by design

e Threat modelling

e Design for production
e Secure software

e Full-stack security

Human Factors

e User experience enabled design
e Accountforhumanbehaviourin security
design

Risk Assessment

e Prioritise business risks for treatment

e Apply industry standard methods with
deep technical insight

e Socio-technical systems analysis

Test and Assurance

e Automated conformance testing
e Virtual and scalable test and training
environments

Training and Awareness

e Explanation and exploration of
approaches and benefits

e Presentationsrange from highly
technical to senior management
briefings
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Pioneering Technology for Global Security
& Future Warfare

At Roke, we stand at the forefront of defence and security, delivering cutting-edge
intelligence and engineering solutions that protect nations, troops, borders, critical
national infrastructure and businesses. We bring the credibility of a long-standing
defence and security leader, the precision of a specialist, and the agility to solve
complex, high-stakes challenges with purpose and impact.

Roke is at the forefront of shaping the future of digital defence, intelligence,
and national security.

We are Roke. We are Changing Worlds.

Roke Manor Research Ltd
Romsey, Hampshire, S0510ZN, UK
T: +44(0)1794 833000
info@roke.co.uk www.roke.co.uk
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