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Cyber Security Leadership & Transtormation

Description

Our Cyber Security Leadership and Transformation services enable you to achieve your organisational and business objectives
using our pragmatic and proven risk aligned approach to deliver ‘Digital Resilience’ — the ability to enable the organisation,
predicated on the assumption of compromise. We provide access to trusted cyber advisors, who can supplement the board by
providing assurance to key decisions; CISO hiring, security investments, strategy and operating model design. CISO Support aids
with key activities, knowledge sharing, coaching and mentoring to support the security leader in being successful.

Features Benefits

e Interim/Virtual CISO: Expert cybersecurity leader for transformation, e ‘Digital Resilience’ as a cybersecurity goal, functionally
crisis management, coaching aligned organisational objectives

e Board Advisory: Advisor to core board members, including risk e Security will be a risk-aligned business enabler and partner
management e User/data focus, emphasis on ability to detect, respond

e Cyber Rapid Value Acceleration: Impactful services for new and recover
CISO/strategic refresh e Manage clear risk-appetite, measurable business return-

e Cyber budget/ROI benchmarking: Including peer review on-security-investment

e Cyber Maturity Assessments: Broad or topic specific review with e Security capability maturity aligned, measured and
roadmap managed providing stakeholder confidence

o Crisis Simulation: Deliver bespoke cross-functional understanding e Executive leadership, C-level and/or Board culturally own
and relationships via role-play and drive security
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Our Approach

This section gives a brief overview of our project approach
that can be adapted depending on how you would like us to
support you. We understand that there is no one-size-fits-all

approach to Cyber Security Leadership & Transformation
services.

/
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Insights

During the Insights phase, we aim to understand your current situation, your challenges and desired
outcomes. We will hold meetings with senior stakeholders to gain understanding on business objectives,
operations and wider strategies. We will work with incumbent security leaders and the Board to
understand how strategies and operations are being delivered, how they were conceived and if any

challenges have presented themselves. Following this, we will present our findings on the current state of
security leadership within the business, and how security leadership is contributing to the overall business
outcomes.

Plan

In the planning phase, we will work with you to agree the next steps following the discovery phase. During
this stage, we will work together to develop a delivery plan. The plan will include an agreed approach, a list
of key stakeholders, details of deliverables and agreed timescales.
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Deliver

We will work with you to deliver the outlined initiatives to improve the effectiveness of security within the
Board and organisation. This may involve a mix of shorter-term deliverables and longer-term objectives that
tie into your security programme strategy.

Review

This phase typically includes Project Reviews as well as capture, tracking and reporting of the benefits
measured as agreed during the planning phase. The reporting associated drives subsequent change
and adoption activities in response to any poorly performing benefit. Any issues identified during this
stage are captured in a forward plan and addressed subsequently.

-0 Long Term Support

o We will provide ongoing oversight, delivery and reporting of the security programme, and lead on agreed
discreet activities and initiatives to accelerate security improvement drawing on the wider FSP team as
O appropriate. We can also continue to attend board meetings to support the board in the delivery of

security initiatives.
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About FSP

Enterprise Transformation delivered through integrated capabilities

FSP is a leading, trusted transformation partner helping organisations modernise, secure and scale with confidence. Through
integrated Data & Al, Cyber Security, Cloud and Change Delivery capabilities, we enable organisations to unlock tangible value,
turning strategy into action, and innovation into measurable outcomes.

Our success is underpinned by an unwavering commitment to excellence, a people-centric culture, and best-in-class operations
that deliver sustainable results. As a long-standing and highly accredited Microsoft Solutions Partner, with designations across
Digital & App Innovation, Modern Work, Security, and Data & Al, we work alongside clients as one team to drive meaningful,
lasting change.

We navigate the complexities of data sensitivity, confidentiality, governance and compliance with deep expertise, blending
strategic insight with engineering-led delivery to meet the most demanding requirements across highly regulated sectors. Our
security and quality credentials, including ISO27001, ISO9001, 1ISO20000, ISO14001, Cyber Essentials Plus, CREST-approved
penetration testing and SOC capabilities, give clients complete confidence in resilience, maturity and operational integrity.

FSP is proud to have been recognised by Best Companies™ as a 3-star ‘World Class’ workplace (the highest level of accreditation) in
2022, 2023 and 2024, and to have been ranked as No.1 in the UK, No.1 in the South-East (Regional League Table) and Top 5 in the
Technology sector. FSP has also been recognised three times as No.1 Best Workplace™ in the UK by Great Place to Work®.

Below is a detailed overview of the services and solutions we provide:
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<OUR CORE CAPABILITIES BY BUSINESS UNIT>

DATA & Al

Data Discovery & Strategy
Data Management

Data Engineering

Data Products

Data Analytics

Al Strategy

Al Engineering

Microsoft Al

Change & Culture

Responsible Al
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CYBER SECURITY

Advisory
CISO, VCISO
Architecture & Identity services

Pentesting & Attack Simulation

Audit and assessment
(1ISO27001, DCC, CE, CE+)
Security Engineering

Risk Reduction

Threat Modelling

Security Operations Centre

Culture & Awareness

CLOUD

Cloud Strategy & Architecture
Software Engineering
Platform Engineering

QA Engineering

Modern Workplace
Business Applications
Omnishoring

Multicloud

App Modernisation
FinOps and GreenOps
Governance & Compliance
Azure / AWS

M365 / D365

CHANGE DELIVERY

Business Analysis

Change Consultancy
Delivery Management

Agile & Product Delivery
Programme Management
User Centred Design
Business Change & Adoption
Learning & Skills

Business Architecture

Service Architecture

Service Management
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wnv / Strategy and Change\ / Deep Expertise of \ /Extensive Experience in\

Through Delivery Offerings and Vendor Regulated Environments
FSP Independent
A holistic, end to end approach to 15G27001. 1SO9001, 1SO2000 ,
solving client challenges, guiding ISO14001 certifications, along with
organisations from strategic Comprehensive solutions across CREST-approved penetration
planning to successful digital strategy, cybersecurity, testing and SOC capabilities,
implementation. As a trusted Al, cloud and data, enabling demonstrate a commitment to the
partner driving transformation, clients to meet diverse needs highest standards of security and
optimised operations and resilience. through a single trusted partner. quality. Extensive experience &
people security cleared to work in
highly regulated and secure

\ / \\ / \ environments. J
/ World Class \ / Best in Class Client\ / Industry Leading \

Culture Experience Operations
Consistent high NPS scores and Operational excellence
Multi-award-winning workplace that externally evidenced at +83. ensuring scalable, efficient
promotes innovation, collaboration Providing positive experiences and sustainable delivery.
and excellence. Our people-first that drive long term loyalty and This enables growth, reduces
culture ensures that our team growth, which elevates our client costs and enhances agility,
members are motivated, engaged and experience to world class whilst empowering
empowered to deliver their best work. standards. organisations to adapt quickly
to market changes.

v /A /. /




Our Purpose

& Thrive & Succeed @ Always Human

Enable people and organisations to thrive Role model human and responsible leadership
for a successful future

@
.CQ.) Future Impact @ Unite & Inspire
Actively contribute to a sustainable future Unite people and inspire future generations
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Our Values

True Excellence
Belonging Everywhere
Demonstrating fairness, Operating with pace and
compassion and empathy consistent high standards
Ensuring a supportive Driving continuous
and inclusive environment improvement and innovation
Respecting everyone Delivering remarkable
for being themselves experiences and interactions
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.:.:‘ Creating
Opportunity
EE———— |

Prioritising mutual success,
growth and win-win for everyone

Engaging and impacting
our communities

Committing to continuous
learning and challenging
ourselves



Client Feedback

W

Major Defence Contractor

Defence Organisation

|IBDO

&N

Financial Services
Organisation
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“I would like to double down on the statement that they deliver, they are rocksteady, they do
what they say they will do, and they are always a pleasure to work with.” — IT Manager.

“FSP impressed me from the very beginning in terms of their approach, knowledge, expertise
and output. They are a very versatile organisation with good subject matter expertise and service
delivery.” — Head of Programme Management.

"I have nothing short of a perfect experience working with FSP. The workforce has partnered with
me to deliver exceptional service and products to benefit our firm. FSP deliver a stellar service
that embeds themselves within the department seamlessly, to the extent that the assumption is
they are employees of the firm. They go above and beyond expectations and have personally
assisted me in understanding technology offerings.” — Dominic Rodney, Business Relationship
Manager.

“FSP continually demonstrate experience and value by providing guidance during the process on
best practice. The team are always on hand to support the process, and the feedback from the
portfolio companies is always very positive. They are always consummate professionals and
deliver on their commitments.” — Chief Technology Officer.
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Flrst (i “FSPs strengths are that feeling of partnership, we worked well collaboratively, and | could feel
that. They were always approachable.” — Group Digital Workplace Manager.

“We have been delivering a multi-year digital transformation programme across all aspects of our

organisation, moving to a cloud-native architecture and undertaking a complete application
RUSSG"(SBI‘OTHIGY transformation. FSP worked with us to define our vision, plan our programme and have been our
HONDON strategic delivery partner providing invaluable expertise and commitment.” — Head of IT &

Transformation.
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Digital CxO Leadership

Target Operating Model
Consultancy

Digital & Data Strategies &
Roadmap

Reguirements Discovery &
Solution Design

Enterprise & Solution
Architecture

Governance Design &
Implementation

Focused Innovation & Concept

Labs

Products & Programmes

Business Analysis

Business Process Mapping 8.

Cloud Engineering

Cloud Consultancy for
Microsoft Azure and AWS

Cloud Readiness Assessment

On-Prem to Cloud
application Assessments

Cloud Migration Strategy

DevOps Strategy

Cloud Solution Architecture

Custom Application Design
& Build

Integration Services

Meassaging Bus Based
Integrations

Complex Web Applications

Maobile Applications

Cost Analysis and
Optimisation

Change & Adoption

Business & Cultural change

User Research 8 UX
Prototyping

Training

e-Training (for Technical &
Organisational change)

Technology Adoption &
Support

Modern Workplace

Microsoft 365 Maturity, Strategy &
Roadmap

hicrosoft 365 Audit & Migration

Microsoft 365 Config & Custom
Development

Microsoft 365 Intranet

Microsoft Power Platform App
Development

Microsoft Teams Consultancy
hicrosoft Viva Suite Consultancy &
Deployment

Microsoft Copilot Readiness &
Rollout

Microsoft Dynamics 365 Solutions
Microsoft Dynamics 365 Maturity
Strategy 8 Roadmap

hicrosoft Dynamics 365 Design &

Development

Microsoft Dynamics 365 Config &
ustomn Development

Microsoft 365 D365
Implementation & Maintenance

Information Protection, Data
overnance & Compliance

Data & Al

Microsoft Azure Data
Services Consultancy

Big Data Solutions
Data Proof of Concept

Apache Spark Development

Azure Databricks
Configuration

Data Platform Build &
Configuration

Data Visualisation

Master Data Management

Machine Learning Model
Definition

Artificial Intelligence Proof of
Concept

Data Governance

Generative Al

Security Architecture
& Technology

Strategy & Operating Model
Design & Assurance

Deployment & Operation
Security Leadership

Optimisation & Innovations

ADDITIONAL SERVIGES

Attack & Defend

hManaged Operations
entre

isttack Surface Review

Red Teaming

Pentesting

\Vulnerability Management

yber Advisory Services

yber Incident
hManagement

Security Strateqy

Security Due Diligence

CI50aas

Strategic Consultancy

Respond & Recover

IT Due Diligence Review

ber Team as a Service
M365 Security Review

ber SOC Support

ISO27001 Audit Support

ber Essentials
hosascment

Governance, Risk &
Compliance

Policy & Standards

Security Controls
Framework

Cyber Security Programme

Security Assessments

Security Reporting & KPls

Security Risk Management
Data Govermance Services
Security Incident Planning

Certification Support

Third Party Security

Identity
|dentity Programme

Management

|dentity Governance &
Administration (IGA)

|dentity Strategy Consulting

|dentity Access
Management (JAM)

Privileged Access
Management (PAM)

Active Directory Reviews

Managed Services

Application Support

Incident & Problem
hManagement

Change & Impact Management
JPlatform & Code Maintenance

Service Request Management

Application & Performance
Irdonitoring

Service Reporiing
JPlatform Health Checks

JConfiguration Management

Capacity Management

Service Management
Service Strategy

Service Design
Service Management Toaoling

Service Management Maturity
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