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Software and Services Overview

Senteon Software eliminates the risks of default configurations, misconfigurations and security drift
by delivering Zero Trust Configurations and enforcing CIS and regulatory standards across every
workstation, server, and browser automatically and continuously. No more manual fixes. No more
sleepless nights before an audit.

Changes to cyber compliance frameworks are updated in the Solution and available for Pilot or
distribution. Frameworks covered include NIST SP 800-53 and -171, NIST CSF 1.1, CMMC 2, HIPAA,
PCI DSS, SOC2, MITRE ATT&CK, DORA, 1SO 27001, CIS and Cyber Essentials.

APPtechnology, in addition to being an authorised reseller for EMEA, can provide Professional
services to assist your CISO Team to implement, rollout and monitor compliance drift.

Features

Service features include:

e Set, monitors and enforces security settings for multiple cyber frameworks

e Automatically remediates configuration drift on Devices and Browsers

e Senteon enforces multiple security baseline standards

e Easy to provide Proof of Concept environment

e Easy to demonstrate non-compliance across a sample of your endpoints

e Senteon provides the continual reporting on improvements required for DORA
e Frameworks include CIS, NIST, DORA, SOC2, HIPAA, 1SO27001

e Enforce Cyber Essentials and CE Plus configurations

e Maintains Audit readiness and reporting

e Enables rollback to previous configurations to remove rollout risk

Benefits

Service benefits include

e Reduce Risk of non compliance by automating drift remediation
e Streamline multiple compliance workloads
e Simple to demonstrate, fast to implement

e First device compliance reports within one hour of implementation
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e Allows different compliance settings for different user and device groups
e Management of drift is as important as achieving initial compliance
e enforce Al restrictions in browsers to maintain data retention

e Discounts for annual subscriptions

How The Software and Services Works

Most tools stop at reporting problems. Senteon is the only platform that automates regulated
hardening with Zero Trust Endpoint Configurations fixing and enforcing misconfigurations
automatically so you stay compliant, secure, and audit-ready.

Senteon is provided as an Azure Enterprise Application, with distributed clients reporting back to the
administration portal. From there configuration drift can be monitored and remediated, either
automatically or subject to authorised approval.

The Software is available directly to Customers or managed and monitored by APPtechnology in a
Managed Service Provider service.

Custom configurations can be implemented and maintained, covering client bespoke configurations.

Services can include daily or weekly administration, compliance report generation, executive
reporting, escalation management and manged service provider solutions to meet the needs of your
Business.

Pricing

Software

Senteon Monthly SaaS — List price of £2.00 per user per month

Number of devices (up Price per device
to) per month
2,000 £2.00
7,500 £1.90
10,000 £1.84
15,000 £1.84
20,000 £1.80
30,000 £1.76
40,000 £1.74
50,000 £1.72
60,000 £1.70
70,000 £1.68




80,000

£1.66

90,000+

£1.62
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Further discounts may be available with combined Software and Services negotiations.

Services
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Services pricing is dictated by a combination of resource experience required and the delivery
requirements, but are based on Government Digital and Data Profession Capability Framework

pricing for Data Engineering.

Maximum G-Cloud day-rates are shown, specific services may use lower rates due to

economies of scale, service discounts or locations
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1. Follow £450 £450 £450 £400 £450 £450
2. Assist £600 £600 £600 £550 £600 £600
3. Apply £725 £725 £725 £675 £725 £725
4. Enable £800 £800 £800 £725 £800 £800
5. Ensure / Advise £950 £950 £950 £800 £950 £950
6. Initiate/ Influence £1,100 £1,100 £1,100 £900 £1,100 £1,100
7. Set Strategy and Inspire £1,250 £1,250 £1,250 £1,000 £1,250 £1,250
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APPtechnology is a leader in digital
transformation services, covering project and
BAU delivery for large organisations in the
UK, Europe and Globally.

We supply flexible teams specialising in
Modern Workspace delivery, covering
Endpoint Management, Security, Data
protection, End User Experience
management and technology migrations. We
also provide and support delivery of
technology solutions covering Legacy
application management, and Compliance
automation for NIS, 1SO, CIMA, DORA and
HIPPA Frameworks.

Entirely managed from the UK, we bring experienced governance to all statement of work based

delivery, incorporating measurable performance metrics and results analysis in our regular

reporting. Where qualified resource supply only is requested we provide models for inside and

outside of IR35 payroll, as appropriate to the role and delivery method.

We supply G-Cloud services to the largest (96,000 users) and the smallest local and central

government departments and large NHS accounts.
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