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INTRODUCTION

he LROQA red team training

- advanced threat actor
simulation course aims to train
an already inquisitive mind on
now to operate and simulate
real-world threat actors.

The course is fast-paced and highly intensive, teaching
delegates an in-depth methodology and approach
while operating as a professional red teamer. We not
only show delegates how to perform advanced tactics,
techniques and procedures (TTPs) but further cover
how to run a successful end-to-end engagement with
a focus on operational security and risk.
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WHAT IS INCLUDED?

The tactics and techniques taught in this course are
constantly updated and adapted to keep up-to-date
with the latest techniques used by known threat
actors in the wild.

This includes stealthily bypassing defensive security controls,
which are typically operating within modern enterprise
environments and the pitfalls and lessons learned through
many engagements and built-up experience across our red
team. The instructors will impart knowledge from the field
including wins, losses, improvements, optimisations and most
importantly operational security.

The course includes both a theory element as well as hands

on practical exercises, where the techniques learned can be
practised in a training lab environment specifically designed to
replicate a typical corporate network.

Previous Next

While the course focuses heavily on the latest offensive
techniques used by red teams, it also covers common
defensive techniques that are deployed by the blue team,
such as host-based event logging and monitoring, strict egress
filtering, application whitelisting and various other endpoint
protections, such as EDR and next-generation AV.

The course is four days long, broken down into three days of
teaching, including four structured sessions a day mixed with
multiple labs and demos after each session. The following
breakdown outlines an overview of the course with some
highlights detailed per session. The final day concludes the
training and allows you to bring all your accumulated knowledge
to the test and simulate this in a real-world assault course.

Course audience: Those already operating as red teamers

Course length: Four days

Location: Remote or on site
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THE SYLLABUS

DAY 1 DAY 2 DAY 3

Session 1: Introduction / c2 proxy and supporting Session 1: Weaponisation Session 1: Situational awareness & persistence
infrastructure setup

«  Weaponisation handlers, macro embedded office document / «  Understanding your environment, finding hidden defensive
«  Cyberkill chain, scoping & pre-engagement, legal & ethics, Excel4.0 SLK, OLE (Office 2013 / Office 2016+) products
reconnaissance & osint, threat intelligence «  Windows script hosting (JS&HTA), ClickOnce / Java applets «  Laying persistence, advanced persistence, custom droppers
«  C2architecture, rewrite rules, controlling traffic and user and document and application signing

behaviour, red team monitoring Session 2: Privilege escalation / active directory attacks

Session 2: Download Cradles «  Host based attacks, elevating privileges, network attacks

Session 2: Domain fronting and proxy reputation . Downloaders, one liners and code snippets

«  Active directory attack (kerb / deleg etc), ACL abuse common

«  Purchasing collateral, staying anonymous, fronting and vulnerabilities

domain reputation Session 3: Execution

. Certificates, phishing, email security, information leakage

nd burnere «  Bypassing whitelisting, Custom C++/C# droppers and AMSI/ Session 3: Active directory trusts / cloud tenancy

ETW bypass techniques and lateral movement

. ) .. . . « Understanding trusts, attacking trusts and hybrid
Session 3: C2 Communications / Implant Configurations Session 4: Mac OS X execution & delivery cloud environment

» C2communication, C2 safety and operational security . Phishing, social engineering, USB, network devices, physical «  Common lateral movement techniques, stealth and

« Innerworkings of an implant, security bypasses and advanced methods

. Deli [ HTML li deli tracki
defensive considerations (AMSI, ETW, Hooking etc) elivery evasion | smuggling), delivery tracking

and live experiences

Session 4: Database intrusion / memory abuse

Session 4: C2 Frameworks & introduction to PoshC2 . Attacking databases, common weaknesses and interacting

«  Overview of many C2 frameworks through c2

« Introduction to PoshC2 «  Stealing data from memory and other commonly found
memory artefacts
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THE SYLLABUS

DAY 4

Assault course

The training lab environment is built with defensive security
controls and countermeasures deployed, which will require the
candidates to use their newly acquired skills to bypass them.

The objective of the assault course is to use your newly acquired
skills to run a red team assessment with an objective of
penetrating the Blorebank network defences via phishing, then
abusing many typical weaknesses (such as those highlighted
throughout the course) with the ultimate objective of gaining
access to a critical non-domain joined and segregated database
server to retrieve credit card information.

KEY TAKEAWAYS

Previous

Next

Perform a simulated phishing

attack against a typical corporate
environment with standard defences,
such as EDR (Microsoft Defender

and Kaspersky), mail filtering and
AppLocker restrictions (use the
knowledge you have gained through
the course to obtain a foothold).

Perform situational awareness and lay persistence to
secure your initial foothold. Users are simulated and
may reboot their workstations from time to time to
ensure they have the latest updates.

LRQA | Red Team Training | Page 5

Enumerate the target objective and
attempt to compromise the critical
system in scope for the red team.
This will include multiple levels

of privilege escalation and lateral
movement to gain access to the
objective system.

Perform reconnaissance against a multi-domain
environment and attempt to enumerate active
directory and find any vulnerabilities that may or
may not exist within the environment, keeping
OpSecin mind.

Attempt privilege escalation on-host and against the
environment using your C2 framework of choice and
aim to perform multi-layered network pivoting to

access multiple targets in a highly monitored network.

LRQA



HOW IS THE TRAINING
CONDUCTED / PREREQUISITES

HOW IS THE TRAINING
CONDUCTED?

The training is conducted either remotely or on-site
utilising cloud-based infrastructure to support the
deployment of a complex and real-life lab.

The course comprises a fast-paced and comprehensive syllabus
delivered by multiple instructors and supported by many labs
that will build on each phase of a red team, from preparation to
execution.

Each delegate will be presented with a copy of the training
materials, lab guides and scripts. Should the training be remote
the training will be conducted over Microsoft Teams while
utilising Slack for communication, questions and chatting
before during and after the training is finished.
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PREREQUISITES

Previous Next

All delegates must have administrative rights over the laptop
in order to install any software that may be required and have

webcams and audio dial-in via Microsoft Teams.

Remote pre-requisites differ for an onsite delivery as
the labs and assault course can be brought with the
team for onsite delivery.

Remote:

« Stableinternet access
e Outbound SSH and RDP Access

On-site:

Delegate laptops should have the ability to run two virtual
machines, preferably on VMWare with permission to bridge the
network interface to the internet. These VMs will be provided
prior to the course via a download link that we will supply.

Laptop hardware requirements:

8 GB RAM minimum
100 GB of available HDD space
Internet connection with over 5Mb download speed
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ABOUT LRQA

LRQA is a leading global risk management partner.

Through our connected risk management solutions, we help you
navigate an evolving global landscape to keep you one step ahead.

From certification and cybersecurity, to safety, sustainability and
supply chain resilience, we work with you to identify risks across your
business. We then create smart, scalable solutions, tailored to help
you prepare, prevent and protect against risk.

Through relentless client focus, backed by decades of sector-specific
expertise, data-driven insight and on-the-ground specialists across
assurance, certification, inspection, advisory and training, we support
over 61,000 organisations in more than 150 countries.

LRQA - Your risk management advantage.

GET IN TOUCH

Visit LRQA.com for more information or email enquiries.uk@lrga.com
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LRQA

1 Trinity Park
Bickenhill Lane
Birmingham
B37 TES

United Kingdom
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Care is taken to ensure that all information provided is accurate and up to date; however, LRQA accepts no responsibility for inaccuracies in or changes to information.



https://www.tiktok.com/@lrqa_global
https://www.instagram.com/lrqa_global/
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