YOUR PERPETUAL EDGE

IT Health Check and Penetration Testing

Scoping and delivery of Security Penetration Test of Internet-facing systems; testing
for configuration, operating system, software vulnerabilities and application
vulnerabilities. Security issues identified by the Penetration Test are reported and
resolutions recommended, allowing the customer to eliminate or mitigate the risk,
thus greatly reducing the likelihood of a successful attack.

Service features

IT Health Checks and penetration testing

Infrastructure testing services

Application testing services

Remote Access Testing

Social Engineering simulation

Detailed risk mitigation recommendations consistent with Good Practice Guides
Our approach is tailored to each organisation

Consultant led scoping, testing and delivery

Clear technical and non-technical reporting

Daily debriefs on vulnerabilities identified

Service benefits

Directly supports system accreditation objectives and ongoing annual assurance
requirements

Targeted testing of key risk aspects

Makes sense of the ‘cyber threat’ through understanding of vulnerabilities
Stakeholder confidence that technical security has been verified

High value low cost VFM approach tailored to individual customers
Compliance with HMG Security Policy

Compliance with NCSC policies, standards and Good Practice Guides
Contingency and continuity of service assured by internal CCP team
Responsive to customer timescales and scope changes

Quality of Service assured by ISO9001, ISO27001 accreditations



