Solution Brief

BlueVVoyant Third-Party Risk Mlanagement

A single configurable solution set to measurably
reducerisk across your supply chainvendors

BlueVVoyant Third-Party Risk Mlanagement (TPRM) is a fully managed, end-to-end solution that identifies, validates and resolves
cybersecurity issues in your third-party ecosystem for measurable risk reduction. BlueVoyant TPRIM leverages human expertise
via our experienced Risk Operation Center analysts, superior data, and cutting- edge machine learning analytics to accurately
identify risks and eliminate false positives.

Blue\IO\Iant TPRM O.H:erings Asingle configurable solution set to meet your third-party

cyberrisk management needs

Continuous Monitoring = EEEEEErs T LR Questionnaire Mlanagement

THIRD PARTY CYBER REMEDIATION QUESTIONNAIRE MIANAGEMENT PLATFORM
The BV TPRM Core Offering: Analyst-reviewed, : A streamlined, customizable vendor questionnaire
detailed third-party cyber risk reduction solution. , ' platform for creating, sending and validating
Identifies, prioritizes and guides vendors on questionnaire assessments sent to third parties.
THIRD PARTY CYBER MIONITORING

specific risk remediations.
Pointin Time Assessments
Automated cyber risk visibility with granular 2] Blue\/oyant

information and analysis on vendor risks, but = PRE-PROCUREMENT REPORTS
results are not curated by ROC Analysts. TPR Informed summary reports on a target vendor’s
cyberrisk posture for procurement decisions.

BUSINESS RISK MIONITORING

Continuous risk monitoring and analyst-validated
risk event detection across eight additional types
of business risk beyond just cyber, including
factors like financial risk and foreign influence.

DUEDILIGENCE REPORTS
Detailed, comprehensive analysis of an
acquisition target’s risk posture.

SOFTWARE BILL OF MIATERIALS (SBOIM)

\/endor Risk Program Consulting
Manage and review critical vendor software

packages and components directly in the TPRM PROGRAM CONSULTING

BlueVoyant TPRM platform. Expert-led workshops and consulting services
to complement our products and help grow
customers’ third-party risk management programs.

Solution Set Highlights

See and prioritize your entire third-party ecosystem with validated mappings of your digital infrastructure
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Continuously monitor third parties with guided remediation by Risk Operations Center (ROC) analysts
|dentifies and alerts on newly disclosed Zero-Day vulnerabilities in as little as 90 minutes
Monitors the full breadth of vendors, regardless of criticality or resource constraints, with continuous monitoring
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On-demand, easy-to-understand snapshots of acquisition or procurement targets’ cyber risk posture
\alidation of vendor questionnaire responses through Al-powered platform for managing cyber and risk questionnaires
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Distributing BlueVVoyant TPRIM Across Your \Vendor Ecoystem

TPRM enables organizations to track and drive risk reduction across all tiers of their third-parties, from most- to least-critical
vendors. From pre-procurement all the way through offboarding, TPRM'’s various modular components can be applied across the

vendor lifecycle.

Tier 1

Vendors
Higher Risk

Tier 2 Vendors
Medium Risk

Tier 3 Vendors
Lower Risk

Inherent Risk Analysis
for Vendor Tiering

Questionnaire Management
and Documentation Review

Additional
Solutions

Cyber Risk
Monitoring &
Remediation

= Business Risk
Monitoring

= Software Bill of
Materials (SBOM)

= Due Diligence

Cyber Risk Monitoring Reports

Questionnaire Management

‘and Documentation Review

TPRM Program Consulting / Professional Services

Measurable Accuracy,
Effectiveness, and Speed

> 98.5% true positive rate for
risk findings

> 18x standard remediation rate
for vendors with BlueVVoyant
guidance

> 3houraverage alert time for
newly disclosed zero-day
vulnerabilities

BlueVoyant-Led
Remediation

Unassisted Control
Group
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% Critical Findings Remediated

Critical risk remediation rates
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