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Managed Cyber Risk Services

Bridging the operational gap between

vendor risk and cybersecurity

Organizations often lack the capacity, resources, and expertise to properly
identify and mitigate cyber risks that, if left undiscovered, can lead to increased
threat exposure and unhealthy vendor relationships.

SecurityScorecard's Managed Cyber Risk Services bridge the gap between
vendor risk and cybersecurity by helping organizations augment their existing
third-party risk cyber programs with a team of cybersecurity professionals with
experience in incident response to uncover vulnerabilities and improve cyber
hygiene across their vendor landscape.

Using powerful risk signals and threat insights from the SecurityScorecard
platform, Managed Cyber Risk Service experts go beyond vendor onboarding
and questionnaire management by proactively analyzing and mitigating risk
associated with your vendor landscape. With third-party cyber defenders by
your side, you strengthen your TPRM cybersecurity defenses while reducing
unnecessary interruptions in your day so you can reallocate resources to other
key business initiatives.

Enhance and scale your vendor risk management program
with a trusted team of cybersecurity experts
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DELIVERED BY SECURITYSCORECARD'S
RISK OPERATIONS CENTER (ROC)

SecurityScorecard’s Risk Operations
Center (ROC) is comprised of
cybersecurity professionals with
100+ years of collective experience
in cybersecurity investigations across
government and private sectors with
expertise in digital forensics, incident
response, threat hunting, and third-
party risk management.

= Draw on deep, expert knowledge
of SecurityScorecard products
and services to assess vendor
cyber risk

= Apply the principles of incident
response to the cyber vendor
risk space

= Monitor scoring changes, risk
levels, outdated technologies,
and security gaps

» Engage vendors on serious
incidents, such as ransomware
threats and data breaches

= Work alongside vendors to
ensure appropriate mitigating

measures are implemented

Give your vendor risk
management program a
cyber boost with expert
partners to manage and
proactively stop vendor
risk from wreaking havoc
on your business.



Managed Cyber Risk Services Solutions SILVER GOLD PLATINUM

Choose between Silver, Gold, Platinum, Manage and DR (Oisptice
monitor management; both vendor

and CL"Sto_m assessments to meet your non-critical continue management and

organization’s needs. vendors managing vendor communications.

communications

Platform configuration (rules, tags, alerts & portfolio setup)
Incident Likelihood Assessment (platform based only) diistlieiin] ""t{al i initial and
annual semi-annual quarterly
Cyber incident alert notification weekly daily daily
Cyber incident validation & investigation communication daily daily
Monthly reporting on vendor status by portfolio,
vendor score changes, & additions/deletions to portfolios
Monthly Automatic Vendor Detection (AVD) sweeps

o custom vendor
VVendor Invitations

onboarding
Zero-Day as a service for all vendors
Option for custom questionnaire based assessments
Complete cyber risk vendor management & communication
E:grg;git;rgciﬁtc:li(c)jgr?tnd plan of action meeting facilitate with vendor
End-to-end cyber security questionnaire management

WHY Increase efficiency by outsourcing time-consuming admin work
SECURITYSCORECARD: Spend 83% less time onboarding and managing your vendors
Rapidly surface critical vulnerabilities that pose a threat to your organization

&% Uncover your third- and fourth-party blindspots

@ Proactively take control of your security posture

TAKE THE FIRST STEP
To a more resilient vendor cyber risk program speak to an expert at: "ﬂ .
www.securityscorecard.com/managed-cyber-risk-services ;,j SecurltyScorecard

SecurityScorecard.com United States: (800) 682-1707 m n g o

info@securityscorecard.com International: +1(646) 809-2166


https://www.linkedin.com/company/security-scorecard/mycompany/verification/
https://www.facebook.com/SecScorecard/
https://twitter.com/security_score
https://www.instagram.com/securityscorecard/
https://www.youtube.com/channel/UCbTCXVt5mJTV3eI5_m2chZQ
http://www.securityscorecard.com/managed-cyber-risk-services
https://securityscorecard.com/request-crrs/
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ENABLING EVERY

ONE PLATFORM, MANY USE CASES.

COM PANY IN THE WORLD SecurityScorecard is the global leader in cybersecurity ratings, helping thousands
of organizations of all types and sizes gain instant visibility into their own security

WITH THE TRUST AND posture and that of their third parties. CISOs and security teams around the world turn

CONFIDENCE TO MAKE to SecurityScorecard for help with managing cybersecurity risk, which is at the

intersection of numerous internal and external threats - especially, in terms of
SMARTER CYBERSECU RITY operational, legal, compliance and reputational risk. Our comprehensive suite
of solutions provides a true 360° view of risk and the resources to
DEC'S'ONS. strengthen and protect your cyber risk posture across multiple use cases.

Third-Party Risk Cyber Insurance
LEARN HOW TH E ﬁ Management Accurately assess the security
A Take control of third-party risk posture of insureds and
#1 CYBERSECURITY and improve the cyberhealth of continuously monitor your
RAT' NGS So LUT'ON your entire vendor ecosystem. Reduce portfolio. Leverage the largest network of
your vendor questionnaire preparation rated companies to accelerate the time to
CAN HELP YOU. time and effort by 83%, with transparency guote, enhance cyber risk modeling, and
into vulnerabilities in your third-party provide value-added services to your
ecosystem and with industry- leading clients.

Cyber Due Diligence

== Gaininsightinto the cyber risk of any company,
@ =| make data driven business decisions, and reduce
financial risk. Perform more in-depth due

diligence on an acquisition target, for a credit
underwriting decision, or for a financial trade,
minimizingthe risk of costly cyber-related mistakes.

Enterprise Cyber Risk Management
;I Continuously monitor your cybersecurity
-3@ posture, manage your reputational risk, and
address realtime issues and findings against

your business. Create a data-driven narrative with metrics that
shows stakeholders the current and potential business impact
of security risks and the efforts to mitigate them.

Compliance
N Enable cybersecurity compliance, audit remediation,
n_llnﬂ and attestation with evolving regulations and
industry standards. Instantly map SecurityScorecard
ratings to industry frameworks, track changes, and build
remediation plans to remain compliant with mandates.

N

collaborative remediation tools.

Executive-Level Reporting
Effectively cormmunicate your cybersecurity

I

ﬂ

cybersecurity with business needs, report on your

strategy and risk posture to the Board and C-Suite in
an easy-to-understand ratings language. Align

organization’'s performance, and demonstrate the efficacy
and ROI of your cybersecurity programs.

Service Providers
r ~i Enhance your offering with valuable
7 7 SecurityScorecard data. Whether you're a data
service provider, managed service provider, or
advisory service provider, leverage SecurityScorecard to provide
more value to your clients.

Regulatory Oversight
(m Regulators and government entities can prioritize
g cybersecurity reviews with continuous monitoring to
identify who is most at risk. Whether you are
auditing your organization’s compliance or reviewing your
agencies, contractors, and regulated entities, security ratings
provide actionable intelligence to improve sector-wide
resilience.




“We're logging into
SecurityScorecard
multiple times per day
— myself, our cyber
threat hunter, and our
security manager who
deals with vendor
risk management.
We couldn't do
our jobs without
SecurityScorecard.”

Nuno Teodoro,
Chief Information Security
Officer, Truphone

Trusted by 50,000+
Customers Worldwide
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GO BEYOND A SECURITY RATING

The world's most comprehensive platform for quantifying and reducing security risk.

PRODUCTS

@ Security Ratings
Continuously monitor and measure the

cyber hygiene of any organization-even improve
your own, with the industry's most accurate and
transparent ratings platform.

@ Automatic Vendor Detection
Avoid your vendors’' problems becoming
your own with the industry's only cybersecurity risk
score for your 4th parties and entire supply chain.
: Power your existing business workflows
with the industry’s most trusted security

data about your organization and business
ecosystem.

Security Data

Marketplace

Optimize your security workflows and
deliver intelligence everywhere you work
with the largest ecosystem of integrated
technology partners in cyber risk ratings.

CYBER RESILIENCE SERVICES

1 Attack Surface Intelligence

YN Prevent cyber attacks by reaching clear

decisions from the industry’s only global
threat intelligence with context from your
ecosystem.

Evidence Locker

Increase your visibility and quickly gain

trust by showcasing your certificates of
compliance across the industry’s largest vendor
ecosystem.

@@@ Cyber Risk Quantification

[ly Be seen as a business leader and justify
your security budget to the Board with the

most scalable and actionable cyber risk

quantification solution.
Save time and gain a 360-degree view of
your vendors with the only customizable
questionnaire to automatically validate responses
against cybersecurity hygiene.

U’ Assessments

Some battles shouldn’t be fought alone. Partner with cyber experts to defend, respond, and

transform your security posture.

ﬁ

Transform your third-party risk program to improve
efficiencies, bolster security posture, and ultimately
reduce vendor risk.

Third-Party Risk Program
Development

» Cyber Risk Intelligence
=X
Gain clarity to proactively eliminate cyber
risk with actionable intelligence tailored to
your unigue security team.

GET YOUR OWN FREE INSTANT
SECURITY RATING TODAY

X

-¢ Digital Forensics and Incident
%o Response

Respond confidently and mitigate business
interruptions from a cyber attack by partnering
with industry-leading experts in digital forensic and
incident response services—24x7.

% Proactive Security Services
ZAN7A
A Defend your organization with a range of
services that battle test your security
controls to eliminate risk, including penetration
testing, red team exercises, and tabletop exercises.

GET STARTED
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https://securityscorecard.com/free-account
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Attack Surface Intelligence

Make Decisions Faster with More Variety
and Accurate Actionable Intelligence

Challenge

Threat Intelligence That Over-Promises and Under Delivers
Threat researchers lose confidence in making intelligent business decisions
when threat intelligence sources lack the quality, variety, and depth of cyber
risk information needed to prevent disruption. Lacking a reliable source of
truth with contextual threat intelligence makes it difficult for security teams
to take a proactive approach and streamline their limited resources focused
on threat hunting.

Solution

Contextualized Global Threat Intelligence You Demand
SecurityScorecard's Attack Surface Intelligence detects more unknown
unknowns, including those of your third-party vendors and how they pose
a risk to your business, arming you with deep contextual insights and
attribution to prioritize your next steps - all in one single platform.

Hits: 453,276

When data volume, quality, and speed matter, turn to SecurityScorecard'’s
threat intelligence. Gain confidence in knowing the intelligence collected is
engineered for you to prevent future disruptions with precision-built data
that is unrivaled and up-to-date.

KEY BENEFITS:

m Find the Unknowns

Capture a complete global
view of cyber risk, including
third-party vendors, to find
vulnerabilities and emerging
threats you weren't aware of.

Make Confident Decisions

Act immediately with
actionable intelligence on

all critical and non-critical
threats by region, organization,
footprint, and individual assets.

Prevent Disruption

Easily prioritize remediation
with attribution and
contextual information to
proactively pinpoint which
threats expose the most
significant risk.

Take Control

Understand the adversary’s

next step, empowering your
cybersecurity team with the
proactive knowledge to build
and maintain a solid threat-

first approach.



Capabilities
Holistic Intelligence Platform With a Punch

MN85112
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UNPARALLELED DATA - TESTED AND PROVEN e
Access the most up-to-date threat intelligence you can't s o
get anywhere else, all in one place. .

CONTINUOUSLY UPDATED SEARCH - DRIVEN INTERFACE
Prioritize and remediate risk with the ability to globally
search across any public IP, network, or domain to deliver.
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EXPAND BEYOND RATINGS PR ——
Gain contextualized insights and a global view of threat

actors, CVEs, open ports, and more across all of the vendors
tracked in your SecurityScorecard portfolio.

INTEGRATION FOR GREATER VISIBILITY

In one powerful portal or via APl understand who is targeting
you, create automated workflows, and integrate ASI data into
other security tools.

Trust

Why Choose 333 M + 1 0 O B + 4.1 B

SecurityScorecard?

Threat actor associations Vulnerabilities IPs and domains
SecurityScorecard is a data madg and growing and.attrlbutlons scanned in-house every
daily tied to exposed published weekly 7 days across 1,500

company, first and foremost,
building contextual intelligence
to power its Scorecards.

We have built the most 7B+ 2B+ 20M+

comprehensive data collection

assets, malicious IPs, file
hashes, and more

e ports globally

vl et e e e Normalized leaked Sinkhole Malyvare Top websites crawled
. databases records from requests per day ingested every week using
over a decade, giving customers ; e
. across the dark web - world's most enormous full browsers imitating
relevant, actionable, and .
and forums malware DNS sinkhole real users

trusted cyber risk information.
As of August 2023

Stay Steps Ahead of the Adversary

Speak with a SecurityScorecard representative to learn how Attack
Surface Intelligence will help you make confident business decisions.

Visit us at: https:/. it d.com/ t-asi-demo/ < .
isitus a ps:/securityscorecard.com/request-asi-demo l" SecurltyScorecard

SecurityScorecard.com United States: (800) 682-1707 m n g o

info@securityscorecard.com International: +1(646) 809-2166



https://www.linkedin.com/company/security-scorecard/mycompany/verification/
https://www.facebook.com/SecScorecard/
https://twitter.com/security_score
https://www.instagram.com/securityscorecard/
https://www.youtube.com/channel/UCbTCXVt5mJTV3eI5_m2chZQ
https://securityscorecard.com/request-asi-demo/
https://securityscorecard.com/trust/

