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DATASHEET

Imprivata
Privileged Access
Management

Protect your most
critical accounts with a
comprehensive, simple
privileged access
management solution

Privileged access management (PAM)is crucial to improving an

organization’s security posture and implementing an effective Zero Imprivata Privileged
Trust approach. Stolen or misused credentials associated with

privileged and shared accounts, poor authentication, and/or lack ACCGSS Management

of control over privileged access can lead to devastating security isa comprehensive,

breaches - putting your business and most sensitive information at easy_to_use solution
risk. In fact, reports show that more than 70% of data breaches involve .

. . . . that includes:
compromised or otherwise abused privileged credentials.

A key component to addressing this security risk and securing your . An enterprise password

vault to securely store
Meet your security initiatives with visibility and control over privileged credentials

organization’s most privileged users, credentials, and assets is PAM.

credentials and provide least privilege access to your most critical . :
A robust job engine to

rotate passwords and
Don’t compromise on security or efficiency with key discover privileged

features in Imprivata Privileged Access Management: accounts

assets and information - all without impacting productivity.

o Zero Trust, just-in-time access to privileged accounts Limit the A session manager to

attack surface by providing least-privilege, just-in-time access, broker and monitor

access to-and-from
privileged systems and
« Comprehensive password vault and management Secure records

ensuring only authorized users have access to the privileged
accounts they need, only when they need it

and streamline privileged password discovery, management,
and rotation with automated workflows, and provide access to
managed systems without disclosing credentials to end users



Enforced multifactor authentication Verify users are authorized with enforced multifactor authentication,
either through seamless integration with Imprivata Enterprise Access Management (formerly Imprivata
OneSign and Imprivata Confirm ID) or other industry solutions

Application-to-application password management Eliminate hard-coded or embedded application
credentials through a token-based APl interface with unlimited Password Caches for scalability and
redundancy

Session management and recording Isolate, monitor, record, and audit privileged access sessions,
commands, and actions in real time for total visibility into activity

Regulatory and cyber insurance requirements Satisfy compliance and security requirements like GDPR, NIST,
ISQ 27001, HIPAA, PCI, and SOX, and avoid failing audits with comprehensive session management and detailed
audit trails

Leverage the Imprivata digital identity platform Take advantage of out-of-the-box integrations with Imprivata
single sign-on, multifactor authentication, identity governance and administration, and vendor privileged
access management (VPAM) solutions - all from a single vendor

Experience a higher ROl and lower total cost of ownership

Imprivata Privileged Access Management is a light-weight solution “We chose the |mprivata

with a modern architecture that is agentless with zero client and . .
: . o Privileged Access
server footprint, allowing organizations to download and deploy the

software in just minutes and easily manage on an ongoing basis Management solution
over CyberArk because of

its strength in credential
Ready to see how simple itisto management in a multi-

secure your most critical assets? tenant architecture and

. its auditing and reporting
Download our free trial to s .
capabilities. It is a mature

experience it yourself, or solution that easily
contact us to schedule a demo. integrates into our IT
environments, processes,

and our customers’
workflows.”

- Coretek Services


https://www.imprivata.com/privileged-access-management-trial
https://security.imprivata.com/request-demo.html

 imprivata

Imprivata is the digital identity company for mission- and life-critical industries,
redefining how organizations solve complex workflow, security, and compliance
challenges with solutions that protect critical data and applications without workflow
disruption. Its platform of interoperable identity, authentication, and access
management solutions enables organizations in over 45 countries to fully manage and
secure all enterprise and third-party digital identities by establishing trust between
people, technology, and information.

For more information, please contact us at 1781674 2700

or visit us online at www.imprivata.com

Copyright © 204 Imprivata, Inc. All rights reserved. Imprivata is a registered trademark of Imprivata, Inc.

inthe U.S. and other countries. All other trademarks are the property of their respective owners.
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Imprivata Vendor Privileged

Access Management (formerly
SecurelLink Enterprise Access)

|dentify, control, and audit the remote

access of your gaming vendors

Arigorous requlatory landscape and the ever-present threat

of cyberattacks necessitate that casinos secure and audit the
remote access of all their vendors, whether they are Class Il or llI
gaming vendors, player tracking systems, financial institutions,
POS providers, or others. In their efforts to meet regulatory
requirements, IT and security teams often find themselves
spending an excessive amount of time on manual processes and
gathering logs to demonstrate compliance and complete audits.

Imprivata Vendor Privileged Access Management (formerly
SecurelLink Enterprise Access) provides casinos with a
secure, standardized remote access platform that efficiently
identifies, controls, audits, and documents all vendor access
to their games, systems, and applications. The solution gives
casinos secure vendor access while providing them with all
the necessary controls and audit capabilities to document
compliance with regulatory requirements.

“As | made more phone calls to
other slot vendors, Imprivata
Vendor Privileged Access
Management kept coming up.

We got curious. It obviously
had to be a standard casino
software that was used
everywhere. So we started
looking into it, and it was kind
of a no-brainer after that.”

- Prairie Flower Casino, Director of IT

How Imprivata Vendor Privileged Access Management helps with secure and compliant vendor access

Manage vendor identities and enforce least privilege access policies.

- Enforce the use of individual accounts, verified with multifactor authentication (MFA)

« Verify and document vendor license number and expiration date for each technician

« Verify current employment status

Provide secure, controlled, remote access to games, applications, and systems.

- Support broad connectivity requirements with access via any TCP or UDP-based protocol

« Configure granular access controls for each application, including enforcing access approvals before connectivity and

receiving connection notifications

» Secure credentials in the vault and eliminate sharing usernames and passwords with technicians



Meet and demonstrate compliance with interregional and state gaming boards with audited, logged access.

« Capture and record all required information in detailed audit logs, including the “who, how, when, why, and what” of
each session

- Easily investigate and resolve any incidents with HD video and text-based recordings of session activity and maintain
audits for the required length of time

With Imprivata Vendor Privileged Access Management (VPAM), casinos on average see a:

70% reduction ‘ 80% reduction

in time spent on audits and security in time spent managing and tracking
investigations vendor access

50% reduction 90% reduction

in downtime of vendor applications in time spent troubleshooting and
supporting vendor access

Take further advantage of the Imprivata network:

T
T2 With 41,000+

€ ,' - organizations, vendors, and manufacturers using Imprivata for secure remote connectivity, you likely have a

A

~ 1 4
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vendor(s) already connecting into your network today!

Third-party access to your network is one of the most significant security and compliance risks your organization faces.
Address these risks and enhance your team’s efficiency with the leading vendor privileged remote access platform, designed
to comprehensively secure third-party access.

To learn more about Imprivata Vendor Privileged Access Management, visit our website.
I imprivatar

Imprivata delivers simple and secure access management solutions for healthcare and other mission-critical industries to ensure every second of crucial
work is both frictionless and secure. The Imprivata platform of innovative, interoperable access management and privileged access security solutions
enables organizations to fully manage and secure all enterprise and third-party identities to facilitate seamless user access, protect against internal and
external security threats, and reduce total cost of ownership. For more information, visit www.imprivata.com.
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