G-Cloud 15 Service definition document

Drupal CMS support, upgrades &
migration I1SO 27001 certified

A bit about us

S8080 is an employee owned ISO 27001 certified independent digital agency established in
Wales in 2000. We are service led, not sales led, so we don't have a sales team, we don’t use
account managers; just very experienced and pragmatic technical project managers who act

as the conduit between our clients and our design and development teams.

Expertise includes digital strategy and transformation support, user research; creative UX,
visual, content and service design; agile, test-driven, open-source development; fully
managed cloud hosting; and pan-disability, usability and security testing. Clients include
No.10, Welsh Government, ministerial and non-ministerial departments, emergency services,
local government and education. We are also on the Digital Outcomes and Specialists

framework and spent 10 years on the COI Digital Roster. We are a carbon neutral agency.

Some of our clients

Please see our Case studies | S8080 section for more information.
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Drupal CMS support, upgrades and migration

Drupal 10, 11, 12 and future upgrades, support and Drupal CMS migration. Helping with

Welsh/English Drupal content management system optimisation, updates, maintenance,

hosting, Drupal security patching and hardening, development, training, 24/7/365 support.

Drupal migrations: S8080 assist with pre-migration transition planning, Drupal code reviews,

security, bilingualism, accessibility and usability audits of existing Welsh websites/digital

services.
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DRUPAL solutions

We are a highly experienced, Wales based, Drupal development agency, solving complex
design and build, integration, single sign-on, configuration and workflow problems cleanly
and efficiently. We have developed many high-profile websites and digital services for public-
sector and private sector clients including the Welsh Government, Business Wales, Careers
Wales, Welsh Parliament, CADW, Local UK Government, National Highways, Construction

Industry Training Board (CITB), UK Police Forces and HM Cabinet Office to name a few.

Seasoned Drupal developers

Our seasoned team of Drupal developers, all fulltime employees have a vast wealth of
experience. S8080 is a very technical agency with expertise in open-source CMS hosting,
complex integrations, security hardening and systems performance security and we provide

consultancy on server infrastructure requirements.

Our project management and development teams will guide you every step of the way —
making sure you get a lean but functionally rich solution. We are well known for straight
talking, so if we feel an external 3rd party web service will do a better job than a custom

module, we'll advise accordingly

Drupal support

Due to our extensive experience working on the most important websites in the UK, including
National Highways, Welsh Government and the Construction Industry Training Board we are
often called in to help breathe new life into an existing Drupal website, helping update the

site, perhaps migrate to the latest version of Drupal, secure it and increase its performance.

This is often combined with a rethink of the information architecture and streamlining and
modernising the user experience and Drupal functionality. We've done this for some very

significant clients

Drupal setup and migration

We will assist with transition planning and can provide code review, privacy, security,
accessibility, and usability (UX) compliance audits of an existing website or digital service

before helping you with migration.

If you'd like us to migrate or support a CMS, website or digital service that has been built by
another provider, we will need to check a few things first to validate existing compliance,
security, accessibility, and usability. Once these checks have been made, we'll assist with any
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remedial technical, UX, privacy or security actions.

We'll then be able to help with software setup, configuration, and optimisation, cloud hosting
setup, incorporating branded accessible templates that work across different browsers and

mobile devices.

Finally, if required, we can help you with your existing content; assisting with a content audit,
mapping existing content to your new system and developing a migration plan. Once live,
we'll support you with maintenance, hosting, security patching, system hardening, upgrades,

development, training and 24/7/365 monitoring.

Most website projects we work on involve migration of content from one system to another -
either between two different content management platforms or moving between old and
new versions of an upgraded CMS. This generally includes user migration (for example, full
user accounts and privileges), data migration (for example, purchase history data or
application process data) and content migration (pages, downloadable documents, digital

assets, etc.).
The way we approach content migration depends on many factors, including:

e Is a content audit required / has a content audit been undertaken?
e |s the content going over as-is, mapping to a like-for-like information architecture?

e |s content being edited or rewritten as part of the migration strategy, and inserted into a

new |A?
e Can we automate or semi-automate all or part of the migration process?
¢ Client resource available for any manual migration and UAT testing tasks?

¢ Length of process and embargo periods

If the client has available resource, manual elements of content migration are generally
shared to keep costs down, with S8080 training the client content team and supporting them
throughout the migration process. The migration / loading piece is a distinct phase in the
project Gantt chart and the time allocated is discussed with the client, considering the above
bullet points, and planned accordingly. Progress is communicated via your weekly status

report and weekly status call.

Our creative team generally migrate / load and style your content to make sure your CMS

pages not only look great, but also to provide examples for your editorial team to follow in
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the future. We usually help our clients with the more complex top-level pages and examples
of all lower level pages templates, sharing the content loading with your team once they have

been trained, but it's all very flexible and we can do as much or as little as you need.

Depending on the CMS system, content and data being migrated and migration strategy, we
may be able to automate, or at least semi-automate content migration from existing
websites. We will discuss this during alignment and investigate options during technical

meetings.

Custom and off-the-shelf Drupal modules

The Drupal framework is infinitely extensible using ‘'modules’ that are developed in a coding
language called PHP. This flexible system means that you can add very specific features and
functionality to your core Drupal website. There are many robust and well supported ‘off-the-

shelf' modules available.

They are generally free of charge or very good value for money. This ensures a quick and
easy upgrade process - for security patches and version updates. This also means your Drupal
website is transferable - so no vendor tie-in, as we will do everything we can to try and keep

things 'standard’ for you.

So whatever features you want on your site or digital service, the chances are that there's

already a module for it, but sometimes ‘off-the-shelf’ doesn't cut the mustard.

As we have worked on many types of websites and digital services across many sectors —
extranets and intranets, corporate websites, information portals, triage and self service tools,
application systems and ecommerce. We have extensive expertise is in creating custom
Drupal modules and bespoke Drupal themes. We've developed Drupal modules for clients
including Welsh Government, Business Wales, Careers Wales, Parliamentary Health Service

Ombudsman (PHSO), Local Government Association and many more.

Artificial Intelligence (Al) Drupal integrations

Drupal has a strong collection of prebuilt Al enabled modules and services. We've
successfully enabled Al in Drupal to make search, chat and personalisation feel effortless for
our clients end users. For search and chat, we blend Drupal Search APl and large language
models via OpenAl or Azure OpenAl. That lets users ask natural questions and get precise,
cited answers drawn from your content, while respecting consent, language (English / Welsh)

and accessibility needs.
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On the admin side, we cut busywork and raise quality. Al services suggest taxonomies and
tags, generate summaries and page descriptions, automatically draft alt text based on
uploaded image, auto generate accessible webpages based on uploaded PDFs, all embedded
in Drupal’s Content Moderation and Workflow so editors stay in control. We add quality
gates for readability and accessibility (WCAG 2.2) and a chat-assisted editor for refactoring
content, with clear audit trails. The outcome is faster publishing, lighter workloads for CMS
admins, and more consistent quality across the site, all whilst ensuring the CMS admin always

has the final say.

GOV.UK Notify and One Login Drupal integrations

We connect Drupal websites to GOV.UK Notify so you can send emails and text messages
straight from your site — confirmations, reminders, newsletters and alerts. Editors use your
existing forms and workflows; messages pull from your Notify templates so they're consistent
and on-brand. The system handles queues and retries in the background, and every message

is logged so you can see what was sent and when. It supports Welsh and English.

We also integrate Drupal with GOV.UK One Login so people can sign in with their
government account. It uses open standards (OpenID Connect) and follows GOV.UK patterns,
so it's secure and familiar for users. We map roles to the right permissions in Drupal, manage
session and logout flows, and only request the minimum data needed. That reduces
password-related support, strengthens security and gives you clear audit trails without

locking you into a proprietary identity system.

Headless Drupal implementation

Drupal can be used as the secure content hub and expose your pages, news and data
through APIs for other applications to consume. That means your editors publish once into a
‘single source of truth’, and one or more front-ends render that content for users. Teams
often choose React (Next.js) for the front-end because it gives faster interfaces and
fine-grained control over user experience. This approach reduces duplication, improves

content governance, and avoids vendor lock-in by using open standards.

We've delivered headless setups Drupal 10 powers separate React applications: a main public
website and separate tools. These pull from the same content types, taxonomies and media,
so editors update once and the change appears in all apps immediately. Authentication and
permissions are handled centrally in Drupal; the React apps focus on speed, search and

presentation. The result is simpler workflows for staff, faster front-ends for end users, and a
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platform that can add more channels later (for example, another React app or a native mobile
app) without re-building the CMS.

Complex bespoke API Drupal integrations

We design, build and run secure, standards-based integrations between Drupal and many
complex and bespoke APIs, turning upstream data and business rules into reliable,
user-friendly services and tools. Drupal’s native JSON:API and flexible module system give us
a clean foundation to connect to anything that speaks REST or GraphQL, while avoiding
vendor lock-in. We take a contract-first approach using OpenAPl/Swagger, so interfaces are
clear, versioned and testable from day one, whist allowing separate teams to work on
solutions independently. All whilst ensuring authentication and authorisation are

implemented and aligned to security standards.

What key Drupal services do we provide?

We have been designing, developing and managing business-critical, complex websites, and
digital services since 2000, working with some of the UK's most important organisations. We

offer the following services:

e Drupal website and digital service design and build including bespoke themes and
templates

e Drupal Multisite and enterprise CMS development

e Drupal migration, development, support and consultancy services

e Custom Drupal module development and API development

e Accessibility / compliance and performance tool integration

e Integrating Drupal with business systems including linking into 3rd party web services

e Microsoft CRM integration, SharePoint integration and many more

e And of course, supporting you — both technical support and 24/7/365 hosting support

Below are a few examples of our work that goes beyond simple CMS deployment

¢ Bilingual websites and multilingual websites

e Drupal Multisite development — that means that many sites, sub sites and services with
different branding can run off the same Drupal CMS installation, each with their own

unique URL - this makes maintenance far easier

e React (Node.JS) development for Drupal based systems
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e Artificial Intelligence (Al) integrations

e GOV UK Notify and One Login integration

e XML integration into 3rd party systems

e JSON integration with.GOV.UK delivery platform / REST services
¢ Microsoft SharePoint integration

e Complex multistep branching forms

e Experience integrating enterprise directory and identity providers including LDAP for
authentication/sign-in, as well as SAML-based and OpenlID Connect based identity flows.
(Implementations include SimpleSAMLphp, Azure AD and other common IdPs for both
SSO and delegated authentication.)

¢ Blogs, events systems, publications databases, document libraries, surveys and polls
e Social media integration
¢ Integration with CRM systems including MS CRM / Dynamics, SugarCRM and Integra

¢ Integration with 3rd party bespoke systems, APIs, XML importers and JSON feeds and of

course bespoke module development

e Design and development of robust REST APIs for internal systems and third-party

integrations.

e Setup of hosting, containerised deployments (e.g., Docker), security hardening, PEN testing

and provided consultancy on server infrastructure requirements

Drupal Cloud hosting

With our support, most clients procure their own hosting so they hold the contract and
ultimate control of the account, reducing agency dependency, but for those that don't, we
partner with leading cloud hosting providers (Azure, AWS), using UK data centres, providing a

fully managed service.

Choosing the right hosting provider and specification will be driven by your requirements:
We will help you and your IT Team (where applicable) choose a suitable, right sized hosting

platform, and design a solution for you during the discovery phase.
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Onboarding & planning

We have worked very closely with the Welsh Government Central Design Team (CDT) to
provide GOV.WALES GEL compliant sites. Through our range of sites, we have provided
templates and component ideas back into Welsh Government Central Design Team to update
the GOV.WALES GEL design system. We also work with the Centre for Digital Public
Services which is a great service to ensure end users needs are at the forefront of the service.
The process often mimics the GOV.UK Discovery, Alpha, Beta and Live projects and will tailor
onboarding services to suit the relevant stage. If required we will set up the agile
environment and lead mobilisation workshops to recap/agree on roles and responsibilities,

refine project schedules and develop a shared understanding of the project goals and vision.

For support services, we will undertake a technical discovery process to understand your
current cloud infrastructure and setup (including website, hosting, interactions with third

party systems and services) to plan the right level of support provided for your project.

We will provide you with a detailed method statement and accurate costs specific to your

project requirements and, if required, the hosting requirements.

Once we begin working together, we can assist with all aspects of planning for your new
system, including:

e Technical alignment meetings with your other service providers and internal IT team
e Cloud strategy, business analysis, and stakeholder requirements

e User research

e Content audit and inventory

e Migration strategy

¢ Information architecture

e Technical and security architecture (ISO27001)

e Hosting planning, server configuration, and hardening

e Prototyping, user journeys, and solution design

e User testing planning

¢ Platform recommendations

e Training and user documentation
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Project management

S8080's team of project managers adopt and scale relevant elements of Agile and PRINCE2
Waterfall methodologies, depending on your project scope and specific requests. This
means your project proceeds in an Agile manner, but with an agreed plan, agreed
deliverables, and that all risks are monitored and communicated to your project team. During
initial scoping, we ensure that all deliverables are clearly defined so that everyone is clear as
to their responsibilities and the expected outcome of the project. The devil is always in the

details.
Most of our clients prefer a mix of Agile and Waterfall. This generally translates as...

e Agile development based on user stories

Daily stand ups

End of sprint demo / show and tell and reprioritisation of user stories

Retrospectives (lessons learned) But with

A project plan and an itemised and costed scope of work

Weekly status reports and updates

Project logs (action, issue and risk logs) and change request process documentation

Training
Our training sessions for your CMS or digital service typically last between half a day and a
full day, depending on functionality. You will be trained by your S8080 project manager and

the lead developer for your project. These two people will have been intimately involved in

your project from inception and will have a detailed understanding of every aspect.

They will prepare easy to read, concise documentation for you and your team and also brief
video tutorials for common tasks. These videos will always be available to you as ‘reminders’

for tasks that you may only perform occasionally.

We encourage a 'train the trainer' approach to keep your training costs low, and we'll
typically train up to six members of your team in the session. If you'd like larger groups
trained, we may split the training into several smaller groups to retain the ideal

trainer/trainee ratios.
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If the website is being handed over to your inhouse technical team, then During alignment,
S8080's developers can meet with your IT team for frank and open discussions so we can
understand your in-house capability and likely resource availability and how they would like
to handle knowledge transfer throughout the project, and specifics on code share and
workflow. We find this agile and collaborative way of tailoring handover and working

together makes life much easier for everyone.

What else can s8080 offer?

Specialist technical skills:

¢ Digital strategy and transformation support

¢ Digital service, website, intranet and extranet design and build

¢ Functional specification and technical specification

e Secure technical web development and integrations (Microsoft and PHP)
e React (Node.JS) based development

e Network infrastructure and development security hardening (experienced at Ministerial
Department level) ISO 27001

e Commissioning and hardening of cloud hosting
e CMS deployment - content management systems

e Open source platform development including Drupal and Umbraco

Discovery and UX, user experience, design, end user testing

Our aims are simple, to tightly align your organisation’s objectives and your audience’s
needs. This ensures that whatever we build is optimised for users and will perform as

expected. A truly agile, user-centred design approach.

We need to understand:

Who your likely users are

What they're trying to do

How they're trying to do it now

How their life or work influences what they do and how

How they use and experience existing services
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User research

During discovery, depending on the size and scope of your project, we'll run a number of

research exercises with you, your stakeholders and your users. In these sessions, we spend

time learning about you, your objectives and your users. We'll begin gathering user 'needs

and wants’, all the while helping you to define your objectives and digital strategy.

We are able to run user research sessions with real world users to ask non-leading questions

to identify pinch points in the existing system, what their wants and needs are and general
feedback.

Discovery & user experience design services

S8080 employ qualitative and quantitative research methods including:

Usability consultancy, accessibility consultants, UX and user research
Expert reviews - usability, accessibility and compliancy

Bilingual stakeholder and user engagement, requirements gathering workshops, depth

interviews

Competitor and peer analysis

Content audit, content inventory, analysis and content plan for migrations
Surveys and analytics research to help inform user journeys

Persona workshops and persona development; scenarios of use; user journey design,

process flow and service development

Card sorting; information architecture

Iterative prototyping and wireframes

Lab / online user testing and eye tracking; Pan disability user testing

Pop-up / guerrilla user testing; Test and iterate; Analysis and sharing findings
User experience design

Creative - including Ul design; Digital branding, campaign creative

Digital component libraries — Typically designed in Figma. Allows you to share a “single

source of truth” for how your digital products should look across your digital estate.

Creative content development (including copy, mapping, animation, video, illustration,

infographics and interactive)
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S$8080’s user experience design process

We work rapidly using Figma (Industry standard online collaborative wireframe and design
tool), it's quick and inexpensive to review and iterate, continuously updating our

understanding of users and their needs.

We work collaboratively with you and your users to create sets of user needs, a very detailed
experience map and technical personas that will inform your user journeys, information

architecture diagrams, prototypes, engagement mechanisms and processes.

This thorough and research driven, step-by-step approach allows us to test and iterate the
usability of your service or website or in various levels of detail at key stages through the

project.

Outputs from this discovery phase can be tested against with real users using services such as

maze.co, allowing users actions to be recorded. From this, we can iterate and retest.

Project Rescue & Recovery

When a digital project hits problems, stalled delivery, slipping timelines, or the unexpected
loss of key staff or suppliers, we can step in quickly and stabilise the situation. This service is
designed for teams who need a dependable, senior technical partner to regain control and
get delivery back on track without adding complexity or noise. Our experienced Microsoft
and PHP developers, UX and technical project management specialists are used to joining
projects mid-flight. We work confidently in environments where requirements have shifted,

the technology stack is outdated, or the user experience simply isn't meeting expectations.
We bring a clear, evidence-led recovery process:

1. Rapid assessment - We quickly build an accurate picture of the current state — technical
health, delivery risks, governance gaps, resource constraints, and any blockers affecting

your service or users.

2. Prioritisation that makes sense - We separate what must be addressed now from what can
be scheduled later. You get a practical, defensible set of priorities rooted in risk, user needs,

accessibility, security and performance.

3. A clear, actionable recovery plan - We produce a straightforward plan outlining the steps
required to stabilise, modernise or complete the project. No jargon, no lengthy reports,

just the actions that move you forward.
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4. Hands-on support to deliver - Our technical and UX teams can take ownership of key
workstreams: fixing critical issues, refactoring code, tightening accessibility, hardening

security, or re-establishing a sensible delivery cadence.

With S8080 you get a team used to working in high-assurance, public-sector environments,
ISO 27001, Cyber Essentials Plus, WCAG-aligned, user-centred and evidence-driven. We focus
on outcomes: stabilise the project, reduce risk, rebuild confidence, and help you deliver a

service your users can rely on.

Rapid prototype / Agile development

Our rapid prototyping service gives organisations a fast, low risk way to explore ideas,
validate assumptions and shape services before full development. Everything is delivered
inhouse by our senior UX, design and engineering specialists, following the same IS aligned,

evidence led processes we use to support complex public-sector platforms.

We start with fast visual prototyping in Figma. This gives stakeholders something concrete to
react to within days - not weeks. Early screens map user journeys, content structure and key
interactions. As the sprint progresses, these evolve into interactive, high-fidelity
clickthrough's that behave much like the final product. Because Figma is collaborative and
browser based, your team can comment directly on designs, test flows independently and
see changes in real time. This supports genuinely Agile working: short cycles, constant

feedback and rapid improvement.

Where services require deeper validation, such as form logic, workflow rules, integrations or
conditional behaviours, we move beyond pure design prototypes into technical prototyping.
For Microsoft environments, we build lightweight functional proofs using Microsoft
technologies such as Power Apps, .NET components or prototype Azure functions to explore
feasibility early. For opensource stacks, we use PHP based prototyping, often in stripped back
Drupal or Laravel environments, to test data models, permissions, editor workflows and
performance considerations. These prototypes derisk delivery by answering technical
questions before build begins, and they prevent hidden complexity from surfacing late in the

project.

Throughout, we work in short, focused sprints with daily check ins, end of sprint playbacks
and ongoing stakeholder involvement. We are straight talking and pragmatic: if a feature
introduces unnecessary complexity, raises maintainability concerns or increases risk, we'll
explain the trade-offs clearly and offer alternatives. Prototypes remain platform agnostic and

follow open standards to avoid lock in and keep future development options open.
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Every engagement concludes with an actionable pack: validated Figma prototypes, technical
proofs, accessibility considerations aligned to WCAG 2.2, user journey maps, a prioritised
backlog and a practical roadmap. This gives your team a confident foundation for discovery,

procurement or full development, whether with S8080 or another supplier.

Our rapid prototyping service is ideal for organisations that want clarity early, value
transparency and prefer a user centred, Agile approach that reduces waste and accelerates

delivery.

Azure Security Services

Our Azure Security Services give organisations a dependable, evidence led foundation for
protecting cloud hosted applications and data. Everything is delivered inhouse by senior
technical architects and security cleared engineers, using the same ISO 27001aligned controls
we apply across all managed Azure environments. We focus on practical risk reduction, clear

guidance and transparent operations.

We begin by understanding the shape of your Azure estate: App Services, SQL databases,
VNets, storage accounts, container registries, identity boundaries and monitoring
configurations. From there, we harden the platform systematically. This includes enforcing
secure transport, reviewing and tightening firewall rules and Network Security Groups,
validating TLS and cipher configurations, and applying least privilege access across service
principals, managed identities and role based access control. Where Defender for Cloud
highlights misconfigurations or vulnerabilities, we triage and remediate them early to keep
your estate in a healthy, compliant state. Our approach is shaped by experience managing
complex Mult environment setups (production, staging and development) where uptime,

resilience and predictable operations matter.

Secrets, credentials and certificates are stored and rotated using Azure Key Vault, with explicit
controls over who has access and why. Logging and monitoring are handled through Azure
Monitor and Log Analytics, configured to provide alerts for performance anomalies,
suspected intrusion attempts and infrastructure health. We prioritise clarity: all alerts are
routed to your nominated teams, and we provide straight talking guidance on what each

alert means and what action is appropriate.

For organisations undergoing migration to Azure, or expanding existing workloads, we
provide early technical validation. This includes reviewing infrastructure topology, identity

architecture, application dependencies and compliance obligations. Where risks are
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identified, whether overly permissive rules, missing backups, weak encryption defaults or

unpatched services, we outline the impact and provide pragmatic remediation steps.

Our Azure Security Services are designed for organisations that want a secure, dependable
cloud platform without unnecessary complexity. You gain a hardened environment,
transparent controls, clear documentation and ongoing guidance shaped by real operational

experience.

Code review

Our developers and technical consultants regularly deliver code reviews for major
public-sector organisations, including UK police forces. A thorough review is an essential first

step whenever we take on the support and ongoing improvement of an existing system.

We carry out a detailed assessment of the codebase — whether the project is new,
long-running, internally developed, or produced by another supplier. The review identifies
opportunities to improve performance, scalability, and maintainability, and it highlights any
security concerns. We also check adherence to coding standards and industry best practice,
supported by automated security and vulnerability scanning using market-leading tools (such

as Invicti)

A key part of the review focuses on how easy the system will be to support and extend —
whether that's onboarding new members of your internal team or transitioning work to
external developers. All findings are presented in a clear, accessible report with prioritised
recommendations, followed by an online walk-through to ensure everything is fully

understood.

Performance testing and QA

Before anything goes live, we put your website or digital service through a thorough test
cycle to make sure it behaves exactly as expected in real-world conditions. This includes:
e Functional testing against your specification, user stories and prototype

e Creative and brand compliance, graceful browser degradation, and full accessibility testing
to WCAG2.2 AAA

e Validation and compliance checks, cross-browser and cross-device testing, and automated

link checking

e Automated security and vulnerability scanning
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e Load and performance testing, covering scaling behaviour, stress conditions, and

redundancy in the hosting infrastructure

We can also provide a clear, step-by-step manual test plan, including UAT scripts based on
your user stories, requirements and functional specification. This supports smooth client-side

testing and helps teams sign off with confidence.

DDoS attack Prevention

Distributed Denial of Service (DDoS) attacks are one of the most disruptive threats facing
online platforms today. In this year alone we have noticed a dramatic uptick in DDoS attacks
across our public sector clients. They work by overwhelming your servers with malicious
traffic, making your website slow or completely inaccessible to genuine users. For
organisations that rely on digital services, even a short outage can damage reputation, erode

client trust, and lead to significant financial loss.

We strongly recommend Implementing robust DDoS prevention tools, such as Cloudflare, to
provide a critical layer of defence. These solutions intelligently filter harmful traffic before it
reaches your infrastructure, ensuring your site remains fast, secure, and available - even

during an attack.

Business continuity test

A business continuity plan is designed to keep your organisation running during unexpected
disruptions, but its effectiveness depends on regular validation. Testing once a year helps
confirm that processes work as intended and that everyone involved understands their role

should an incident occur.

These exercises highlight areas for improvement and provide an opportunity to refine
recovery strategies before they are needed in a real situation. By reviewing and updating
plans annually, organisations can reduce downtime, maintain operational stability, and ensure

critical services remain available when challenges arise.

We can run a simulated server outage to check how quickly systems can be restored, running
a data recovery drill to ensure backups are accessible and accurate.

e Deletion and Restoration: Delete and then restore selected articles.

e Evidence: Provide screenshots as evidence of both the deletion and restoration processes.

e Failure Handling: In case of any failure, S8080 will ensure the website can be restored

promptly and share the evidence for that.
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Data and Privacy review

We perform an automated scan of your site using a tool called CookieBot. CookieBot crawls
the site to pick up on the cookies that are being used. Using its large database of cookies, it
will automatically categorise the cookies and provide descriptions. Any strictly

necessary cookies required for the function of the site can be manually categorised (as these

would not appear in their database).

We will also run an automated scan using a product called Screaming Frog to identify where
possible, all forms on your website that collect personal information and provide you with the
opportunity to review whether the collection of this data is necessary, to review where and

how this data is stored and if it is encrypted / held off-site.

Automated - WCAG 2.2 content accessibility scan

From experience, once a website has been up and running for a period of around 12 months
then accessibility issues can creep in via new pieces of content being added (or existing
content edited). Whilst the page templates themselves might pass accessibility criteria, the
content itself might not. This can be caused by a large number of reasons, common examples
that we come across are simple items like alt text not being added to images or page

heading structure being ignored (e.g. H3 appearing before an H1).

We use a trialled and tested automated accessibility crawler called SortSite, this product is
recommended and used by Government. This tool has been updated to include the new

items from version WCAG 2.2. Below is an outline of the work involved:
e We setup the tool and scan settings specific to your site.

e We then perform the automated scan of site.

¢ Using the inbuilt SortSite tool, we then generate a .CSV export.

¢ Using our inhouse knowledge we then analyse the results to check for duplicates / false
positives and highlight any issues caused by 3rd party content e.g. X(Twitter) that

you don't have access to.

e We then output an Excel document with a final list of issues and suggested fixes for your

content editors to correct.

e A call is scheduled to walk through the issues, providing initial guidance on how your

content team should fix the issues.

S8080 G-Cloud 15 Service definition document
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Any accessibility issues unearthed as part of this automated content scan would be fixed by
your inhouse content team. If the scan picks up any issues with the templates themselves

then S8080 will be able to provide development support for these.

Manual guided - WCAG 2.2 accessibility audit of site
templates

Some clients wish to increase the accessibility scan coverage. Axe Dev tools states that their
automated scans on average can point out 57% of accessibility issues, therefore we can offer
this manual scan on top which brings the issues found to 80% or more. S8080 can perform a
manual scan of your site's key templates, this is done on a template level as to identify the

issues without needing to do a complete scan of every page on the site.

We perform this manual scan using the Axe dev tools pro manual guided audit along our
inhouse accessibility knowledge to review the output. The process is generally as follows:
1. We choose templates and subset of content pages

2. We then run the automated Axe dev tools report

3. The outputs are then Export into CSVs

4. We will then merge these outputs together into a single source

5. We will remove any 3rd party content e.g. X (Twitter) that you don't have access to

6. Using our inhouse knowledge we will then consider removing duplicates from the report
7. We then split out to WCAG and non WCAG issues

8. Once we have this, we then run the manual guided reports (on a per template basis)

9. We then review this and provide a consolidate report of both the Automated and
manual scan results, along with a full report which identifies the pages along with any

accessibility issues found.

10. A call is scheduled to walk through the issues with our developers to give an idea of how

simple/complex it would be to fix the issues.

Any additional accessibility issues unearthed as part of this enhanced discovery would be
discussed, prioritised and agreed. We can help with development support for any changes to

code required.
Priority Support and 24/7/365 monitoring
e Training across our specialisms
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¢ Knowledge transfer and building capability in your organisation

e Web chat, email, video and telephone support — a single point of contact, you always have
guaranteed access to a named project manager and /or a developer. Along with online

ticketing support.

e 24/7/365 technical support for our development and hosting services with SLAs and

support response times.
e Tailored support packages for special high load events or heightened security periods

Your S8080 technical project manager will be your single point of contact for the duration of

your support, who will liaise with developers and engineers on your behalf.

Standard Support:

Work is billed to the nearest 10 minutes and charged at our standard rates with no
surcharges. Support will be provided during office hours, Monday to Friday, 9.00 to 5.00pm.
For extended cover, see our 24/7/365 support below. Support time can be used for

absolutely anything, it's very flexible.

24/7/365 Support:
For clients who demand an extended level of service. It's 24 hours a day, seven days a week,

365 days a year and available as an addition to our Standard Support.
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Our standards - ISO 27001 and many more

Our certifications can be used to demonstrate due diligence when working with us. You can
be certain we will manage your information providing assurance of data confidentiality,

integrity, and availability.
ISO 27001

ISO/IEC 27001:2022 information security standard for the protection of client and company
sensitive data (ISO 27001 certified since 2006).

Cyber Essentials Plus

S8080 achieved the Cyber Essentials Plus Information Security certification in December 2017.
Cyber Essentials

S8080 achieved the Cyber Essentials Information Security certification in December 2017.

SC (Security Check) Clearance

Due to the nature of our work all s8080 developers, technical architects and head of

operations have SC (Security Check) clearance for government.

Quality, Environmental, Health & Safety and Social Value

Quality Management System - ISO 9001 quality standard (ISO 9001 since 2006)
Environmental Management System — ISO 14001 (ISO 9001 since 2007)

Occupational Health and Safety Management System — I1SO 45001 (ISO 9001 since 2007)
Social Value Framework - ISO 26000 (Since 2025)

To see all our standards visit: www.s8080.com/about-us/our-standards
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A few examples of our work

National Highways

T 5 Contactus  Listen to this website
Aboutus Publications Media centre

. : . national national
Contactus Listen to this website highwavs hlghwavs

national
highways
Home About us Home Travel updates Travel Alerts

Keeping you moving this winter

B > “Tonebigali : y Travel alerts
Travel Alerts Keeplng you moving

A3 Surrey | Northbound | Serious Collision | this winter

Carriageway Closed | Between the A247 and the

82039 —

Published 10 Dec 2025

é A3 - Road traffic collisiol

A3 - Between
We're preparing to keep the A247 and
England's motorways and majo B2039 -

A-roads safe this winter, ca"iageway
whatever the weather.
Closure

(DD »ovaoaas

County Surrey

) O C) ESEEET

Direction Northbound
Impact Carriageway Closure 3 e i
Effect Expect Delays 2 Dﬂlaya- lision

More details
The A3 in Surrey is closed nerthbound

between the A247 (Burntcommon) and the
B2039 (Ockham) due to a serious collision.

this winter - B st
\ - B

mergency services including Surrey Policg

Contactus  Listen to this website Aboutus  Publications  Media centre Search the website

national ’
highways Ourroads Ourwork Roadsafety Suppliers Helpcentre Careers

National Highways

Looking after England's motorways and major roads

Travel alerts
Updates on active major incidents
that may affect your journey

Daily closures
Latest planned roadworks
information across our road network

[BI8]®) »ovew

winter

By planning your joumey and preparing your car you can have an enjoyable and
stress free journey.

Help centre
Answers to your most asked
questions

Latest news
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Contact us Listen to this website Aboutus Publications Media centre Search the website

national
highways

Ourroads Ourwork Roadsafety Suppliers Help centre Careers

Home Travel updates Travel Alerts
A3 1 Surrey | Northbound | Serious Collision | Carriageway Closed | Between the A247 and the B2039

A3 - Road traffic collision

County Direction Impact Effect
Surrey Northbound Carriageway Expect
Closure Delays

00 EEE

The A3 in Surrey is closed northbound between the A247 (Burntcommon)
and the B2039 (Ockham) due to a serious collision.

Emergency services including Surrey Police are in attendance. National
Highways have deployed resources to assist with traffic management.

Diversion Route

Parliamentary and Health Service Ombudsman

Parliamentary
and Health Service Accessibility  Listen to this website @ Language €3 Search this site Q

Ombudsman

Makinga complaint  For organisations we investigate ~ Aboutus ~ Newsandblog = Decisions Publications

We are the Parliamentary and Health Service Ombudsman
We investigate complaints about UK government departments, other public

organisations and the NHS in England. Our service is free, fair and

independent.

Can we look into your
com plaint? public services

Improved

Use our quick and easy
complaint checker to find out.

Check my compl
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Important information
about current wait times

We are sorry that it could take some
time before we can look at your case.

= Current wait times are:
Parliamentary
and Mealth Service * up to four months for complaints
Ombudsman
about the NHS

* up to seven months for complaints
about UK Government
departments.

How to mal

Watch our BSL video tips on
making a complaint to the NHS
in England

Getting advice and

support Complain for change:
Tips on making a complaint to the NHS i to help you with your
n England [.pdf, 2 MB]

complaint
. Tips on making a complaint to the NHS i
n England - large print [.pdf, 26 KB]

Related files

Royal College of Obstetricians & Gynaecologists (RCOG)

Aboutus Courses and events News Journals RCOG Learning  Register / Sign in

For the public v Careers and training v Guidance v Membership v Q

We've extended the deadline to give you more time to explore volunteering
opportunities with the College. Over 2,400 members contribute annually,
gaining professional recognition, building networks and making meaningful
change. Apply by Wednesday 4 February.

Find out more

Guidance Membership Careers & training

Search our guidance Creating a global community of Supporting you throughout your
0&6G practitioners career

>Becoming.a member >Exams
>Benefits of RCOG membership > Trainee ePortfolio

>How your membership fees >CPD & revalidation
support our mission

>RCOG Learnina
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Get involved with your
College

We've extended the deadline to give you
more time to explore volunteering
opportunities with the College. Over 2,400
members contribute annually, gaining
professional recognition, building networks
and making meaningful change. Apply by
Wednesday 4 February.

Find out more

Membership iz

Royal College of
Obstetricians &
Gynaecologists

Trainees

Information for trainees already working in
obstetrics and gynaecology (0&6), and for
anyone interested in a career in 0&G

Search through site content Q

Trainees already working in
0&G

For information about the specialty
training programme in Q&G, including
the curriculum, please see Careers &
Training.

About us Courses and events News Journals

For the public

Resources designed for women and the
public

Patient information

Q

Browse all patient information
leaflets

RCOG Learning Register [ sign in

For the public » Careers and training v Guidance v Membership v Q

Journals

Discover more about two O&G journals to support your career
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CITB

searentnewessiie.. Y

Login/Signup ComtactCITE Cymraeg

Levy, grants and funding Courses and qualifications Standards and delivering training About CITB

o From 8th January, how we fund training is changing. Visit our Grants & Funding changes page to understand what's new and how to book supp

Open Doors - There's still
time to register your events
Take young people and career changers behind the scenes to

showcase the fantastic range of careers available in
construction from Monday 23 — Saturday 28 March 2026.

Find out more —>

Q g

Qualification check

&

The Training Health Safety &

LoginiSignup ContactCITE Cymraeg Q

From 8th January, how we fund raining is.
changing. Visit our Grants & Funding
changes page to understand what's new and
how to book support.

From 8th January, how we fund

changing. Visit our Grants & Fui

changes page fo understand what's new and
how to book support.

Standards and delivering training

Temporary works general
awareness

The Training
Provider Network

This level 1 (awareness) course is designed for any-
one looking to develop their understanding of
temporary works in the construction industry.

The course is split into 4 modules:

Open Doors - There's still - + Overview

« Management and planning
« Legisiation
« Using temporary works

time to register your
events

Take young people and career changers behind

the scenes to showcase the fantastic range of
careers available in construction from Monday
23 — Saturday 28 March 2026.

What is the Training Provider
Network?

Find out what the Training Provider Network is

How to become a TPN member

Find out what you need to do to become a TPN
member
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Cadw (Welsh Heritage)

Cymracg  News Membersarea  Search (@)

Cadw— er lles pawb.
For us all, to keep.

How can we help you today?

View all Cadw places ona map >

FREE Heritage in Wales magazine twice a
Student year

Valid photo ID required

£34.70 for a year © More about Cadw benefits

Young person
Aged 18 - 20 years
£34.70 for a year
Junior

Aged 5 - 17 years
£26.20 for a year

membership
Give the gift of
Iy meberehin op o R Welsh heritage

Treat someone special to a year of
discovery, unlimited access, and

< A member-only benefits.
We care for Wales’s historic places so

everyone can enjoy them. .
Already a Cadw member? Log in to renew or & Givea gift membership
Membership gives you unlimited manage your membership account

access to over 100 historic sites and
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Cymvaeg  News  Membershiparea  Search (@)

Visit  Learn  Aboutus  Advice 8 support Join Cadw

Cadw membership

View membership options <.

We care for WalesS historic places so everyone can enjoy them.
Membership gives you unlimited access to over 100 historic sites and helps us protect

our heritage. Find out more about the work we do

Which membership is right for you?

Banc of Wales (Development Bank of Wales)

= My Aceoumt
ribal F Busrvess. Addtiona’
chwrcks RCU RN infeematian infermation

Camntudn  Otharservces

Form steps - Webparts

Please tef us about your funcing requirements.

Herw eiuch bunding s you apglyeag lard?

-

Whar type of funding are you locidng for?

Loan Change

We can invest and loan from £1,000 to £3 Million at a time, in small
and mid sized businesses based in'Wales. Secured and unsecured.

and unsecued

Sareove E1h b0 E3m secued

enicrm s 48 haars
loars

£2.35m

Lo gt et
[rep—
e ren dem ACCCLTT management and Support

Welsh businessas wih regicral cffices
sghout el

i engines esul if a0 neesta -
e 1 v ews

Drevefoping a tech venture

Flexible finance to suit your business

Burying & b caid Praparty i

Seartng s briness + .

Growing 3 usiness ¢ Pt by 1,000 £M1000
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Business Wales (Welsh Government)

Busnes | Business
Cymru | Wales

This includes Business Wales' service subsites
and other relevant Welsh Government
subsites.

21

Specialist services including:
Development Bank of Wales

BOSS - Business Online Support
Service

First Minister welcomes major
offshore wind contracts,
bringing thousands of jobs
for Wales

Business Wales Events Finder 16 Jan 0%

5 Jan 2026
Sell2Wales Two Welsh offshore wind projects have
secured contracts in the latest UK
Government auction, marking a
significant step forward for Wales'
renewable energy ambitions and deliver
thousands of

View all specialist services »

IN FOCUS

Welcome to Business
Wales

Information, guidance and support for
businesses in Wales.

Business Wales

Busnes | Business
Cymru | Wales

m News andblog  Topics and guidance  Specialist services  Success stories.

Welcome to Business Wales

Information, guidance and support for businesses in Wales

Thinking of o Already have a
starting a g business?
business? . ] Business Wales offer

tailored support and
guidance to businesses
across Wales looking to
develop and grow.

Business Wales is here to
help you with your first
steps into self.
employment with a range
of praciical quidance and
business support.

TOPICS AND GUIDANCE SPECIALIST SERVICES
This includes Business Wales' service
‘subsites and other relevant Weish

Accelerated Growth Employing people and
Programme improving skills
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Careers Wales

I s oo o=
Colours
Forms — | e - E—
"—"9;‘5 5 "-‘mg Curcontros  Sign up
C—

Sncha e mﬂmmrumﬂ Courses and Trainieg  Gesingajob  Appeoniceships  News and Evenis

Fieldset heading 28px

Your Future. Your Careers Wales.
- Digital style guide
K CTA button >
Ul Components.
e
oo Our professionally qualified i are here to help

Lt for il Caren you become more effective at successhilly managing and

planning your career development.

£ o Decumant Downizas
e for g 8 Saction Mghignts
[ Tk 3 KO0 B oA of 1 100k SS8ad 10 WAl U davelsn e Skils wd

Keowhecige youll need to find youw desl carsens

@ Careors Search O Vacancies
y Job Matching Quiz O Job information

[rrep—

® rguts s deacriphons (ngaty nemd i have Ly
e 1 il of I It Antertais Sppess 1o The fgf

ST o STEum o

Text inputs

@ #AE DaCkgrLng Wil 1

I SV
| S e prefass e Eaoed Ne Wil no
Dt heat IS Nues & 0k (rey BaSkgrR

o s @ ey
a0 tart Jobvared JoAapaitie
el Suflisgs Can coniain 3 Butn.

@ Gyrfa Cymru

Careers Wales Gontact Us Events News About us Work for us

m Plan your Career Courses and Training Getting a Job Apprenticeships

Stop. Don't Drop! Course Search Decision Making
Speak fo us about your options Find courses in Wales. Quiz

before leaving sixth form or Discover your decision-making
college. style

At Careers Wales we can help you to plan your career, prepare to get a
job, and find and apply for the right apprenticeships, courses and
training.
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Welsh Government Apprenticeships: (GOV.WALES GEL)

Add filters

e o dumerphor, Lty Astorty,
Crupmionsl wckr, 4ot e

e Find an
earch for an apprenticeshi Interview

apprenticeship -l ’ 23 rocuns arrangements
vacancy

Iniervews 1o fake place ai the employe's
8 R Triirieg il 58 i vt 5

s o dasergstion

How to apply

Apprenticeship lreel
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Traffic Wales

— [

¥ Required maintenance work will be carried out on our telephone lines on 21/01/26 between 12.30 —
13:30 that could affect the service. Contact Us

—
Traffig Cymru %, 03001231213  B¥4 contact@traffic.wales

Traffic Wales
Rydym yn croesawu galwadau'n GYNYQSQ We welcome calls in Weish.

m Travel v  Aboutus v  Road Safety v  Help & Contact v

Driving-in the winter months

Prepare and check your vehicle before you begin your joumey this winter

More information 3

Traffic Alerts Map Cameras
Active incidents or roadworks. Planned roadworks View live traffic cameras on

that may affect travel information on our roads ‘your route

LIVE TRAFFIC ALERTS

&

[ 42223 Prince of Wales
Bridge West (Eastbound)

[ Toll Plaza East
(Westbound)

[ 23 Rogiet (Westbound) [ 7ol Plaza West
(Westbound)

[ J23 Rogiet
(Westbound)

m Magor East

(Westbound)

[ J23A Magor
(Westbound)

m Magor West
(Eastbound)

Fo1 I:“ Wilcrick (Westbound

m Magor East (Westbound) m J23A Magor (Westbound)

e = v i e o] mLIanmartin
- (Westbound)
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Prime Minister’s office, 10 Downing Street

“Just a quick notes to say many thanks for all your efforts on the
upgraded No.10 site. It has been well received.”

Prime Minister's office, 10 Downing Street
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