Aristi

AROO1

PSN Support
Services

Aristi’s PSN services will help you achieve and maintain your
connection to PSN compliant cloud services.

We can support network service providers within the PSN Inter-
Provider Encryption Domain (IPED) to meet the IPED obligations to
keep networks secure.

We can also provide support for compliance with the NCSC guidance on
using IPSec to protect data.

£945

AR002

PSN IT Health
Check

Aristi's consultants are certified under the Cyber Scheme to provide
PSN compliant IT Health Check services which are necessary to achieve
and maintain PSN Code of Connection. These services are designed to
identify technical vulnerabilities in IT systems which may result in
compromise of the information held on the systems. The tests include
applications, servers, firewalls and network equipment such as routers
and switches. Tests can be conducted internally on local area networks
and externally from the Internet.

The results of the tests are documented in a detailed report together
with recommendation for mitigating the risks identified.

£945

AROO3

Penetration
Testing (non-
CHECK
service)

Aristi's consultants are certified under the Cyber Scheme to provide
Penetration Testing services. These services are designed to identify
technical vulnerabilities in IT systems which may result in compromise
of the information held on the systems. The tests include applications,
servers, firewalls and network equipment such as routers and switches.
Tests can be conducted internally on local area networks and externally
from the Internet.

The results of the tests are documented in a detailed report together
with recommendation for mitigating the risks identified.

£945

AROO4

Cyber
Essentials and
Cyber
Essentials Plus

The Cyber Essentials scheme provides businesses with clarity on good
basic cyber security practice. It enables your company to be better
protected from the most common cyber threats. Cyber Essentials is not
limited to companies in the private sector but is also applicable to public
sector organisations of all sizes.

Aristi is a Cyber Essentials Certification Body and can provide support for
both Cyber Essentials and Cyber Essentials Plus compliance. Our
consultants are qualified Cyber Essentials assessors who specialise in Cyber
Security. We can help your organisation to comply with the requirements
of Cyber Essentials and achieve formal certification against the standard.

For CE:
Micro
£315
Small
£435
Medium
£495
Large
£595

£945 per
day for
CE+

AROO5

Cloud Security
Assessments

Our Cloud Security Assessment is designed to assess your cloud hosted
services for security weakness including misconfigurations, that can be
exploited by an attacker to gain access to your service. We can assess the
configuration of your Microsoft 365, Azure or AWS cloud environments
and provide recommendations to help reduce your cyber risks.

£945




AROO6

Red Team
Assessments

Our Red Team assessments are goal-based, where we attack just like a
real-world adversary using real world techniques to gain access to an
agreed target within your cloud environment.

The benefit of conducting such an assessment is that it tests your
defenders (people) as well as your defences (technology). It also tests your
ability to detect and defend against a realistic and relevant attack as we
take into account your risk environment and build attack scenarios that
are most likely to occur in your business sector.

£945

AROO7

Physical
Security
Assessments

Our Physical Security Assessments help organisations to understand,
document and manage access to networks and information systems that
support the operation of essential functions including cloud hosted
environments.

Physical security assessments provide confidence that the physical security
measures employed by your organisation or your provider are sufficient to
protect against unauthorised access, tampering, theft or reconfiguration of
systems.

Our assessments are tailored to your risk environment and utilise the same
tactics, techniques and procedures that an attacker would use.

AROO8

Information
Assurance

We offer a range of cyber security consultancy services to support IT
transformation projects, security improvement initiatives and standards
compliance.

Having a good security culture embedded within a business is a key part of
any organisation’s cloud strategy. We utilise a number of frameworks to
support the development of good security governance within your
organisation including ISO 27001, NIST, and the NCSC Cyber Assurance
Framework (CAF).

In addition to the above, we also provide specialist services such as:

e  Cyber Resilience exercises to assess your ability to respond to a
cyber-attack.

e Business Continuity Exercises to assess your ability to respond to
an event that disrupts normal business activities.

e  Cyber Incident Response to provide post incident guidance.

£945

ARO0S

Data
Protection

Our Data Protection services are designed to support organisations to
meet the requirements of GDPR and the UK Data Protection Act. We can
provide assessments to identify gaps, Provide support to develop
procedures and policies to meet GDPR requirements, provide user
awareness training and conduct audits to help maintain compliance.

Our Data Protection as a Service provides a ‘critical friend’ to you to call
when you require support for data management or if you have a data
breach. We can act as your Data Protection Officer and provide
independent verification of your compliance against GDPR.

£945




ARO10

ISO/IEC 27001
Compliance

Aristi's approach to 1SO/27001 compliance is to reuse as much of your
existing investment in security policies and procedures as possible. In
order to achieve this, we work with and you to understand what has been
achieved to date, update and implement policies and procedures as
required to meet the standard, develop an Information Security
Management System (ISMS) and implement a security awareness program
to enforce compliance.

Our consultants are qualified ISO/IEC 27001 Lead Auditors with many
years’ experience of delivering information security services. We can help
your organisation to comply with the requirements of ISO/IEC 27001 or
achieve formal certification against the standard.

£945

AROO6

Security
Awareness
Training

In order for organisations to implement effective information assurance, a
governance structure must be developed and embedded within the
business. This requires senior management support to change the culture
of the organisation so that good security becomes the norm. Key to this is
the identification and training of specific roles such as the Senior
Information Risk Owner (SIRO), IT Security Officer (ITSO) and Information
Asset Owners (IAO).

Aristi can provide training for these key roles as well as general security
awareness training for staff. Training can be provided on site or at our
training facilities in Birmingham. All training courses can be tailored to
reflect your specific requirements and will be based on your organisation
rather than generic theory.

£945

AR009

Cyber Security
as a Service
(CSaaS)

Our Cyber Security as a Service (CSaaS) goes beyond a business
relationship, providing a true partnership with your organisation. It
delivers a managed cyber security service that is tailored to your business
needs, your exposure to cyber risk and your technical environment.
Outsourcing your cyber security to our experts allows you to focus on your
core activities.

Key benefits include:

e Access to Cyber expertise

e Cheaper than building an inhouse team

e Fixed monthly costs helps with budgeting

e Improves cyber maturity and reduces your exposure to cyber risk

e Scalable —you can add more services as required, or remove
services that are no longer needed

CSaaS includes a range of cyber services tailored to your specific needs
including:

e Technical testing and IT Health Checks to identify security
weaknesses in our infrastructure and cloud hosted systems

e Security Maturity Assessments based on NIST, ISO 27001 and
GDPR to assess your security posture and build security
improvement plans

e Cyber Resilience exercises to assess and help improve your ability
to respond to security and business continuity incidents

e Phishing assessments

e Subject matter expertise at your security board or security forum
meetings

e Managed security incident detection and response services

£945
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