2T Security

Project Management services from 2T Security

2T Security is assured by NCSC to provide Cyber Security consultancy, and our project and
programme management service assists clients with the design and delivery of their projects.
Our team are able to manage the complex security needs of architecture, risk, technology,
integration and operations, against a backdrop of an ever-increasing hostile cyber threat.

As an established and dynamic SME, 2T Security has extensive experience of working across
all tiers of government and within highly regulated industries, delivering successful outcomes
across security transformation programmes, digital, business change, and service
management engagements.

We work predominately on the client side in the public sector, and have worked on some of
the most sensitive, most complex, most critical, and highest-profile projects within
Government.

We are certified by NCSC to provide competent cyber security services to our clients, and
have strong relations with many parts of the NCSC, enabling us to leverage their skills and
expertise efficiently.

We work with clients to help assess their readiness to take advantage of cloud solutions, in
particular the design, build, delivery maturity, and testing, with security at the forefront of
our delivery approach.

Our team have experience in identifying the costs and complexities of moving existing or new
IT services to private cloud environments, and will challenge the client organisation to ensure
the key stakeholders are aligned ahead of any move to a Cloud solution.

Operating as an independent organisation, we provide a non-biased vendor-neutral view on
managing projects and solutions, and will always ensure we remain faithful to our security
morals and openly and honestly reflect our professional security opinion; even if this means
being the bearer of bad news within a project.

Our 2T Security consultants are qualified in a broad range of disciplines, including but not
limited to PRINCE2®, MSP®, Agile®, ITIL® and APM. They combine their years of experience
working within major government security projects, programmes and portfolios across
different sectors using proven methods and tools.

We can support projects of all sizes, across a wide variety of security disciplines.

Capabilities

e Programme Management.
e Portfolio Management.

e Project Management.

e Agile Project Management.
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e Security Delivery Management.

e Project Management Office (PMO).

e Assessment and management of risks & issues

e Business Case Management.

e Secure by Design principles are at the heart of everything we deliver, and we have
significant experience of managing security projects across central government and
civil service bodies.

e We are also very familiar with delivering projects that align to NCSC CAF, CIS, NIST,
1ISO27001, and MITRE ATT&CK frameworks.

e Our team have experience of moving existing or new IT services to private cloud
environments.

e We have extensive experience navigating organisational governance frameworks, such
as Technical Review Boards (TRBs), Technical Design Authorities (TDAs), Security
Governance Groups (SGG) and other appropriate change boards.

Key benefits

e Proven track record of delivering successful projects and programmes

e We have experience of delivering projects and programmes using various proven best
practice delivery methodologies, e.g., APM, PRINCE and Engagement Management.

e Our delivery approach is adaptable to any organisation.

e Agile stand-up and stand-down of teams.

e Confidence your security problems will be managed by an NCSC assured organisation

e Support from project initiation to project implementation

e Providing the right information at the right time to enable you to make good decisions

e Support with the production of artefacts and governance structures

e Our delivery track record is backed up by extensive real-world experience covering
most central Government departments and organisations, typically using outcome
based fixed price Statements of Work (SoWs).

Engagement Process

We can partner with you to deliver objectives through a ‘hands-on’ approach. Deploying
throughout your organisation to understand and work alongside your key stakeholders and
staff, at all levels.

e We are skilled at aligning and integrating with internal and external delivery teams
already in place, and can establish new delivery resources/teams where required.

e We are able to help define, manage and deliver fixed-price outcome based contracts.

e We develop robust programme and project plans, identifying and managing
dependencies, milestones, and focus on regular status reporting.

e We have a focus on evaluating, defining and documenting the target project benefits,
ensuring tracking is in place to measure and realise them.

e We uphold effective governance, identifying business, technical, and supplier
stakeholders.

e Developing mitigation plans that implement controls to protect business assets in the
most efficient way.
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e We ensure that project knowledge and experience is passed on to the key individuals
within the client delivery team.

e Regular checkpoints to review performance and deliver continuous improvement.

e All of our security delivery is managed by a Technical Account Manager, meaning our
delivery is focussed and communication is clear.
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