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MULTI-SERVICE  

FRAMEWORK AGREEMENT  
 

CONTRACTING PARTIES 

1 Specialist Computer Centres PLC  a company registered in England with 
number 01428210 and whose registered office is 
at James House, Warwick Road, Birmingham 
B11 2LE ("SCC") 

2 Customer name: [XXXX] (the "Customer”) 

Customer registration number: [enter] 

Customer registered office: [enter] 

COMMENCEMENT  

SCC Framework Agreement reference:  

Framework Effective Date:  

 

SIGNATURES 
 

This Framework Agreement is effective from the Framework Effective Date upon signature by the parties 
below. 

Signed for and on behalf of SCC by: Signed for and on behalf of Customer by: 

 

Name: ……………………………………… 

 

Name: …………………………………………... 

 

Signature: …………………………………… 

 

Signature: ……………………………………….. 

 

Position: …………………………………….. 

 

Position: ………………………………………..... 

 

Date:  ……………………………………… 

 

Date:  …………………………………………... 
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1 DEFINITIONS AND INTERPRETATION 

1.1 In these Framework Terms, each Order and relevant Service Annex, the following terms shall have 
the following meanings: 

Access means the Customer’s remote, electronic or physical access to the 
Services; 

Affiliate means any corporation, firm, partnership or other entity that directly or 
indirectly Controls, or is Controlled by, or is under common Control with the 
relevant Party; 

Authorised 
Representative 

means a person duly authorised by a Party to perform the obligations of 
that Party under this Framework Agreement or an Order; 

Beyond Economic 
Repair 

means any Supported Equipment, which has come to the end of its natural 
service life or which is beyond economic repair in the circumstances 
specified below: 

a) the cost of the required replacement to make the Supported Equipment 
properly functional (for the avoidance of doubt, excluding any labour 
costs) will exceed 50% of the current list or new replacement equipment 
price, as determined by SCC (acting reasonably); 

b) any required spare parts or components are no longer available from 
the manufacturer; and/or 

c) any item of Supported Equipment experiences or suffers persistent 
faults or component failure, 

provided always that Beyond Economic Repair will be evidenced by SCC’s 
engineer in a written report, which will state the reason(s) why the item has 
become Beyond Economic Repair; 

Business Day means a day, other than a Saturday, Sunday or public holiday in England, 
when banks in London are open for business; 

Change Control 
Procedure 

means the procedure for the management of changes to the Framework 
Agreement, an Order and/or Service Annex, as set out in Clause 11 
(Change Control Procedure); 

Change Report has the meaning set out in Clause 11.4 (Change Control Procedure); 

Change Request means a request by either Party, submitted using the Change Request 
Form, to amend the Framework Terms, Service Specific Terms, Special 
Terms and/or an Order; 

Change Request Form means the form set out at Schedule 2 (Change Request Form) of this 
Framework Agreement; 

Charges means the charges specified in the relevant Order payable by the Customer 
for the supply of the Services and Products by SCC; 

Confidential 
Information 

means: 

a) the Framework Terms, Service Specific Terms, Special Terms and each 
Order and all sums payable under it; and 

b) all information which is confidential to a Party or its Affiliates (including 
in respect of SCC, sub-contractors and Third Party Vendors) or 
otherwise not publicly available (in both cases either in its entirety or in 
part), including know-how, trade secrets or business methods, 
technical, business, financial and product development plans, forecasts, 
customer lists, customer information, strategies or other matters 
connected with the Services, and any other information which a 
reasonable person would consider to be of a confidential nature 
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(whether or not marked as confidential), 

but shall exclude the Excluded Information with effect from the date that it 
becomes Excluded Information; 

Consultant means an employee, agent or sub-contractor employed or engaged by or 
on behalf of SCC to provide the Services; 

Control means that a person possesses, directly or indirectly, the power to direct or 
cause the direction of the management and policies of the other person 
(whether through the ownership of voting shares or power, ability to appoint 
directors, by contract or otherwise) and "Controls" and "Controlled" shall 
be interpreted accordingly; 

Customer means in respect of: 

a) this Framework Agreement, the entity identified as the Customer in the 
Contracting Parties table on page 1 of this Framework Agreement; and 

b) an Order, the Customer or the Customer Party identified in that Order; 

Customer Affiliate means in the case of a Customer, any Affiliate of the Customer; 

Customer Contract 
Manager 

means the person duly authorised by the Customer to perform the 
obligations of the Customer under an Order and for liaising with SCC in 
respect of all matters concerning that Order; 

Customer Equipment means any Customer owned, leased, licensed and/or managed equipment 
located on SCC’s premises, as detailed in the Service Annex(es) to an 
Order 

Customer Infrastructure has the meaning set out in Clause 4.11 (Supply of Services); 

Customer Intellectual 
Property 

has the meaning set out in Clause 13.1 (Intellectual Property Rights); 

Customer Obligations has the meaning set out in Clause 5.1 (Customer Obligations); 

Customer Party means a Customer Affiliate that may place Orders under this Framework 
Agreement; 

Customer Site means the address(es) for the delivery of the Services to the Customer as 
set out in the relevant Service Annex to an Order; 

Data Centre Services means data centre services to be provided by the SCC to the Customer, as 
specified in the relevant Service Annex; 

Data Protection 
Legislation 

means  all applicable data protection and privacy legislation from time to 
time in force as applicable to a Party,  including (a) the EU GDPR; (b) the 
Data Protection Act 2018 and the UK GDPR (as defined in the  Data 
Protection Act 2018) (and regulations made thereunder); (c) the Privacy 
and Electronic Communications Regulations 2003 (SI 2003/2426) as 
amended; and (d) any applicable laws that replace, extend, re-enact, 
consolidate or amend any of the foregoing; 

Day Rate means the Charges for a Consultant working during Working Hours on a 
Business Day, as specified in the relevant Order; 

Dependency Failure has the meaning set out in Clause 6.2 (Dependency Failures and Relief); 

Discloser: has the meaning set out in Clause 19 (confidentiality); 

Dispute Resolution means the procedure for the resolution of disputes arising under this 
Framework Agreement and each Order set out in Clause 24 (Dispute 
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Procedure Resolution Procedure); 

End User Terms: means where applicable to an Order: 

a) the then-current version of any Third Party Vendor’s standard end user 
licence/subscription terms; and/or  

b) any applicable support terms, 

provided by SCC or the Third Party Vendor to the Customer, and in each 
case, governing the Customer’s use or receipt of any Products (Third Party 
Software only) or Pass-Through Services; 

EU SCC’s means the standard contractual clauses contained in the annex to the 
European Commission’s Implementing Decision (EU) 2021/914 of 4 June 
2021 on standard contractual clauses for the transfer of personal data to 
third countries pursuant to Regulation (EU) 2016/679 of the European 
Parliament and of the Council published at: https://eur-
lex.europa.eu/eli/dec_impl/2021/914/oj and any amendment or 
replacement pursuant to Article 46(5) of the GDPR 

EU GDPR: means the General Data Protection Regulation, Regulation (EU) 2016/679; 

Excluded Information means information which: 

a) was or becomes publicly known through no default or breach of this 
Framework Agreement or an Order by the receiving Party; 

b) was or becomes lawfully known to the receiving Party without restriction 
from a source other than the disclosing Party who itself obtained it 
without any confidentiality obligation; 

c) which has been demonstrated by the receiving Party to the disclosing 
Party to have been independently developed by the receiving Party; or 

d) is approved for disclosure by the Party which has provided it without 
restriction in a document signed by an Authorised Representative of 
such Party;  

Excluded Services means those activities that are excluded from the scope of the Services, as 
described in Clause 7 (Excluded Services), the Order and/or elsewhere in 
the Framework Agreement; 

Fit for Purpose has the meaning set out in Clause 4.11 (Supply of Services); 

Fix means the point at which SCC deems that Supported Equipment has been 
returned to Good Working Order; 

Force Majeure means any cause preventing a Party from performing any or all of its 
obligations under this Framework Agreement or an Order, which arises from 
or is attributable to acts, events, omissions or accidents beyond the 
reasonable control of the Party, including strikes, lockouts or other industrial 
disputes, protest, act of God, war, military operations, or national 
emergency, an act of terrorism, riot, civil commotion, malicious damage, 
compliance with any law or governmental order, rule, regulation or direction, 
the act or omission of government, highways authorities, public 
communications providers or other competent authority, accident, 
breakdown of plant or machinery, fault or defects in or unavailability of 
software used to support the provision of Services, fault or loss of electricity 
supply, fire, explosion, flood, storm, inclement weather, drought, lightning, 
epidemic or any of the above events affecting suppliers or subcontractors, 
difficulty, delay or failure in manufacture, production or supply by third 
parties of any services, equipment and/or products or any part thereof (to 
the extent only that such difficulty, delay or failure was caused by an event 
of Force Majeure affecting that third party) or failure to obtain way leaves or 

https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj
https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj
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any other necessary consents or permissions having used reasonable 
endeavours to do so; 

Framework Agreement means this agreement, together with all of its Schedules and attachments, 
as amended from time to time; 

Framework Effective 
Date 

means the date of this Framework Agreement, as set out in the 
Commencement and Duration table on page 1 of this Framework 
Agreement; 

Framework Terms means the terms and conditions set out in Clauses 1 to Error! Reference 
source not found. (inclusive) of this Framework Agreement; 

Good Working Order means a materially similar degree of functionality as existed prior to the fault 
which is logged with SCC, provided always that such degree of functionality 
takes into account the age of the product; 

Hardware means equipment comprising information technology, communications 
technology and/or imaging and printing technology, together with related 
documentation, accessories, parts, and upgrades; 

Hours of Support means the hours of support for the relevant Services detailed in the 
applicable Service Annex(es) of the relevant Order; 

Incident means an event relating to Supported Equipment as specified in the 
relevant Service Annex to an Order; 

Incident Resolution means the point in time at which SCC (acting reasonably at all times) 
considers an Incident to have been successfully resolved by either: 

a) SCC returning the relevant Services or Supported Equipment (as 
applicable) to a level of performance substantially in accordance with its 
agreed specification; or 

b) SCC referring the Incident to the relevant Third Party Vendor of the 
Supported Equipment or Resolver Group; or 

c) as otherwise specified in the relevant Service Annex to an Order. 

Incident Resolution 
Timescale 

means the period of time specified in a Service Annex to an Order during 
which SCC will use reasonable endeavours to perform Incident Resolution; 

Indemnified Party means the Party that receives the benefit of the indemnity for any losses 
arising under Clause 14 (Indemnity); 

Indemnifying Party means the Party that agrees to indemnify and hold harmless the other Party 
for any losses arising under Clause 14 (Indemnity); 

Initial Services Term means the initial term for the provision of the Services, as specified in the 
relevant Order, which shall commence on the Service Commencement 
Date; 

Insolvency Event means any of the following events affecting a Party to this Framework 
Agreement or an Order.  A Party: 

a) suspends, or threatens to suspend, payment of its debts (whether 
principal or interest) or is deemed to be unable to pay its debts within 
the meaning of Section 123 of the Insolvency Act 1986; 

b) calls a meeting, gives a notice, passes a resolution or files a petition, or 
an order is made, in connection with the winding up of that Party (save 
for the sole purpose of a solvent voluntary reconstruction or 
amalgamation); 

c) has an application to appoint an administrator made or a notice of 
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intention to appoint an administrator filed or an administrator is 
appointed in respect of it or all or any part of its assets; 

d) has a receiver or administrative receiver appointed over all or any part 
of its assets or a person becomes entitled to appoint a receiver or 
administrative receiver over such assets; 

e) takes any steps in connection with proposing a company voluntary 
arrangement or a company voluntary arrangement is passed in relation 
to it, or it commences negotiations with all or any of its creditors with a 
view to rescheduling any of its debts; 

f) has any steps taken by a secured lender to obtain possession of the 
property on which it has security or otherwise to enforce its security; or 

g) has any proceeding taken, with respect to it in any jurisdiction to which 
it is subject, or any event happens in such jurisdiction that has an effect 
equivalent or similar to any of the above events; 

Intellectual Property 
Rights 

means any copyright, moral right, patent, supplementary protection 
certificate, trade mark, trade name, service mark, design right, database 
right, rights in goodwill, rights in undisclosed or confidential information 
(such as know-how, trade secrets and inventions (whether patentable or 
not)), and other similar or related intellectual property rights (whether 
registered or not) and applications for such rights anywhere in the world; 

Modification means any modification or addition to the Supported Equipment by the 
Customer; 

Order means: 

a) regarding any Services, an order entered into by SCC and the Customer 
in accordance with Clause 2 (Framework Agreement and Orders) that is 
in the form set out at Schedule 1 (Order Template) or (SoW Template) 
and incorporates the Framework Terms, the applicable Service Annexes 
and any Special Terms;  

b) regarding any Pass-Through Services, means: i) an order entered into 
by SCC and the Customer in accordance with Clause 2 (Framework 
Agreement and Orders) that is in the form set out at Schedule 1 (Order 
Template) or (SoW Template) and incorporates the Framework Terms 
and Service Annex 3 (Pass-Through Services); or ii) an order in the form 
of a purchase order issued by the Customer and accepted by SCC (as 
applicable); 

c) regarding any Products, an order in the form of a written purchase order 
issued by the Customer and accepted by SCC, or in the case of any 
order placed by the Customer via the Portal, an electronic order form 
submitted by the Customer and accepted by SCC via the Portal;  

(as applicable)” 

Order Effective Date means the date of the Order as set out in that Order; 

Order Template means the template Order form for the procurement of Services set out in 
Schedule 1 to this Framework Agreement 

Order Year means the period of twelve (12) months commencing on the Order Effective 
Date and each anniversary thereafter; 

Party or Parties means in respect of: 

a) this Framework Agreement, SCC and the Customer identified in the 
Contracting Parties table on page 1 of this Framework Agreement; and 

b) each Order, SCC and the Customer or Customer Party identified in the 
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Order. 

Pass-Through Services means: 

a) any Services specified in Service Annex 3 (Pass-Through Services) to 
an Order; or 

b) any other third party provided services included in the Order that are not 
described in a Service Annex. 

Pass-Through Terms Means (where Pass-Through Services are applicable to an Order) the then-
current version of any applicable Third Party Vendor’s standard warranty 
documentation, end user licence/subscription terms, support terms and/or 
professional services terms (including any statement of work/scoping 
document agreed directly between the Customer and the relevant Third 
Party Vendor) governing the Customer’s use or receipt of any aspect of the 
relevant Pass-Through Services, as specified in an Order or notified to the 
Customer before entering into an Order; 

Pass-Through Warranty has the meaning specified in Clause Error! Reference source not found. 
of this Framework Agreement;”   

“Portal” means the Supplier’s Lifecycle e-commerce tool located at 
https://lifecycle.scc.com/v6/ (or such other successor location as updated 
by SCC from time to time); 

Products means any Hardware and/or Third Party Software which the Customer 
purchases from SCC, under an Order; 

Professional Services means any professional services to be provided by SCC to the Customer, 
as specified in the relevant Order; 

Recipient: has the meaning specified in Clause 20.1; 

Renewal Period means a period for which the Customer shall be entitled to extend the 
provision of an Order following expiry of the Initial Services Term, as 
specified in the Order (if applicable); 

Resolver Group means in respect of any Incident, either the Customer's service desk or third 
party specified by the Customer in the Order or as otherwise agreed by the 
Parties in writing, which has responsibility for resolution of that Incident; 

SCC Account Manager means the person duly authorised by SCC for liaising with the Customer in 
respect of all matters concerning an Order; 

SCC Intellectual 
Property 

has the meaning set out in Clause 13.3(a) (Intellectual Property Rights); 

Schedule means a Schedule to this Framework Agreement; 

Service Annex means in respect of: 

(1) an Order for Services based on the Order Template, the description 
contained in the annex(es) to that Order, each such Service Annex 
incorporates: 

a) Part A: Service Specification; 

b) Part B: Service Levels (if applicable); and 

c) Part C: Service Specific Terms; 

or: 

(2) an Order for Services which are Professional Services based on the 
SoW Template, the appropriate sections of that Order that refer to the 

https://lifecycle.scc.com/v6/
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Service Specification, Service Levels and Service Specific Terms. 

Service 
Commencement Date 

means the date(s) for commencement of the provision of the applicable 
Services, as specified in the relevant Order; 

Service Credits means any service credits specified in a Service Annex to an Order which 
are calculated in accordance with the applicable provisions of the relevant 
Service Levels where SCC fails to achieve the Service Levels; 

Service Levels means any Service Levels set out in a Service Annex; 

Service Request means a request from the Customer to provide a non-Incident based 
activity; 

Service Specific Terms means the supplemental terms and conditions relating the provision and/or 
access and use of the applicable Services, as set out in a Service Annex; 

Service Specification means the specification of the Services, as set out in a Service Annex; 

Services means the services that SCC shall provide to the Customer, as specified in 
the relevant Order, and detailed in the relevant Service Annex(es) to such 
Order; 

Services Notice Period means the notice period for termination of an Order, following expiry of the 
Initial Services Term, as specified in the Order; 

SoW Template means the template Statement of Works form for the procurement of 
Professional Services set out in Schedule 1 to this Framework Agreement; 

Special Terms means any terms set out in an Order, which amend the Framework Terms 
and/or Service Specific Terms; 

Supported Equipment means, where applicable to an Order, any equipment or software detailed 
in a Service Annex to an Order as “Supported Equipment”; 

Technical Specification means (where applicable to an Order) the quantities, maximum capacity, 
specification or rating for the Services specified in a Service Annex; 

Third Party Software means any third party software: 

a) that is sold by SCC to the Customer under an Order for Products and 
which is licensed directly to the Customer by the relevant Third Party 
Vendor (or licensor) on such Third Party Vendor’s End User Terms 
which come with the relevant Third Party Software; and/or 

b) that is (i) used by SCC itself in the provision of the Services and/or (ii) 
made available by SCC to the Customer for use by the Customer as 
part of the Services, (in which case such software must be expressly 
specified as being provided by SCC in the applicable Order concerned); 
and in each case, where such software is licensed to the Customer by 
the applicable Third Party Vendor (not by SCC) on the applicable Third 
Party Vendor’s End User Terms provided by SCC or the Third Party 
Vendor to the Customer together with the software; 

(each as the case may be) 

Third Party Vendor means the relevant third party manufacturer, vendor, authorised distributor 
or licensor (as applicable) of the relevant Products or Pass-Through 
Services;” 

Transfer Regulations has the meaning set out in Clause 9.2(a) (Employees); 

Transition means the date specified in the Order for the commencement of the 
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Commencement Date provision of the Transition Services; 

Transition Plan means a transition plan for the provision of the Transition Services, as set 
out or referred to in a Service Annex for Transition Services where 
applicable; 

Transition Services means the services, if any, as specified in a Service Annex for transition 
services, to be provided by SCC in accordance with the Transition Plan set 
out in such Service Annex; 

UK Addendum means the UK international data Transfer addendum to the EU SCCs 
issued by the ICO and laid before Parliament in accordance with s119A of 
the Data Protection Act 2018 on 2 February 2022, as it is revised under 
Section 18. The current version of which is published on the ICO’s website 
at  https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-
the-general-data-protection-regulation-gdpr/international-data-transfer-
agreement-and-guidance/  

User means a person authorised by the Customer to access and use the relevant 
Services; 

VAT means value added tax charged in accordance with the Value Added Tax 
Act 1994 (as amended); and 

Working Hours means the working hours applicable to Services and unless stated 
otherwise in the relevant Service Annex or an Order, such working  hours 
are between 9:00am and 5:30 pm on any Business Day. 

1.2 Interpretation: 

(a) The headings used in these Framework Terms or an Order are inserted for convenience only 
and shall not affect the interpretation or construction of these Framework Terms and an Order. 

(b) Words expressed in the singular shall include the plural and vice versa.  Words referring to a 
particular gender include every gender.  References to a person include an individual, company, 
body corporate, corporation, unincorporated association, firm, partnership or other legal entity. 

(c) The words "other", "including" and "in particular" shall not limit the generality of any preceding 
words or be construed as being limited to the same class as any preceding words where a wider 
construction is possible. 

(d) References to any statute or statutory provision shall include (i) any subordinate legislation 
made under it; (ii) any provision which it has modified or re-enacted (whether with or without 
modification); and (iii) any provision which subsequently supersedes it or re-enacts it (whether 
with or without modification) whether made before or after the Framework Effective Date. 

(e) References to: (i) "Clauses" shall mean clauses of these Framework Terms; (ii) "Paragraphs" 
shall mean paragraphs of the Service Specific Terms and the Special Terms; and (iii) "Sections" 
shall mean sections of an Order. 

(f) References to “written”, “in writing” or any similar expression shall include e-mail 
correspondence. 

(g) References to “Services” in these Framework Terms, including without limitation any references 
to “Product Supply Services”, shall not include or be interpreted as including a reference to any 
“Product(s)” supplied by SCC to the Customer pursuant to these Framework Terms. 

1.3 Precedence:  

In the event of a conflict or ambiguity between these Framework Terms and an Order and a Service 
Annex to such Order, the following order to precedence shall apply:  

(a) firstly, the Order (excluding the Service Annex); 

(b) secondly, the Service Annex; and  

(c) lastly, these Framework Terms.  

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
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2 FRAMEWORK AGREEMENT AND ORDERS 

2.1 This Framework Agreement governs the overall relationship of the Parties in relation to the Services 
and Products provided by SCC to the Customer under an Order and sets out the procedure for the 
Customer to request the provision of Services from SCC and terms and conditions that shall apply 
to the provision of such Services.  

2.2 These Framework Terms shall be incorporated into each Order and may be supplemented by the 
relevant Service Specific Terms and any Special Terms (as applicable). 

Orders and Ordering Procedure 

2.3 Where the Customer requires SCC to supply Services to the Customer, the Customer shall notify 
SCC. 

2.4 On receipt of a request from the Customer for Services, if SCC wishes to supply the relevant Services 
SCC shall prepare a draft Order for the Customer's review and approval. 

2.5 Appended to each Order (depending on the Customer’s choice of required Services) will be one or 
more Service Annexes. For avoidance of doubt any Service Specifications, Service Specific Terms 
or Service Levels contained within a particular Service Annex shall only apply to the Services 
described in the Service Annex in which they reside, and shall in no circumstances apply to or affect 
any of the other Service Annexes that may also be appended to that Order, or any subsequent 
Orders. 

2.6 Once agreed, an Authorised Representative of each Party shall sign the Order and no amendment 
shall be made to it except in accordance with the Change Control Procedure.  An Order shall not 
have force, be legally binding or have any other effect unless the Order has been signed by the 
Authorised Representatives of both Parties to it. 

2.7 Each Order shall form a separate contract between the Parties to that Order and incorporate these 
Framework Terms (except for any provisions that are clearly stated in these Framework Terms as 
only relevant to this Framework Agreement) and the Service Annex relevant to the provision of the 
Services. 

2.8 Any amendment to this Framework Agreement agreed by SCC and the Customer pursuant to Clause 
11 (Change Control Procedure) shall be deemed to apply to all further Orders from the effective date 
of such amendment (unless expressly stated otherwise in such amendment). 

Rights to modify 

2.9 On reasonable notice to the Customer (where practicable), SCC reserves the right to modify:  

(a) the Services (in whole or in part) to the extent compelled by any applicable regulatory or 
legislative requirement in order to ensure compliance with such regulatory or legislative 
requirement; and 

(b) any particular aspect of the Services in the interest of maximising the effectiveness of such 
Services, provided that such modification does not have a material adverse effect on the 
Services.  

Customer Affiliates 

2.10 A Customer Affiliate may execute an Order under this Framework Agreement, provided always that 
the Customer shall:  

(a) ensure that the Customer Affiliate comply with the Customer’s obligations under the applicable 
Order; and 

(b) be responsible for the acts, omissions, defaults or negligence of its Customer Affiliates as fully 
as if they were acts, omissions, defaults or negligence of the Customer itself. 

3 COMMENCEMENT AND DURATION 

3.1 This Framework Agreement shall come into force on the Framework Effective Date and shall (subject 
to the provisions for earlier termination set out in this Framework Agreement) continue in full force 
and effect for an initial period of three years and thereafter for as long as any Order entered into 
under this Framework Agreement remains in full force and effect.  

3.2 During the term of this Framework Agreement, the Customer or a Customer Party and SCC may 
enter into Orders for Services and/or Products in accordance with the provisions of Clauses 2 
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(Framework Agreement and Orders) and 4.14. 

4 SUPPLY OF SERVICES 

Commencement and Duration 

4.1 SCC shall provide: 

(a) if applicable, Transition Services in accordance with the Transition Plan from the Transition 
Commencement Date specified in the Order; and 

(b) all other Services from the Service Commencement Date and, unless terminated earlier in 
accordance with Clause 18 (Termination), continue to provide such Services for the duration of 
the Initial Services Term and, thereafter, for any applicable Renewal Period, or until either Party 
gives notice to the other in writing for no less than the Services Notice Period to end on or after 
the last day of the Initial Services Term or the applicable Renewal Period (as appropriate).  

Transition Services 

4.2 Where SCC agrees to provide Transition Services prior to the relevant Service Commencement 
Date, each Party's obligations shall be documented in the Transition Plan. 

4.3 From the Transition Commencement Date, each Party shall: 

(a) comply with their respective obligations in accordance with the timescales set out in the 
Transition Plan; and 

(b) work and co-operate with each other to facilitate the orderly transfer of the provision of the 
relevant Services to SCC. 

4.4 The Customer shall not unreasonably withhold or delay its consent to any amendment to the 
Transition Plan that is proposed by SCC in accordance with the Change Control Procedure. 

Services 

4.5 SCC shall provide the Services: 

(a) during the Working Hours in accordance with the terms of the relevant Service Annex; and 

(b) in accordance with these Framework Terms, the relevant Order and Service Annex in all 
material respects. 

4.6 SCC shall ensure that the standards of the Services and Incident Resolution Timescales relating to 
the Services shall be as specified in the relevant Service Levels. 

Services for software 

4.7 SCC shall be under no obligation to provide Services for any software (including Third Party 
Software), unless SCC has agreed to provide such Services in the relevant Order. 

Exclusivity  

4.8 For the term of each Order, the Customer shall not engage either directly or indirectly any third party 
to provide in whole or part any of the Services provided under that Order without the prior written 
consent of SCC. 

Suspension 

4.9 SCC may from time to time: 

(a) temporarily suspend the Services provided under an Order for the purpose of repair, 
maintenance or improvement of any of SCC’s telecommunications and/or computer systems; 
and/or 

(b) give the Customer instructions about the use of the Services that SCC reasonably considers 
are necessary for any reason, including in the interests of safety or the quality of services to 
SCC’s other customers.  The Customer shall at all times comply with such instructions. 

4.10 Prior to SCC acting in accordance with Clause 4.9(a) or 4.9(b), SCC shall:  

(a) give the Customer as much advance written (which may include online) and/or oral notice as it, 
in its sole discretion, deems to be necessary; and  

(b) restore the affected Services as soon as reasonably practicable after any such temporary 
suspension. 
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Customer Infrastructure 

4.11 SCC provides the Services on the basis that the Customer's existing infrastructure, hardware, 
software, processes, policies and any other Customer provided elements which are integral to the 
successful provision of the Services (the "Customer Infrastructure”) does not prevent SCC from 
providing the Services or meeting the agreed Service Levels in accordance with the relevant Order 
(“Fit for Purpose”). 

4.12 The Customer acknowledges and accepts that SCC shall not be liable for any Service Credits or any 
failure to provide the Services or meet the Service Levels and requirements stated, in each case, in 
respect of the relevant Order to the extent that such failure is due to the fact that the Customer 
Infrastructure does not meet the requirements of Clause 4.11, provided always that SCC continues 
to use reasonable endeavours to meet the Service Levels notwithstanding any such issues. 

4.13 Any work required in order to ensure that the Customer Infrastructure meets the requirements of 
Clause 4.11 shall be an Excluded Service, unless agreed otherwise by the Parties in accordance 
with the Change Control Procedure. 

Product Supply 

4.14 Where SCC is to supply Products to the Customer pursuant to an Order, the Parties agree that the 
provisions in Clauses 4.14 to 4.32 (inclusive) will apply to such Order in respect of Products only. 

4.15 Delivery of the Products (Hardware only) shall take place at the location(s) agreed by the Parties 
and specified in the relevant Order (the “Location(s)”). 

4.16 When Products (other than any Third Party Software) are delivered to the Customer, the Customer 
shall inspect the Products immediately upon their arrival to check whether: 

(a) the Products have been damaged in transit; and 

(b) the Products are those, and in the quantity, specified in the relevant Order. 

4.17 Regarding: 

(a)  any discrepancy between the Products delivered and those specified in the relevant Order 
and/or any damage to the Products in transit, the Customer shall notify  SCC in writing within 
two (2) Business Days of delivery of the Products to the Location; or 

(b) non-delivery of any Products (whether a partial delivery or where there has been no delivery 
at all), the Customer shall notify SCC in writing within two (2) Business Days of receipt by the 
Customer of SCC's delivery note or invoice (whichever is earlier). 

4.18 SCC shall not consider any claim for damage in transit, non-compliance with the description   of the 
Products in the relevant Order or non-delivery unless the Customer has complied with the notice 
requirements in Clauses 4.17(a)4.17 or 4.17(b) (as applicable) in making such claim. 

4.19 In the event of any valid claim by the Customer: 

(a) under Clause 4.17(a), SCC shall (upon return of the defective Products at SCC’s cost), at 
SCC’s option and cost, either replace the relevant Products or arrange for a repair of the same, 
within a reasonable time; or 

(b) under Clause 4.17(b), SCC shall arrange for redelivery of the undelivered Products at no extra 
cost to the Customer within a reasonable time. 

4.20 SCC shall use reasonable endeavours to ensure that delivery of Products is on time, however, 
delivery dates are always subject to change and are given by the relevant Third Party Vendor and 
SCC as estimates only, without being binding on SCC. The time of delivery will not be of the essence 
in relation to any such delivery dates given by SCC to the Customer.  

4.21 If the Customer fails to take delivery of any of the Products when they are ready for delivery or to 
provide any instructions, documents, licences or authorisations required to enable the Products to 
be delivered on time (except solely on account of SCC’s default), the Products will be deemed to 
have been delivered or performed on the due date and (without prejudice to its other rights) SCC 
may: 

(a) store or arrange for storage of the Products until actual delivery or sale and charge the Customer 
for all related costs and expenses (including, without limitation, storage and insurance); and/or 

(b) following written notice to the Customer, sell any of the Products at the best price reasonably 
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obtainable in the circumstances and charge the Customer for any shortfall below the Charges 
or account to the Customer for any excess achieved over the Charges, in both cases having 
taken into account any charges related to the sale. 

4.22 Unless otherwise specified in an Order, the Customer will provide at its expense at the Location(s) 
adequate and appropriate equipment and manual labour for off-loading the Products. 

4.23 Except as provided herein, the Customer shall not be entitled to return any Products without SCC’s 
prior written agreement. 

4.24 The Customer shall be responsible for the cost of carriage and insurance in respect of all Products 
returned to SCC, which Products shall also be at the Customer’s risk until actual receipt by SCC. 

4.25 Risk of damage to or loss of the Products will pass to the Customer on delivery. 

4.26 Title to and property in any Products (Hardware only) will remain vested in SCC until payment in full 
of the Charges (together with any interest and VAT on the same) and in cleared funds has been 
received by SCC in respect of those Products and any other Products supplied to the Customer by 
SCC. 

4.27 The Customer acknowledges that SCC does not manufacture any of the Products and therefore, 
any warranties (including any warranty period) given by the relevant Third Party Vendor for any 
Products will (where applicable) be as specified in the relevant Third Party Vendor’s standard 
warranty documentation or end user licence/subscription terms (as applicable) for such 
Products.  Any such Third Party Vendor’s warranty for any Products will apply directly between the 
Customer and the relevant Third Party Vendor, so SCC (to the extent permitted by applicable law) 
does not give any warranty itself in respect of such Products and provides such Products “as-is”. 
However, SCC will (where such warranties are assignable) pass on to the Customer the benefit of 
any warranties which SCC has received itself from the relevant Third Party Vendor under SCC’s 
separate contract with such Third Party Vendor. Unless otherwise specified in an Order for Services, 
any validation and warranty claims relating to any such Third Party Vendor’s warranty for Products 
are the responsibility of the Customer. 

4.28 Regarding any Products which are Third Party Software, the Customer acknowledges and agrees 
that its use of such Third Party Software will be subject to and governed by the relevant Third Party 
Vendor's End User Terms.  

4.29 The Third Party Vendor (or the licensor) owns and shall retain all Intellectual Property Rights in the 
Products. 

4.30 SCC shall invoice the Customer for any Products on or at any time after despatch of the relevant 
Products. The Customer shall pay the Charges for any such Products in accordance with Clause 16 
(payment). 

4.31 Unless otherwise specified in an Order for Services, the Customer shall be entirely responsible for: 

(a) providing a suitable environment for the installation of the Products; 

(b) the installation of the Products;  

(c) using the Products in accordance with the manufacturer’s instructions and recommendations 
(including those contained in any applicable End User Terms), and 

(d) carrying out cleaning operations as recommended by the Product manufacturer or SCC. 

4.32 In the event the Services include installation of the Products: 

(a) the Customer shall provide, free of charge, the following facilities to authorised personnel of 
SCC and its sub-contractors throughout the Customer’s normal business hours and at such 
other times as the Customer authorises after reasonable prior notice from SCC (such 
authorisation not to be unreasonably withheld or delayed): 

(i) access to and use of the Customer Equipment and unloading equipment, access 
to the Customer’s employees, the products and the site; 

(ii) all electric power, lighting, heating and air conditioning reasonably needed by 
SCC to perform the Services; 

(iii) office space suitable for this purpose and the provision of normal office services 
including first aid, photocopying, telephone and facsimile facilities (but excluding 
any secretarial support, typing and photocopying facilities needs to produce any 
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documentation for which SCC is responsible), and such facilities may be used 
only for the purposes of providing the Services;  

(iv) competent operators for the Products and any relevant Customer Equipment; 
and 

(b) the Customer shall be responsible for ensuring that the Customer’s existing hardware and 
software is properly installed and is sufficient and suitable for its purpose and that any 
adjustments which may be required are carried out expeditiously.  

5 CUSTOMER OBLIGATIONS 

5.1 The Customer shall comply with the responsibilities and activities set out in this Clause 5, the 
relevant Order and Service Annex (together the "Customer Obligations" and individually a 
"Customer Obligation"). 

5.2 The Customer shall:  

(a) provide SCC with:  

(i) all assistance, materials and information reasonably required by SCC for the purposes of 
enabling SCC to provide the Services, including providing access to staff and technical 
data, as SCC may reasonably need concerning the Customer’s operations; and  

(ii) timely responses to queries, decisions and approvals which may be reasonably necessary 
for SCC to undertake any of the Services, and 

the Customer shall ensure that information and answers provided in accordance with this 
Clause 5.2(a) are accurate and complete.  SCC shall, to the extent reasonably practicable, give the 
Customer reasonable prior notice of any information or answers it requires in accordance with this 
Clause 5.2(a) and shall promptly notify the Customer if it has reason to suspect that any information 
is inaccurate or incomplete; 

(b) provide full and safe access to the Customer Site, facilities, equipment, materials and 
telecommunications facilities as SCC shall reasonably require in order to provide the Services; 

(c) ensure that all personnel assigned by the Customer to provide assistance to SCC have the 
requisite skill, qualification and experience to perform the tasks assigned to them;  

(d) (unless otherwise specified in an Order) obtain all necessary permissions, consents, permits or 
licences for SCC to perform the Services at the Customer Site, including any consents required 
for any alterations to the Customer Site;  

(e) take up or remove any fittings or fixed floor coverings, ceiling tiles, suspended ceilings and 
partition covers as advised by SCC (or its representative) to permit installation of the Services 
and make good the same; 

(f) if an Order includes Supported Equipment the provisions below shall apply to such Order: 

(i) allow SCC (or Third Party Vendor), at SCC’s request and at no additional charge, 
to modify Supported Equipment to improve operation, supportability, and 
reliability, or to meet legislative requirements;  

(ii) comply with any technical specifications relevant to the Supported Equipment 
and licence terms relevant to the Supported Equipment; 

(g) (where applicable to the Services) keep confidential any passwords, logon codes and other 
access methods to the Services.  SCC shall not be liable for any disclosure by the Customer of 
the same, whether intentional or otherwise; 

(h) unless otherwise specified in an Order (including a Service Annex), provide all necessary 
computer hardware, software and/or telecommunications equipment and services necessary 
for the Customer to access and use the Services; and 

(i) where necessary for the access and use of the Services, obtain a licence from the relevant 
Third Party Vendor to use the software (including the Third Party Software). 

5.3 In connection with any Services and/or Supported Equipment to be provided and/or located at the 
Customer Site, the Customer shall:  

(a) at all times provide:  



 

Page 15 of 35 

 

(i) suitable secure accommodation, assistance, facilities and environmental conditions, 
including protection from weather and appropriate heating and ventilation, for the 
installation and housing of the Supported Equipment; and  

(ii) all necessary electrical power supplies (including back-up) and other installations and 
fittings for the commissioning and provision of the Services, and the Customer shall at its 
own cost ensure that:  

(A) such preparation and provision is effected at the Customer’s sole cost before the 
Services and Supported Equipment are installed and are in accordance with any 
reasonable specifications provided by SCC; and 

(B) any restoration and re-decorating at the Customer Site is performed; 

(b) allow and/or procure that:  

(i) SCC has an unencumbered and free right of access to the Customer Site during Working 
Hours for the purpose of delivering the Services; and 

(ii) SCC’s employees, subcontractors and/or agents have safe and sufficient access to the 
Supported Equipment to allow SCC to provide the Services. 

5.4 Unless otherwise specified in the Order and if an Order includes Supported Equipment, the Customer 
shall:  

(a) ensure that any programs or data stored on the Supported Equipment are virus free and full 
back up copies of all such programs and data are made and retained by the Customer; 

(b) connect Supported Equipment with cables or connectors (including fibre optics if applicable) 
that are compatible with the Supported Equipment and, where relevant, interface with SCC's 
equipment and which are in accordance with the Third Party Vendor's and/or SCC's instructions; 

(c) ensure that all equipment connected to a Service is connected to and used with the Service in 
accordance with the Third Party Vendor's and/or SCC's instructions and any safety and security 
procedures notified to the Customer; 

(d) maintain details relating to Supported Equipment, including the location, serial numbers and 
any Third Party Vendor-designated system identifiers and labels for such Supported Equipment;  

(e) maintain all Supported Equipment at the latest specified configuration and revision levels; 

(f) ensure that where employees use the Supported Equipment, such employees are competently 
trained to do so; 

(g) promptly notify SCC of any faults in the operation of the Supported Equipment and give SCC a 
minimum of ten (10) Business Days' prior written notice of any Modification to the Supported 
Equipment prior to such Modification being carried out.  SCC shall:  

(i) acknowledge the Modification in writing; and  

(ii) notify the Customer if any proposed alteration to the Charges due to such Modification or 
if such Modification is accepted (such acceptance not being unreasonably withheld or 
delayed), and 

any Modification should be made in accordance with industry standards and the Customer shall 
only use products and parts approved by the relevant SCC or the relevant Third Party Vendor; 

(h) ensure the external surfaces of the Supported Equipment are kept clean and in good condition; 

(i) only use consumables recommended by SCC or the relevant Third Party Vendor; 

(j) not request, permit or authorise any third party other than SCC or the relevant Third Party 
Vendor to carry out any modifications, adjustments, repairs or maintenance to the Supported 
Equipment (or any part of it) without the prior consent of SCC or the relevant Third Party Vendor; 
and  

(k) save for mobile hardware, not move the Supported Equipment or any part of it to another site 
without providing SCC with a minimum of thirty (30) calendar days' prior written notification of 
any such move of Supported Equipment to another Customer Site.  In such event, the Customer 
accepts movement of Supported Equipment to a new Customer Site may result in changes to 
the Service Levels and/or Charges for any Service relevant to that Supported Equipment and, 
in terms of a new location outside of the United Kingdom, shall also be subject to availability in 
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the destination country. 

5.5 Unless such Services are expressly stated as being the responsibility of SCC in the relevant Order, 
the Customer shall be solely responsible for the performance and management of its data back-up 
and data recovery and SCC shall have no liability whatsoever for the back-up or recovery of the 
Customer's data.  If the Customer requests SCC to provide any assistance in respect of such 
Excluded Services following execution of an Order which does not include the same, such Excluded 
Services and the charges for the same shall be agreed by the Parties in accordance with the Change 
Control Procedure. 

5.6 SCC maintains title and the Customer shall bear the risk of loss or damage (unless such loss or 
damage is caused by SCC or its personnel) to any:  

(a) equipment provided by SCC during the performance of the Services, unless otherwise agreed 
in writing between the Parties; or 

(b) loan units, if provided at SCC’s discretion as part of the Services or warranty services and such 
loan units will be returned to SCC without lien or encumbrance at the end of the loan period. 

5.7 The Customer shall not charge, mortgage or otherwise deal with any of the equipment referred to in 
Clause 5.6 and use all reasonable efforts to prevent third parties from asserting rights in relation to 
such equipment. 

Passwords 

5.8 In order to obtain Access to certain Services, the Customer will be issued with SCC’s telephone 
number(s) and unique user-IDs and passwords. 

5.9 The Customer shall:  

(a) be responsible for the security and proper use of all such user-IDs and passwords relating to 
the Services and shall take all necessary steps to ensure that all such passwords and user IDs 
are kept confidential, kept secure, used properly and not disclosed to unauthorised people; and 

(b) immediately give SCC written notice if it becomes aware or should reasonably have become 
aware that such user-ID or password has become known to someone not authorised to use it 
or if any user-ID or password is being or is likely to be used in an unauthorised way. 

5.10 If Clause 5.9(b) applies to the Services or the Customer forgets a user-ID or password, then in order 
to obtain any new user-IDs or passwords, the Customer shall immediately contact SCC and satisfy 
such security checks as are required by SCC so that new user-IDs or passwords can be issued to 
enable Access to be resumed. 

6 DEPENDENCY FAILURES AND RELIEF 

6.1 A failure or delay by the Customer to carry out any task or activity expressed to be a Customer 
Obligation (including responsibility it takes for the actions of third parties) shall not constitute a breach 
or delay by SCC of its obligations under this Framework Agreement and/or relevant Order. 

6.2 If the Customer delays or fails to carry out any task or activities expressed to be a Customer 
Obligation or is in breach of a Customer Obligation or another term of this Framework Agreement or 
an Order (a "Dependency Failure"), then without prejudice to the SCC's other rights and remedies: 

(a) SCC shall not be in breach of its own obligations under this Framework Agreement and/or the 
relevant Order (including its obligation to perform the Services in accordance with any Service 
Levels) to the extent that the Dependency Failure has caused SCC's breach or delay; and 

(b) any dates for performance of the Services that are  impacted by such Dependency Failure shall 
be extended by a period of time equal to the length of time of the delay caused by such 
Dependency Failure. 

6.3 If, and to the extent of a direct result of a Dependency Failure, SCC can demonstrate that it has 
incurred additional costs, SCC shall be entitled to recover such amount actually incurred from the 
Customer. 

7 EXCLUDED SERVICES 

7.1 Unless expressly stated otherwise in the relevant Order, the Services exclude the following in 
addition to any other items expressly excluded in the relevant Order or Service Annex: 

(a) disaster recovery or business continuity planning services.  In the event that disaster recovery 
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and/or business continuity planning are to be provided by SCC, these Services will be detailed 
within Part A (the Service Specification) of the relevant Service Annex.  Where SCC has not 
contracted to provide disaster recovery and/or business continuity planning under an Order, it 
is the Customer’s responsibility to create and maintain the same and SCC shall have no 
liability whatsoever for the maintenance of and/or amendments to, the Customer's disaster 
recovery and/or business continuity plans, procedures or processes; 

(b) any works required as a result of: 

(i) improper use, negligence, abuse, misuse or accidental or deliberate damage or loss of the 
Supported Equipment by any person other than SCC or SCC’s contractors, including 
failure to observe any applicable maximum usage limit for Supported Equipment; 

(ii) improper preparation, provision or maintenance of environmental conditions at the 
Customer Site or any environmental conditions that do not conform to SCC's or the Third 
Party Vendor's specifications; 

(iii) installation, maintenance, repair, support or calibration of the Supported Equipment other 
than by or on behalf of SCC or its subcontractors; 

(iv) any failure or fluctuation of electricity supply, climate control or other environmental 
conditions at the Customer Site; 

(v) any virus, infection, worm or similar malicious code affecting the Supported Equipment that 
has not been introduced or caused by SCC or its subcontractor; 

(c) any work required to erase or remove any customer or third party data on Supported Equipment 
(or parts of it) returned repaired or otherwise handled by SCC; 

(d) repair of any external or cosmetic damage to the Supported Equipment that does not affect the 
performance or functionality of the Supported Equipment;  

(e) electrical work external to the Supported Equipment;  

(f) relocation of any Supported Equipment;  

(g) provision of any items defined by the relevant Third Party Vendor as being consumable items, 
including accessories, disposable parts, power cords, rack mounting kits and cables; 

(h) repair to Supported Equipment which:  

(i) are not in Good Working Order at the commencement of the relevant Order;  

(ii) have come to the end of their natural service life or for which spare parts are no longer 
readily available;  

(iii) are, in the reasonable opinion of SCC (or relevant Third Party Vendor), Beyond Economic 
Repair; or 

(iv) are required as a result of a Third Party Vendor's product recall whether in relation to a 
complete item of Supported Equipment or a component part; 

(i) any work on equipment which is not listed as Supported Equipment in the Order; and 

(j) any work at the site which is not expressly set out in the Order. 

7.2 If the Customer requests any Excluded Services and SCC agrees to perform any Excluded Services, 
then the Customer shall pay SCC's charges for such services on a time and materials basis at SCC's 
then current charges (or as otherwise agreed by the parties using the Change Control Procedure) 
and the provision of such Excluded Services shall be subject to the Parties entering into:  (i) a new 
Order; or (ii) a variation to an existing Order via the Change Control Procedure. 

8 SERVICE LEVELS AND SERVICE CREDITS 

8.1 Service Levels may apply to the provision of certain Services, as specified in the relevant Order and 
Service Annex. Where Service Levels are so specified then SCC shall perform the applicable 
Services in accordance with those Service Levels and the relevant provisions of such Order and 
Service Annex.    

8.2 During the term of an Order, changes, for example, projects, upgrades and (if applicable to an Order) 
additions to the Supported Equipment may occur that may have an impact on the Service Levels.  
However, SCC will use its reasonable endeavours to ensure that the current operational Service 



 

Page 18 of 35 

 

Levels are not affected by any such change.  Where SCC reasonably considers it impossible to do 
so, SCC may on notice to the Customer suspend certain Service Levels for a limited period only.  
Such notice to specify the reasons for and period of the suspension. 

8.3 The Service Levels shall not apply in the monitoring period following the Service Commencement 
Date if any such monitoring period is specified in the relevant Order (the "Monitoring Period").  
During any such Monitoring Period, SCC shall use its reasonable endeavours to perform the 
Services including in accordance with the Service Levels, but no Service Credits or other remedies 
in respect of any failure to perform the Services (including in accordance with the Service Levels) 
shall accrue. 

8.4 SCC may at its sole discretion refuse to provide and/or continue to provide the Services for 
Supported Equipment which has been declared by a Third Party Vendor to be end of life, Beyond 
Economic Repair or obsolete.  If SCC elects to continue to provide the Services in respect of such  
Supported Equipment, then the provision of such Services shall be chargeable in accordance with 
Clause 7.2 and on a reasonable endeavours basis only, and consequently the Service Levels shall 
not apply and no Service Credits or other remedies in respect of the Service Levels shall accrue in 
respect of that Supported Equipment. 

8.5 SCC shall not be in breach of its obligation to perform the Services in accordance with the Service 
Levels to the extent the failure to meet any Service Level has arisen as a result of the following 
situations: 

(a) as provided for in Clause 6.2 (Dependency Failures); 

(b) where the services requested falls within one of the Excluded Services; 

(c) where the breach of the Service Level has arisen as a result of a fault which is referred to a 
Third Party Vendor, unless the Third Party Vendor is an authorised subcontractor of SCC; 

(d) where system restoration timeframes (applications and data) are extensive, so that is it is not 
possible to restore the Supported Equipment or the Service within the time period prescribed in 
the Service Levels; 

(e) where the Customer invokes a change to an Incident, therefore, the resolution needs to be 
rescheduled at the request of the Customer; or 

(f) where the User is not available when their input is required to resolve the call provided that a 
minimum of three (3) attempts will be made by SCC to contact the User, after which SCC shall 
be entitled to suspend the call. 

8.6 Where Service Credits apply to the Services, Service Credits shall be the Customer's sole and 
exclusive remedy for the breach of the relevant Service Level unless otherwise specified in an Order. 

9 EMPLOYEES 

9.1 General: SCC shall ensure that its employees, contractors and subcontractors shall comply with the 
Customer's written site security and site health and safety procedures, which are brought to the 
attention of SCC before entry on a Customer Site.  

9.2 Transfer Regulations:  

(a) The Parties do not believe that the Transfer of Undertakings (Protection of Employment) 
Regulations 2006 and any provisions replacing or amending those provisions (the “Transfer 
Regulations”) will apply to the transactions which are the subject matter of an Order. 

(b) If, notwithstanding the intention of the parties in clause 9.2(a), the Transfer Regulations do apply to 
any of the Services which are the subject matter of an Order, the Customer shall indemnify and hold 
harmless SCC and any subcontractor of SCC, from and against all liability and loss suffered and any 
costs and expenses reasonably and properly incurred by SCC and any subcontractor of SCC as a 
result of the Transfer Regulations applying, including all liability and loss suffered and any costs and 
expenses reasonably and properly incurred arising out of or in connection with the employment of 
former employees of the Customer and/or any employees of any the Customer's other contractors, 
including breach of statutory duty, any claims for damages for breach of contract and/or 
compensation for unfair or wrongful dismissal or redundancy arising from any such employees 
having ceased for any reason to be employed.  

9.3 Non-Solicitation: 

(a) The Parties acknowledge that each has incurred significant costs in the recruitment and training of 
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its employees engaged in connection with the Services under each Order.  Accordingly, each Party 
agrees with the other that it shall not, and it shall ensure that its Affiliates shall not, solicit or approach 
in any way, any of the other Party’s employees or contractors who are engaged in connection with 
Services under an Order with a view to offering them employment or to solicit services from them on 
their own account (whether for itself or another party) during the term of the relevant Order and for 
a period of six (6) months after the termination or expiration of the relevant Order, other than by 
means of a general advertising campaign not specifically targeted at any of the staff of the other 
Party (including its contractors).  

(b) If any employee or individual contractor ceases to be engaged by SCC or the Customer (or any of 
its Affiliates) (as applicable) (the “Non-Breaching Party”) as a result of a breach by the other Party 
or its Affiliates of Clause 9.3(a) (the "Breaching Party”) and commences employment with, or 
provides services to the Breaching Party, the Breaching Party shall pay to the Non-Breaching Party 
a sum equal to fifty per cent (50%) of the annual salary or earnings (including any benefits-in-kind, 
bonus payments, commissions and other emoluments) of the employee or contractor at the date that 
they ceased to be an employee or contractor of the Non-Breaching Party and the Parties 
acknowledge that any such payment is by way of liquidated damages and is reasonable and genuine 
pre-estimate of the Non-Breaching Party’s losses.  

10 CONTRACT MANAGEMENT 

10.1 To manage the relationship of the Parties under this Framework Agreement: 

(a) SCC shall assign a SCC Account Manager with responsibility for liaising and reporting to the 
Customer Contract Manager; and 

(b) the Customer shall assign a Customer Contract Manager with responsibility for liaising with the 
SCC Account Manager; and 

(c) the Parties shall comply with any additional contract management, contract governance and 
reporting requirements specified in an Order. 

10.2 The Parties shall ensure that the SCC Account Manager and Customer Contract Manager meet at 
the agreed intervals to discuss the performance of the Services and any disputes or disagreements 
which may have arisen (which shall, if necessary, be referred for resolution in accordance with the 
Dispute Resolution Procedure). 

11 CHANGE CONTROL PROCEDURE 

11.1 Change Requests may be originated either by SCC, the Customer or a Customer Party.  

11.2 No Change Request shall be binding on the Parties unless the requirements of this Clause 11 have 
been satisfied and a Change Request Form is signed by the Authorised Representatives of both 
Parties to signify their approval to the Change Request. 

11.3 Until such time as a Change Request Form is formally agreed by signature of both Parties, the 
Parties shall continue to perform their respective obligations without taking account of the Change 
Request. 

11.4 In the case of any Change Request, SCC shall within ten (10) Business Days either supply to the 
Customer details of the consequential changes which will be required to this Framework Agreement, 
the relevant Order, Services to be provided under such Order, Charges and/or any other effects of 
the proposed change (the "Change Report") or written confirmation that there will be no such 
consequential changes or effects. 

11.5 In the event SCC gives notice to the Customer within five (5) Business Days of receipt of a Change 
Request that it cannot provide the Change Report required by Clause 11.4 within such ten (10) 
Business Day period, the Parties shall agree a suitable period within which SCC shall be required to 
provide these details.  If the Parties are unable to agree such extension to the timetable within five (5) 
Business Days of receipt by the Customer of such notice from SCC, the matter shall be referred for 
determination in accordance with the Dispute Resolution Procedure. 

11.6 Following submission of the Change Report, the Customer shall notify SCC that the Change Report 
is accepted or rejected by the Customer within ten (10) Business Days of receipt of the Change 
Report by the Customer. 

11.7 If a dispute arises as to whether any requirement of SCC or the Customer is a Change Request, the 
matter shall be dealt with in accordance with the Dispute Resolution Procedure. 
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11.8 On signature by the Authorised Representatives of both Parties of a Change Request Form, the 
Framework Agreement and/or Order and/or Service Annex shall be deemed amended in accordance 
with the provisions of that Change Request Form. 

12 WARRANTIES 

Mutual warranties 

12.1 Each Party warrants to the other that:  

(a) it has all necessary rights, licenses, authority, power and capacity to enter into and perform its 
obligations under this Framework Agreement and each Order and that all necessary actions 
have been taken to enter into it properly and lawfully; 

(b) this Framework Agreement and each Order shall be validly executed by a duly Authorised 
Representative; 

(c) it has and shall maintain and comply with all consents, approvals, licences or permits necessary 
for it to enter into and perform its obligations under this Framework Agreement and each Order;  

(d) its entry into and performance of this Framework Agreement and each Order does not and will 
not conflict with any of its contractual obligations or with any applicable laws; and 

(e) it shall comply with all applicable laws in connection with the performance of its obligations 
under this Framework Agreement and each Order (including but not limited to applicable 
legislation with respect to anti-bribery, anti-corruption, anti-slavery, anti-human trafficking and 
equality).  

Services 

12.2 SCC warrants that: 

(a) the Services (excluding any Pass-Through Services) will: (i) comply with the relevant Service 
Annex; and (ii) be carried out with reasonable care and skill and by suitably trained and 
qualified persons; and 

(b) it has and shall maintain the necessary rights and consents to perform the Services (excluding 
any Pass-Through Services) and to permit the Customer to use the SCC Intellectual Property 
in connection with such receipt and use of the Services (excluding any Pass-Through 
Services) 

12.3 The Customer shall notify SCC of any Services (excluding any Pass-Through Services) warranty 
deficiencies within ninety (90) days from the date of performance of such deficient Services. 

12.4 Unless otherwise specified in an Order, any Pass-Through Services are provided “as-is”.  Any 
warranties (including any warranty period) for any such Pass-Through Services will, where 
applicable, be as specified in the Pass-Through Terms and apply directly between the Customer and 
the applicable Third Party Vendor (the “Pass-Through Warranty”), so SCC (to the extent permitted 
by applicable law) does not give any warranty itself in respect of Pass-Through Services. Unless 
otherwise specified in an Order for Services, any validation and warranty claims relating to any such 
Pass-Through Warranty are the responsibility of the Customer. 

Customer warranties 

12.5 The Customer warrants that it:  

(a) owns and/or has and shall maintain the necessary rights and consents to use any Supported 
Equipment for the purposes of receiving the Services; and  

(b) has and shall maintain the necessary rights and consents to permit SCC to perform the relevant 
Services and use the Customer Intellectual Property. 

13 INTELLECTUAL PROPERTY RIGHTS 

Customer Intellectual Property 

13.1 The Customer shall retain all Intellectual Property Rights in any materials it or any of its Affiliates 
provides to SCC for the purposes of SCC performing its obligations under this Framework Agreement 
and each Order (the "Customer Intellectual Property").  SCC shall have no title to or interest in 
any Customer Intellectual Property. 

13.2 The Customer shall grant SCC a non-exclusive and royalty free licence to use the Customer 
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Intellectual Property during the term of the relevant Order for the sole purpose of performing its 
obligations under such Order. 

SCC Intellectual Property 

13.3 Unless expressly specified otherwise in an Order:  

(a) all Intellectual Property Rights in or in relation to the Services (including any related manuals 
and operating documentation) or in any materials (including software) provided or created by 
SCC during the course of supplying the Services shall vest in SCC or the relevant Third Party 
Vendor (the "SCC Intellectual Property"); and 

(b) the Customer shall have no title to or interest in any of the SCC Intellectual Property. 

13.4 SCC hereby grants to the Customer a non-exclusive, personal and non-transferrable licence to such 
SCC Intellectual Property Rights during the term of the Order for the sole purposes of accessing and 
using the Services only. 

13.5 Subject at all times to the provisions of Clause 20 (Confidentiality), SCC shall be free to utilise for 
the benefit of its other customers any skill and/or know-how that it may develop or acquire in the 
performance of the Services. 

13.6 The Customer undertakes that it shall not (and that it shall not employ nor permit any third party to) 
attempt to copy, adapt, amend, disassemble, de-compile or reverse engineer any Third Party 
Software (or any part thereof) except to the extent allowed by English law or disclose results of any 
program benchmark tests without SCC's prior written consent.  

Compliance with Third Party Vendor licence terms 

13.7 Regarding any Third Party Software and/or Pass-Through Services, the Customer undertakes to 
comply with any Third Party Vendor's End User Terms referred to in the relevant Order or Service 
Specific Terms or delivered with or embedded within the Product supplied. 

13.8 The Customer acknowledges that any Third Party Software supplied and all accompanying operating 
documentation and manuals are confidential and they shall be subject to the terms of Clause 20 
(Confidentiality). 

Duty to notify and assist 

13.9 The Customer shall notify SCC immediately if it becomes aware of any illegal or unauthorised use 
of any of the SCC Intellectual Property and/or Third Party Software and shall assist SCC and/or the 
Third Party Vendor in taking steps necessary to defend its or third party owners’ rights. 

14 INDEMNITY 

14.1 SCC shall indemnify the Customer in full and on demand, from and against any and all liabilities, 
claims, demands, damages, losses or expenses (including legal and other professional adviser’s 
fees and disbursements), interest and penalties incurred by the Customer howsoever arising from a 
claim that the receipt and/or use of the Services in accordance with the Order infringes a third party's 
Intellectual Property Rights, other than to the extent any such claims arise from a breach of 
Clause 13.6 (Intellectual Property Rights) by the Customer. 

14.2 The Customer shall indemnify SCC in full and on demand, from and against any and all liabilities, 
claims, demands, damages, losses or expenses (including legal and other professional adviser’s 
fees and disbursements), interest and penalties incurred by SCC howsoever arising from any:  

(a) breach of the warranty at Clause 12.5 (Warranties);  

(b) breach of Clause 13.4 and 13.6 (Intellectual Property Rights); and/or  

(c) a claim by a third party that the possession of or use by SCC of the Customer Intellectual 
Property Rights infringes that third party's Intellectual Property Rights (other than where any 
such claim arises from a breach of Clause 13.2 (Intellectual Property Rights) by SCC. 

14.3 If any third party makes a claim, or notifies an intention to make a claim, against the Indemnified 
Party which may reasonably be considered likely to give rise to a liability under an indemnity given 
in this Clause 14 (a “Claim”), the Indemnified Party shall: 

(a) as soon as reasonably practicable, give written notice of the Claim to the Indemnifying Party, 
specifying the nature of the Claim in reasonable detail; 

(b) if requested by the Indemnifying Party, give conduct of the defence of the Claim to the 
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Indemnifying Party; 

(c) co-operate fully, at the Indemnifying Party’s cost, with the Indemnifying Party and its legal 
representatives in the investigation and defence of the Claim; 

(d) not make any admission of liability, agreement or compromise in relation to the Claim without 
the prior written consent of the Indemnifying Party, provided that the Indemnified Party may 
settle the Claim (after giving prior written notice of the terms of settlement (to the extent legally 
possible) to the Indemnifying Party, but without obtaining consent) if the Indemnified Party 
reasonably believes that failure to settle the Claim would be prejudicial to it in any material 
respect; and 

(e) give the Indemnifying Party and its professional advisers access at reasonable times (on 
reasonable prior notice) to its premises and its officers, directors, employees, agents, 
representatives or advisers, and to any relevant assets, accounts, documents and records 
within the power or control of the Indemnified Party, so as to enable the Indemnifying Party and 
its professional advisers to examine them and to take copies (at the Indemnifying Party’s 
expense) for the purpose of assessing and defending the Claim. 

14.4 If a Claim is made, or in the Indemnifying Party’s reasonable opinion is likely to be made, the 
Indemnifying Party may at its sole option and expense: 

(a) procure for the Indemnified Party the right to continue using, developing, modifying or 
maintaining the infringing materials (or any part of them), in accordance with the terms of this 
Framework Agreement and relevant Order; 

(b) modify the infringing materials (or any part of them), so that they cease to be infringing; or 

(c) replace the infringing materials (or any part of them), with non-infringing works. 

14.5 The Indemnifying Party shall not have any liability to the Indemnified Party under Clause 14.1 or 
Clause 14.2 (as applicable) in respect of a Claim to the extent that such Claim is attributable to: 

(a) the combination, operation or use of infringing materials (or any part of them), with equipment 
or software provided by the Indemnified Party where such infringing materials (or any part of 
them), would not otherwise have been infringing; 

(b) the Indemnifying Party’s compliance with designs, specifications or instructions provided by the 
Indemnified Party and any other requirements and/or instructions set out in an Order; 

(c) use of the infringing materials (or any part of them) by or on behalf of the Indemnified Party, not 
in accordance with or in an application or environment for which such materials were not 
designed or contemplated under an Order;  

(d) modifications or alterations of the infringing materials (or any part of them), by anyone other 
than the Indemnifying Party or in accordance with the relevant Indemnifying Party’s instructions, 
where the unmodified version of the infringing materials (or any part of them), would not have 
been infringing; or 

(e) the Indemnified Party's continued use of the infringing materials (or any part of them) after 
having being notified of the Claim.  

15 CHARGES 

15.1 The Charges shall be as specified in the relevant Order. 

15.2 In respect of professional services, transition services and exit services (unless otherwise stated in 
the Order), the Charges exclude the cost of:  

(a) hotel, subsistence, travelling and any other ancillary expenses reasonably incurred by a 
Consultant; and 

(b) any consumables used in the supply of the Services to the Customer, 

which SCC shall invoice the Customer for in accordance with the relevant Order.   

15.3 All Charges are in Pounds Sterling and exclusive of VAT or any other applicable tax or duty, which 
(where due) shall be paid by the Customer in addition at the rate and in the manner prevailing at the 
relevant tax point. 

15.4 The Charges may be subject to change in accordance with the provisions of the applicable Order.  
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15.5 The Customer acknowledges that for certain elements of the Services SCC is reliant on 
arrangements made between SCC and third party suppliers and contractors who may change their 
costs to SCC from time to time. Consequently SCC shall be entitled to increase or decrease the 
Charges at any time to reflect such changes in costs payable by SCC to those third parties including 
but not limited to where SCC’s supplier of electricity, telecommunications or software that SCC uses 
as part of its Service delivery increases or decreases its charges to SCC.  In such circumstances, 
and subject to SCC providing the Customer with reasonable evidence of such changes, SCC shall 
have the right to change its corresponding Charges to the Customer on 30 days’ notice. In respect 
of software, telecommunications or other changes the Charges shall be increased or decreased 
proportionately in line with the change received from the 3rd party supplier or contractor, and 
changes to electricity charges shall be calculated as follows: 

[Revised electricity Charge (KW/h) x 1.91 (power to cooling ratio)] + 10% Administration fee 

15.6 Without prejudice to Clause 15.4 and 15.5, provided that SCC provides the Customer with no less 
than thirty (30) days' prior written notice of its intention to do so, SCC shall be entitled to increase 
the relevant Charges on any day after expiry of the Initial Services Term (the "Increase Date"). If the 
Customer elects not to accept such increase, the Customer may terminate the relevant Order at the 
end of the Initial Services Term on no less than thirty (30) days' written notice.  

15.7 For the avoidance of doubt the Customer's termination right detailed in Clause 15.6 shall not apply 
to any increases to the Charges made in accordance with Clauses 15.4 or 15.5. 

15.8 If an Order (or part thereof) is terminated in accordance with the terms of the Order, or if delivery 
and/or access cannot be provided or Services are suspended, in each case, as a result of a failure 
by the Customer, SCC shall be entitled (in addition to any other rights it may have) to be paid on a 
quantum meruit basis for any work completed by it, or for that part of the Services performed.  SCC 
may invoice the Customer accordingly and such invoice shall be immediately due for payment. 

15.9 Where at the request of the Customer any work to provide the Services is done at any time which is 
not during the Hours of Support for that particular part of the Services, unless otherwise agreed the 
Customer shall pay a charge for such work calculated at SCC’s then current standard hourly rate, 
provided such charges are advised to and approved by the Customer prior to such works being 
carried out. 

16 INVOICING AND PAYMENT 

16.1 SCC may issue an invoice for the Charges relating to the Services in accordance with the timescales 
specified in the relevant Order. 

16.2 The Customer shall pay all invoices within thirty (30) days of the date of such invoice.  No payment 
will be deemed to have been received until SCC has received full and cleared funds. 

16.3 All sums payable under an Order:  

(a) are exclusive of VAT or any other applicable tax or duty which (where applicable) shall be paid 
by the Customer in addition at the rate and in the manner prevailing at the relevant tax point 
and will become due immediately upon termination of an Order (as applicable); and 

(b) shall be in Pounds Sterling to SCC’s bank account as SCC may from time to time notify the 
Customer. 

16.4 All payments to be made by the Customer under an Order will be made in full and without any set-
off, restriction or condition and without any deduction or withholding for or on account of any 
counterclaim or any present or future taxes, levies, duties, charges, fees, deductions or withholdings 
of any nature, unless the Customer is required by law to make any such deduction or withholding. 

16.5 SCC shall be entitled to impose a credit limit on the Customer and/or require payment of an increased 
security deposit and on written notice to the Customer may suspend or withhold any Services (or the 
delivery of any Products) in excess of the credit limit or security deposit, in the event that the 
Customer: 

(a) suffers a material and negative change in its financial or trading condition or in its credit rating; 
and/or 

(b) fails to make payment of any undisputed invoiced amounts in cleared funds within thirty (30) 
days of SCC's notification of non-payment. 

16.6 SCC will be entitled to appoint a debt collection agency registered with the Financial Conduct 
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Authority (FCA) for recovery of outstanding undisputed payments which have not been paid within 
30 (thirty) days of written notice from SCC stating that such payments are overdue.  In this event, 
the Customer agrees that additional charges will be levied to cover the costs of the debt collection 
agency.  

16.7 In the event that the Customer reasonably disputes an invoice in good faith:  

(a) the Customer shall immediately notify SCC in writing explaining why in good faith it disputes the 
Charges set out on the invoice and pay the undisputed portion of such invoice in accordance 
with the terms of this Framework Agreement; and 

(b) the Parties shall meet to resolve such dispute in good faith, escalating the dispute where 
appropriate in accordance with the Dispute Resolution Procedure and continue to perform their 
respective obligations under this Framework Agreement and the affected Order while any 
dispute is being resolved, unless and until such obligations are terminated by the termination or 
expiration of this Framework Agreement and/or the affected Order. 

16.8 If any sum payable under an Order which is not the subject of a good faith dispute is not paid by the 
due date, then without prejudice to SCC’s other rights and remedies, SCC reserves the right to:  

(a) charge interest on such sum on a day to day basis (after as well as before any judgment) from 
the date or last date for payment thereof to the date of actual payment (both dates inclusive) at 
the rate of four percent (4%) per annum over HSBC’s base rate  from time to time in force.  Such 
interest shall be paid on demand by the Customer; or  

(b) suspend provision of the Services (or delivery of the Products) under such affected Order until 
payment has been received in full pursuant to Clause 18.5(a).  

16.9 If the Services are performed in phases, SCC reserves the right to invoice each phase as and when 
the performance of a phase commences or as otherwise specified in an Order, and in each case, 
payment shall be due in accordance with Clause 16.2, notwithstanding the non-performance of other 
phases under such Order or fulfilment of the entire Order. 

17 LIABILITY 

17.1 This Clause 17 sets out the total liability of each Party in respect of or in connection with its 
obligations under this Framework Agreement and each Order. 

17.2 Nothing in this Framework Agreement or an Order shall exclude or limit either Party's liability for: 

(a) death or personal injury caused by negligence; 

(b) fraud or fraudulent misrepresentation;  

(c) the indemnity in Clause 14 (Indemnity); or 

(d) any liability which cannot legally be excluded or limited. 

17.3 Nothing in this Framework Agreement or any Order shall operate to exclude or limit the Customer’s 
liability to SCC for any Charges which are properly due and owing under an Order. 

17.4 Subject to Clauses 17.2, 17.3, and 17.5, each Party's total maximum aggregate liability to the other 
Party: 

(a) arising under or in connection with each individual Order for Services in any Order Year, 
whether in contract, tort (including negligence) or otherwise shall, subject to Clause 17.3(b), not 
exceed one hundred per cent (100%) of the total Charges paid or payable under the Order in 
that Order Year in respect of Services (and excluding any sum paid or payable for Products 
supplied under the Order concerned); and 

(b) when aggregated as a whole under or in connection with this Framework Agreement (as a total 
available liability sum regardless of the number of Orders and not individually for each Order) 
and whether in contract, tort (including negligence) or otherwise, shall not exceed two million 
pounds (£2,000,000). 

17.5 Subject to Clauses 17.2 and 17.6, SCC's total liability to the Customer in respect of the supply of 
any Products shall not exceed the Charges paid or payable by the Customer for the Product which 
is the subject matter of the claim or event giving rise to the liability. 

17.6 Subject to Clause 17.2, in no event shall SCC be liable, whether in contract, tort (including 
negligence or breach of statutory duty), misrepresentation or otherwise in connection with this 
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Framework Agreement or an Order for any: 

(a) loss of profits, loss of business, loss of revenue, loss of contract, loss of goodwill, loss of 
anticipated earnings or savings in each case whether direct or indirect; or 

(b) indirect, special or consequential loss or damage, howsoever arising. 

17.7 The Customer acknowledges that SCC may not have visibility or knowledge of the specific quantity 
or value of any data processed by or provided by the Customer or its customers in connection with 
or in utilising any of the Services provided by SCC under a particular Order. Unless otherwise 
specified in an Order, the Customer shall therefore be responsible for taking all steps it requires to 
mitigate the risks or effects of data loss or corruption inherent in the provision of any particular 
Services (including encryption of Customer Equipment or any other devices provided to SCC in 
connection with the Services and backing up all of its or its customers data in each case in 
accordance with good industry practice wherever required). The Customer agrees that the only 
Services that SCC has agreed to provide to assist the Customer to mitigate the potential loss of or 
corruption of data will be limited exclusively to those expressly set out in a particular Order and 
provided for the Services in that Order only (where agreed). The Customer also agrees that, where 
SCC has expressly agreed to provide back-ups of data as part of the Services provided under a 
particular Order, SCC shall not be liable to the Customer or any other person in any circumstances 
for loss of or corruption of any data to the extent that the data has changed since the time that SCC 
was last required to perform a backup pursuant to the particular Order concerned. SCC shall have 
no liability for loss of or unauthorised disclosure of data, other than to the extent caused by SCC’s 
negligence or wilful default, in circumstances in which any Customer Equipment or any other devices 
provided to SCC in connection with the Services have not been encrypted in accordance with good 
industry practice or had data removed by the Customer from the Customer Equipment or any other 
devices prior to providing the applicable Customer Equipment or device to SCC. 

17.8 The Customer acknowledges and accepts that each Customer Party shall have no direct recourse 
and shall bring no claim directly against SCC with respect to any liability or obligations in connection 
with this Framework Agreement or an Order, other than through the Customer who shall make any 
and all such claims on the Customer Party's behalf.  Nothing in this Framework Agreement shall 
affect the right of the Customer to bring a claim against SCC on behalf of the Customer Party under 
this Framework Agreement or an Order. 

18 TERMINATION 

Framework Agreement 

18.1 Either Party may immediately terminate this Framework Agreement by giving notice in writing to the 
other Party: 

(a) in accordance with the provisions of Clause 22.3 (Force Majeure);  

(b) if the other Party is affected by an Insolvency Event; or 

(c) if the other Party is in material breach of the Framework Agreement which:  

(i) is incapable of remedy; or  

(ii) is capable of remedy, but the other Party has failed to remedy such breach within 
thirty (30) days of receipt of the written notice requiring it to do so. 

18.2 In addition to its rights under Clause 18.1, SCC may immediately terminate this Framework 
Agreement and all then current Orders by giving notice in writing to the Customer if: 

(a) SCC has the right to terminate more than one Order in accordance with the provisions of 
Clause 18.3; or 

(b) the Customer undergoes a change of Control (save for the purpose of a solvent voluntary 
reconstruction or amalgamation). 

Orders 

18.3 Either Party may immediately terminate an Order by giving notice in writing to the other Party, if the 
other Party: 

(a) is affected by an Insolvency Event; 

(b) is affected by a Force Majeure Event in accordance with the provisions of Clause 22.3 (Force 
Majeure); or 
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(c) commits a material breach of the relevant Order which is:  

(i) incapable of remedy; or 

(ii) capable of remedy, but fails to remedy it or persists in such breach after thirty (30) 
days of having been required in writing to remedy or desist. 

18.4 In addition to its rights under Clause 18.3: 

(a) SCC may immediately terminate an Order for the Customer's failure to pay the Charges in 
accordance with Clause 16 (Invoicing and Payment); and 

(b) the Customer may terminate an Order in accordance with Clause 15.6 (Charges). 

Suspension 

18.5 Without prejudice to its other rights or remedies hereunder or generally at law, SCC may at its sole 
discretion suspend provision of the Services or Products or any part thereof without liability to the 
Customer immediately on written notice where:  

(a) the Customer has failed to pay the Charges in accordance with Clause 16 (Invoicing and 
Payment); and 

(b) SCC has a right to terminate this Framework Agreement or an Order, irrespective of whether it 
has exercised such right. 

Such suspension will not entitle the Customer to terminate the Framework Agreement or Order and 
will not suspend or alleviate any of the Customer Obligations. 

19 CONSEQUENCES OF TERMINATION 

Termination of Framework Agreement 

19.1 Subject to Clause 18.2(a) (Termination), termination of this Framework Agreement shall not 
terminate any Order then in force, unless the Parties agree otherwise in writing at the relevant time. 

19.2 On termination of this Framework Agreement for any reason whatsoever: 

(a) no further Orders shall be entered into; and 

(b) Clause 1 (Definitions and Interpretation), Clause 13 (Intellectual Property Rights), Clause 14 
(Indemnity), Clause 16 (Invoicing and Payment), Clause 17 (Liability), Clause 19 
(Consequences of Termination), Clause 20 (Confidentiality), Clause 21 (Data Protection), 
Clause Error! Reference source not found. (General) and any other provision which 
expressly or by implication is intended to come into or remain in force on or after termination, 
shall continue in full force and effect. 

19.3 Termination of an Order in whole or part shall not affect any other Order or this Framework 
Agreement. 

Termination of Orders 

19.4 On termination of an Order: 

(a) subject to Clause 19.4(b), each of the Parties shall immediately return to the other Party (or, if 
the other Party so requests by notice in writing, destroy) all of the other Party's property in its 
possession at the date of termination, including all of its Confidential Information, together with 
all copies of such Confidential Information, and shall make no further use of such Confidential 
Information; 

(b) if a Party is required by any law, regulation or government or regulatory body to retain any 
documents or materials which it would otherwise be required to return or destroy by 
Clause 19.4(a), it shall notify the other Party in writing of such retention, giving details of the 
documents or materials that it must retain;  

(c) where SCC is providing Services, the Customer shall cease to make use of the relevant 
Services and return to SCC any equipment owned by or on behalf of SCC and kept at the 
Customer Site to deliver the Services. If the Customer does not promptly return such equipment 
to SCC, it shall  permit SCC or any nominated representative of SCC to enter the Customer 
Site during any Business Day, upon reasonable notice, for the purpose of removing any such 
equipment; and  

(d) all sums payable to SCC under the relevant Order shall become due and payable immediately 
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on receipt of SCC's invoice and SCC may submit invoices for any Services that it has supplied  
but for which no invoice has previously been submitted, and the Customer shall pay these 
invoices immediately on receipt. 

19.5 Reference to termination of an Order in part in this Clause 19 means termination of the Services 
under one or more Service Annexes or termination of the supply of Products.  If a Party elects to 
terminate an Order in part then such termination shall not affect the provision of the Services that 
have not been terminated except that SCC may adjust the Charges payable under the Order for the 
Services that have not been terminated. 

19.6 Termination of this Framework Agreement or an Order in whole or part shall be without prejudice to 
the rights and remedies of either Party which may have accrued up to the date of termination of this 
Framework Agreement or the Order (as applicable). 

Exit Assistance 

19.7 Unless specified in an Order, no exit assistance shall be provided except as agreed pursuant to the 
remainder of this Clause 19.7.  If an Order is terminated for any reason and such Order does not 
expressly specify exit assistance being provided on termination, the Customer may request SCC to 
provide exit assistance.  The provision of such exit assistance shall be subject to the Parties agreeing 
a separate Order, clearly defining each Party's obligations in respect of the transfer of the 
responsibility for the provision of the relevant Services to the Customer or, at the Customer’s request, 
to another supplier and the Charges for the provision of such exit assistance. 

20 CONFIDENTIALITY 

20.1 Each Party (the “Recipient”) shall keep and procure to be kept confidential all Confidential 
Information belonging to the other Party (the “Discloser”) disclosed or obtained as a result of the 
relationship of the Parties under this Framework Agreement or an Order.  The Recipient shall not 
use nor disclose the Discloser’s Confidential Information save for the purposes of the proper 
performance of this Framework Agreement or an Order, with the prior written consent of the other 
Party, or as set out in Clause 20.3. 

20.2 The Recipient may only disclose the Discloser’s Confidential Information to an employee, consultant, 
supplier, member of its Group, subcontractor or agent (each a “Permitted Recipient”) to the extent 
necessary for the performance of this Framework Agreement or an Order, provided such disclosure 
is subject to obligations equivalent to those set out in this Clause 20. The Recipient shall procure 
that any such Permitted Recipient complies with such obligations and be responsible to the Discloser 
in respect of any disclosure or use of such Confidential Information by a Permitted Recipient. 

20.3 A Party may disclose the other Party’s Confidential Information to the maximum extent it is compelled 
to do so by a court or competent regulatory body, and in which case that Party shall give the other 
Party as prompt notice as possible of the relevant order of disclosure to the extent permitted by 
applicable law. 

21 DATA PROTECTION 

21.1 In this Clause 21, the terms “Controller”, “Personal Data”, “Processor”, “Processing” and “Data 
Subject” have the meanings given to them in the Data Protection Legislation. 

21.2 The provisions set out in this clause 21 shall apply in respect of any circumstances in which the 
Customer is a Controller and SCC is a Processor in relation to Personal Data processed by SCC for 
the Customer pursuant to this Framework Agreement or an Order.  The Parties acknowledge and 
agree that for the purposes of the Data Protection Legislation, where SCC Processes any of the 
Customer’s or its Affiliates’ Personal Data on behalf of the Customer or its Affiliates in connection 
with any Services, this Framework Agreement or any Order then the Customer shall be the Controller 
of such Personal Data and SCC shall be the Processor. 

21.3 Both Parties will comply with all applicable requirements of the Data Protection Legislation. This 
Clause 21 is in addition to, and does not relieve, remove or replace, a Party’s obligations or rights 
under the Data Protection Legislation.  

21.4 The Personal Data which could be Processed by SCC in performing the Services (including where 
the Processing is related to the storage and transfer of data used by the Customer in the course of 
carrying on its business within its equipment, systems or applications which SCC services, hosts or 
provides compute infrastructure for) will be specified in the Order or, where not so specified, could 
relate to any individual anywhere in the world with whom the Customer and its users are 
communicating, doing business, providing a service to, employing (either potentially or historically) 
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and anyone related to such individuals or other individuals. Unless specified in a particular Order, 
the Personal Data could be any type of personal data or special category of sensitive Personal Data 
that is Processed in connection with such systems, equipment or applications or on emails, 
information or other documents sent to or from the Customer or its users or created by them, all as 
determined by the Customer or the Customer's users. The Personal Data will be Processed for the 
duration of this Framework Agreement or the relevant Order.  Where the Customer requests, the 
Parties may agree to set out in an individual Order the specific subject matter and duration, nature 
and purpose of particular Processing activities under that Order and the type of personal data being 
Processed and the specific categories of data subjects concerned. 

21.5 The Customer shall: 

(a) ensure it has all necessary authority to Process Personal Data and to disclose or make available 
such Personal Data to SCC and to allow SCC to conduct the relevant Processing activities 
required in order to provide the Services for the Customer in each case in accordance with all 
applicable Data Protection Legislation; 

(b) be responsible for ensuring that appropriate technical and organisational measures are in place 
for all Personal Data Processed within the Customer's IT environment by the Customer and 
SCC. The Parties agree that it is not appropriate for SCC to be responsible for determining 
appropriate technical and organisational measures related to the Customer's IT environment 
wherever it may be located unless the implementation of such measures are within the scope 
of the Services to be provided by SCC. 

21.6 The Customer acknowledges and agrees that, taking into account the nature, scope, context and 
purposes of the processing of Personal Data that may be carried out by SCC in the course of the 
provision of the Services provided under an Order, it is not appropriate for SCC to implement and 
SCC shall not implement, unless expressly agreed by SCC in an Order or via the Change Control 
Procedure, specific back-up, pseudonymisation or encryption measures in respect of Personal Data 
Processed by SCC when performing the Services.  

21.7 SCC shall: 

(a) Process the Personal Data only on the documented instructions of the Customer as set out in 
this Framework Agreement or an Order, in order to perform its obligations under this Framework 
Agreement or an Order and shall ensure it takes all appropriate steps to ensure that its 
personnel only Process Personal Data on documented instructions from the Customer as set 
out in this Framework Agreement or an Order, unless required to do otherwise by applicable 
law;  

(b) ensure that its personnel who are authorised to Process Personal Data are under obligations of 
confidentiality that are enforceable by SCC; 

(c) take all measures required pursuant to Article 32 of the EU GDPR (or the equivalent in the UK 
GDPR); 

(d) on request, assist the Customer at the Customer’s reasonable cost (such costs to be agreed in 
advance (in writing)), by appropriate technical and organisational measures, insofar as this is 
possible, for the fulfilment of the Data Controller’s obligation to respond to requests for 
exercising the data subject’s rights under Chapter III of the EU GDPR (or the equivalent in the 
UK GDPR) through the use of appropriate technical and organisational measures;  

(e) on request, reasonably assist the Customer in ensuring compliance with its obligations pursuant 
to Articles 32-36 of EU GDPR (or the equivalent in the UK GDPR) taking into account the nature 
of the Processing and the information available to SCC; 

(f) at the written election of the Customer, either delete or return the Personal Data (including all 
copies of it) at any time upon request by the Customer or promptly upon termination or expiry 
of the applicable Order; and 

(g) make available to the Customer all information necessary to demonstrate compliance with the 
obligations in Article 28 of the EU GDPR (or the equivalent in the UK GDPR) and allow for and 
contribute to audits, including inspections, conducted by the Data Controller or another auditor 
mandated by the Data Controller.  

21.8 The Customer consents to the Processing of Personal Data by SCC’s Affiliate companies:  

(a) SCC Services Romania SRL (registry number J22/823/2006 and fiscal code 18544528) 
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whose registered office is at Niciman Street 2, 700521 Iasi, Jud, Iasi, Romania, for the purpose 
of assisting SCC with any Services sub-contracted by SCC to SCC Romania; and 

(b) Specialist Computer Centres Vietnam Company Limited (“SCC Vietnam”) for the purpose of 
providing out of hours support to SCC or for assisting SCC with other Services sub-contracted 
by SCC to SCC Vietnam, in each case, on the terms of (i) the EU SCC’s and (ii) the UK 
Addendum located at the following hyperlink https://www.scc.com/wp-
content/uploads/2023/03/Data-Exporter-Agreement-SCC-Vietnam-2.docx (the “Standard 
Contractual Clauses Exhibit”).  The Standard Contractual Clauses Exhibit is incorporated 
into this Framework Agreement by reference and the Parties shall comply with the Standard 
Contractual Clauses Exhibit.  SCC is agreeing such Standard Contractual Clauses in its 
capacity as agent acting on behalf of SCC Vietnam.  

(c) SCC shall not otherwise Process or transfer Personal Data outside of the area comprising the 
European Economic Area and the United Kingdom or to a country without a valid finding of 
adequacy under the Data Protection Legislation without the prior written consent of the 
Customer, (and where consent is given such consent will be set out in the applicable Order) 
and without putting in place an adequate level of protection and appropriate safeguards  in 
relation to the transfer of the Personal Data to enable compliance by the Customer and SCC 
with their obligations under applicable Data Protection Legislation.  Prior to any such further 
transfer or Processing of Personal Data outside of the area comprising the European 
Economic Area or the United Kingdom or to a country without a valid finding of adequacy 
under the Data Protection Legislation, the Customer and SCC shall ensure that appropriate 
safeguards are in place as required under the Data Protection Legislation and otherwise 
comply with the requirements of the Data Protection Legislation. 

21.9 The Customer consents to the appointment by SCC of sub-Processors as necessary for SCC to 

provide the Services provided SCC and such sub-Processor comply with the Data Protection 

Legislation.  SCC shall remain fully liable for all acts or omissions of any sub-Processor. 

21.10 The Parties acknowledge and agree that where any amendments to this Clause 21 are necessary 
to ensure that either Party is compliant with the Data Protection Legislation then the Parties shall 
promptly work together to make such amendments as are reasonably necessary and neither Party 
shall unreasonably withhold or delay its agreement to any such amendments. 

22 FORCE MAJEURE 

22.1 A Party will not be deemed to be in breach of this Framework Agreement or the affected Order nor 
liable for any failure or delay in performance of any of its obligations (except for those in relation to 
payment) under this Framework Agreement or the affected Order (and the date for performance of 
the obligations, including in the case of SCC the obligation to provide the Services, affected by Force 
Majeure will be extended or suspended as appropriate) as a result of Force Majeure, provided that 
such Party complies with the obligations set out in this Clause 22.  Save as provided in Clause 22.2, 
a Force Majeure event will not entitle either Party to terminate this Framework Agreement or the 
affected Order. 

22.2 The Party affected by Force Majeure shall: (a) as soon as reasonably practicable after becoming 
aware of the Force Majeure notify the other Party in writing of the matters constituting the Force 
Majeure, specifying the nature and extent of the Force Majeure; (b) use its reasonable endeavours 
to bring the Force Majeure event to an end and, whilst the Force Majeure is continuing, mitigate its 
severity (without being obliged to incur any expenditure); and (c) keep that Party fully informed of 
their continuance and of any relevant change of circumstances whilst such Force Majeure event 
continues. 

22.3 If Force Majeure continues to affect a Party’s performance of its obligations under this Framework 
Agreement or an Order for longer than three (3) month, the other Party may, whilst the Force Majeure 
continues terminate this Framework Agreement or the affected Order by giving notice (in writing) to 
the affected Party on a date to be specified in that notice and which must not be less than fifteen (15) 
calendar days after the date on which such notice is given. 

23 GENERAL 

23.1 Entire Agreement: 

https://www.scc.com/wp-content/uploads/2023/03/Data-Exporter-Agreement-SCC-Vietnam-2.docx
https://www.scc.com/wp-content/uploads/2023/03/Data-Exporter-Agreement-SCC-Vietnam-2.docx
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(a) Regarding each particular Order, this Framework Agreement and that Order and the documents 
referenced within this Framework Agreement and that Order contain the entire agreement 
between the Parties in relation to the subject matter of that Order and supersede any prior 
arrangement, understanding written or oral agreements between the Parties in relation to such 
subject matter. Neither this Framework Agreement nor any Order has been entered into wholly 
or partly in reliance on, nor has either Party been given, any warranty, statement, promise or 
representation by the other or on its behalf other than as expressly set out in this Framework 
Agreement and the relevant Order. 

(b) Each Party agrees that the only rights and remedies available to it arising out of or in connection 
with any warranties, statements, promises or representations will be for breach of contract and 
irrevocably and unconditionally waives any right it may have to any claim, rights or remedies 
including any right to rescind this Framework Agreement or the relevant Order which it might 
otherwise have had in relation to them.  

(c) Nothing in this Clause 23.1 will exclude either Party's liability in respect of misrepresentations 
made fraudulently. 

(d) The provisions of this Framework Agreement and any Orders, and where applicable Service 
Specific Terms and Special Terms (in each case as may be amended from time to time in 
accordance with their terms) are the only terms and conditions which the Parties have agreed 
will apply in relation to the subject matter of this Framework Agreement and each Order.  No 
terms or conditions endorsed upon, delivered with or contained in any Customer documentation 
will form part of this Framework Agreement or an Order, unless specifically agreed in advance, 
in writing by SCC with reference to this Clause 23.1(e). 

23.2 Exclusions: Except as otherwise specifically provided in this Framework Agreement or an Order, 
each Party hereby excludes to the fullest extent permissible in law, all conditions, warranties and 
stipulations, express (other than those set out in this Framework Agreement or an Order) or implied, 
statutory, customary or otherwise which, but for such exclusion, would or might subsist in favour of 
the other Party.  

23.3 Save that SCC may assign the right to receive payment of the Charges without consent, neither 
Party may at any time otherwise assign, transfer, charge or otherwise dispose of all or any of its 
rights and responsibilities under this Framework Agreement or an Order without the prior written 
consent of the other Party, such consent not to be unreasonably withheld or delayed. 

23.4 SCC may subcontract any or all of its rights and obligations under an Order as SCC, in its absolute 
discretion, sees fit provided that  such sub-contracting shall not relieve SCC from any liability or 
obligation under this Framework Agreement or an Order and SCC shall be responsible for the acts, 
omissions, defaults or negligence of its sub-contractors, agents or servants as fully as if they were 
acts, omissions, defaults or negligence of itself. 

23.5 Nothing in this Framework Agreement or any Order is intended to, or will be deemed to, establish 
any partnership or joint venture between the Parties, constitute any Party the agent of another Party, 
or authorise any Party to make or enter into any commitments for or on behalf of any other Party. 
Each Party confirms it is acting on its own behalf and not for the benefit of any other person. 

23.6 If any provision or part provision of this Framework Agreement or an Order is or becomes invalid, 
illegal or unenforceable, it will be deemed modified to the minimum extent necessary to make it valid, 
legal and enforceable. If such modification is not possible, the relevant provision or part-provision 
will be deemed deleted. Any modification to or deletion of a provision or part-provision under this 
clause will not affect the validity and enforceability of the rest of this Framework Agreement or any 
Order. 

23.7 No failure or delay by a party to exercise any right, power or remedy will operate as a waiver of it nor 
will any partial exercise preclude any further exercise of the same, or of some other right, power or 
remedy. 

23.8 No variation of this Framework Agreement or an Order will be effective unless it is in writing and 
signed by the parties (or their authorised representatives). 

23.9 A person who is not a party to this Framework Agreement or an Order will not have any rights to 
enforce its terms. 

23.10 This Framework Agreement and each Order (including non-contractual disputes or claims relating 
to the same) will be governed by the law of England and Wales. Each party irrevocably agrees that 
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the courts of England and Wales will have exclusive jurisdiction to settle any dispute or claim arising 
out of or in connection with this Framework Agreement or any Order (including non-contractual 
disputes or claims). 

23.11 Neither Party shall export, directly or indirectly, any technical data acquired from the other Party 
under this Framework Agreement or an Order (or any products, including software, incorporating 
any such data) in breach of any applicable laws or regulations (“Export Control Laws”), including 
United States export laws and regulations, to any country for which the government or any agency 
thereof at the time of export requires an export licence or other governmental approval without first 
obtaining such licence or approval. 

23.12 Neither Party shall make any press release or public announcement concerning or referring to the 
other Party or the existence or subject matter of this Framework Agreement without the prior written 
approval of the other Party. 

23.13 The Customer shall not use any SCC or Third Party Vendor trade mark or name without the prior 
the written consent of SCC or Third Party Vendor (as applicable) (on a case by case basis).  SCC 
shall not use any trade mark or name of the Customer or any of its Affiliates without the prior the 
written consent of the Customer (on a case by case basis). 

23.14 This Framework Agreement or any Order may be executed in any number of counterparts, each of 
which when executed shall constitute an original of this Framework Agreement/Order (as applicable), 
but all the counterparts together constitute the same Framework Agreement/Order (as applicable). 
No counterpart shall be effective until each Party has executed at least one counterpart. 

23.15 All notices that are required to be given under this Framework Agreement or an Order must be in 
writing in accordance with Clause Error! Reference source not found.(b). Notices may be served 
in the ways and to the addresses set out below or at such other address as the relevant Party may 
give notice to the other Party for the purpose of service of notices under this Framework Agreement 
and an Order and, the following table sets out the respective deemed time and proof of service: 

SCC CONTACTS 

SCC Account Manager  

Name: <<enter>> 

E-mail address: <<enter>> 

Telephone number: <<enter>> 

CUSTOMER CONTACTS 

Customer Contract Manager:  

Name: <<enter>> 

E-mail address: <<enter>> 

Telephone number: <<enter>> 

 

Manner of Delivery Deemed time of delivery Proof of service 

Personal delivery 9.00am on the following Business Day properly addressed and 
delivered 

Prepaid first class 
domestic postal service 

9.00am on the second Business Day after 
posting. 

properly addressed prepaid 
and posted 
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Email at the time of transmission, or, if this time 
falls outside business hours, at 9.00 am on 
the next Business Day after transmission 

sent by email to the address 
specified above 

24 DISPUTE RESOLUTION PROCEDURE 

24.1 All disputes, differences or questions arising in relation to this Framework Agreement or an Order 
shall be referred in the first instance to the SCC Account Manager and the Customer Contract 
Manager who shall call a meeting and attempt to settle the dispute within twenty (20) Business Days. 

24.2 If the persons in Clause 24.1 are unable to resolve the dispute, the Parties shall refer the dispute to 
the Sales Director of SCC and the equivalent senior manager of the Customer who shall call a 
meeting and attempt to settle the dispute within ten (10) Business Days. 

24.3 If the persons in Clause 24.2 are also unable to resolve the dispute within ten (10) Business Days, 
the Parties shall have no further obligation to follow this Dispute Resolution Procedure. 

24.4 Neither Party may initiate any legal action until the procedure set out in Clauses 24.1, 24.2 and 24.3 
has been completed except that in no event shall the provisions of this Clause 24 operate to prevent 
a Party seeking interim relief in respect of any dispute or differences. 
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1. Order Template

2. MSFA Order Form

Template [AV10].docx

2. SoW Template

2b. Example PS 

Statement of Work Template [AV2].docx

3. Service Description

3. MSFA Service

Description Options AV26.docx


MULTI-SERVICE FRAMEWORK AGREEMENT

ORDER FORM [AV10]

ORDER DETAILS

		Framework Agreement Ref:

		



		Order Ref:

		



		Order Version No:

		







[bookmark: _Toc433272158]CONTRACTING PARTIES

The Parties to this Order are listed below:

		SCC

		a company registered in England with number 1428210 and registered office is at James House, Warwick Road, Birmingham B11 2LE







		The Customer:

		[Note: Complete for each Customer.]



		Company registration no:

		[Note: Complete for each Customer.]



		Registered office:

		[Note: Complete for each Customer.]







[bookmark: _Toc433272159]COMMENCEMENT AND DURATION

		Order Effective Date:

		



		Transition Commencement Date (if applicable):

		



		Service Commencement Date

		



		Monitoring Period:

		



		Initial Services Term:

		



		Renewal Period:

		



		Services Notice Period:

		Insert notice period required to terminate post Initial Services Term







THE SERVICES

The following Service Annexes are appended to and form part of this Order:

		Service Annex

		Select

		Service Specification(s)



		Annex 1: Data Centre Services

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 2: Managed Services

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 3: Not Used

		

		



		Annex 4: Product Supply

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 5: Telecommunications

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 6: Managed Print

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 7: Public Cloud

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 8: Product Rentals

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 9: ServiceNow

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 10: VCaaS

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 11: Transition Services

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 12: Exit Assistance

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]



		Annex 13: Not Used

		

		



		Annex 14: DVaaS

		Y/N

		[Note: If Yes selected list all inc Service Descriptions]





[bookmark: _Toc433272165][bookmark: _Ref510794026][bookmark: _Ref278982042]CHARGES

Drafting Note: 

(i) The Charges Tables contained in this Section are for guidance only – please modify the table formats as necessary to accommodate required Services / charging mechanisms

(ii) All Charges detailed must clearly identify which Service Specification or Service Annex they relate to under this Order

(iii) Delete any sections which aren’t required for this Order

Charges Overview 

The Charges applicable to this Order comprise:

· Set Up Charges

· Fixed Charges 

· Product Rental Charges

· Usage Based Charges

· DVaaS Equipment and Charges

· Additional Ad-hoc Charges.

· Exit Charges

All Charges set out in this Section are exclusive of Value Added Tax, which shall be added at the appropriate rate at time of invoice. References to “Due Date for Payment” in this Section shall mean the date on which SCC shall raise an invoice for the Services to the Customer.

Set Up Charges

The Set Up Charges relate to the planning and implementation of all the pre-Service Commencement Date activities to be undertaken by SCC as specified in the Transition Services Service Annex, the provision of which will be subject to the following Charges:  

		Transition Services

		Due Date for Payment

		Charge



		First Instalment

		Order Effective Date

		£ 



		Second Instalment

		Service Commencement Date

		£ 



		

		Set Up Charge Total

		£ 





Fixed Charges

Subject to Clauses 15.5 and 15.6, the Fixed Charges for the provision of the post-Service Commencement Date activities to be undertaken by SCC as specified in the Service Annex(es), relate to Charges which are:

· Fixed for the Initial Services Term of the Order; and

· Are invoiced at set frequencies throughout the term of the Order

		Service Specification

		Due Date for Payment

		Annual Charge



		

		

		



		

		

		



		

		

		



		

		Annual Fixed Charge Total

		£ 





Product Rental Charges

Drafting Note: All proposed Product Rental lists must be submitted to and approved by SCC finance prior to submission to a Customer. 

The Products and associated Rental Charges are provided pursuant to the terms of Annex 8 of this Order Form. 

		Term (months):

		[36, 48, 60 ]



		Invoicing Frequency: 

		[Monthly/Quarterly/Annually in Advance/Arrears]



		Date of first Payment:

		5th day of the first month following the Commencement Date



		Total Rental amount (exclusive of VAT):

		 







		Model / Product Code 

		Description

		Qty

		Location

		Unit Rental Charge



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





Usage Based Charges

The Usage Based Charges for the provision of the post-Service Commencement Date activities to be undertaken by SCC as specified in the Service Annex(es), relate to Charges which are:

· Based on the level of Customer usage; and/or

· Subject to variation throughout the term of the Order; and/or

· Are not invoiced at set frequencies

		Service Specification

		Charge Description/ Type

		Due Date for Payment

		Unit Charge



		

		

		

		



		

		

		

		







Day Rates:



		Job Title

		Description

		Due Date for Payment

		Day Rate/ Unit Charge



		

		

		

		



		

		

		

		







Per Diem Rates:



Drafting Note: Insert the expenses policy and pricing which applies to the above day rate work

DVaaS Equipment and Charges

		Make

		Model

		Service Type

		Service Level

		Service Period (months) 

		DVaaS Charges



		

		

		DVaaS Full / DVaaS Lite

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		







[bookmark: _Ref510792964]Additional Ad-hoc Charges

The following one-off activities are considered to be Additional Ad-hoc Charges and may be subject to the mechanism;

changes to the Services, including provision of any services not specifically referenced in a Service Annex, and introduction of new services

changes to the Service Specification

changes to the Service Levels

additional costs incurred by SCC for undertaking activities referenced in the Service exclusions or SLA exceptions.

The Additional Ad-hoc Charges will be agreed between both parties prior to commencement of the activities, in accordance with the Quotation Request Process detailed in Section 5.5(c) below.

The Quotation Request Process has been designed for simplicity and provides both SCC and Customer with an audit trail. The process contains 4 stages:

Customer generates a Quotation Request and emails to SCC Quotation Team (SCC_Quote_Request@scc.com). SCC acknowledge by return email.

The SCC Quotation team promptly produces a Quotation (consulting with internal teams and rate cards), which is returned to Customer

Customer either approves or rejects the Quotation.

If approved the Customer will confirm such in writing to SCC and provide a Purchase Order. Following receipt and acceptance of the Purchase Order by SCC, the SCC Service Desk will immediately engage to action the request, providing regular updates to Customer until the request is closed and invoiced

SCC shall invoice the Customer in full on completion of the activities, except when the duration of the activity is in excess of 2 months whereupon SCC will invoice the Customer pro-rata monthly in arrears.

Exit Charges

The Exit Charges relate to the activities to be undertaken by SCC as specified in the Exit Assistance Services Service Annex, the provision of which will be subject to the following Charges:  

		Exit Assistance  Services

		Due Date for Payment

		Charge



		First Instalment

		

		£ 



		Second Instalment

		

		£ 



		

		Exit Charge Total

		£ 





For avoidance of doubt the Exit Charges detailed above do not include any early termination charges/ penalties which may be referenced in the Service Annex(es))

[bookmark: _Toc433272167]SPECIAL TERMS

The following Special Terms apply to this Order:

Drafting Note: All proposed Special Terms to an Order must be reviewed and approved by the SCC Legal Dept, prior to incorporation into an Order.  



DATA SECURITY/ PERSONAL DATA PROCESSING INSTRUCTIONS

The following Data Security/ Personal Data Processing Instructions will apply to this Order:



[bookmark: _Toc433272168]CONTACT INFORMATON

Key Contacts:

		

		SCC

		Customer



		Name

		

		



		Role

		

		



		Telephone

		

		



		Email

		

		





Resolver Groups:

		Company/ Group Name

		Area of Responsibility

		Contact Name

		Contact Email Address

		Contact Phone Number



		

		

		

		

		



		

		

		

		

		





[bookmark: _Toc433272169]SIGNATURE

		Signed for and on behalf of SCC by:

		Signed for and on behalf of Customer by:



		

Name:…………………………………

		

Name:…………………………………



		

Signature: …………………………………

		

Signature: …………………………………



		

Position: …………………………………

		

Position: …………………………………



		

Date: 	…………………………………

		

Date: 	…………………………………
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Craig Warwick
File Attachment
2. MSFA Order Form Template.docx
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<Customer>

Statement of Work for

<Title>

<Date>
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 ISO Document Control

		Revision 

		Purpose 

		Changes

		Approver

		Date



		0.1 

		Initial version

		N/A

		N/A

		<Date>

		0.2 

		Peer review

		

		

		<Date>



		1.0

		Customer review

		

		

		<Date>

		1.1

		Post review update

		

		

		



		2.0

		Published final

		

		

		<Date>

		Document Reference:

		SCC-<Customer>-<Title>-SoW-v0.1



		OPP/GP Reference:

		



		Document Author

		

		Status:

		Final





		Document Team



		Name

		Job Title

		Telephone

		Email

		Role



		

		Solution Architect 

		

		@scc.com

		Author



		

		Service Lead

		

		@scc.com

		



		

		Sales Lead		

		@scc.com		







		Supporting Documents



		Document Reference

		Description



		

		







		Customer Details



		Name

		Title

		Telephone

		Email



		

		

		

		



		

		

		

		



		

		

		

		







[bookmark: _Toc33005531]Contract Terms

This Statement of Work (“SoW”), is entered into by Specialist Computer Centres Plc, a company incorporated in England and Wales (registered no. 01428210) whose registered office is at James House, Warwick Road, Birmingham, B11 2LE (“SCC”); and <Customer>, a company incorporated in England and Wales (registered no. XXXX) whose registered office is at XXXX (“ <Customer> ”) on <Date> and is subject to the terms and conditions of the Multi-Service Framework Agreement dated XXXX between the Parties (“the Agreement”)

[bookmark: _Toc33005532]Definitions

		Customer Provided Equipment

		Any equipment, systems, or facilities provided by <Customer> and used directly or indirectly in the supply of the Services as set out in this Statement of Works.



		Customer Materials

		All Documents, information and materials provided by <Customer> relating to the Services, including computer programs, data, reports and specifications.



		Deliverables

		All Documents, products and materials developed by SCC or its agents, sub-contractors, consultants and employees in relation to the Services in any form, including computer programs, data, reports and specifications (including drafts)



		Documents

		Any document in writing and any drawing, map, plan, diagram, design, picture or other image, tape, disk or other device or record embodying information in any form.



		Existing Services

		Any Services delivered by SCC, which are provided subject to the terms of the Agreement before the implementation of this Statement of Works



		Fit for Purpose

		Has the meaning set out in Clause 2.1 in the Service Specific Terms



		New Services

		Any new ongoing Services created as a result of the delivery of this Statement of Works.



		Project Milestones

		The date by which certain tasks and activities are estimated to be completed, as set out in the relevant Project Plan. 



		Project Plan

		The project plan describing tasks and activities to be performed by the parties and setting out the estimated timetable and Project Milestones, as set out in the Statement of Works.



		SCC Equipment

		Any equipment, systems, or facilities provided by SCC and used directly or indirectly in the supply of the Services as set out in a Statement of Work. 



		SCC Materials

		All Documents, information and materials provided by SCC relating to the Services which existed prior to the commencement date, including computer programs, data, reports and specifications and such materials specified in the Statement of Works;



		Services

		The Services described in this SoW.





[bookmark: _Toc33005533]Interpretation

The terms and conditions detailed within this SoW shall apply in addition to the terms of the Agreement. In the event of any conflict or contradiction between the terms of this SoW and the terms of the Agreement, then the terms of this SoW shall take precedence in respect of the Services only, and the equivalent subject matter contained in the terms of the Agreement shall not apply.

The Services detailed herein are intended to be delivered as standalone work, consequently, the terms of this SoW shall not apply retrospectively or in future to or modify or impact the provision of any Existing Services provided by SCC under the terms of the Agreement unless otherwise explicitly stated in the SoW; and any changes to the Existing Services or creation of New Services that may be required as a result of the delivery of the Services shall be addressed separately via the Agreement Change Control Procedure. For avoidance of doubt where the delivery of the Services clearly has an impact on the Existing Services or creation of New Services, any failure to agree such Change Control in a timely manner shall not exempt the Customer from the liability to pay SCC any additional Charges resulting from such changes. 




[bookmark: _Toc33005534][bookmark: _Toc536802105]Solution Overview

Enter background and solution overview here

[bookmark: _Toc536802108][bookmark: _Toc862863][bookmark: _Toc20224191][bookmark: _Toc33005535]Key Requirements 

Functional Requirements

SCC has identified the following functional requirements during our initial engagement with <Customer>:

		No

		Requirement

		MoSCoW



		FR1 

		

		Select

		FR2 

		

		Select

		FR3 

		

		Select

		FR4 

		

		Select

		FR5 

		

		Select



[bookmark: _Toc536802109][bookmark: _Toc862864][bookmark: _Toc20224192]Non-functional Requirements

SCC has identified the following non-functional requirements during our initial engagement with <Customer>:

		No

		Requirement

		MoSCoW



		NFR1 

		

		Select

		NFR2 

		

		Select

		NFR3 

		

		Select

		NFR4 

		

		Select

		NFR5 

		

		Select



[bookmark: _Toc33005536]Proposed Solution



[bookmark: _Toc33005537]Document Review Process

All document deliverables submitted to <Customer> will be managed and provided in accordance with the following review process:

SCC will notify <Customer> of pending and upcoming document reviews

Whilst SCC shall be wholly responsible for the format, development, content and submittal of the document, it is understood that the document will be generated through a joint collaboration between SCC and <Customer> and will include any workshops outlined in section 4 of this document

SCC’s quality assurance process will include a peer review of the document by a resource external to the project or workstream. The process for this is as follows.

· Document will be created by the aligned SCC resource

· SCC will complete a peer review of the document and provide comments

· Document will be updated by the aligned SCC resource

· SCC Project Manager will review the document and provide comments

· Document will be updated by SCC resource

SCC then will submit version 1.0 to <Customer> for review.

· Where there are multiple documents for each stage (e.g. multiple detailed designs) SCC will submit these together to expedite review by <Customer>

· <Customer> representatives will review documents submitted by SCC and provide consolidated feedback as version 1.1 within five working days of receipt.

SCC aligned resource will address the review comments and update the document to version 1.2

SCC will conduct a workshop to complete a final review with <Customer> representatives and finalise the document as version 2.0

SCC will provide the final version 2.0 to <Customer> in PDF format



[bookmark: _Toc33005538]Project Management Approach

[bookmark: _Toc536802117][bookmark: _Toc536802122][bookmark: _Toc536805141]For Statements of Work that have been quoted for project management, we have developed our approach from the PRINCE2 framework to emphasise the use of stages to deliver the work in a controlled manner. SCC categorises projects into five scales for governance purposes and applies different skilled resources to manage work. The scale of a project is reviewed prior to initiation and will be classified based on complexity, risk, value, duration, and governance requirements.

[bookmark: _Toc20224195][bookmark: _Toc33005539]Governance Breakdown

This statement of work has been identified as a scale X project

		Project Scale

		1

		2

		3

		4

		5



		

		Small Works

		Light

		Medium

		Full

		Expert



		S1: Initiation



		Project Definition Workshop

		Email

		Call

		Face to face

		Face-to-face

		Face-to-face



		High-level plan 

		

		

		

		

		



		Detailed Planning

		

		

		

		

		



		Project Log

		Optional

		

		

		

		



		Risk workshop

		

		SoW review 

		PDW

		Workshop

		Workshop



		Project Initiation Document (PID)

		SoW Only

		Summary 

		Mini-PID

		Full-PID

		Full-PID



		S2: Delivery and Sub-stages



		Updated project plan issued weekly

		

		

		

		

		



		Project Highlight Report (PHLR)

		Small Works Tracker

		PHLR

		PHLR

		PHLR

		PHLR and Checkpoint 



		Weekly Project Meeting

		

		Call

		Call or face to face 

		Face-to-face

		Face-to-face for each
workstream



		S3: Closure



		Lessons Learnt

		

		Basic

		Detailed

		Detailed

		Detailed



		Closure sign-off

		Mandatory

		Mandatory

		Mandatory

		Mandatory

		Mandatory



		Closure Report

		No

		Yes - Light

		Yes

		Yes

		Yes





[bookmark: _Toc20224194][bookmark: _Toc33005540]Resource Mobilisation Lead Times

Indicative mobilisation lead times are provided in the table below based on project scale. Lead times start when we have received a signed Statement of Work and Purchase Order (PO), and end when we have scheduled a Project Definition Workshop (PDW) or kick-off meeting with you. Where the lead time is likely to be longer, your account manager will keep you informed of the likely start date for the work. 

		Project Scale

		1

		2

		3

		4

		5



		

		Small Works

		Light

		Medium

		Full

		Expert



		Resource Mobilisation



		Suggested lead times

		1-2 weeks

		2-3 weeks

		2-4 weeks

		 2-4 weeks

		2-6 weeks







[bookmark: _Ref29213843][bookmark: _Toc33005541]Project Deliverables

This section describes the scope against which this SoW has been written. It describes the elements that are considered in scope for SCC and which are out of scope. SCC will approach the delivery of this project following a staged method, working closely with <Customer> at all stages. 

SCC will approach the delivery of this project following a staged methodology, working closely with <Customer> at all stages as outlined in Figure 1 Estimated Project Gantt chart and described below.

[image: ]

[bookmark: _Ref27647964]Figure 1 Estimated Project Gantt chart[footnoteRef:2] [2:  Gannt is provided as a guild only and will be updated during project initiation] 


[bookmark: _Toc33005542]Stage 1 – Initiation

		Outcomes



		SCC and <Customer> have a clear plan, and an understanding of the resource profiles and timescales needed to complete the work, the correct level of governance is in place to deliver the work including defined roles and responsibilities, escalation, communications, operational change and security procedures are known, and any tolerances are agreed prior to undertaking the work.



		Ref

		Prerequisites



		S1-P1 

		Completion of SCC acceptance into project activities and authority to proceed granted from SCC’s PMO



		S1-P2 

		This Statement of Work (SoW) is approved and signed by <Customer> and SCC.



		S1-P3 

		A Purchase Order (PO) matching the value of the charges in this SoW are issued by <Customer> and received by SCC



		Ref

		SCC Activities



		S1-A1 

		Hold a Project kick off meeting or Project Definition Workshop as per the agreed management approach



		S1-A2 

		Produce a Project initiation document (unless agreed that this document can be used in its place)



		S1-A3 

		Create and outline plan or agree indicative timescales



		Ref

		SCC Deliverables

		Acceptance Criteria



		S1-D1 

		Project Initiation Document (PID)

		SCC and <Customer> have setup a project board and agreed the approach laid out in the PID



		S1-D2 

		Project Log or Small Works Tracker

		SCC and <Customer> have baselined the Project Log



		S1-D3 

		Project Highlight Report (PHLR)

		SCC and <Customer> have baselined the PHLR



		S1-D4 

		High Level Plan

		SCC and <Customer> have baselined the high level plan



		S1-D5 

		Project Definition Workshop (PDW)

		SCC and <Customer> have completed the PDW



		S1-D6 

		Detailed Planning

		SCC and <Customer> have baselined the detailed plan



		S1-D7 

		Risk workshop

		SCC and <Customer> have completed the initial risk workshop and the risks have been updated in the project RAID





[bookmark: _Toc33005543]Stage 2 – Discovery and Design

SCC will initially gather an understanding of the current environment and conduct a technical kick-off workshop with key <Customer> staff to gather, document and confirm the requirements of the project. SCC will design the new infrastructure, ensuring that each requirement identified by <Customer> had been addressed in the design documentation. SCC will hold a design workshop to cover key decisions in the design and explain how the solution will work together with existing <Customer> systems.

		Outcomes



		SCC has delivered detailed design documentation aligned to the objectives set out in this Statement of Work



		Ref

		Prerequisites



		S2-P1 

		Completion of the project/programme initiation stage



		S2-P2 

		Alignment of technical resources



		Ref

		SCC Activities



		S2-A1 

		Creation of design documentation for X



		S2-A2 

		Completion of discovery activities



		Ref

		SCC Deliverables

		Acceptance Criteria



		S2-D1 

		Conduct technical kick-off to gather functional and non-functional requirements, dependencies and possible designs

		Kick off meeting completed



		S2-D2 

		Review existing documentation and systems (if available)

		Documentation provided by <Customer> and review complete



		S2-D3 

		Document requirements and dependencies

		Documentation complete



		S2-D4 

		High level design for X

		<Customer> approval of design



		S2-D5 

		Low level design for X 

		<Customer> approval of design



		S2-D6 

		Unit test plan for X

		<Customer> approval of test plan



		S2-D7 

		Present high-level design to <Customer>

		Presentation complete



		S2-D8 

		Presentation of detailed design to <Customer>

		Presentation complete





[bookmark: _Toc33005544]Stage 3 – Build, Test and Pilot

On acceptance of the design by <Customer>, SCC will commence building the solution, by working closing with <Customer> staff and following the agreed implementation plans. 

High-Level implementation tasks

During these implementation tasks SCC will perform system tests, according to the documented test plan, to ensure the solution performs as expected. Should the test fail, SCC will identify the cause of the problem and work with <Customer> to rectify it.

Working closely with <Customer> internal support staff, SCC will then perform the pilot migrations, the pilot migration will consist of:

High-Level pilot migration tasks

SCC recommend that the pilot deployments match, as closely as possible, any production deployments, both in the selected sites, endpoints, operating systems and processes. This will assist in identifying as many issues as possible in a production migration before it commences. SCC will support the pilot solution infrastructure during the deployments, working with <Customer> to resolve any problems.

		Outcomes



		SCC and <Customer> have built the solution and tested it to the agreed test specifications. SCC and <Customer> have agreed an approach to migrating to the new solution with clearly defined migration waves, communications plan, processes, configuration activities, integration activities and agreed roles and responsibilities including any rollback, risk mitigation and remediation processes



		Ref

		Prerequisites



		S3-P1 

		Discovery and design documents baselined and signed-off



		S3-P2 

		Access and connectivity provided to the infrastructure including provision of system accounts and permissions



		S3-P3 

		Completion of previous stage and authority to proceed from the Project Board.



		Ref

		SCC Activities



		S3-A1 

		Build the systems to the signed-off design specification 



		S3-A2 

		Test the systems to the agreed test approach



		S3-A3 

		Provide technical input to any change requests (<Customer> to complete change request and manage change process)



		S3-A4 

		Conduct a pilot migration to the agreed migration approach



		S3-A5 

		Handover the pilot to  <Customer> to conduct testing including any User Acceptance Testing



		Ref

		SCC Deliverables

		Acceptance Criteria



		S3-D1 

		Build documentation

		Build documentation complete and signed off by <Customer>



		S3-D2 

		Build solution in accordance with the approved low-level design

		Build complete and signed off by <Customer>



		S3-D3 

		Test report

		Tests complete and signed off by <Customer>



		S3-D4 

		Handover document

		Handover documents complete and signed off by operations



		S3-D5 

		PoC approach document

		PoC approach document complete and signed off by <Customer>



		S3-D6 

		Pilot approach document

		Pilot complete and signed off by <Customer>



		S3-D7 

		Migration approach plan and document

		Migration plan and approach signed off by <Customer>  



		S3-D8 

		Define and conduct a PoC

		PoC complete



		S3-D9 

		Define and conduct a pilot

		Pilot complete





[bookmark: _Toc33005545]Stage 4 – Acceptance into Service

SCC will update the detailed designs to reflect any changes to the solution made during the build, test and pilot phase of the project. 

SCC will create a common operational procedures document specifically for the <Customer> solution. The procedures document will include x no of common administrative tasks including:

Changing delegated administration

Backup and recovery tasks

Daily, weekly, monthly and yearly checks and monitoring

Reporting

During the AIS phase SCC will again work very closely with <Customer> by leading a handover workshop covering the following topics:

Delegated administration

Change management procedures

Overview of additional features not deployed

Backup and recovery 

Daily checks and monitoring

Other Handover topics

SCC will support the solution for x days post the final migration, working with <Customer> to resolve any problems.

		Outcomes



		The newly built environment has been fully documented and handed over to the receiving parties.



		Ref

		Prerequisites



		S4-P1 

		Build and Test acceptance and sign-off



		S4-P2 

		Completion of previous stage and authority to proceed from the Project Board.



		Ref

		SCC Activities



		S4-A1 

		Handover the systems to operations to conduct operational acceptance testing



		S4-A2 

		Remove any legacy monitoring and management agents (if required)



		S4-A3 

		Complete any agreed service integration activities



		S4-A4 

		Install any monitoring and management agents to the design specification if required



		S4-A5 

		Test that monitoring, and management agents are functioning correctly for each migration following the agreed test approach



		S4-A6 

		Test that any backup and restoration services are working correctly following the agreed test approach



		S4-A7 

		Complete any agreed operational training and handover activities to the operations team



		S4-A8 

		Support any agreed operational acceptance testing or service validation testing activities



		S4-A9 

		Document common operational procedures for the solution



		S4-A10 

		Update detailed design to reflect as-built environment



		S4-A11 

		Perform handover and support the environment (capped at X days)



		Ref

		SCC Deliverables

		Acceptance Criteria



		S4-D1 

		Handover Documentation

		Operations have reviewed and signed-off any handover documentation as acceptable



		S4-D2 

		Operational Acceptance Test Report

		Operations have completed any testing activities and agreed that OAT is complete



		S4-D3 

		Service Validation Test Report

		Operations have completed any service testing activities and agreed that SVT is complete





[bookmark: _Toc33005546]Stage 5 – Migration

SCC will support <Customer> in the production deployment, following the refined processes from the pilot phase. The deployment will consist of:

	High-Level production migration tasks

		Outcomes



		SCC and <Customer> migrate to the new solution following the agreed plan.  



		Ref

		Prerequisites



		S5-P1 

		Build and Test acceptance and sign-off



		S5-P2 

		Agree migration approach sign-off



		S5-P3 

		Completion of previous stage and authority to proceed from the Project Board.



		Ref

		SCC Activities



		S5-A1 

		Migrate the infrastructure using the agreed process and approach



		S5-A2 

		Perform any reconfiguration or build activities that have been specified in the migration approach.



		S5-A3 

		Handover the migrated infrastructure to the operations team



		Ref

		SCC Deliverables

		Acceptance Criteria



		S5-D1 

		Migration report

		Migration complete and report signed-off by <Customer>



		S5-D2 

		Migration test report

		Migration tests complete and report signed-off by <Customer>



		S5-D3 

		Migration handover document

		Migration documentation complete and signed-off by <Customer>





[bookmark: _Toc33005547]Stage 6 – Closure

		Outcomes



		SCC and <Customer> have agreed to formally close the project



		Ref

		Prerequisites



		S6-P1 

		All preceding stages have been completed.



		S6-P2 

		



		Ref

		SCC Activities



		S6-A1 

		Confirm that all project deliverables have been completed and signed-off



		S6-A2 

		Handover any residual risks from the project team to operations for ongoing management



		S6-A3 

		Hold a “lessons learned” and closure meeting with all key stakeholders from the project



		S6-A4 

		Complete financial closure activities



		S6-A5 

		Produce a project closure report with key lessons learnt identified



		S6-A6 

		Hold a formal closure meeting with the Project Board



		S6-A7 

		Handover final project log



		Ref

		SCC Deliverables

		Acceptance Criteria



		S6-D1 

		Lessons Learnt Report

		Lessons trapped and signed off by <Customer>



		S6-D2 

		Finalised Project log

		Project Log signed off and handed over to <Customer>



		S6-D3 

		Project Closure Report

		Project Closure Report signed off by <Customer>



		S6-D4 

		Closure sign-off

		All closure artefacts are approved by <Customer> and the project can be formally closed





[bookmark: _Toc536802119][bookmark: _Toc33005548]Out of Scope

The following items are out of scope of this Statement of Work:

		Ref

		Out of Scope Item



		Stage 1 - Initiation



		OS01 

		Management of <Customer> resources including any third parties that may be required to complete this work



		OS02 

		Management of <Customer> change process including any operational, access, health and safety or security related changes that may be required to complete this work



		Stage 2 – Discovery and Design



		OS03 

		Review/document/design or implement any component not included in the solution



		OS04 

		



		Stage 3 – Build, Test and Pilot



		OS05 

		Provision of any software licenses unless otherwise specified



		OS06 

		Purchase and implementation of any public certificates and licenses unless otherwise specified



		OS07 

		Provision of any physical infrastructure unless otherwise specified



		Stage 4 – Migration



		OS08 

		



		OS09 

		



		Stage 5 - Acceptance into Service



		OS010 

		Formal training unless otherwise specified



		OS011 

		Provision of resource to provide early life support unless otherwise specified



		OS012 

		Management of any testing that may be required to complete this work.



		Stage 6 - Closure



		OS013 

		



		OS014 

		







[bookmark: _Toc33005549]Initial RAID

The following risks, assumptions, issues and dependencies inclusive of <Customer> responsibilities have been identified for this Statement of Work:

[bookmark: _Toc33005550]Risks

The following table includes risks that need to be highlighted and discussed during initiation

		Ref

		Risk

		Mitigation

		Owner



		General



		R1 

		

		

		



		Stage 1 - Initiation



		R2 

		

		

		



		Stage 2 – Discovery and Design



		R3 

		

		

		



		Stage 3 – Build, Test and Pilot



		R4 

		

		

		



		Stage 4 - Acceptance into Service



		R5 

		

		

		



		Stage 5 – Migration



		R6 

		

		

		



		Stage 6 - Closure



		R7 

		

		

		





[bookmark: _Toc33005551]Assumptions

The following table lists the assumptions SCC have made for this Statement of Work 

		Ref

		Assumption



		Stage 1 - Initiation



		A1 

		Key business and technical stakeholders will be made available as required throughout the project by <Customer>



		Stage 2 – Discovery and Design



		A2 

		Elements of this work may be undertaken off-site by SCC staff



		A3 

		Costs associated with any delays created by third party suppliers engaged by <Customer> will be at <Customer>’s expense



		A4 

		Information provided by <Customer> is up to date, accurate and complete



		Stage 3 – Build, Test and Pilot



		A5 

		SCC will be granted required logical and physical access to systems as required



		A6 

		<Customer>will perform their tasks within the timeframes specified in the project schedule



		A7 

		Unless specified within this document or via a separate agreement or engagement, SCC are not responsible for ensuring that <Customer> are correctly licensed and compliant with licence terms and conditions which may place limitations on the usage, deployment and portability of product licences. <Customer> must therefore satisfy themselves that they are compliant with the terms and conditions of licence agreements and subscriptions for software required to deliver this statement of work.



		Stage 4 – Acceptance into Service



		A8 

		



		Stage 5 – Migration



		A9 

		



		Stage 6 - Closure



		A10 

		SCC will link its partner ID to any <Customer> Azure accounts





[bookmark: _Toc33005552]Issues

The following table includes risks that need to be highlighted and discussed during initiation

		 Ref

		Issue



		Stage 1 - Initiation



		I1 

		



		Stage 2 – Discovery and Design



		I2 

		



		Stage 3 – Build, Test and Pilot



		I3 

		



		Stage 4 – Acceptance into Service



		I4 

		



		Stage 5 – Migration



		I5 

		



		Stage 6 - Closure



		I6 

		





[bookmark: _Toc33005553]Dependencies

The following table lists dependencies and <Customer> responsibilities that have been identified to deliver this Statement of Work

		Ref

		Dependencies



		Stage 1 - Initiation



		D1 

		<Customer> will provide a Project Executive and a Senior User to join the Project board



		Stage 2 – Discovery and Design



		D2 

		



		Stage 3 – Build, Test and Pilot



		D3 

		<Customer>  will supply identified project resources to assist with the testing and pilot in a timely fashion  



		Stage 4 - Acceptance into Service



		D4 

		The operations team will supply resource to the project to complete service integration activities



		Stage 5 – Migration



		D5 

		<Customer>  will supply identified project resources to assist with the migration in a timely fashion  



		D6 

		<Customer>  will supply identified project resources to test that the migrations have been successful following any agreed testing and confirm to SCC if there is an issue that requires roll back or remediation



		D7 

		<Customer>  will manage any operational change required to complete migration activities



		Stage 6 - Closure



		D8 

		<Customer> will provide project resources to attend the lessons learned and closure meeting







[bookmark: _Toc33005554]Charges

[bookmark: _Toc33005555]Professional Services – Fixed Price

This section details the Charges for delivering the Work Items defined in this Statement of Work based on a fixed price per deliverable engagement. The Charges are inclusive of reasonable travel and subsistence expenses exclusive of travel and subsistence expenses.

		Milestone

		Milestone Description

		Charge



		MS01 

		Initiation

		



		MS02 

		Discovery and Design

		



		MS03 

		Build. Test and Pilot 

		



		MS04 

		Acceptance into Service

		



		MS05 

		Migration

		



		MS06 

		Closure

		



		Total

		£   0.00





Charging Frequency

Unless otherwise stated, all Charges exclude VAT. All Charges are subject to the payment terms and Service Specific Terms specified in this Statement of Works. Fixed Price Charges will be invoiced on next Business Day following the agreed completion date for each milestone (as detailed in the table above) until the work is complete. Milestone completion dates will be agreed during project initiation.

[bookmark: _Toc33005556]Professional Services – T&M

The following section details the Charges associated with this Statement of Work. All Charges are based on a time and materials engagement and as such is provided as an estimate for budgetary purposes. The Charges are inclusive of reasonable travel and subsistence expenses exclusive of travel and subsistence expenses.

		Stage/Deliverable

		Task Description

		Days

		Charge



		Stage 1 - Initiation

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		Total

		£   0.00





Breakdown by Resource

The estimate above is broken down into the following resource days and rates:

		Role

		Days

		Rate



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		





Charging Frequency

Unless otherwise stated, all Charges exclude VAT. All Charges are subject to the payment terms and Service Specific Terms specified in this Statement of Works. Time and Materials charges will be invoiced monthly on the last working day of each calendar month, for the time and materials used to deliver the work within that calendar month until the work is completed

[bookmark: _Toc33005557]Software

		Product Detail

		SKU/Serial

		Unit Price

		Qty

		Charge



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		Total

		£   0.00





It is expected that the delivery time for the software above will be X weeks from the point of order.

[bookmark: _Toc33005558]Hardware

		Product Detail

		SKU/Serial

		Unit Price

		Qty

		Charge



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		Total

		£   0.00





It is expected that the delivery time for the hardware above will be X weeks from the point of order.
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<Customer> shall pay each invoice submitted to it by SCC, in full and in cleared funds, within thirty (30) calendar days of the date of the invoice, to a bank account nominated in writing by SCC.



[bookmark: _Toc33005560]Service Specific Terms

1. Customer Obligations

1.1. In addition to its obligations under the Agreement, <Customer> shall provide, in advance of the planned activities, such Customer Materials, data, information and Customer Provided Equipment that and conforms to specification and standards SCC may reasonably require in order to provide the Services set out in this Statement of Works. 

1.2. <Customer> will provide access to <Customer> staff who are familiar with the Customer Materials, data, information and Customer Provided Equipment; and ensure that all Customer Materials, data, information and Customer Provided Equipment is in good working order and/or suitable for the purposes for which it is to be used in relation to the Services SCC may reasonably require in order to provide the Services set out in the Statement of Works. 

2. Existing Infrastructure

2.1. SCC provides the Services on the basis that the <Customer>'s existing infrastructure, hardware, software, processes, policies and any other <Customer> provided elements which are integral to the successful provision of the Services (the "Customer Infrastructure”) does not prevent SCC providing the Services or meeting the agreed Service Levels and requirements stated in the SoW (“Fit for Purpose”).

2.2. <Customer> acknowledges and accepts that SCC shall not be liable for any failure to provide the Services or meet the Service Levels and requirements stated in the SoW to the extent that such failure is due to the fact that the Customer Infrastructure does not meet the requirements of clause 2.1, provided always that SCC continues to use reasonable endeavours to meet the Service Levels notwithstanding any such issues.

2.3. Any work required to remedy a ‘Fit for Purpose’ issue shall be considered a project and will be subject to a separate SoW. The Charges identified to resolve ‘Fit for Purpose’ issues shall be identified by SCC to <Customer> at the time of requirement and shall be paid by <Customer> in accordance with the timescales agreed between the parties. 

2.4. <Customer> acknowledges that if it either refuses to proceed or does not fully implement SCC’s recommendations regarding the work required to remedy a ‘Fit for Purpose’ issue, then such action will greatly increase SCC’s costs of delivering the Services detailed herein. Consequently, SCC shall (subject to providing reasonable evidence of its increased costs) have the right to increase its Charges by a commensurate amount to cover such additional costs.

3. Charges

3.1. The Charges payable for the Services may be based on a fixed cost; or calculated in accordance with the day rates set out in this SoW. 

3.2. The day rate for each SCC employee is calculated based on a SCC employee working a seven and half-hour day between the hours of 9.00 am and 5.30 pm on a business day GMT unless otherwise specified.

3.3. SCC shall be entitled to charge an overtime rate of up to 200% of the relevant day rate on a pro-rata basis for each part day or for any time worked by a SCC employee outside the hours referred to in clause 3.2 above.

3.4. The Charges may exclude the cost of hotel, subsistence, travelling and any other ancillary expenses reasonably incurred by a SCC employee; and any materials and Services reasonably and properly provided by third parties and required by SCC for the supply of the Services to <Customer>, which SCC shall invoice <Customer> for in accordance with clause 3.6 below.  In terms of expenses, the parties may agree a per diem rate, which shall be specified in the SoW and cover the expenses.  Except for the per diem rate, all expenses, materials and third-party Services shall be invoiced by SCC at cost plus an administration charge of 5%.

3.5. SCC shall ensure that every employee completes a timesheet, recording time spent providing the Services; and use such time sheets to calculate the Charges for each monthly invoice.

3.6. Unless otherwise agreed in the SoW, SCC shall invoice <Customer> monthly in arrears for its Charges and expenses incurred and materials (together with VAT where appropriate) for the month concerned.  Each invoice shall set out the time spent by each Consultant; and provide a detailed breakdown of any such expenses and materials, accompanied by the relevant receipts; and SCC may charge for travel time incurred by an SCC employee travelling to <Customer>’s location in accordance with the relevant day rate.

3.7. The Charges are strictly based on any caveats, assumptions, exclusions and dependencies set out in the SoW (“Pricing Factors”) and <Customer> meeting its obligations (“Customer Responsibilities”) in a timely manner. If any of the pricing factors are incorrect or the Customer Responsibilities are not met at all, in part or in a timely manner SCC reserves the right to adjust the Charges to account for such pricing factor inaccuracies or delayed Customer Responsibilities and to delay the provision of the Services.

3.8. In the event that the work set out in the SoW, once authorised by <Customer>, is either delayed, suspended or ceased (“Transfer Interruption”) by more than thirty (30) days (measured from the date that SCC notifies <Customer> that a transfer interruption (that is not directly due to the actions of SCC)  has happened or is likely, SCC may invoice <Customer> for the Charges and expenses accrued to date provided that the invoice shall not exceed the value of the purchase order for the Services.

4. Cancellation

4.1. Where SCC is due to perform service activities at the times identified in the Project Plan (“planned activities”) but such planned activities are not carried out due to a notice of cancellation from the <Customer>, then SCC reserves the right to apply the following cancellation Charges:

a. Notification given within  five (5) working days of the Planned Activity date will incur 100% of the Charges applicable to the planned activity 

b. Notification given five (5) working days from planned activity date will incur no cancellation charge.

4.2. The cancellation Charges stated above shall become due within thirty (30) days of notification of cancellation by <Customer>.

5. Consequences of termination

5.1. On termination of a SoW for any reason whatsoever, <Customer> shall, within a reasonable time, return all of the SCC Materials and SCC Equipment; and any Deliverables, which have not been paid for in full at the date of termination. If <Customer> fails to do so, SCC may enter <Customer> premises and take possession of the SCC Materials, equipment and Deliverables.  Until they have been returned or repossessed, <Customer> shall be solely responsible for their safe keeping. SCC shall, within a reasonable time, return all <Customer> materials, equipment and data

[bookmark: _Toc33005561]Glossary of Terms

		Acronym / Abbreviation

		Definition 



		AD

		Active Directory



		ATP

		Authority to Proceed



		AWS

		Amazon Web Services 



		DNS

		Domain Name System



		Go-Live / SCD

		A partial, or full, Service Commencement Date



		HLD

		High-level Design document



		IDS / IPS

		Intrusion Detection System / Intrusion Prevention System



		LLD

		Low-level Design document



		LTA / TA

		Lead Technical Architect / Technical Architect



		o365 / O365

		Microsoft’s Office 365 productivity suite



		PDW

		Project Definition Workshop



		PHLR

		Project Highlight Report



		PID

		Project Initiation Document



		PM

		Project Manager



		PO

		Purchase Order



		Project Board

		Board responsible for providing the strategic guidance on a project, authorising change and authority to proceed through project stage gates.



		Project Executive

		Project Board member representing the interests of the business



		Project Log

		Document used to track project activity: actions, risks, issues, etc.



		ROM

		Rough Order of Magnitude



		Senior User

		Project Board member representing the end user’s interest in the project



		Senior Supplier

		Project Board member representing the SCC’s interest in the project



		SLA

		Service Level Agreement



		Small Works Tracker

		Document used to track small-scale project activity: actions, risks, issues, etc.



		SoW

		Statement of Work



		SQL / MSSQL Server

		Structured Query Language / Microsoft’s SQL Server



		TCP / IP

		Transmission Control Protocol / Internet Protocol



		TDB / TDA

		Technical Design Board / Technical Design Authority



		TOM

		Target Operating Model



		WAN / LAN

		Wide Area Network / Local Area Network



		WI

		Work Item





[bookmark: _Toc33005562]Change Control

Both parties recognise that a project’s scope may require changes to the original specification that result in additional effort and/or costs. Whilst there is a defined scope with associated deliverables within this Statement of Works, the Customer or SCC may propose a change to this scope during delivery and both parties must agree to any proposed changes through the formal change process. A CR template has been included below.

		Project No: GPxxxxx



		Change Request No:

		

		Change Request Date:

		



		Client:

		



		Project Name:

		



		Client Approver Name:

		



		SCC Project Manager:

		



		Change Request Details:



		Reason & Requirement:

		



		Impact Analysis:

		



		Recommendation:

		



		Cost (excluding VAT):

		



		Purchase Order No:

		



		Approval:



		Customer Sign Off:

		



		SCC Sign Off:

		



		Position:

		

		Position:

		



		Date:

		

		Date:

		





[bookmark: _Toc33005563]Statement of Work Acceptance

This Statement of Work (SoW) is valid for 30 days from the date of issue unless otherwise stated. SCC reserves the right to correct any typographical, clerical, or other error or omission in the SoW or any other literature/document or information issued by SCC.

This SoW is capable of acceptance by signing where stated below and by issuing of a Purchase Order against this SoW. By signing this SoW you are agreeing to the content referenced within this SoW, including the incorporated Terms and Conditions. Any Purchase Order raised in relation to this SoW will be rejected if it is not accompanied by a signed copy of this SoW.

		Document Reference:

		<Customer> -<Title>-SoW-Choose an item.

		Date:

		<Date>



		



		Signed for and on behalf of SCC

		Signed for and on behalf of <Customer>



		Signature

		

		Signature

		



		Name:

		Sales Lead Name		Name:

		Enter Signatory Name

		Title:

		Sales Lead		Title:

		Title

		Date:

		<Date>

		Date:

		<Date>
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[bookmark: _Toc93408985][bookmark: _Toc93409393][bookmark: _Toc158983177]Notes on Use:



		The following Service descriptions (known as Service Specifications in these terms) are the full list of Services that can be sold under an Order to the Multi-Service Framework Agreement (“MSFA”).



These service descriptions have been specifically drafted for the MSFA, please do not reuse service descriptions from other agreements as the terminology will not fit with the MSFA.



The required descriptions should be added in Part A of the corresponding Service Annex.



At the top left of each Service description table is a reference to which Service Annex it sits under. Under no circumstances should a Service description be added to a different Service Annex to that specified. 



If you require clarification/ advice on any of the content in this document please contact:

Rob Drury or Martin Griffith (UK Services Commercial Dept)    







[bookmark: _Toc93408986][bookmark: _Toc93409394][bookmark: _Toc158983178]Service Annex 1: Data Centre Services



A) [bookmark: _Toc93408987][bookmark: _Toc93409395][bookmark: _Toc158983179]Application Services



		Service Annex 1

		Application Services – [DCSAPPMIDMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93408988][bookmark: _Toc93409396][bookmark: _Toc158983180]Application/ Middleware Management



		OVERVIEW:

SCC will be responsible for the hosting, support and management of Customer Middleware systems and tools identified in this Service Annex.



SCC RESPONSIBILITIES:

· Hosting of Customer Application / Middleware systems as part of the hosted service

· Incident management for the Application / Middleware systems

· Monitoring and Management of Application / Middleware systems, including pre-defined application daemons, defined in the SCC Operational Manual

· Administration of Application / Middleware systems, including;

· User / Privilege access management 

· Product Administration 

· Administration activities as documented and maintained in the  SCC Operational Manual

· Change Management – via the Change Management process

· Backup of Application / Middleware systems at the frequencies defined in this Service Annex.

· Management and coordination of the Application / Middleware system fault resolution activities by the OEM.

· Application / Middleware systems patching, provided by the OEM – minor patch upgrades not major point releases

· Provision of monthly reports on Application / Middleware systems utilization and system health check reports

CUSTOMER RESPONSIBILITIES:, 

· Provision of Application / Middleware systems licences and on-going maintenance contracts to deliver vendor support for the Application / Middleware systems deployed.

· Commercial escalation point for 3rd party OEM/ suppliers 

· Specifying and ordering software development, upgrades or enhancements as required for the Applications/ Middleware.

· Development of new Application / Middleware environments via Change Request process

· Liaising with SCC in fault resolution in relation to Application / Middleware systems and application integration.

· Definition of the Application / Middleware systems Monitoring and Management criteria and thresholds.



EXCLUSIONS:

· Development of new application environments will be agreed via the Change Request process and will be treated as a separate project









		Service Annex 1

		Application Services – [DCSAPPACK]



		Service Specification:

		Table x

		[bookmark: _Toc93408989][bookmark: _Toc93409397][bookmark: _Toc158983181]Application Packaging



		OVERVIEW

SCC will create application packages in msi format for distribution into the Customer desktop environment via the Customer Endpoint Management Tool. The scope of this service includes:

 

SCC RESPONSIBILITIES

· Creation of application packages in msi format

· Application discovery to capture the required licences and configuration details (available at an extra charge in addition to the cost of packaging)

· Documentation of required application licences and configuration details (available at an extra charge in addition to the cost of packaging)

· Providing basic functionality tests for the packaged application

· This Service will be charged for based on use (charge per application packaged and on the understanding that some packages may contain and require more than one application to be packaged) and at the rates laid out in the Charges

 

CUSTOMER RESPONSIBILITIES:

· Provide SCC with Software, media and licences

· To provide SCC with configuration details (if not provided by SCC as a separate chargeable activity)

· Procurement and maintenance of the necessary Software, media and licenses from the OEM.

· Providing desktop machines for testing

· Ensuring the necessary access permissions are in place to allow remote connectivity for testing

 

EXCLUSIONS

· Pricing assumptions are based on no virtualisation

· Any activities associated with software modification or development.









		Service Annex 1

		Application Services – [DCSDBMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93408990][bookmark: _Toc93409398][bookmark: _Toc158983182]Database Management



		OVERVIEW:

SCC will be responsible for the hosting and management of Customer database systems and tools as defined in this Service Annex.



SCC RESPONSIBILITIES:

· Hosting of Customer database systems as part of the hosted service

· Incident management for the database systems

· Monitoring and Management of database systems 

· Administration of database systems, including;

· Schema & table space management

· DB reorganisation, data file management 

· DB Backup management 

· User access management 

· DB optimization and tuning 

· Maintaining DB jobs and scripts in line with agreed Operational parameters

· Change Management – via the Change Management process

· Fault resolution associate to the individual databases within the database instances

· Database systems patching – minor patch upgrades not major point releases

· Managing and reporting DB growth and capacity 

· Monthly health check reports with recommendations

· Monitoring synchronisation of databases with the Disaster Recovery environment

· Monitoring Customer system interfaces to ensure they are operating as expected

· Managing and reporting database growth and capacity which shall be included in the Service Management Report



CUSTOMER RESPONSIBILITIES: 

· Provision of database systems licences and on-going maintenance contracts to deliver vendor support for the database systems deployed.

· Raise all Incidents relating to the database via the Service Desk.

· Development of new database environments via Change Request process

· Liaising with SCC in fault resolution in relation to database and application integration.



EXCLUSIONS:

Project related activities

The development of new database environments via Change Request process 









		Service Annex 1

		Application Services – [DCSINFAPPMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93408991][bookmark: _Toc93409399][bookmark: _Toc158983183]Infrastructure Application Management



		OVERVIEW:



The purpose of Infrastructure Application Management is to provide the service to manage, monitor, support and update the Infrastructure Applications (Non Business functionality applications) defined in this Service Annex. 



SCC RESPONSIBILITIES:

· As requested, provide advice and guidance on the functionality of the supported applications stated in this Service Annex

· Identify and resolve problems or potential problems that prevent the applications stated in this Service Annex performing according to the OEM specifications.

· Should it be necessary for a service call to be passed to a 3rd party supplier then SCCs role will be to pro-actively manage that OEM and continue to act as a single-point-of-contact for the Customer. 

· Perform system testing utilising appropriate test data for the applications stated in this Service Annex 

· Provide advice and guidance during the acceptance tests.

· Perform re-work if required as a result of the acceptance tests.

· Carry out application review and testing to confirm that the application meets the acceptance criteria to be supported by SCC. For avoidance of doubt the acceptance tests and acceptance criteria shall be agreed in writing between the parties prior to the commencement of such activities.

· Once agreed, include the support of the application in the Services through the Change Request Procedure.

· Deploy to the Production environment following the standard procedures provided by the 3rd Party Application Supplier.  This allows for the restoration of a previous image/executable/code/system.

· Maintain the application documentation such that it remains comprehensive, fit for purpose and up to date.

· Assess the request and provide an estimated charge and timescale to plan, co-ordinate and implement the upgrade.

· Once authorised: plan the upgrade, liaising with the supplier and co-ordinating all respective parties; provide support for the testing and implement the upgrade.

· Procure licences required for the upgrade of the SCC licensed software 

· SCC will procure and manage the third party maintenance of the applications as stated in this Service Annex.

· Plan and run training sessions for the Customer’s trainers as required.

· Ensure that their resources are adequately trained to understand the infrastructure required to support Customer applications.

· Provide knowledge transfer if personnel change to maintain a suitable level of support, or fund additional training if required.



CUSTOMER RESPONSIBILITIES: 

· Ensure new users are trained in the applications and services being used.

· Authorise any required changes to maintain the existing applications.

· Review the plans for system testing. 

· For applications developed or enhanced by the Customer or its third parties provide the documentation, training and support agreed as part of the acceptance criteria.

· Authorise the deployment to the required environments by the defined time.

· Supply comprehensive, up to date and fit for purpose application documentation for the commencement of the Service.

· Review revised documentation as required.   

· Request the upgrade of a supported application package.

· Within a defined time authorise the agreed work to be carried out.

· Test and authorise the implementation of the upgrade.

· Procure licences required for the upgrade of Customer licensed software stated in this Service Annex.

· The Customer will procure the third party maintenance of any other applications not stated in this Service Annex.

· Provide staff to attend training sessions who, once trained, will then train the Users.

· Advise SCC of any changes within the Customer applications or support that may affect the required infrastructure support.

· Raise all requests for the Software Maintenance Service via the SCC Service Desk

· Ensure that appropriate procedures are in place and enforced within the User base and that Users have all required documentation to operate the Software and Equipment correctly.

· Only use the supported version of Software and ensure that upgrades, fixes, patches, etc. are installed and used.

· Ensure that appropriate Software licenses are procured and maintained for the duration of the Order.

· All licence fees incurred, as a result of an upgrade to the Software will be for the Customer account.

· In the event that SCC identifies the need for additional User training, the Customer will undertake such training promptly to ensure that Users have a reasonable level of competence in the use of the Software, Equipment or peripheral equipment. This does not prevent SCC from providing support.



EXCLUSIONS: 

· Provision of Equipment, Software or Software licenses by SCC.

· Provision of Software Maintenance at Sites other than those identified in this Service Annex. 

· Support for software not identified in this Service Annex.

· Software that does not have appropriate licences shall not be installed on any of the Customer equipment.









B) [bookmark: _Toc93408992][bookmark: _Toc93409400][bookmark: _Toc158983184]Data Centre Services



		Service Annex 1

		Data Centre Services – [DCSACTDIR]



		Service Specification:

		Table x

		[bookmark: _Toc443560980][bookmark: _Toc93408993][bookmark: _Toc93409401][bookmark: _Toc158983185]Active Directory Management 



		OVERVIEW



SCC will support and manage as appropriate the Customer Active Directory application and Infrastructure. 



SCC RESPONSIBILITIES:

The Administration of the Customer Active Directory will include;

· Add user to Organisational Units (OU)

· Create AD account

· Disable AD account

· Add/Removal to Groups

· Password Resets

· DC health and replication checks

· Advanced User and Group Management

· 2nd line troubleshooting

· 3rd line troubleshooting

· OU creation and maintenance

· Group Policy Object (GPO) management

· Global Catalogue Distribution management

· M365 Integration (Where any M365 support services are contracted)

· Management of Multi Factor Authentication and/or Conditional Access Policies where a Customer has the applicable M365 subscription.

· Active Directory Integration Support (Where ADIS support services are contracted)

· Real-time monitoring of Active Directory including LDAP response times, replication assurance, DNS availability and accuracy, DC health and security and Global Catalogue distribution  



CUSTOMER RESPONSIBILITIES:

· Ensure that all requests for changes to Active Directory and any Incidents relating to such are raised via the SCC Service Desk.

· Ensuring that the AD system is of a version supported by the software vendor unless other agreed by the parties

· Ensuring that the software and or systems are fully licensed as required for the Customer usage and environment

· Managing and maintaining unless otherwise agreed, all AD integrations and interfaces between external applications

· Ensuring that all appropriate patches, bug fixes and/or service packs are applied to the system at the point prior of transfer in to the SCC support environment

· As appropriate and when needed ensure a test environment exists for the deployment and update of any software and/or systems as the parties deem required as part of Incident resolution and/or change.



EXCLUSIONS

· Unless otherwise agreed, changes to active directory will be limited to 20 requests per calendar month, any further requests will be completed on a chargeable basis.

· Updates or upgrades will be delivered following recommendation & agreement as part of a chargeable project



DEPENDENCIES

· Data Centre and Remote Site Monitoring Service

· Operating Systems Management 

· Incident, Major Incident, Problem and Change Management services (unless Customer managed)











		Service Annex 1

		Data Centre Services – [DCSREMHAN]



		Service Specification:

		Table x

		[bookmark: _Toc93408994][bookmark: _Toc93409402][bookmark: _Toc158983186]Remote Hands Service



		Overview

The Remote Hands Service is designed to provide within the Hours of Support a basic level of SCC presence within the Location, should physical intervention to the Equipment become necessary and the Customer is unable to attend the Location. 

Remote Hands provides the reassurance of a rapid response to a situation requiring an element of physical or visual assistance. Remote hands service activities are defined below and take no more than 1 hour total time for a single engineer per Remote hands request.

 

SCC Responsibilities

SCC shall perform any of the following activities as and when instructed by the Customer up to a maximum of 1 hour resource time via the SCC Service Desk;

· Power cycling (turning off/on) Equipment (cold reboots via power cable unplug)

· Pushing a button 

· Securing cabling to connections as detailed by Customer.

· Observing, describing, reporting of indicator lights or display information on machines or consoles (hard disk status indicators, system status indicators, etc.)

· Modifying basic cable layout, labelling and/or re-labelling of Equipment 

· Checking alarms for faults 

· Inserting USB/Media sticks

· Disconnection and reconnection of existing patch cabling as detailed by Customer.

· Replacement of device power cables as detailed by Customer.

 

Customer Responsibilities

· Raise all Service Requests via the SCC Service Desk.

· Provide all information, process, policies, procedures, Equipment and tools that SCC may reasonably require to perform the Remote Hands activities.

· Documentation of tape rotation procedures and labelling/naming conventions

 

Exclusions

· Software or Equipment provision, decommissioning, installation, commissioning, rebuild or repair. 

· Technical troubleshooting 

· Configuration of software, firmware or Equipment 

· Physical intervention that requires the outer casing of Equipment to be removed.

· Any Service Level failures that are a result of issues or circumstances outside the control of SCC which have inhibited or stopped SCC from completing the Remote Hands Service Request shall be reported as an exception and excluded from Service Level measurement.



Dependencies

· Data Centre Hosting Service (Equipment)





 

		Service Annex 1

		Data Centre Services – [DCSACTHAN]



		Service Specification:

		Table x

		[bookmark: _Toc93408995][bookmark: _Toc93409403][bookmark: _Toc158983187]Active Hands Service



		Overview

The Active Hands Service is designed to provide within the Hours of Support a technical level of SCC presence within the Location, should physical intervention to the Equipment become necessary and the Customer is unable to attend the Location. 

Active Hands provides the reassurance of a rapid response to a situation requiring an element of physical or visual assistance by technical engineers. Active hands service activities are defined below and take no more than 1 hour total time for a single engineer per Active hands request.

 

SCC Responsibilities:

· SCC using its reasonable endeavours, will provision appropriately skilled technically competent engineers to provide active input or assistance on an ad-hoc basis to the Customers Service Requests or projects.

· The level of technical expertise, the scope of the work to be undertaken, timescales for deployment and the deliverables required will be discussed and agreed with the Customer prior to deployment of any SCC engineers or specialists.

· Active Hands activities which may be undertaken by SCC include;

· Input console commands at server or device command level 

· Assistance in technical diagnosis

· Replacement of hot swap hard disks

· 3rd party assistance

· Provisioning of remote access services within the Customers infrastructure

Customer Responsibilities:

· The Active Hands Service is provided on the basis that SCC provides skilled resource to assist the Customer in achieving their requirements. Consequently the Customer is solely responsible for the scoping, performance, management and successful achievement of the Customers’ requirements.

· Provide SCC with a least 3 Business Days’ notice prior to the Customers required start date.

· Raise all Service Requests via the SCC Service Desk.

· Provide all information, processes, policy, procedure, Equipment and tools that SCC may reasonably require to perform the Active Hands activities.

· Advise a course of action in the event that any issues or circumstances occur that inhibit or stop SCC from performing/ completing the Active Hands Service.

Exclusions:

· Provision by SCC of any Hardware, Equipment or Software

· Installation of any additional Hardware or associated components within Customer infrastructure

· Any Service Level failures that are a result of issues or circumstances outside the control of SCC which inhibit or stop SCC from completing the Service Request shall be reported as an exception and excluded from Service Level measurement.

· Consultancy or design services for the purpose of defining new solutions or services. 



Dependencies:

· Data Centre Hosting Service (Equipment)
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DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

		“MECM”

		Microsoft Endpoint Configuration Manager



		“Intune”

		Microsoft Intune



		“IVANTI”

		Ivanti Patch for MECM



		“PatchMyPC”

		PatchMyPC for Intune



		“Tanium Deploy”

		Tanium Deploy module 



		“COTS”

		Commercial of the shelf







OVERVIEW:

Keeping application estates up to date is onerous and can be time consuming. The Application Lifecycle Management Service provides key functionality, allowing organisations to easily deploy new applications, updates and to remove unwanted and expired applications.



SCC will discover and deploy non Microsoft COTS third party application patches to the Customers client endpoint estate. This service complements the ‘Windows Endpoint Patching Service’ ensuring third party installed products are also patched to deliver enhanced compliance and protection across the Customers live client environment.



SCC offers multiple solutions & vendors to suit the Customer’s needs and environments.



AVAILABLE TECHNOLOGIES

· Ivanti Patch for MECM for on-prem Infrastructure

· PatchMyPC for Customers with Intune Tenants

· Tanium Deploy 



SCC RESPONSIBILITIES:



Core Responsibilities

· All SCC responsibilities detailed in the dependent Endpoint Toolset Management Service 

· Agree the parameters of this Service between SCC and the Customer. From a basic view SCC will provide standard application deployments to a defined user base, which will include application updates and removals, as required and agreed between the parties. 

· Deliver this service within the defined scope, written into agreed documentation, between SCC and the Customer prior to Service Commencement.

· Provide a summary deployment report following each application, update or removal to all in scope users. 

· Resolve and remediate any failed deployments or removals within the in-scope user estate.  

· COTS Application Patch deployment report

· Provide the details of the contacts for communicating inbound to SCC the Authority to Proceed (“ATP”) events, and problem reporting.

· Provide support with Security Incidents for the services delivered by SCC. 

· Prepare the Maintenance Schedules within the toolset to the agreed times and frequencies for the various deployment collections/deployment rings.

· Raise the required Change Requests at the appropriate times to ensure the deployment of COTS Application patches is approved for the various release deployments within the Service i.e. test, pilot, live deployment phases.

· Prepare the Maintenance Schedules within the toolset to the agreed times and frequencies for the various deployment collections/deployment rings.

· Assess the updates release notes within the Toolset vendors dashboard / catalogues for COTS products in scope within the Customers environment.

· Communicate to the Customer the Release Notes for the contents of the new updates released.

· To ensure that any deployments and removals are scheduled with the Customer prior to execution. 

· Deploy the deployment package to the defined list of test, pilot and production endpoints and coordinate the reboot based on the maintenance schedules that have been agreed.

· Monitor the deployments and Test the Operating System after the third party COTS Patch updates installation in the test environment provided by the Customer.



Ivanti Responsibilities (delete as applicable)

· Where Ivanti for MECM will be used, construct the Collections (target groups in the MECM toolset) for the test machines, pilot machines and the multiple collections for live machine rollout of COTS Application patches.

· Where Ivanti for MECM will be used, create the deployment package in the MECM / Ivanti toolset, download the updates and distribute the package to the available distribution points.



PatchMyPC Responsibilities (delete as applicable)

· Where PatchMyPC for Intune will be used, construct the Deployment Rings (target groups in the Intune) for the test machines, pilot machines and the multiple collections for live machine rollout of COTS Application patches.

· Where PatchMyPC for Intune will be used, create the deployment package in the Intune / PatchMyPC toolset, synchronize the updates between PatchMyPC online catalogue with customer’s Microsoft Intune tenant.



CUSTOMER RESPONSIBILITES:

· All Customer responsibilities detailed in the dependent Endpoint Toolset Management – Core & Discovery Service

· Agree the full scope of standard and non-standard applications to be managed by this Service. Standard Applications are those that are stored in the Toolset Vendors Catalogue, all other applications will be treated as non-standard.

· Provide a suitable test environment for deployment and testing of the Application Patching Updates.

· Provide approval and guidance for the changes scheduled via the Change Management process.

· Run all testing outside of the Operating System functionality (COTS Applications, Software User acceptance testing).

· Provide a notice of ATP to SCC prior to deployment of updates to any of the machines in the deployment phases (test, pilot, prod).



RESTRICTIONS:

· All Restrictions detailed in the dependent Endpoint Toolset Management – Core & Discovery Service.

· Third party COTS application patching updates are restricted to those supported and delivered by the available toolsets.

· This Service is limited to the applications available within the selected toolsets application catalogues, applications not listed in the catalogue require increased efforts to manage and maintain and will be at an increased cost to the customer.

· Non-Standard Applications require additional efforts to package, upload, configure and release into customer environments and will be charged at an additional cost to the Customer.



EXCLUSIONS:

· Management and maintenance of Endpoint Management Toolsets deployed within the Customer environment, this forms part of a separate service – Endpoint Toolset Management Service.

· Management and maintenance of the Microsoft Intune tenant – this is provided by the vendor.

· Deployment of Microsoft Patches to the Customer client environment, this forms part of a separate service – Windows Client Endpoint Patching Service.

· Deployment of COTS third party application patches to Customer Build image – Build Image Management Service

· Application Packaging Services unless dependent services are provided by SCC.- Application Packaging is available and priced on application.

· Non Domain joined devices are out of scope of this Service.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.

· Any new applications required to be deployed and managed after the introduction to this Service will be chargeable activities and subject to price on application. 



DEPENDENCIES

· Endpoint Toolset Management Service – Core & Discovery

· Windows Client Endpoint Patching Service

[END OF TEXT]
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		OVERVIEW



SCC provides an Asset Management Reporting service, covering hardware and software, as an additional offering within SCC’s overall Endpoint Management Services.



The Asset reporting will cover all assets within the scope of the Service agreed with the Customer.



The Endpoint Managed Services are all delivered via a single installed agent, which is distributed within the implementation phase, packaged and disseminated by SCC.



SCC will agree the structure of the reports with the Customer, to ensure that the appropriate level of data is captured and that the key headings are covered within the reports, ensuring the information is relevant and fit for the Customer’s purpose.



As a minimum SCC will capture the asset model, including the manufacturer, serial number, the operating system, all software applications sitting on each device and the versions of both the applications and the operating system.



SCC RESPONSIBILITIES:

· All SCC responsibilities detailed in the dependent Endpoint Toolset Management Service

· Customer endpoint devices will be discovered using the Endpoint Toolset Management Service - Core & Discovery. 

· Provide an agreed monthly asset reporting structure, covering both endpoint devices and the software stack sitting on each device.

· Delivery will be managed via policies agreed prior to the commencement of this Service.



CUSTOMER RESPONSIBILITIES:

· All Customer responsibilities detailed in the dependent Endpoint Toolset Management – Core & Discovery Service



RESTRICTIONS:

· All Restrictions detailed in the dependent Endpoint Toolset Management – Core & Discovery Service



EXCLUSIONS:

· Software Asset Management.

· Maintenance of a Hardware Asset Inventory 

· Any professional services required to set up this Service will be subject to separate service Descriptions, Statements of Work, and Charges.



SERVICE DEPENDENCIES:

· Endpoint Toolset Management Service – Core & Discovery

· If Tanium is the selected Technology – additional licensing is required
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		OVERVIEW



SCC will provide an Availability Management service utilising SCC’s preferred reporting tools and systems. The service will monitor both physical and virtual Infrastructure, relating to processing power, memory and disk.

Availability management will be undertaken for the server Equipment, which may be physical or virtual environments, as defined in this Service Annex



SCC RESPONSIBILITIES

· Managing services to ensure that they are available for use during Hours of Support.

· Safe guard services by managing critical services on specific infrastructure depending upon their availability needs. 

· Monitoring and reporting Customer infrastructure availability on a monthly basis and highlight any areas of concern. This reporting will form part of the Service Management Report

· Using reasonable endeavours, identify possible issues that may impact the Services to the Customer and carry out further in-depth analysis before recommending actions to remedy the situation

· Determining the cause of availability failures

· Jointly with Customer, agreeing any remedial action required in accordance with the identified availability issues 



CUSTOMER RESPONSIBILITIES:

· Jointly with SCC, agreeing any remedial action required in accordance with identified availability issues 

· Keeping SCC informed of intended changes to their business, IS/ICT architecture or strategy that will affect the Customers infrastructure elements of the Services

· Working with SCC to define agreed elements of the Customers infrastructure to be included in the Availability Management service

· Advising SCC in advance of changes to its business needs or the Customer requirements (including functional change, and workload patterns) which could reasonably have a significant impact on availability



EXCLUSIONS

· 3rd party network Routers and Equipment on the Customer WAN availability are the responsibility of the WAN provider

· Non contactable infrastructure Equipment (Examples include Wireless device and extenders)



Dependencies

· Data Centre and Remote Site Monitoring Service

· Capacity Management Service
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		OVERVIEW

The Backup as a Service delivers managed, scalable and secure backup as a service for server, virtual machine, database and application workloads across a variety of infrastructure platforms hosted within a supplier Data Centre, utilising Cloud+ Services or hosted within Public Cloud. The Service provides peace of mind that critical data is retained for retrieval in the event of a critical system failure or unfortunate user error. 

The Service includes the following elements:

· A fully managed backup infrastructure platform

· Configuration and management of backup policies and schedules

· Monitoring of infrastructure and backup schedules

· Agent and agentless backup options

· Offsite data replication for enhanced protection

· A choice of Service Levels for different data retention periods

· Crash consistent Snapshot protection of VM instances running within Public Cloud

· Support for Online and Offline storage mediums providing quick access to restore data or cost effective long term storage options to meet regulatory requirements for data storage.

· Replicated Online storage options providing multiple copies of backup data at secure remote sites providing the security of Off-site storage with the convenience of fast access to backup data.

· Encryption of all backup data at rest.

· Optional client-side/VM encryption features (specific pricing model).

The tables below define the SCC standard storage and retention offerings which can be applied to specific workloads hosted within the Data Centre or Cloud+ platform:



		Basic



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Incremental

		Online

		Two Weeks

		Mon - Thus: 18:00 – 06:00



		Weekly

		Full

		Online

		Two Weeks

		Fri 18:00 - Mon 06:00



		One restore request per Tb per month



		24-hour response to restore requests









		Standard



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Incremental

		Online

		Two Weeks

		Mon - Thus: 18:00 – 06:00



		Weekly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		Fri 18:00 - Mon 06:00



		Two restore request per Tb per month



		8-hour response to restore requests









		Enhanced



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Incremental

		Online

		Two Weeks

		Mon - Thus: 18:00 – 06:00



		Weekly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		Fri 18:00 - Mon 06:00



		Monthly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		First Weekend of the Month – Friday 18:00 to Mon 06:00



		

		

		Offline – Off-Site

		One Year

		



		Four restore request per Tb per month



		4-hour response to restore requests







		Enhanced Plus



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Incremental

		Online

		Two Weeks

		Mon - Thus: 18:00 – 06:00



		Weekly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		Fri 18:00 - Mon 06:00



		Monthly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		First Weekend of the Month – Friday 18:00 to Mon 06:00



		

		

		Offline – Off-Site

		One Year

		



		Yearly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		First Weekend of January – Friday 18:00 to Mon 06:00



		

		

		Offline – Off-Site

		Three Years

		



		Four restore request per Tb per month



		4-hour response to restore requests







		Extended Enhanced



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Incremental

		Online

		Two Weeks

		Mon - Thus: 18:00 – 06:00



		Weekly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		Fri 18:00 - Mon 06:00



		Monthly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		First Weekend of the Month – Friday 18:00 to Mon 06:00



		

		

		Offline – Off-Site

		One Year

		



		Yearly

		Full

		Online – Replicated to 2nd Site

		Twelve Weeks

		First Weekend of January – Friday 18:00 to Mon 06:00



		

		

		Offline – Off-Site

		Seven Years

		



		Four restore request per Tb per month



		4-hour response to restore requests







		Database Transaction Logs - Basic



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Transaction Log

		Online

		Two Weeks

		Mon - Friday: 09:00 – 17:00

3 hour intervals



		One restore request per Tb per month



		24-hour response to restore requests







The table below details the Public Cloud VM Snapshots storage and retentions offerings.  The solution offers support for cross-region and cross account replication:

		Public Cloud – Basic Snapshot



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Snapshot

		Online in Tenancy

		Two Weeks

		Mon - Sun: 18:00 – 06:00



		One restore request per Tb per month



		24-hour response to restore requests







		Public Cloud – Standard Snapshot



		Frequency

		Type

		Media

		Retention

		Schedule Window



		Daily

		Snapshot

		Online in Tenancy

		Two Weeks

		Mon - Thu: 18:00 – 06:00



		Weekly

		Snapshot

		Online – Replicated to separate Account

		Twelve Weeks

		Fri 18:00 - Mon 06:00



		Two restore request per Tb per month



		8-hour response to restore requests







The Service supports backing up the following technologies:

		Operating Systems:

· Microsoft Windows

· Linux – Red Hat Enterprise Linux, CentOS, Ubuntu, SuSe, Oracle

· HPUX

· IBM AIX

· Oracle Solaris

Note: Options are available for Bare Metal Recover for specific Operating Systems.





		Hypervisors: 

· VMware ESXi

· Microsoft Hyper-V

· Red Hat Virtualization



		Public Cloud VM Snapshots:

· Amazon AWS

· Microsoft Azure





		Databases & Applications:

· Microsoft SQL

· Oracle DB

· Postgress

· MariaDB

· MySQL

· SAP and SAP HANA

· Microsoft Exchange

· Enterprise Vault

		A full OS/DB/Application compatibility list is available on request from SCC







.RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		 Infrastructure

		Monitoring, management and remediation where required of the backup infrastructure including ongoing preventative maintenance, repair, and replacement of all the infrastructure components required for the continued operation of the Secure Data Protection Service.

SCC will provide the Service such that the backup schedule is executed to a 95% adherence.

Using commercially reasonable efforts manage and maintain the Secure Data Protection Infrastructure so that it continues to operate in accordance with the Technical Specification, Service levels and any appropriate vendor specifications and guidelines.

Where maintenance requires an outage of the Service, perform this maintenance between the hours of 08:00 and 18:00, where maintenance requires an outage period outside of these hours provide the Customer with at least 10 working days’ notice prior to such outages.

SCC is responsible for the creation and secure storage of all encryption keys used to protect backup data at rest within the backup solution.

		Where maintenance windows are requested but not appropriate provide alternative windows.

Any networking infrastructure required in order to deliver this Service that falls outside of the scope of SCC’s responsibilities as agreed in the Technical Specification or service designs upon take on of this Service.

Ensure that any Customer provided network infrastructure is of sufficient capacity and quality to support the successful delivery of the Services.



		Backup Schedules

		Manage the backup schedule including backup windows in line with volumes of data and the ability to backup said data within that provided window.

Where reasonable and technically feasible work with the Customer to accommodate specific backup windows where identified.

Where there is a failure to adhere to the configured backup schedule work with the Customer to identify the cause of the failure taking responsibility for the remediation of all elements of the backup infrastructure and any connectivity and source infrastructure components also under SCC control.

Where there is a failure of any backup tasks to execute correctly, troubleshoot and reattempt those tasks between the hours of 08:00 and 18:00 except where the Customer identifies otherwise.

		Provide SCC with any specific backup windows where the default window of 18:00 to 08:00 conflicts with any application or data processing or does not accommodate any specific Customer requirements.

Where there is a failure to adhere to the configured backup schedule work with SCC to identify the cause of the failure, taking responsibility for the remediation of those elements of the source infrastructure outside of SCC control.

Advise SCC where it is not possible to reattempt any backup tasks between the hours of 08:00 and 18:00.



		Backup Data

		All backups shall be made in such a way that any identifiable element of data such as a single file, folder or multiples there off, including the entirety of a location, disk or an object can be restored.

Destruction of any Customer data upon cessation of Service in line with SCC standard data retention and destruction policies.

Retain the backup data in accordance with the data retention policy of the Service level as identified in the Technical Specification. 

		Inform SCC of the scope and type of any backup data when a full backup of all files on the server is not sufficient or appropriate.

Provide SCC with details of any legislation to be adhered to in relation to the Customer’s requirements for this Service.

Content and integrity of source data prior to backup.



		Monitoring

		Proactively manage and monitor the Backup as a Service Infrastructure ensuring sufficient capacity and availability to provide the Service.

Monitoring of all backup jobs to ensure compliance with configured schedules and delivery of Service.

		Advise SCC if there any changes to the environment that might impact the Service, or if there are new resources required to be backed up.



		Backup Agents

		Provide the Customer with the backup agents and appropriate configuration information required for the Service to operate.

Provide the Customer with 10 business days’ notice of any upgrades which will require an update to the backup agent, Customer software or configuration.

		Ensure that any backup agents required for this Service are installed and enabled at all times.

Remediation of any failures of the backup agent except where SCC has responsibility for the delivery and management of those Services as identified in the Technical Specification.

Provide SCC with appropriate service accounts configured with the required levels of access to such application that require additional levels of access from the standard local system account.

It is the Customers responsibility to create and ensure that all client-side encryption keys are stored securely.



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Data Restores

		Work with the Customer to identify the most appropriate completed backup for data recovery. 

Restoration of the requested data to the location identified by the Customer.

Agree with Customer the appropriate time windows to perform any restoration.

		Provide SCC with details of the data to be restored, the appropriate completed backup for data recovery and the location for data restoration.

Where data restoration is to an alternative location, whether due to a Customer request or because of technical constraints, relocate restored data as required.

Agree with SCC the appropriate time windows to perform any restoration.



		Alteration of Backup Scope or Schedule

		Where reasonable and technically feasible work with the Customer to accommodate the new backup scope and schedule.

		Provide SCC with details of required backup scope and schedule.



		END OF TABLE







RESTRICTIONS 

· If the technologies that are being protected by this Service are out of vendor support, or in the case of open source technologies the major release version is more than one revision older than the currently available stable release, then any compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavours only and not subject to any availability targets or Service penalties.

· Unless specified in the Technical Specification, all backups will be configured to perform a flat file backup of all files contained on the server for which the Service is provisioned.

· Where any Service failures are identified to have been caused by a failure of the client-side agent, the workload being protected or connectivity between Service and client and SCC does not have responsibility for the delivery and management of those Services, any such failures shall be exempt from Service Level Measurement.

EXCLUSIONS

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting 
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		OVERVIEW



SCC will manage and control all backup solutions in production for the Customer excluding Applications, this service will include both Data centre equipment and logical management of remote Equipment within the Customer owned environment, as defined in this Service Annex.  Backups and restores will be organised and operated to conform to the Customer’s backup policy as may be published from time to time.



SCC RESPONSIBILITIES:

· Monitoring that sufficient back up services storage space is available to provide for a full back up of all Customer data residing on the systems

· Monitoring, management and remediation of all production back up services including backup completion, backup errors, and capacity management

· Advise the Customer of increased Back up service needs in a diligent and timely fashion.

· Planning and execution of restores following a request made to its Service Desk

· The collection and storage off-site of media storage for backups from SCC’s offsite storage partner at SCC manned Sites (where included)

· The frequency at which SCC will copy the data, the volume of data, the retention period, storage method, storage location and storage media will be as defined in the Technical Specification where SCC defines the overall solution design.

· Customers data backed up as part of a centralised service on shared media can only be stored in accordance with SCC data retention policy and will only be accessible by SCC in order to maintain the security of the Customer data.

· Perform system restores on the Customers behalf. For avoidance of doubt in such instances the “time to restore” is totally dependent on the amount of data which the Customer requires restoring, consequently any Service Levels identified in Part B of this Service Annex shall be limited to time to respond Service Levels. 



CUSTOMER RESPONSIBILITIES:

· Raising all system restore requests as a Service Request via SCCs Service Desk

· Raising all new system backup requests as a Service Request via SCC’s Service Desk or requested via CAB where a change of an already in service backup requires modification

· Providing a Data Governance policy for the backup, restore and data retention of the Customer data incorporating policies for media handling

· Provide a sufficient backup window in line with the volumes of Customer data to enable SCC to back up data as defined within the backup schedule 

· Backing up and restoring all Customer software and data not residing on the Equipment and/ or Hardware servers defined in this Service Annex 

· The agreement and approval in a timely manner (via the Change Request Procedure) the purchase of additional back-up capacity when advised by SCC

· The supply of existing backup tapes (if applicable) at the Service Commencement Date or additional tapes as a result of capacity planning and the Customer data governance policy

· The collection and storage off-site of media storage for backups at non SCC manned Sites

· Ensure a valid vendor licencing and support contract is available for all backup related software assets

· Ensure a valid hardware break fix support agreement is available for all hardware related to the backup infrastructure. Including, but not limited to server / appliance, SAN Switches, and Tape library 



EXCLUSIONS:

· SCC is not responsible for the content or validity, or content of the Customer data residing on Customer systems

· Provision, transportation, installation, commissioning and maintenance of the Customer Equipment and software.

· Excessive system restores required as a result of inappropriate use of the system or negligence by the User or Customer.

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work

· Restoration tests performed over and above normal business use will be deemed a chargeable activity ( Items such as yearly restorations tests, DR tests, Large bulk data restore requests)



DEPENDENCIES:

· Data Centre and Remote Site Monitoring Service

· Capacity Management Service

· Incident, Major Incident, Problem and Change Management services (unless Customer managed)
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		DEFINITIONS:

The following expressions will have the following meanings unless inconsistent with the context:

		“Build Image”

		The template for a Customer Windows machine



		“SCCM”

		Microsoft System Center Configuration Manager



		“Intune”

		Microsoft Intune Cloud based Enterprise Mobility Manager



		“AutoPilot”

		Automated deployment & build of Windows 10 OS Image build



		“UAT”

		User Acceptance Testing



		“ATP”

		Authority to proceed



		“OOBE”

		Out of the Box Experience



		“Task Sequence”

		A Sequence of steps/tasks in SCCM 







OVERVIEW 

SCC will supply a Service to modify and/or update Build images for use in the Customer client desktop/ laptop environment.

ACTIVITIES IN SCOPE:

· Windows patching and updates against the Client Build Image template

· Automated enrolment & deployment and build of Windows devices

· Updating of drivers within the Customer Build Image

WINDOWS UPDATES IN SCOPE:

· Windows Critical and Security updates for the Operating System

· Windows Cumulative Updates

· Windows OS Feature Updates

SERVICE FREQUENCY:

The Service shall be limited to up to four catalogue image updates to the defined Customer build images per year and automated OS build of newly deployed W10 & W11 devices where the tools support this functionality

SCC RESPONSIBILITIES

Build Image Management

· Provide the details of the contacts for communicating inbound to SCC the Authority to Proceed (“ATP”) events, and communications for problem reporting.

· Run a risk assessment against Windows Operating System Updates required to Customer defined build image and ‘Autopilot’ deployment profile

· Gather the results of the impact assessment and compile a report which will be presented to the Customer for approval

· Raise the required Change Requests up to Four times per year clone the OS image (.wim) and update the OS to the latest stable build version available

· Test the Image in the Customer environment, prior to release to Customer for UAT tests

· Troubleshoot the failures

· For updates identified to cause any failures in SCC Test and Client UAT, SCC will Facilitate the removal of them

· Promote the build Image into Production after receiving the UAT results and ATP from the Customer

· At Customer request, run a risk assessment and an impact analysis against all available driver packages that are part of the Task Sequence

· Four times per year clone the live build image and inject its required drivers

· Release to Customer for UAT tests

· Distribute the image via PXE or local media (USB stick or DVD-ROM) to each Site for local device builds.

· Where the toolsets are provided and licensed by SCC, SCC will be responsible for ensuring a valid vendor support contract is in place



Auto Build and Deployment

· Configure and manage settings and ‘AutoPilot’ deployment groups, policies and profiles to enable automated OOBE

· Manage and maintain deployment settings and modes (User-Driven or Self-deploying) 

· Configure and manage Company branding and profile within Azure Active Directory to enable an automated OOBE for customer users

· Administer and configure Auto Enrollment profiles for W10 & W11 devices



CUSTOMER RESPONSIBILITIES

· Provide SCC with the Build Image Design Documents

· Provide the distribution list for  Service communications

· Where the Toolsets is/are hosted, provided and licenced by the Customer, the Customer is responsible for licencing, software and vendor support agreement to enable the provision of this service

· Provide approval and guidance for the changes scheduled via the Change Management process

· Agree with SCC the requirements for each Image update

· Provide a suitable test environment for deployment and testing of Build Image changes

· Provision of company branding and details to enable configuration of Azure Active directory auto enrollment for Windows 10 devices

· Run and define sufficient UAT outside of the Operating System functionality (Applications, Software User acceptance testing)

· Provide the results of the UAT and a notice of ATP to SCC prior to promoting into production of the build

· Provide appropriate administrative level accounts and connectivity for SCC staff to use to access the Build Image Management toolset environment remotely and conduct required tasks.



RESTRICTIONS:

· Where a Customer does not utilize or is not licensed to deliver all elements of this Service or tools dependent on other services then these Tools / Services are out of scope. 

· Adding and deploying of new applications within the approved build image this forms a separate service activity

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· Windows Devices enrolled or added to Intune for ‘AutoPilot’ must run at least Windows Pro version. Windows Mobile OS is not a supported version

· Availability of Public Cloud hosted services and toolsets fall outside the scope and control of SCC



EXCLUSIONS

· Service provision on toolsets and software other than MECM & Intune.

· Provision of equipment, software or client licensing software by SCC

· Addition and deployment to the Build Image any patches outside the Windows Operating system

· Addition and deployment to the Build Image of Operating system Service Pack updates

· User Acceptance testing requested to be completed by SCC forms chargeable activity based on a time and materials scope defined and agreed between SCC and Customer  

· Remediation work required as a result of insufficient UAT testing or incompatibility of  applications outside of SCCs scope within the Build Image 

· Upgrade of Image builds in excess of 4 per year shall be subject to additional Charges and agreed via the Change Request Procedure.

· Management and maintenance of Customer Azure Public Cloud tenancy or dependent services not supported by SCC or listed within the Technical Specification

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.



DEPENDENCIES

· Endpoint Toolset Management Service

· Windows Client Endpoint Patching Service

[END OF TEXT]









		Service Annex 1

		Service Management – [DCSCAPMAN]



		Service Specification:

		Table x

		[bookmark: _Toc443560983][bookmark: _Toc93409001][bookmark: _Toc93409409][bookmark: _Toc158983194]Capacity Management



		OVERVIEW:



SCC will provide a Capacity Management service utilising SCC’s preferred reporting tools and systems. The service will monitor both physical and virtual units, relating to processing power, memory and disk space. 

Capacity management will be undertaken for the server Equipment, which may be physical or virtual environments, as defined in this Service Annex



SCC RESPONSIBILITIES:

· Monitoring and reporting Customer infrastructure capacity on a monthly basis.  The report will highlight any areas of concern and will form part of the standard monthly Service Management Report

· Undertake the agreed performance monitoring activities for the Customer Infrastructure and manage such capacity and performance in order to meet agreed targets

· Use reasonable endeavours to identify possible issues that may impact the Services to Customer and carry out further in-depth analysis before recommending actions to remedy the situation

· Jointly with Customer, agreeing any remedial action required in accordance with identified capacity issues

· Analysing, tuning, and implementing necessary changes in resource utilisation and performance across the server Equipment detailed within this Service Annex as agreed with the Customer.

· Utilise monitoring tool for the reporting and monitoring of capacity of monitored Equipment

· Monitor the virtual and physical hosts for capacity, and share reports with the Customer that all hosts are performing if required.  This shall be as part of the Service Management Report



CUSTOMER RESPONSIBILITIES:

· Performing Data maintenance and housekeeping on all data outside of the Operating system not supported by the SCC, this may include but is not limited to user data and application data

· Jointly with SCC, agree any remedial action required in accordance with identified capacity issues 

· Keeping SCC informed of intended changes to their business, IS/ICT architecture or strategy that will affect the Customers infrastructure

· Working with SCC to define agreed elements of the Customers infrastructure to be included in the Capacity Management and Planning Service

· Advising SCC in advance of changes to its business needs or Customer requirements (including functional change, and workload patterns) which could reasonably have a significant impact on capacity



EXCLUSIONS:

· 3rd Party Applications and software not under SCC support will not be reported on for capacity management services 

· 3rd party network Routers and Equipment on the Customer WAN capacity are the responsibility of the WAN provider

· Non contactable infrastructure Equipment (Examples include Wireless device and extenders)



DEPENDENCIES:

· Data Centre and Remote Site Monitoring Service









		Service Annex 1

		Data Centre Services – [DCSCDMFA]



		Service Specification:

		Table x

		[bookmark: _Toc93409002][bookmark: _Toc93409410][bookmark: _Toc158983195]Cisco Duo MFA



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		MFA

		Multi Factor Authentication



		VPN

		Virtual Private Network



		M365

		Microsoft 365



		2FA

		Two Factor Authentication







OVERVIEW

This is a value add MFA Service utilising Cisco Duo, a cloud based solution providing a simple, streamlined login experience for users and applications. This Service is available to SCC Customers where Cisco Duo integrates into existing solutions. This is not a stand-alone Service. 

Cisco Duo Licenses are provided as part of this Service and there is a minimum commit of 12 months. 

This Service also provisions fully managed proxy servers within SCC’s Cloud+ Datacentre, (please note management of those servers shall be subject to and provided under separate Service Descriptions)

ENVIRONMENT SUPPORTED

Cloud Based Technology that integrates into Any Connect, M365, Citrix and various other VPN Services

SERVICE HOURS

24 x 7 x 365

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Agreement.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Cisco Duo Administration

		Manage & Troubleshoot 2FA Devices following receipt of the Incident or Service Request via the Duo Admin Panel.

		The Customer is responsible for ensuring End  Users raise , Service Requests and Incidents to SCC’s Service desk in accordance with the processes detailed in that Service Description. 



		Cisco Duo Policy & Control Management

		Maintain and manage Cisco Duo User, Device, Network, Authentication policies and controls as prescribed by the agreed design at the commencement  of this Service and limited to 5 policy changes per month.

		Provision of Policies or acceptance of Policy Design by SCC at the commencement of this Service. 



		Enrolment Support

		Provide user enrolment support & advice

		Ensure  Customer End Users compliance with the terms of use relating to this Service..



		Proxy Server Management

		If the Customer is consuming this service as part of Cloud+, management of the proxy server will be provided as part of a separate service description. 

		Where Proxy servers are provisioned outside of SCC’s Cloud+ Infrastructure and such servers are not managed by SCC, then management will be the Customer’s responsibility



		License Reporting

		Provision of a monthly report detailing the number of licenses remaining for deployment.

Agree number of licenses required upon commencement of the Service.

		Ensure that the appropriate number of licenses required to deliver this Service are agreed upon commencement. If an increase is required during the Service Period then additional charges to the Customer will be passed on.







SERVICE REPORTING

SCC will provide any reporting included as part of the Service by the 6th day of the following month where the Service has been consumed, where this falls on a non-Working Day then the required reports will be provided by the next Working Day.

		Report Type

		Report Description

		Frequency



		Total end users 

		The total number of end users in the Duo deployment

		Monthly



		Total licenses remaining

		The total licenses remaining for deployment

		Monthly







DEPENDENCIES

· Incident, Major Incident, Problem and Change Management services 

· Firewall Management in order to manage customer VPNsThe Customer acknowledges that Cisco is responsible for the availability and quality of service of the Cisco Duo Cloud based components of this Service. 

RESTRICTIONS

· Policy Changes restricted to 5 per month

EXCLUSIONS

· Support, Integration or Management of a Customer’s LDAP unless taken as part of another Service.

· Management of any leased lines, network connectivity required for this Service to operate unless provided by SCC as part of another service 

· AD or ADFS Management unless provided by SCC as part of another Service.

· Application Policy Management











		Service Annex 1

		Data Centre Services – [DCSCLDINTCON]



		Service Specification:

		Table x

		[bookmark: _Toc93409003][bookmark: _Toc93409411][bookmark: _Toc158983196]SCC Cloud Interconnect



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		“WAN”

		means Wide Area Network





OVERVIEW

The SCC Cloud Interconnect Service provides a secure private wide area network connection to applications and services hosted within public clouds, SCC datacenters or located on a Customer premise or local office location. The Service delivers cloud inter-connectivity to allow the Customer to leverage multi-cloud infrastructure. In addition, the Service enables secure connectivity to facilitate the provision of SCC infrastructure management services and other supporting services.

Where the Service is provided to a Public Cloud provider SCC shall assume responsibility for configuration management of the Public Cloud termination only when SCC is provided with sufficient access to provision and manage the appropriate services on the Customers Public Cloud tenancy. The Service does not cover the cost of any such services provisioned from the Public Cloud provider, including any network charges imposed by the Public Cloud provider.

The Service includes the following elements, which are detailed in the table below:

· Managed WAN Service

· WAN Infrastructure

· Service Monitoring

ENVIRONMENTS SUPPORTED

The Service is compatible with the following cloud providers and connectivity services:

· Microsoft Azure - ExpressRoute

· Amazon Web Services - Direct Connect

· SCC Cloud+

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Order.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		WAN Infrastructure



		Provide sufficient power, air conditioning and other associated data centre hardware on SCC’s Site required to deliver the Service. 

Manage and maintain Hardware that has been provided to Customer and is located on the Customer Site.

Identify up to four (4) agreed planned maintenance outages of up to eight hours’ duration per year, providing at least ten (10) working days’ notice prior to such outages. Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows. 

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Configure, maintain and troubleshoot the configuration of any elements of the Public Cloud Provider networking services, not procured from SCC.

Provide SCC with any configuration details required for the correct configuration of the interface between the Cloud Interconnect service and the Public Cloud provider.

Where Equipment or Hardware has been provided located on a Customer site, provide sufficient power, air conditioning and other associated data centre hardware required to maintain the infrastructure for the Service to operate.





		Service Monitoring

		Proactively manage and monitor the Cloud Interconnect infrastructure ensuring capacity and availability to provide the Service identified in the Technical Specification.

Notify the Customer when allocated capacity is approaching limits and there is a risk of Customer performance degradation.

		Monitoring of any services provisioned within the Public Cloud platform except where the Customer has also procured these services from SCC, and SCC has responsibility for the management of the associated services. 

Where it is identified that there is a performance impact due to high utilisation take steps to alleviate bandwidth utilisation or request additional capacity.



		Service Desk & Support

		Identify and resolve Incidents relating to the infrastructure and any connectivity endpoints with the aim of minimizing recurrence of the same Incident 

Involve third party vendor/manufacturer support where required to assist in Incident resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Resolve and take responsibility for any service unavailability due to failure of Customer-supported software. 



		Availability



		Maintain the Cloud Interconnect service to a 99.9% uptime availability Service Level, measured quarterly.

		







SERVICE HOURS

With the exception of any Service Requests which will be provided during Working Hours only, SCC will provide all other elements of the Service during the following hours:

· 24 hours a day, 7 days a week, 365 days a year

SERVICE REQUESTS

Service Requests other than those listed in the table below, may be declined by SCC or if accepted, may be subject to additional charges which are available on request by the Customer. Service Requests that include elements that extend beyond the scope of this Service will be dealt with as multiple Service Requests and the Customer may incur additional charges.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Change Bandwidth Allocation



		Change Customer’s bandwidth allocation as per the Customer request advising the Customer where not possible due to technical or service limitations.

Advise the Customer of the ongoing cost implications of requested changes.

		Request bandwidth allocation change specifying the bandwidth required for each Public Cloud provider. Approve ongoing cost changes due to resource changes.



		Provide Utilisation Report

		Provide the Customer with a capacity utilization report.

		Request utilisation report by logging a request with the Service Desk







EXCLUSIONS

The following are NOT features of the Service but can be provided by SCC subject to separate Service Descriptions:

· Design of the Cloud Interconnect solution

· Deployment

· Installation, Moves and Changes

· Upgrades

· Connectivity within the Public Cloud provider, Customer or 3rd party datacentres and SCC shall not be responsible for any equipment beyond the network termination point at any of these locations







		Service Annex 1

		Data Centre Services – [DCSMERMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93409004][bookmark: _Toc93409412][bookmark: _Toc158983197]Cisco Meraki Managed Service



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		WIPS

		Wireless Intrusion Prevention System







OVERVIEW

SCC Cisco Meraki Managed Service offers support to the broad range of Meraki cloud managed networking technologies, including LAN, WAN and WLAN infrastructure products. The Service utilizes the unique capabilities of Meraki Cloud delivered network management utilizing SCC’s Meraki certified managed service resources. This provides cloud provisioning, firmware and feature upgrades, network visibility and pro-active remote troubleshooting to deployments of any size. 

The standard technologies covered under this Service are as follows:

· Cloud Managed Wireless

SERVICE HOURS

24 x 7 x 365

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Agreement.

		Feature

		SCC Responsibilities

		Customer Responsibilities



		Meraki Support & Administration

		Identify and resolve Incidents relating to the pre-agreed scope of Meraki Managed infrastructure as detailed in the Technical Specification.

Where SCC determine it is appropriate as part of Incident Resolution apply any appropriate patches or configuration restores for Service restoration.

Escalate calls accordingly to Cisco Meraki

		The Customer is responsible for ensuring End  Users raise Service Requests and Incidents to SCC’s Service desk in accordance with the processes detailed in that Service Description   

Meraki license procurement, management, software deployment, maintenance inc ensuring there is sufficient capacity/ infrastructure etc for the monitoring service to run correctly 



		Event and Alert Management

		Proactive device monitoring of the Meraki hardware under the scope of this Service via the Meraki Dashboard.

Notify the Customer when allocated capacity is approaching limits and there is a risk of Customer performance degradation.

Take action or make recommendations to prevent degradation of performance beyond agreed Customer thresholds.



		Where the Meraki Dashboard is not managed via SCC’s MSP portal, the Customer must provide unrestricted access to their Meraki dashboard to deliver this Service.

Participation in change control process as required due to any actions arising as result of Event & Alert Management.

Default thresholds will be in place unless specific measures, alerts and corresponding remedial actions are advised and provided by the Customer.

Implement any recommendations made by SCC where implementation of those recommendations are not specifically described as SCC responsibilities in this Service. 

Where changes to monitoring thresholds or alerts are required raise these through the Service Desk as a Service Request.



		Capacity and Availability Reporting

		Ensure Meraki reporting dashboard access is maintained for the Customer.

Where Meraki dashboards are not utilised by the Customer provide scheduled reports as detailed in the reporting section.

		Ensure that a Joiners/Leavers/Process is in place that makes use of an implemented RBAC model required to deliver dashboard access to the Customer. 





		Wireless Scanning & Security (Air Marshal)*

		Monitor & maintain Meraki Air Marshal WIPS plan as per the agreed Security Policy with the Customer.

Proactively monitor Air Marshal weekly and mark known rogues as whitelisted and contain dangerous rogues

Physically contain rogues that may be a threat.

Reactive Monitoring of Air Marshal alerts (set containment, find and contain rogue, etc).

		Provide the Customers WIPS Security policy prior to Service Commencement and raise Service Requests to the SCC Service Desk for changes in WIPS Security Policies.





		Health Reporting*

		Provide a high level overview of total traffic across all devices monitored by this Service on the Customer’s network over an agreed time period.

Provide an agreed list of common and product specific health reports to an agreed schedule

		Customer to agree the scope of the statistical health reporting.

Raise all changes to reports via the SCC Service Desk. 



		Device software update

		SCC will apply the latest stable Operating System or feature updates that are not related to a security update or incident resolution to all managed Cisco Meraki devices specified in the Technical Specification.



Auto updates in up to 3 separate groups at dates and times of the Customer's choosing every calendar quarter. 



Supported Equipment that fails after an upgrade will be resolved in accordance with the terms of the Equipment Maintenance Service.  

		Authorise the firmware or software updates to the required environments by the defined time.

Authorise the implementation of the firmware or software updates.

Review the testing plans if applicable. 









*Optional Service features – requires additional service and licensing costs

SERVICE REQUESTS

Service Requests other than those listed in the table below, may be declined by SCC or if accepted, may be subject to additional charges which are available on request by the Customer. Service Requests that include elements that extend beyond the scope of this Service will be dealt with as multiple Service Requests and the Customer may incur additional charges.

		Category

		Service Request



		Configuration Change Requests, limited to 5 per month

		Policy and template configuration changes may be requested through the Service Desk. Design changes or changes that require architectural assistance are required to be raised as projects due to risk and effort and will be chargeable.







SERVICE REPORTING

SCC will provide any reporting included as part of the Service within 2 weeks of the end of the relevant reporting period, where this falls on a non-Working Day then the required reports will be provided by the next Working Day.

		Report Type

		Report Description

		Frequency



		Monitoring Report

		Access to the Meraki cloud reporting dashboard or receipt of a monthly report to show all monitoring stats.

		Monthly



		Capacity & Availability Report

		Access to the Meraki Cloud Dashboard or receipt of a monthly report to show capacity and availability of Meraki devices in scope of this Service. Ad hoc reports may be delivered as a result of pro-active monitoring.

		Monthly/

Adhoc







DEPENDENCIES

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)

· All Customers who require access to Meraki Reporting Dashboards are required to have LDAP integration and Multi Factor authentication enabled.  

RESTRICTIONS

· Configuration Policy/Template Changes restricted to 5 per month

· Service Requests that are deemed to be effort intensive architectural changes or carry an associated risk will require to be raised as projects and will be a chargeable activity.

EXCLUSIONS

· The Customer acknowledges that Cisco is responsible for the Availability and quality of service of the Meraki Cloud based components of this Service

· Support, Integration or Management of a Customer’s LDAP unless taken as part of another Service.

· Management of any leased lines, network connectivity required for this Service to operate unless provided by SCC as part of another service 

· Remediation activities by SCC, required because of degradation or failure of the Equipment or Hardware by parties other than SCC are excluded and shall be subject to additional Charges from SCC.

· Meraki License Management is excluded from this Service unless agreed as part of another Service.









		Service Annex 1

		Data Centre Services – [DCSSDWMAN]



		Service Specification:

		Table x

		[bookmark: _Toc68101466][bookmark: _Toc158983198]SD WAN (Cisco Meraki) with SASE Managed Service



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		SD-WAN

		Software Defined – Wide Area Network



		WAN

		Wide Area Network



		DIA

		Direct Internet Access



		MPLS

		Multiprotocol Label Switching; A routing technique that directs data from one node to the next based on short path labels



		Broadband

		A wide bandwidth data transmission method which uses a wide range of frequencies and Internet traffic types, used in fast internet connections



		Underlay

		The transport layer that the SD-WAN utilises. This includes MPLS, Internet (DIA), Broadband and 4G mobile data.



		SASE

		Secure Access Service Edge







OVERVIEW

A Software-defined Wide Area Network (SD-WAN) is a virtual WAN architecture that works through a centralized platform, detaching the management of the network from the hardware itself which allows customers to leverage any combination of underlying transport services – including DIA, MPLS, LTE and broadband internet services, to securely connect users to applications. SD WAN enables a secure local Internet breakout of IaaS and SaaS application traffic from a customer location providing the highest levels of management and performance while protecting the customer’s estate from security threats. 

The SD-WAN service uses a centralized control function, Meraki Cloud management portal to securely and intelligently direct traffic across the Underlay. 

The SCC Cisco Meraki SD WAN Managed Service offers a set of standardized support services to the range of Meraki cloud managed MX and Z3 networking appliances. The service utilises the unique capabilities of Meraki Cloud delivered network management underpinned by SCC’s Meraki certified managed service resources. This provides cloud provisioning into a customer tenancy, firmware and feature upgrades, network visibility and pro-active remote troubleshooting to deployments of any size.

SD WAN enables a convergence of security and network connectivity technologies for business enterprise users, Secure Access Service Edge (SASE) is a security framework supporting this convergence of networking and network security to meet the challenges of digital business transformation, edge computing, and workforce mobility. SASE is a standard component included as part of the SCC SD WAN managed service.

The standard technologies covered under this Service are as follows:

· Cloud Managed SD-WAN (Cisco Meraki)

· Managed SASE services (Cisco Umbrella)

SERVICE HOURS

24 x 7 x 365

Standard Service Packages

The table below is for information purposes only and equipment, connectivity and licensing are not part of the deliverables under this Service Description.

		Feature

		Use Cases



		

		Teleworker / Kiosk 

		Small Office

		Medium/Low

 Office

		Medium/High Office

		Head Office / Data Centre



		Device Throughput

		Up to 50Mbps

		Up to 300Mbps

		Up to 200Mbps

		Up to 800Mbps

		Up to 1Gbps



		

		

		

		

		

		



		Client and Site to Site VPN

		Up to 2

		Up to 50

		Up to 75

		Up to 500

		Up to 1000



		

		

		

		

		

		



		Primary Connectivity

		Internet

		Internet

		Internet

		Internet

		Dual Internet



		

		

		

		

		

		



		Secondary Connectivity1

		LTE

		Internet or LTE

		Internet

		Internet

		Dual Internet



		

		

		

		

		

		



		Number of users/devices per location

		Up to 2

		Up to 50 Users

		Up to 200 Users

		Up to 500 Users

		Up to 2000 Users



		

		

		

		

		

		



		Components

		Meraki Z3
Inbuilt WIFI 

		Meraki MX67C 

		Meraki MX75

		Meraki MX95

		 2  x Meraki MX250 (HA Pair)2



		

		

		

		

		

		



		Options

		 LTE (4G)

		HA device/dual connectivity

		HA device/dual connectivity

		HA device/dual connectivity

		 



		

		

		

		

		

		



		License Level (Network Wide)3

		Advanced Security
Enterprise features + On-Prem UTM and Umbrella Integration 



		

		

		

		

		

		



		Umbrella Package

		DNS Essentials 
DNS Layer Security







1 Where HA devices/Dual connectivity is taken, Secondary Connectivity is optional	

2 In Dual DC deployment, can run across Data Centres if required		

3 Only Enterprise License is available for Z3; this does NOT preclude using Advanced Security for rest of network



RESPONSIBILITIES

The following table defines the responsibilities of SCC within the scope of this Service. Please note certain Customer Responsibilities identified within this Service description may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Agreement.

		Feature

		SCC Activities

		Service Class



		

		

		Enhanced

		Standard

		Base



		SD-WAN Support & Administration

		SCC will Identify and resolve Incidents relating to the pre-agreed scope of SD WAN Managed infrastructure as detailed in the Technical Specification.

		Yes

		Yes

		Yes



		

		SCC will implement operating system patches or firmware updates for the managed Cisco Meraki MX appliances where required for Incident Resolution.

		Yes

		Yes

		Yes



		

		SCC is responsible for remote deployment and configuration of any agents or tools required for this Service within the Customer’s environment.

		Yes

		Yes

		Yes



		

		For service impacting faults that are identified as a P1 by the SCC Operations team, perform out of hours resolution.

		Yes

		No

		No



		

		Where SCC determine it is appropriate as part of Incident Resolution apply any appropriate software, firmware patches or configuration restores for Service restoration.

		Yes

		Yes

		Yes



		

		If a critical error cannot be resolved by SCC using the normal support tools and processes, the problem may require escalation to Cisco Meraki. SCC will manage the escalation and resulting outcome.

		Yes

		Yes

		Yes



		Underlay circuit support

		SCC will monitor the WAN interface of the Cisco Meraki MX Equipment for availability. In the event of any changes of state to the interface an alert will be generated and investigated.

		Yes

		Yes

		Yes



		

		SCC will investigate and triage alerts reporting an issue with an Underlay circuit used by the managed SD-WAN

		Yes

		Yes

		No



		

		Log an incident with the third-party circuit provider to investigate and resolve. Regularly check with the third-party circuit provider the resolution status of the incident.

		Yes

		Yes

		No



		Event and Alert Management

		Proactive device monitoring of the Cisco Meraki hardware under the scope of this Service via the Meraki Dashboard.

		Yes

		Yes

		Yes



		

		Notify the Customer when allocated capacity is approaching limits and there is a risk of service performance degradation.

		Yes

		Yes

		Yes



		

		Take action to investigate and remediate a reported degradation of SD WAN performance beyond agreed Customer thresholds.

		Yes

		Yes

		Yes



		

		Make proactive recommendations to prevent possible service degradation of the SD-WAN performance beyond agreed Customer thresholds.

		Yes

		No

		No



		

		Action changes to monitoring thresholds or alerts raised as a Service Request.

		Yes

		Yes

		Yes



		Capacity and Availability Reporting

		Ensure the customer’s read only access to the Cisco Meraki reporting dashboard access is maintained.

		Yes

		Yes

		No



		

		As part of the Service reporting provide availability, performance, uptime, and capacity reporting for the SD WAN Managed infrastructure as detailed in the Technical Specification.

		Yes

		Yes

		No



		

		Provide a high-level overview of total traffic across all devices monitored and managed as part of the SD WAN Service as detailed in the Technical Specification over an agreed period.

		Yes

		No

		No



		License management

		Report quarterly on the licensing status of the SD WAN and compliance within the management portal.

Where Cisco Meraki licenses are included as part of the Service Charges, SCC will maintain license compliance for the term of the Order.

When the Customer is responsible for the procurement of Cisco Meraki licenses SCC will report license term end dates to the Customer 60 days before they expire. 

		Yes

		Yes

		Yes



		Portal

		SCC will manage the Customer’s read only default view of their managed SD WAN infrastructure through the Cisco Meraki Enterprise portal for up to three (3) user accounts.

		Yes

		Yes

		No



		SD-WAN & traffic shaping

		SCC will manage Customer requested updates or changes to the SD WAN infrastructure in scope of the managed service. This includes and is limited to the following features:



· SD WAN policies

· Traffic shaping rules

· Flow preferences

· WAN traffic load balancing



Where applicable updates will be applied on a per application basis.

		Yes

		Yes

		Yes



		On Device Security

		SCC will manage Customer requested updates or changes to the SASE functionality in scope of the managed service. This includes and is limited to the following On-Box security features:

· Enterprise Firewall

· IDS/IPS

· Content Filtering (Cisco Meraki specific categories)

· Advanced Malware Protection (AMP)

		Yes

		Yes

		Yes



		Device software update

		SCC will apply the latest stable Operating System or feature updates that are not related to a security update or incident resolution to all managed SD-WAN Cisco Meraki devices specified in the Technical Specification.



Enhanced - Managed with assigned resource to apply updates on 3 separate dates / times of the Customer's choosing every calendar quarter. 



Standard - Auto updates in up to 3 separate groups at dates and times of the Customer's choosing every calendar quarter. 



Base - Auto updates at a time and date of SCC's choosing every calendar quarter. 



Supported Equipment that fails after an upgrade will be resolved in accordance with the terms of the Equipment Maintenance Service.  

		Yes

		Yes

		Yes



		Active Directory 

		For those Customers with integration configured between their Active Directory installation and the SCC managed Cisco Meraki management portal, SCC will support the trouble shooting of Active Directory authentication issue in relation to Client VPN access and group policy.

		Yes

		Yes

		Yes



		SASE Support and Administration

		Manage Customer web filtering by domain or category using the SD WAN service.

		Yes

		Yes

		Yes



		 

		Manage and maintain DNS control policies such as block domains with malware, phishing, botnet, or other high-risk items in line with the Customers security policy. 

		Yes

		Yes

		Yes



		 

		Where Incidents cannot be resolved by SCC raise and manage an Incident with the software vendor

		Yes

		Yes

		Yes



		 

		Manage and maintain DNS Layer Security procedures and policies in accordance with the Customer’s security policy. 

		Yes

		Yes

		Yes



		 

		Manage and maintain customised block pages and bypass options in accordance with the customer’s security policy.

		Yes

		Yes

		Yes



		 

		Manage the Proxy and inspect web traffic (incl. decryption of SSL (HTTPS) traffic) and the SSL certificate for SSL encryption.4

		Yes

		Yes

		Yes



		 

		Release blocked files and content identified by the Umbrella AV Engine and malware defence, at the Customers request.

		Yes

		Yes

		Yes



		SASE Service Reporting

		As part of the monthly service reporting SCC will provide an agreed set of compliance reports by either network or device which will include:

· Security overview (totals)

· Security activity (detail of activities undertaken)

· Application discovery (DNS score by application) and Top threats (mitigated). 

		Yes

		Yes

		Yes



		Umbrella licensing

		SCC will manage the Service security application user license compliance. It is the Customers responsibility to report to SCC any changes in SD-WAN user numbers across the managed infrastructure that may impact compliance.

		Yes

		Yes

		Yes



		

		

		

		

		



		Configuration Change Requests

		All policy and template configuration changes to SD WAN or SASE service may be requested through the Service Desk. Design changes or changes that require architectural assistance are required to be raised as projects due to risk and effort and will be subject to additional Charges.

		Yes

		Yes

		Yes





Notes

4 Feature not available as part of standard Umbrella service provided. Available if DNS Advantage or SiG Essentials editions purchased

Incident Logging

Incidents other than those in scope described within this service description or as a result of Service impacting misuse, may be declined by SCC or if accepted, may be subject to additional Charges. 

		Category

		Incident Logging



		Incident resolution limits per month

		The default number of Incidents logged per month against the  Customer’s SD WAN Service and included in the Service Charge is governed by the entitlement under the class of SD WAN service purchased. The default values listed in the table below are multiplied by the number of hub sites within the Customers managed SD WAN. For every 10 Home Worker/ Kiosk location an additional incident per month is included within the default entitlement.

		

		Enhanced

		Standard

		Base



		Number of logged incidents included per month

		6

		4

		2













CHANGE REQUESTS

		Category

		Change Requests



		Configuration Change Requests, limits per month

		Configuration changes listed in the service description may be requested through the Service Desk. The number of changes per month is governed by the entitlement under the class of SD WAN service purchased. If the number of change requests exceeds the monthly entitlement these will be charged for monthly in arrears as part of the service billing cycle and at the agreed rates within the customers managed service contract.

		

		Enhanced

		Standard

		Base



		Number of changes requested per month

		6

		4

		2













Complex Design changes that require architectural assistance or changes which fall outside the scope of Service Description will be raised as projects due to risk and effort required to implement. These requests will be assessed and if implemented will be charged in addition to the Charges for this Service.

Complex Design changes include but are not limited to:

· Adding a new site

· Removing a site

· Adding a new hub site and configuring routing policies

SERVICE REPORTING

SCC will provide any reporting included as part of the Service within 2 weeks of the end of the relevant reporting period, where this falls on a non-Working Day then the required reports will be provided by the next Working Day.

		Report Type

		Frequency



		Monitoring Reports

		Monthly



		Capacity & Availability Reports

		Monthly/Adhoc





Customer Responsibilities

· The Customer is responsible for ensuring End Users raise Service Requests and Incidents to SCC’s Service desk in accordance with the processes detailed in that Service Description   

· For the management of encrypted proxy traffic, the Customer shall provide an up-to-date SSL certificate with a term period of at least one year, when requested by SCC5

· Installation and configuration of Umbrella client software on equipment not managed by SCC.

· Where the Meraki Dashboard is not managed via SCC’s MSP portal, the Customer must provide unrestricted access to their Meraki dashboard to deliver this Service.

· Participation in change control process as required due to any actions arising as result of Event & Alert Management.

· A default threshold of 70% of capacity will be put in place unless specific measures, alerts and corresponding remedial actions are advised and provided by the Customer.

· Where changes to monitoring thresholds or alerts are required raise these through the Service Desk as a Service Request.

· Where the Service Underlay is not supplied by SCC, the Customer is required to provide details of where Client end of each circuit terminated (including postcode).

· Where the Service Underlay is not supplied by SCC, the Customer is responsible for configuring their end of each circuit and associated equipment forming the Underlay.

· Ensure that a Joiners/Leavers/Process is in place that makes use of an implemented RBAC model required to deliver Portal access to the Customer.

· Raise all changes to reports via the SCC Service Desk.

· Agree a schedule for service unavailability (maintenance windows) to allow critical maintenance to take place. 

· Ensure the SD WAN Network device hosting locations and environment must meet the recommendations of the vendor for any remote locations not under SCC’s control. 

· Maintain and support the cabling infrastructure for any remote locations not under SCC’s control.

· The Customer will inform SCC of any uplift in user numbers which may impact the licensing of this Service. 

Notes

5 Only required if Web proxy edition of Umbrella used as part of the managed service

DEPENDENCIES

· Incident, Major Incident (required to support Enhanced service), Problem, Change Management and Hardware Maintenance services (unless Customer provided and managed)

· A physical Underlay is required either Customer provided service provision or an SCC Underlay service.

· All Customers who require access to Meraki Reporting Dashboards are required to provide a valid Customer domain e-mail address and have Multi Factor authentication enabled. 

EXCLUSIONS

· The Customer acknowledges that Cisco is responsible for the availability and quality of service of the Meraki Cloud based components of this Service

· Support, Integration or Management of a Customer’s Active Directory unless taken as part of another Service.

· Provision and Management of any Underlay, leased lines, network connectivity required for this Service to operate unless provided by SCC as part of another service 

· Remediation activities by SCC, required because of degradation or failure of the Equipment or Hardware by parties other than SCC are excluded and shall be subject to additional Charges from SCC.

· Provision of Hardware required to operate this service.
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		Citrix Virtual Apps and Desktops

		Means Citrix Virtual Apps and Desktops formerly XenApp and XenDesktop



		Citrix ADC

		means Application Delivery Controller formerly NetScaler ADC



		Citrix Application Delivery Management

		means Citrix Application Delivery Management formerly NetScaler Management and Analytics System



		Citrix Gateway

		means Citrix Gateway formerly NetScaler Gateway or NetScaler Unified Gateway



		Citrix Cloud

		means Citrix Cloud incorporating a range of Citrix SaaS Services.



		VDA

		means Virtual Delivery Agent







OVERVIEW

SCC will be responsible for the service availability of the Citrix Infrastructure within the Customer environment.



Citrix Digital Workspace Management including the following features:



· Citrix Workspace

· Citrix Virtual Apps and Desktops

· Citrix Workspace App



Citrix Networking including the following features:



· Citrix ADC

· Citrix Application Delivery Management

· Citrix Gateway



Citrix Cloud Management



ENVIRONMENTS SUPPORTED

The following IT environments are supported by SCC:

· SCC Cloud+

· SCC Private Cloud

· Customer IT infrastructure within an SCC Data Centre, On Customer Premise, Public Cloud (Amazon Web Services or Microsoft Azure)  IaaS or PaaS 

· Citrix Cloud



RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Service Annex.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Citrix Digital Workspace Management

		SCC will investigate and resolve Incidents related to the Citrix environment detailed in this Service.



Administration of Citrix Infrastructure & group policies associated with this Service.



Application/Image publishing in to Citrix following standard change practices once testing has been completed by the Customer or application support provider.



Access Management to published Citrix applications.



Where applicable, reporting of Citrix CSP Software licenses associated to the provision of this Service.



Preventative Maintenance tasks: 



Regular reviews of system performance



Provide Customer with recommendation regarding system enhancements and efficiencies



Regular system health checks to ensure system optimisation



Capacity and load balancing in line with good practice procedures





		Ensure that only authorised personnel can contact the service desk to raise Incidents.

Raise Incidents with the SCC Service Desk.

Provide the Service Desk with all information it may reasonably require to resolve the Incident, or provide this Service.

Ensure SCC has the right level of access to Customer Infrastructure to be able to carry out this Service or to take further AD Management Services from SCC.



Installation and testing of any applications or third party software not supported by SCC prior to Citrix Application publishing carried out by SCC.



Installation & support of non-standard applications on the Citrix servers.





Ensure Change and Release procedures are in place for the provision of any new or updated published apps or system updates and the Customer signs off any required UAT.



Ensure that any request to publish new apps or increase the number of users is considered prior to submission as not to impact capacity or degrade Service performance



Ensure the edition of Citrix is at a level that enables SCC’s toolsets to deliver preventative maintenance.



Ensure that the version of Software is supported by software vendor and a support agreement is in place unless otherwise agreed.



Ensure that all and any Software licenses are procured and applied as needed.



Ensure that any impacts upon this Service made by SCC as a result of implementing preventative maintenance recommendations are fully considered in terms of capacity and performance. 





		Citrix Networking Management

		Management of the Citrix networking features detailed in this Service, including Citrix ADC, Citrix Application Delivery Management & Citrix Remote Access Gateways

		Ensure that the appropriate levels of hardware and load balancing is configured as agreed between the parties during design activities.



		Citrix Cloud Management

		Management of Citrix Cloud platform & any associated Citrix Cloud connectors as per the Customer Technical Specification. 

		Ensure appropriate levels of access are in place to provide this Service.





RESTRICTIONS

· Application of Citrix patches or feature packs to the Citrix environment will only be performed as part of the Incident or problem resolution process.

· SCC will not be held responsible for any issues arising from Citrix Cloud platform issues outside of SCC’s control or influence.

· Where a Customer does not implement recommendations as a result of SCC identified proactive maintenance and this Service enters a degraded state due to poor performance, then SCC will not be held responsible and shall be exempt from meeting any affected SLAs until such time as the Customer has implemented such recommendations.



· EXCLUSIONS

· System support for versions not supported by software vendor. 

· Patching of Citrix unless advised by Citrix Support in response to a fault, or specifically identified by SCC as providing a significant enhancement to functionality of environment.

· Upgrades of Citrix components would be deemed to be a chargeable project and are not in scope

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work



DEPENDANCIES:

· All risks identified during due diligence of a Customer’s Citrix Infrastructure are remediated by the Customer or SCC. In order to provide full SLAs and Service Credits, any outstanding risks or remediation must be signed off by SCC and the Customer prior to take on of this service.

· Data Centre and Remote Site Monitoring Service. In order for SCC to provide proactive maintenance the Customer agrees to SCC including an appropriate monitoring tool as part of the Service.

· Service Desk, Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed).

· OS Management Service unless utilising Citrix Cloud.

· Ensure that the correct levels of access to any supporting infrastructure required for this service are provided to SCC.
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		RDS

		Means Remote Desktop Service



		RemoteApps

		Specify individual applications that are hosted/run on the Windows RDS infrastructure but appear as if they're running on the user's desktop like local applications.



		Session based Desktop

		A thin client multi-session environment to run application workloads in a full desktop experience.



		RD Web Access

		Allows users access an organization's Remote Desktop infrastructure through a compatible web browser.



		RD Gateway

(RDG or RD Gateway)

		A Windows server role that provides a secure encrypted connection to the Session host server via RDP. It enhances control by removing all remote user access to your system and replaces it with a point-to-point remote desktop connection.



		RD Session Host

(RDSH)

		An RDSH can host Windows session-based applications and desktops that can be shared with users remotely. Users can access this through a web client on a supported browser or through a Remote Desktop client.



		RD Connection Broker

		A remote desktop connection broker allows clients to access various types of server-hosted desktops and applications. It is responsible for checking user credentials, assigning users to remote desktops, load balances the servers hosting the desktops and redirects multimedia processing to the client device.







OVERVIEW

SCC will be responsible for the support and management of the Windows RDS Infrastructure within the Customer environment and will leverage the technical capabilities of the host platform when required.



Windows RDS Management includes the following features:



· Application publication

· Virtual Remote Desktop Sessions

· Session Shadowing



Windows RDS Management includes the following Windows Server roles:



· RD Session Host

· RD Connection Broker

· RD Web Access

· RD Licensing

· RD Gateway



SCC will support Windows RDS farms with a configuration of host Windows servers running multiple RD roles, following Microsoft best practice design.



Windows RDS editions Supported

All versions of Windows Server that are still under Microsoft product lifecycle support are in scope of this RDS managed service. Currently supported are:

· Windows Server 2012 R2

· Windows Server 2016

· Windows Server 2019



ENVIRONMENTS SUPPORTED

The following IT environments are supported by SCC:

· SCC Cloud+

· SCC Private Cloud

· SCC managed customer IT infrastructure either hosted within an SCC Data Centre or On a Customer’s Premises 



RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Service Annex.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Windows RDS Management

		SCC will investigate and resolve Incidents related to the Windows RDS environment detailed in this Service.



Proactively monitor the managed Windows RDS Infrastructure using the SCC management and monitoring infrastructure. Alerts will be raised if agreed monitoring thresholds for capacity, performance and availability are breached.



Administration of Windows RDS Infrastructure, SSL certificate installation & group policies associated with this Service.



Installation of applications executables that will published to the managed RDS farm. Installation instructions are to be provided by the Customer. 



Application publishing in to Windows RDS follows standard change practices once testing has been completed by the Customer or application support provider.



Access Management to published Windows RDS Desktops or applications.



Where applicable, reporting of Windows RDS CAL or SAL Software licenses associated to the provision of this Service.



Where applicable, for Microsoft SPLA licensed Windows RDS infrastructure ensure that all and any Windows Server and RDS SAL Software licenses are applied and billed as needed.



Preventative Maintenance tasks: 



· Regular reviews of system performance

· Provide Customer with recommendation regarding system enhancements and efficiencies

· Regular system health checks to ensure system optimisation



Reporting tasks:



· Report any licensing non compliance

· Report to the Customer if any of the managed RDS components are reaching the end of vendor support

		Ensure that only authorised personnel can contact the Service Desk to raise Incidents.

Raise Incidents with the SCC Service Desk.

Provide the Service Desk with all information it may reasonably require to resolve the Incident, or provide this Service.

Ensure SCC has the necessary levels of access to the Customer Infrastructure to be able to carry out this Service or add the SCC Active Directory Management Services to the Data Centre managed services agreement.



Installation and testing of any applications or third party software not supported by SCC prior to Application publishing carried out by SCC.



Support of Customer LOB or non-standard applications on the Windows RDS servers.



Ensure Change and Release procedures are in place for the provision of any new or updated published apps or system updates and the Customer signs off any required UAT.



Ensure that any request to publish new apps or increase the number of users is considered prior to submission as not to impact capacity or degrade Service performance



Ensure the version of Windows RDS implemented is at a level that enables SCC’s toolsets to monitor fully and deliver preventative maintenance.



Ensure that the version of Software is supported by software vendor and a support agreement is in place unless otherwise agreed.



Ensure that all and any Application and infrastructure Software licenses are procured and applied as needed for non-Microsoft SPLA licensed Windows RDS infrastructure



Ensure that any impacts upon this Service made by SCC as a result of implementing preventative maintenance recommendations are fully considered in terms of capacity and performance. 



Ensure that network storage is provided for user profiles













		Windows RDS Networking Management

		Management of the Windows RDS networking features associated with the following server roles:

· RD Web Access

· RD Gateways

· RD Connection Broker 



Specifically for the RD Connection Broker when configured for High Availability (HA) with either a local MS-SQL or Azure SQL perform database management as required.

		Ensure that the appropriate levels of hardware and load balancing is configured as agreed between the parties during design activities.





RESTRICTIONS

· Number of application loads/updates per month/quarter. (Either one application installation per calendar month or no more than a total of three installations per calendar quarter.) 

· Platform SSL Certificate updates, one per annum

· Application of Windows RDS patches or feature packs to the RDS environment will only be performed as part of the Incident or problem resolution process.

· Where a Customer does not implement recommendations as a result of SCC identified proactive maintenance and this Service enters a degraded state due to poor performance, then SCC will not be held responsible and shall be exempt from meeting any affected SLAs until such time as the Customer has implemented such recommendations..



· EXCLUSIONS

· System support for versions not supported by software vendor. 

· Patching of Windows RDS unless advised by Microsoft Support in response to a fault, or specifically identified by SCC as providing a significant enhancement to functionality of environment.

· Feature upgrades of Windows RDS components would be deemed to be a chargeable project and are not in scope

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work

· Customisation of session virtual desktops

· End user support relating to connectivity issues accessing a published desktop or application, user authentication issues or general network faults relating to non SCC managed infrastructure.



· DEPENDENCIES:

· All risks identified during due diligence of the Customer’s Windows RDS Infrastructure are remediated by the Customer or SCC. In order to provide full SLAs and Service Credits, any outstanding risks or remediation must be signed off by SCC and the Customer prior to take on of this Service.

· Data Centre and Remote Site Monitoring Service. In order for SCC to provide proactive maintenance the Customer agrees to SCC including an appropriate monitoring tool as part of the Service.

· Service Desk, Incident, Major Incident, Problem and Change Management services (unless customer provided and managed).

· Ensure that the correct levels of access to any supporting infrastructure required for this Service are provided to SCC.

· Active Directory managed service

· OS Management Service

· Windows Server Lifecycle management

· Application Deployment

· Application packaging
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

IaaS	means Infrastructure as a Service provided by either Microsoft Azure or Amazon Web Services

Maintenance Window	means the time when SCC may undertake maintenance or make a change as defined within the Service Annex or in the Technical Specification

OS	means Operating System

PaaS	means Platform as a Service provided by either Microsoft Azure or Amazon Web Services

OVERVIEW

The Database Management Service provides a management and support Service for databases across a variety of infrastructure and Cloud platforms, including both Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). The Service removes the concerns of day to day database management providing a stable platform for critical business application delivery.

ENVIRONMENTS SUPPORTED

The following IT environments are supported by SCC:

· SCC Cloud+

· Customer IT infrastructure within an SCC Data Centre

· Customer IT infrastructure within a Public Cloud (Amazon Web Services or Microsoft Azure) – IaaS or PaaS

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Order.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Database Support



		Maintain active support for the Service with the aim of ensuring its availability, resolving any issues as they are identified.

Maintain the system configurations and related documentation.

Proactive system optimisation and maintenance as required.

Management and maintenance of high availability or disaster recovery databases where applicable as subject only to the native inbuilt database software tools specified within the Technical Specification as per agreed Service Level.

Provide Customer with notice of any planned maintenance in line with the Service.

		Unless provided by SCC, procure and maintain active support for all Customer or 3rd Party provided Public Cloud infrastructure and services. 

Provide contact information to SCC for any vendor responsible for managing Customer-provided hardware and/or software.

Remove all temporary files associated with Customer software not managed by SCC.

Schedule any agreed unavailability of Customer provided infrastructure outside of Working hours.

Unless identified in the Technical Specification ensure that all required Database Software licenses are procured and maintained, including appropriate vendor support/maintenance packages.

Provide SCC with sole administrative access to the database to provide the Service, administrative access for the Customer or any 3rd parties is by prior agreement with SCC only.



		Incident Management


		Identify and resolve Incidents relating to the management of the supported database system. 
Implementation of workaround(s) as appropriate if a fix cannot be found within SLA.

For Database systems on IaaS, and where agreed with Customer proactively restart or stop the database system(s).
Where SCC determine it is appropriate as part of Incident Resolution apply any appropriate database patches or database restores for Service restoration.





		Report suspected faults/disruptions to SCC’s Service Desk.

Consider any actions recommended by SCC to relieve degradation in database performance.

Authorise unscheduled stop and restart of database services within normal hours of Service.

Troubleshoot and resolve Incidents related to Customer-supported applications, databases, related software and data, which are not covered in the Service. 

Resolve and take responsibility for any Service unavailability due to failure of Customer-provided hardware or software. 

Provide SCC with the required information as and when requested for Incident Resolution. 

Monitor the status of Customer applications and tools not covered under the Service.

Provide authorisation to SCC where appropriate a list of approved databases system(s) that can be restarted or stopped proactively or patched for Incident Resolution.



		Event and Alert Management



		Provide and utilise database monitoring software to provide event & alert management as agreed with Customer.

Monitor for alerts that relate to the Service and take action or make recommendations to prevent degradation of performance beyond agreed thresholds.

Inform Customer of change of state of database system.

Monitor database logs for errors and keep for the agreed time scale with Customer.

Monitoring any scheduled jobs that have been set-up and investigate and where appropriate correct any that report failure.

Monitoring Database health and checking for reported suspect pages. 

		Where required, provide SCC with any specific measures and alerts and corresponding remedial actions for those alerts.

Implement any recommendations made by SCC where those recommendations are not covered by this Service. 

Resolve any issues with Application/3rd Party scheduled jobs not within the scope of this Service.

Where changes to monitoring thresholds or alerts are required raise these through the Service Desk as a Service Request.



		Maintenance Windows

		Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 (Ten) working days’ notice prior to such outages.  

Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance. 

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensure that all appropriate applications and services are shutdown prior to commencement of maintenance windows. 







SERVICE REQUESTS

Service Requests other than those listed in the table below may be declined or subject to Additional Charges. 

		Category

		Service Request



		Database Management

		Start/Stop database services

Request temporary database Admin Password

Kill user sessions

Configure database user roles and permissions

Create, Modify or Remove a database maintenance job

Amend database security policy

Configure or amend database mail

Amend database native backup policy/schedule

Check and report on database fragmentation

Create, Modify or Remove linked servers

Request a standard index rebuild

Data file management (Create, Remove, Modify)

Amend Alert thresholds







SERVICE REPORTING

SCC will provide any reporting included as part of the Service by the 20th day of the following month where the Service has been consumed, where this falls on a non-Working Day then the required reports will be provided by the next Working Day.

		Report Type

		Report Description

		Frequency



		Database Health Check Report

		Database Health Check report

		Monthly



		Capacity Report

		Provides information on capacity and availability of the Customer’s platform

		Monthly





· Capacity Reporting

· Monthly health check reports

The following service reporting capabilities can be provided as optional chargeable Services:

· Availability

· Patch Management

· Performance and Monitoring

RESTRICTIONS

· If the database is out of vendor support, or in the case of an open source database system the major release version is more than one revision older than the currently available stable release, then the Service is provided and supported with reasonable endeavors only and not subject to any Service Level availability targets or Service Credits.

· The Service covers the management and support of the database identified in the Technical Specification.

· For the avoidance of doubt, network connectivity and any software or applications that are not supplied or managed by SCC are deemed to not be included within the scope of this Service. 

· Any remediation activities carried out by SCC due to degradation or failure of the Service caused by 3rd parties introduced by the Customer shall be subject to additional Charges from SCC.

· For avoidance of doubt, such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level measurement.

EXCLUSIONS

· Project related activities.

· Design and development of new database environments.

· Major version upgrades.

· Ongoing patch management.

· Support in any language other than English.

· Database backup or restores/refreshes outside critical availability/service restoration Incidents.

· Maintenance of non-SCC batch jobs.

DEPENDENCIES:

· Data Centre and Remote Site Monitoring Service
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		OVERVIEW:



The Data Centre & Remote site LAN Management Service provides a management, monitoring and support Service utilising SCC toolsets and management platforms, for a range of Network devices within the Customer environment located across SCC Data Centre, Customer or 3rd party premise locations. 



The network in place should be consistent with industry best practice and utilise standard components.



SCC RESPONSIBILITIES:

· Provide technical support and Incident resolution of the LAN / Network devices and their associated configuration detailed within Part A of this Service Annex.

· Provide monthly device availability report of the LAN / Network devices

· Once authorised, manage the installation and testing of the LAN changes in accordance with the change management procedure, updating documentation to reflect the changes.

· Take the appropriate action when an alert is issued to ensure service stability. 

· Monitor thresholds of LAN utilisation and make recommendations for improvement where possible.

· Take the appropriate action to relieve degradation of performance beyond agreed thresholds. 

· Retain performance data for the agreed term.

· Fault Logging and Progression with appropriate network equipment Vendor

· Perform Device or Configuration Backups, where possible and agreed utilising SCC toolsets

· Protection from Unauthorised Access

· Perform device or configuration restores where required or when requested by the Customer

· Installation of security patches, firmware or minor software upgrades, as part of the Major Incident or problem management process

· Where hosted in SCC’s Data Centre, ensure the facility is available throughout all the hours of service offered to Customer during the Hours of Support; this excludes any identified scheduled downtime.



CUSTOMER RESPONSIBILITIES:

· Ensure that any Equipment to be hosted by SCC on behalf of Customer is compatible and in a supportable condition.

· Ensure that all Equipment attached to SCC Data Centre LAN is of a safe and stable condition

· Ensure that Customer is fully authorised to allow SCC to host any Equipment supplied by Customer 

· Highlight future direction of the Business strategy to SCC to allow them to identify and plan future changes in the Customer’s business that may affect the requirements for local area network (“LAN”) capacity.

· Agree reporting requirements of LAN utilisation with SCC.

· Clearly specify the Business requirements to be addressed by a subsequent change in the LAN design.

· Within the defined time authorise the agreed work to be carried out.

· Schedule any agreed unavailability of service or commission out of hours working. 

· Consider any actions recommended by SCC to relieve degradation in LAN performance.

· Ensure that valid licensing, maintenance and vendor support contracts are in place for all LAN / Network devices identified in the Technical Specification.

· The Customer will ensure the LAN / Network device hosting location & environmental conditions are fit for purpose for any remote locations not under SCC’s control 

· The Customer will maintain and support the cabling infrastructure on the Customer’s sites.



EXCLUSIONS:

· Provision of Customer dedicated lines and or links both within the hosted environment and between the environments.

· The design and implementation of new or additional features, additional capacity, configuration of new devices will chargeable project activity

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by the SCC will be considered outside of BAU Scope and chargeable project related work

· Installation of firmware and operating systems upgrades shall only be performed where it is necessary in order to resolve a major Incident otherwise will form part of a quarterly recommended service improvement project.



DEPENDENCIES:

· Data Centre and Remote site Monitoring Service

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		OVERVIEW:



Using SCC’s tools, process and policies SCC will monitor the Customer Server environment both Physical and Virtual. Such monitoring will be limited to the functionality of SCCs toolset and its configuration, in addition to the compatibility to Customer Server environment.



SCC RESPONSIBILITIES:

· SCC will monitor all monitoring enabled servers, switches, routers, firewalls, SAN, backup device detailed in the Technical Specification. This environment will be monitored and alerts actioned by SCC’s Network Operations Centre, (NOC) in line with the Customer provided impact and alert matrix utilising SCCs preferred toolset. 

· The monitoring service will include the following:

Generated alerts based on performance thresholds, in built within the initial implementation, prompting pro-active alerts to the NOC as agreed thresholds are breached and contents of log files;

All alert events are logged in the Service Desk system for event consolidation

Consolidated reporting of Customer infrastructure alerts, which will be included within the monthly reports, in a format as agreed with Customer.

Unless otherwise agreed, requests for changes to monitoring thresholds will be limited after initial configuration to 5 requests per calendar month, additional requests may be facilitated but will be completed on a chargeable basis.

Unless otherwise agreed, custom reports that deviate from SCC standard report templates can be provided but will be facilitated on a chargeable basis.



CUSTOMER RESPONSIBILITIES:

· To notify SCC (through the Change Request Procedure) of any new equipment added to the environment, that is required to be included within the Monitoring Service.

· Provision of suitable monitoring servers as required to support the monitoring of the Customer environment.

· Provide licenses for all monitoring measures/agents installed on Customer equipment (network devices & servers) to be monitored.

· Where SCC is not responsible for the maintenance of the Equipment and/or Software ensure that the Equipment/ Software is covered by an appropriate support contract.

· Ensuring that SCC has access to Customer systems to enable the delivery of these Services

· Provision of impact and alert matrix for all devices identified in the Technical Specification.



EXCLUSIONS

· End User devices, including hand held devices, notebooks, desktops and Printers;

· Any equipment which is found to be incompatible, end of life or end of support with the monitoring service software or not monitoring enabled;

· Devices that are standalone and not connected to the Customer network

· Software licenses for monitoring solutions



DEPENDENCIES:

· Availability Management

· Event Management









		Service Annex 1

		Data Centre Services – [DCSHSTSRVEQP]



		Service Specification:

		Table x

		[bookmark: _Toc443560988][bookmark: _Toc93409013][bookmark: _Toc93409421][bookmark: _Toc158983204]Data Centre Hosting Service (Equipment)



		OVERVIEW:

SCC will host the Customer owned Equipment as agreed and ensure that the Equipment is stored and operated as appropriate for the individual device.  This Service Annex details the list of hosted Equipment. All changes to the Equipment inventory shall be via the Change Request procedure.



SCC RESPONSIBILITIES:

SCC will provide a managed hosting service from its data-centre which shall include the following:

· Access control services ensuring compliance and governance

· Incident management to allow effective fault logging and progression with the OEM, equipment Vendor or supporting third parties.

· 365/24 Monitoring of Equipment where applicable (subject to monitoring and appropriate services)

· Ensure that the Equipment continues to operate within the OEM guidelines where possible.

· Make recommendations aligned to deliver operational efficiency as part of ongoing service improvement



CUSTOMER RESPONSIBILITIES:

Customer should ensure that all units supplied to SCC for hosting are:

· In Good Working Order at time of handover to SCC

· Compatible with SCC hosting environment

· Electrical and mechanically safe

· Customer has the right and license to allow SCC to host the devices

· Where SCC is not responsible for the maintenance of the Equipment and/or Software ensure that the Equipment/ Software is covered by an appropriate support contract.

· Ensure that all hosted Equipment has all appropriate and current patches, bug fixes and service packs loaded and installed at the point of transfer to SCC. Any Equipment which has not been updated to current patch levels, or fall outside of OEM/ Vendor support will be supported on reasonable endeavours basis by SCC until such time as any remedial actions have been agreed and implemented via the Change Request Procedure .

· Re-build of Customer non managed bespoke application layer



EXCLUSIONS

· This Hosting Service will be limited to the inventory detailed in the Technical Specification. 

· SCC is not responsible for the content or validity, or content of the Customer data residing on the Customer Equipment.

· Installation of Firmware Upgrades to the Customer Equipment or Equipment Components, when necessary as part of a major Incident and in agreement with Customer.



DEPENDENCIES:

· Data Centre Hosting Service (Power and Infrastructure)









		Service Annex 1

		Data Centre Services – [DCSHSTSRVPI]



		Service Specification:

		Table x

		[bookmark: _Toc443560989][bookmark: _Toc93409014][bookmark: _Toc93409422][bookmark: _Toc158983205]Data Centre Hosting Service (Power & Infrastructure) 



		OVERVIEW:



SCC will provide Customer with designated space and power as needed for the hosting of devices within SCC data centre facility or facilities as appropriate.

Customer will benefit from SCCs existing process and policies in relation to the hosting service, this will include power supply methods, security measures, contingency and other associated processes which may be in place in relation to the running and up keep of the date centre.



SCC RESPONSIBILITIES:

SCC will provide a managed hosting service from its data-centre which shall include the following:

· Sufficient rack space for Customer back-office Equipment;

· Sufficient power to run Customer back-office Equipment;

· UPS provision to cover the event of a power outage or spike;

· Back-up generators to provision coverage during an elongated power outage;

· Security coverage and provision within an ISO27001 accredited facility and 24/7/365 security manning;

· Adequate air-conditioning of the data-centre;

· SCC shall operate the data centre in an environmentally friendly manner and shall: (1) display to Customer their Data-Centre Infrastructure Efficiency (DCIE) test certificate when requested and (2) maintain a DCIE value of over 50% at all times.



CUSTOMER RESPONSIBILITIES:

· [bookmark: OLE_LINK3]Comply with SCCs most current access and estate management policies

· Ensure that Customer has (and maintains for the duration of the Order all appropriate licenses and or authorisation to allow SCC to host the Equipment identified.

· Any changes to the Customers’ requirements shall be subject to an agreed period of notice (dependant on the quantity of changes being requested) and will be agreed via the Change Request Procedure.

· Customer understands that whilst SCC provides resilient power to all the racks within the co-location environment it is the Customers responsibility to ensure that the Customers Equipment that is installed within the environment is configured to make best use of this provision. 

· Should the Customer need to install Equipment which has power provided from one power supply (Single Corded) SCC recommends that the Customer make use of a rack mounted Automatic Transfer Switch (ATS)



EXCLUSIONS

· The Hosting Service is limited to the provision of the infrastructure detailed herein, Software and other Services provided by SCC via the Hosting Service are the subject of their respective Service descriptions;

· An ATS is not provided as standard but can be provided by SCC at an additional cost.



DEPENDENCIES:

· Data Centre Hosting Service (Equipment)









		Service Annex 1

		Data Centre Services – [DCSINTSRV]



		Service Specification:

		Table x

		[bookmark: _Toc443560990][bookmark: _Toc93409015][bookmark: _Toc93409423][bookmark: _Toc158983206]Data Centre Internet Service



		OVERVIEW



The Internet Bandwidth Service comprises the provision of the Access Path communications Hardware and other support systems that are required at the SCC Data centre, to enable SCC Hosted Services to communicate over the Internet with the Customers CPE and server applications at the Customer’s site(s).



SCC RESPONSIBILITIES:

· Provision, maintenance and management of the Access Path Hardware, operating system and applications software, required at the SCC Data centre to provide the Internet Bandwidth Service.

· It is not possible to guarantee the availability of access to other service providers’ networks, therefore procurement of Internet Connectivity in accordance with and as defined in the Technical Specification shall be provided by SCC on a reasonable endeavours basis only.

· Monitor the Internet Bandwidth Service to:-

· Ascertain availability of the communications equipment support systems at the Location;

· Measure Internet Bandwidth capacity being used;

· Confirm that IP traffic can be sent from the SCC Data centre to other points on the Internet via the Internet Bandwidth service.

· Escalation to SCC’s Internet service provider in event of an issue/alert;

· Management of issues/alerts through to effective resolution in accordance with SLA’s and SCC responsibilities for the service;

· Management of commercial relationship with SCC’s Internet service provider;

· Performance will be monitored on a continual basis via SCC’s preferred monitoring toolsets;

· Provide assistance that the Customer may reasonably require to resolve issues between SCC’s Internet service and the Customers Equipment.



CUSTOMER RESPONSIBILITIES:

· Procurement, maintenance and management of any Customer data communications lines not identified in the Technical Specification.

· It is the Customer’s responsibility to ensure that:-

· It purchases Internet Bandwidth from SCC which is sufficient to support the numbers of Users enabled to concurrently access the Services.

· Connecting with sufficient bandwidth to provide appropriate capacity for the data traffic generated by the Users connecting at peak usage.

· Ensure that the Users comply with all Internet Bandwidth Service usage guidelines provided by the Internet service Provider or SCC in line with the acceptable use Terms & Conditions.

· Ensure that the Users comply with all applicable Industry standards and best practice guidelines related to the Internet and Internet Bandwidth Service usage.  



EXCLUSIONS:

· SCC is not responsible for the content of traffic sent or received using the Internet Bandwidth Service or for any CPE, applications software or telecommunications hardware used by the Customer to access the Service.

· Any Service Level failures that are a result of a failure by SCC’s or the Customers Internet service provider shall be reported as exceptions and excluded from Service Level measurement.

· SCC reserves the right to terminate a Customers Internet bandwidth in the event that the Customer or its 3rd party misuse the connection in accordance with the SCC Terms and Conditions of use or if in direct violation of any EU Directives or court injunctions.











		Service Annex 1

		Data Centre Services – [DCSEPMCORE]



		Service Specification:

		Table x

		[bookmark: _Toc93409016][bookmark: _Toc93409424][bookmark: _Toc158983207]Endpoint Toolset Management Service – Core + Discovery



		

DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

		“MECM”

		Microsoft Endpoint Configuration Manager



		“WSUS”

		Windows Server Update Services



		“Intune”

		Microsoft Intune Cloud based Enterprise Mobility Manager



		“Tanium”

		Tanium Endpoint Management Platform







OVERVIEW



SCC will Manage, Monitor and Maintain core endpoint management toolsets deployed within SCC or Customer owned environments.



The Core Service provides a foundation for SCC’s range of endpoint offerings enabling a customer to unify security and IT operations with a single comprehensive and accurate view of critical endpoint data. Customers can make informed decisions and act in real-time to minimise business disruptions.



Available Endpoint Offerings which at least one must be taken with this Service:

· Windows Client Endpoint Patching 

· Application Lifecycle Management

· Asset Reporting

· Vulnerability Reporting



Offerings & Product Support:

		Product

		Windows

		Mac OS

		Linux

		Solaris and AIX



		Windows Client Endpoint Patching

		Tanium Full 

MECM Full

Intune Full

WSUS Full

		N/A

		N/A

		N/A



		Application Lifecycle Management

		Tanium Full

Ivanti Full

PatchMyPC Full

		Tanium Full

		Tanium Full

		N/A



		Asset Reporting

		Tanium Full

MECM Full

Intune Full

		Tanium Full

		Tanium Full 

		Tanium Partial 



		Vulnerability Reporting

		Tanium Full

		Tanium Full

		Tanium Full

		Tanium Partial







SCC RESPONSIBILITIES:



Core Responsibilities

· Where the Endpoint Toolsets are provided and licensed by SCC, SCC will be responsible for ensuring a valid vendor support contract is in place

· Manage, monitor and maintain the health of the Endpoint Toolset Infrastructure and the discovered client endpoints

· Investigation and resolution of Incidents relating to the Endpoint Toolset Infrastructure associated consoles and services

· Review and assess Service impacts of Endpoint Toolset change notes once released by the vendor

· Plan and Implement upgrades to all elements of Endpoint toolsets including infrastructure, console and clients in line with vendor release recommendations under the approved change control process

· Apply updates on a quarterly basis, or as required for response to Incident, Problem or Vulnerability response. 

· Where SCC provides the Endpoint Toolset infrastructure, maintain Platform availability of 99.95

· Manage any Incident escalations to Endpoint Toolset Vendors beyond the scope of SCC’s capabilities or for development issues

· Where SCC owned, backup all Endpoint Toolset Configuration & Infrastructure associated to this Service with a 14-day retention period

· Notify Customers of scheduled or emergency maintenance via email to the Customer nominated contact(s).



Microsoft Endpoint Configuration Management & Intune Mobility Management (delete as applicable)

· Manage and monitor the Intune Mobility Management console and Integrations to dependent Infrastructure components where these are in place (MECM, On Premise Active Directory, Azure AD etc.) 

· Evaluation and Maintenance of Computer objects and expired or superseded updates

· Ensure that the platform and Intune Cloud Console configuration is maintained to enable to successful configuration & deployment management to the Customers estate in line with vendor recommendations

· Manage, monitor and maintain the toolset platforms & stability including the below components 

· Configuration Manager Site Server 

· System site roles (Distribution points, Management points, Software Update Points), 

· System site components (backup, reporting, database etc.)

· Intune Configuration and Update Management policies  

· SCCM & Intune Management consoles

· End user device agents for MECM and Intune



Windows Server Update Services: (delete as applicable)

· Manage and maintain the WSUS ecosystem including Schema, IIS, SQL Database services, reporting and runtime libraries

· Evaluation and Maintenance of Computer objects and expired or superseded updates



Tanium SCC Responsibilities: (delete as applicable)

· Maintain the Tanium Server, Module and Zone Server 

· Where SQL has been utilised, maintain the SQL Instance in accordance with best practice 

· SCC will procure the appropriate Tanium licenses on behalf of the Customer to operate this Service, as agreed within the Agreement. 

· All licenses are procured for a minimum 12-month period and are non-refundable in the event of early termination. 

· If consumption bursts beyond 10% of the original licensed commitment for a period of 3 months then a new co-termed license agreement will be negotiated with the customer.



CUSTOMER RESPONSIBILITES:

· Where Endpoint Toolsets are Customer owned, provide appropriate administrative level accounts and connectivity for SCC staff to manage the Endpoint toolsets remotely to deliver this and any optional Endpoint Services

· Where Endpoint toolsets are provided and licensed by the Customer the Customer is responsible for ensuring an appropriate IT infrastructure is available for hosting the solution

· Where the Endpoint toolsets are hosted, provided and licensed by the Customer, the Customer is responsible for licensing, software and vendor support agreement to enable the provision of this Service

· Provide approval and guidance for the changes scheduled via the Change Management process

· Ensure Internet Bandwidth is sufficient to support the numbers of Users enabled to concurrently access and maintain synchronization of the Intune Mobility Management Service located on the public cloud.

· Ensuring all Customer employees who are accessing the service have accepted and continue to comply with terms of the vendor specific EULAs

· Provide necessary distribution lists for Service Communications

· Ensure endpoints can connect to a network, to enable reception of Endpoint Management Agents for SCC to provide Endpoint Management Services

· The Customer agrees that if the scope of endpoints changes following the commencement of the Service, then such changes may be subject to additional charges.

· Provide SCC with five days’ notice of any scheduled maintenance to the Equipment located on a Customer site



RESTRICTIONS:

· Where a Customer does not utilize or is not licensed to deliver all elements of this Service or tools dependent on other services then these Tools / Services are out of scope.

· Availability of Public Cloud hosted services and toolsets fall outside the scope and control of SCC

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· The reporting output from the Service is limited only to endpoints that are connected to the Customer network

· Where the Customer opts to use a feature, or functionality, provided by a vendor in “Preview”, SCC will offer reasonable endeavours support to resolve any related issues or incidents. This activity will be chargeable

· Minor changes to an existing policy are within scope of this service but are limited to a maximum of 8 per month. Example Minor Changes:

· Modifying the runtime of a deployment

· Extending the deployment schedule/maintenance

· Modifying the message, the end user received when applying an update

·  Major release updates & changes to this Service would be a chargeable activity 



EXCLUSIONS:

· Management and maintenance of Systems, toolsets, and connectivity outside the scope of this Service

· Deployment of Microsoft Patches to the Customer client environment, this forms part of a separate service – Windows Client Endpoint Patching Service

· Deployment of Microsoft Patches to the Customer Server environment, this forms part of a separate service – Windows Server Lifecycle Service

· Deployment of Third-Party COTS Application patches utilizing management toolsets or components of them to the Customer client environment, this forms part of a separate service – Application Lifecyle Management Service

· Application Packaging and deployment activities – Available through Price on Application Services.

· Deployment of Updates and patches to the Customer Build Images, this forms part of a separate service schedule – Build Image Management

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.

· Integration with 3rd party solutions (example ServiceNow or Qradar) 



DEPENDENCIES

· Service Desk, Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)

[END OF TEXT]









		Service Annex 1

		Security Services – [DCSEPMAV]



		Service Specification:

		Table x

		[bookmark: _Toc443560998][bookmark: _Toc93409017][bookmark: _Toc93409425][bookmark: _Toc158983208]End Point Anti-Virus Management (Microsoft Defender)



		OVERVIEW

SCC will support the Customer End Point device antivirus service, which will be expected to deploy and manage updates as appropriate and required regarding antivirus updates to the Customer Desktop and Laptop estate



Once implemented, the devices will be onboarded to a service which provides advanced threat protection including antivirus, antimalware, ransomware mitigation, together with centralized management and reporting.



SCC RESPONSIBILITIES:

· The deployment of current patches to the Customer End Point devices via the automated tool (including Pattern files and Engine updates)

· Update of policies as directed and agreed with the Customer:

· Onboarding policies

· Security baselines

· Anti-Virus policies

· Ensure ad-hoc updates of anti-virus software and identity files are implemented as required to overcome or prevent virus or security problems.

· Updating local antivirus engines as well as pattern files as the manufacturer dictates.

· The management of any antivirus Incident

· The remediation of Virus outbreaks and their clean up apply fixes/updates as per vendor requests

· Ensuring an immediate response to attacks of new viruses which pose a specific threat to the Customers environment

· All files that have been identified as virus infected will be quarantined. The action of quarantining files will be alerted to both the End User concerned and the Customer allowing the file recovery to be investigated

· Monitoring for, escalating and managing to resolution, the occurrence of potential malicious content outbreaks

· Notifying to the Customer all viruses discovered and any discovered breaches of the data security policy as part of the monthly service review

· Working with the Customer to overcome any issues that might have arisen from a virus outbreak

· Reporting on the status of anti-virus signatures, virus outbreaks at agreed intervals

· The antivirus service will be proactively monitored through both monthly coverage reports and infection reports subject to the limitations of the toolset utilised. 



CUSTOMER RESPONSIBILITIES:

· Ensuring that the Customer has a subscription or similar service available for the deployment of antivirus updates to the Customer End Point estate

· Ensuring that all appropriate licenses and/or warranties are in place for such software within the Customer environment. At least one of:

· Microsoft 365 E3 with the Microsoft 365 E5 Security add-on

· Microsoft 365 A3 with the Microsoft 365 A5 Security add-on

· Windows 10 Enterprise E5 or A5

· Windows 11 Enterprise E5 or A5

· Office 365 E5 or A5



· Ensuring that all Customer End Points are compatible or are within the Customer policy definition for compatibility for such software

· Microsoft Windows 10 Pro / Enterprise / Education

· Microsoft Windows 11 Pro / Enterprise / Education

· Android (dependent of MDM service)

· iOS (dependent of MDM service)

· Ensuring that any devices connected to the Customer environment comply with the company standards and security requirements

· Provide SCC with any exclusions and rules required for line of business applications not under SCC support

· As appropriate and when needed ensure a test environment exists for the deployment and update of any software and/or systems as the parties deem required as part of an Incident resolution and/or a change request 

· Complying with antivirus advice and guidance in line with vendor best practice and provided by SCC

· Ensuring that the agreed Anti-Virus solution’s requirements are met

· In the eventuality of any security violation, to be dealt internally by the Customer

· Ensuring End User awareness and compliance with the security policies and IT usage policy

· Promptly notifying SCC of any suspected or actual instances of viruses which the Customer is made aware of



EXCLUSIONS

· Any fault and/or change generated from the connection of a device not certified or having the current and/or approved software anti-virus application applied 

· Equipment that is disconnected will not be updated until connectivity is re-established.

· Any Equipment not compatible with the system and software selected by the Customer for this service

· Any major update/upgrades of Software version to the Customers End point Anti-virus solution will be delivered in the form of a chargeable project.



DEPENDENCIES:

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)

· Windows Client Endpoint Patching

· Mobile Device Management (for Android / iOS devices only)

· Endpoint Toolset Management Service

[END OF TEXT]







		Service Annex 1

		Security Services – 



		Service Specification:

		Table x

		[bookmark: _Toc158983209]Microsoft Defender for End Point (Android & iOS)



		

DEFINITIONS: 

The following expressions will have the following meanings unless inconsistent with the context: 

		“Intune” 

		Microsoft Intune Cloud based Enterprise Mobility Manager 



		“MDM” 

		Mobile Device Management (iOS & Android) 



		“BYOD”

		Bring your own device



		“Policy” 

		Set of rules that governs and defines how compliance, security and restriction should be enforced for end user managed MDM devices 









OVERVIEW

SCC will be responsible for the administration, maintenance and housekeeping activities associated with the Microsoft Defender for Endpoint (Android & iOS) in conjunction with MDM solution for end user mobile devices.



Once implemented, the devices will be onboarded to a service which provides advanced threat protection with centralized management and reporting.



TOOLSET SYSTEMS IN SCOPE: 

· Microsoft Defender for Endpoint on Android

· Microsoft Defender for Endpoint on iOS



SCC RESPONSIBILITIES:

· Ensuring that the communication between Microsoft 365 Defender Portal and the Intune management platform is enabled.

· Publishing the Microsoft Defender for Endpoint Application in the Application Catalogue for both Android & iOS devices.

· Ensuring that the enrolled end user mobile devices are running on an OS Supported version when it comes to configuring Microsoft Defender for Endpoint Applications.

· Assign Microsoft Defender for Endpoint Apps to the Android & iOS devices in MDM scope.

· Manage and maintain the app configuration policies and the device configuration profiles required during the onboarding process.

· Monitor device compliance against Microsoft Defender apps, policies and their health according to the stats captured from Defender portal.

· Remediate non-compliant devices classified as unhealthy within Defender portal in accordance with Microsoft policy https://learn.microsoft.com/en-us/mem/intune/protect/actions-for-noncompliance .

· Where issues cannot be resolved by SCC raise Incident with the software vendor.

· Provision of monthly device compliance report within limitations of both Intune and Defender portals.

· Where the end user mobile devices are enrolled into Intune as ‘Personal’, SCC will ensure that BYOD policies for Microsoft Defender for Endpoint (Android & iOS) are properly configured and applied onto these.



CUSTOMER RESPONSIBILITIES:

· The Customer must provide administrative access and control to both Intune and Defender toolsets ensuring the correct permissions for the provider to manage the Defender for MDM solution

· Ensuring that all appropriate licenses and/or warranties are in place for such software within the Customer environment. At least one of:

· Microsoft 365 E3 with the Microsoft 365 E5 Security add-on

· Microsoft Defender for Endpoint Plan 1

· Microsoft Defender for Endpoint Plan 2

· The Customer is responsible for ensuring business users raise issues, requests and incidents to SCCs desk.

· The Customer is responsible for the management of physical end user mobile devices

· Ensure sufficient license compliance for mobile business users.

· Ensure a valid and active mobile telecom connectivity contract is in place that meets the business requirements.

· Ensuring that all Customer end user mobile devices (Android & iOS) are compatible or are within the Customer policy definition for compatibility for such software.

· Ensuring that any devices connected to the Customer environment comply with the Customer’s  standards and security requirements.

· Ensuring that the current version of software and any dependent infrastructure is licensed and supported by applicable vendor (unless otherwise agreed) and the appropriate support contracts are in place.

· As appropriate and when needed ensuring a test environment or testing policy exists for the deployment and update of any software and/or systems as the parties deem required as part of Incident resolution and/or a change request.

· Procurement of Mobile devices and Mobile connectivity for mobile devices.

· Manage and maintain valid support contracts for any hybrid or Cloud Infrastructure components outside of SCC’s control that the MDM solution depends upon.

· Provision and recovery of end user mobile devices to / from designated End Users.

· Ensuring that a subscription or similar service available for the Defender onboarding process to the Customer End Point estate.

· Complying with antivirus advice and guidance in line with vendor best practice and/or provided by SCC.

· The resolution of any Incidents or issues which are found to be a direct result of the Customers non compliance with SCC or Microsoft's Security policie

· Ensuring End User awareness and compliance with the security policies and IT usage policy.

· Promptly notifying SCC of any suspected or actual instances of viruses which the Customer is made aware of.

· The Customer is responsible for the management of end user mobile devices enrolled as ‘Personal’ under BYOD policies in Microsoft Defender for Endpoint on Android & iOS.



RESTRICTIONS:

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· Software Fixes and Minor upgrades to the MDM Toolsets or associated dependent components will only be completed and carried out as part of the Incident or Problem resolution process.

· Availability of MDM Public Cloud hosted services and toolsets fall outside the scope and control of SCC.

· End user mobile devices classified as ‘Personal’ will only be reported as part of the compliance report.



EXCLUSIONS

· Provision of equipment, software or client licensing software by SCC.

· Manage and maintain MDM Components or Dependent infrastructure and Cloud Services outside the scope of this Service.

· Equipment that is disconnected will not be onboarded until connectivity is re-established.

· Any Equipment not compatible with the Defender onboarding process selected by the Customer for this service.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges. 



DEPENDENCIES:

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed).

· Mobile Device Management service.

· Endpoint Toolset Management Service.

[END OF TEXT]









		Service Annex 1

		Data Centre Services [DCSMDM]



		Service Specification:

		Table x

		[bookmark: _Toc93409018][bookmark: _Toc93409426][bookmark: _Toc158983210]Mobile Device Management



		

DEFINITIONS:

The following expressions will have the following meanings unless inconsistent with the context:

		“Intune”

		Microsoft Intune Cloud based Enterprise Mobility Manager



		“Mobile Iron”

		Mobile Iron Mobile Device Management toolset



		“Airwatch”

		Airwatch by VMware Mobile Device Management toolset



		“MDM”

		Mobile Device Management (iOS & Android)



		“MAM”

		Mobile Application Management



		“Policy”

		Set of rules that governs and defines how compliance, security and restriction should be enforced for end user managed MDM devices







OVERVIEW

SCC will be responsible for the administration, maintenance and housekeeping activities associated with the Mobile Device management solution for end user mobile devices (iOS & Android)



TOOLSET SYSTEMS IN SCOPE:

· Mobile Iron

· VMWare Airwatch Cloud

· Microsoft Intune Enterprise Mobility Management Cloud Console



SCC RESPONSIBILITIES

· Perform the following activities on the Customers Mobile device management toolsets

· Manage and maintain device profiles and device configuration within the MDM Toolsets as defined by the Customer policies

· Manage and maintain Customer approved and defined Client App catalogue

· Management, maintenance and integration of Mobile device app stores and enrolment programs (Google, Apple)

· Manage and maintain MAM profiles, policies, updates and restrictions in line with Customer defined policies

· Manage and maintain Integrations to Authentication and Mail Services (Onprem / Cloud based)

· Manage and maintain device restriction settings related to security, certificate, browser, hardware and data sharing as defined by the Customer

· Monitor device compliance in line with the Customer defined automated policy

· The administration and management of each MDM end users and group accounts ensuring they remain compliant with the Customer defined polices

· Perform remote administration and management of user and Mobile devices including Enrol, Push, Deploy, reset, lock, retire and remote wipe in line with Customer defined polices

· Manage and maintain MDM security & compliance policies as defined by the Customer

· Manage and maintain existing connectivity policies within MDM toolsets as defined by the Customer (Wi-Fi, VPN, Mobile data)

· Manage and maintain existing enrolment policies within MDM toolsets as defined by the Customer

· Where issues cannot be resolved by SCC raise Incident with the software vendor

· Provision of monthly automated device compliance report within limitations of the MDM Toolsets utlised within the Customers environment



CUSTOMER RESPONSIBILITIES:

· The Customer must provide administrative access and control to the MDM Toolsets or cloud tenancy account ensuring the correct permissions for the provider to manage the MDM solution

· The Customer is responsible for ensuring business users raise issues, requests and incidents to SCCs desk

· The Customer is responsible for the management of physical end user mobile devices

· Ensure sufficient license compliance for mobile business users

· Ensure a valid and active mobile telecom connectivity contract is in place that meets the business requirements

· Ensuring that the current version of software and any dependent infrastructure is licensed and supported by applicable vendor (unless otherwise agreed) and the appropriate support contracts are in place.

· As appropriate and when needed ensuring a test environment or testing policy exists for the deployment and update of any software and/or systems as the parties deem required as part of Incident resolution and/or a change request

· Define, document and provision of Mobile Device Management policies for SCC to enable effective security and control measures of the Customer’s end user mobile devices, these include but are not limited to security, compliance, connectivity, data management and enrolment

· Procurement of Mobile devices and Mobile connectivity for mobile devices.

· Manage and maintain valid support contracts outside of SCC control of any hybrid or Cloud Infrastructure components that the MDM solution depends upon

· Provision and recovery of end user mobile devices to / from designated End Users



RESTRICTIONS:

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· Software Fixes and Minor upgrades to the MDM Toolsets or associated dependent components will only be completed and carried out as part of the Incident or Problem resolution process

· Availability of MDM Public Cloud hosted services and toolsets fall outside the scope and control of SCC

EXCLUSIONS

· Provision of equipment, software or client licensing software by SCC

· Manage and maintain MDM Components or Dependent infrastructure and Cloud Services outside the scope of this Service

· Creation and implementation of new policies in relation to security, compliance and enrolment

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.



DEPENDENCIES:

· Data Centre and Remote Site Monitoring (dependent on technology)

· Operating Systems Management / Server Management (where MDM solution utilizes on premise Infrastructure)

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)



[END OF TEXT]









		Service Annex 1

		Data Centre Services – [DCSMAILMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93409019][bookmark: _Toc93409427][bookmark: _Toc158983211]Exchange & Email Management



		DEFINITIONS:

The following expressions will have the following meanings unless inconsistent with the context:

		“Exchange”

		Microsoft Exchange email technology



		“Policy”

		Set of rules that governs and defines how compliance, security and restriction should be enforced for Email services







OVERVIEW

SCC will be responsible for the administration, maintenance and housekeeping activities associated with the Customers on premise or Hybrid Exchange Infrastructure components, Integration to Cloud Email Services including Archiving and Filtering where utilised



TOOLSET SYSTEMS IN SCOPE:

· Microsoft Exchange Online and on Premises components

· Email Archiving Toolsets

· Email Filtering toolsets



SCC RESPONSIBILITIES

· Maintaining, managing and monitoring the Customers on Premises/ Hybrid Exchange components including Exchange roles, Mailbox, Client Access and Mailbox services where utilised to allow email services to the client estate

· Where Exchange services are on premises SCC will provide and manage all configuration and maintenance of the below Exchange functionality:

· Management, maintenance and configuration within On premises or Hybrid infrastructure to cloud based components (Archiving, Filtering, Authentication, Cloud Email)

· Managing and maintaining the provision of Outlook Anywhere where utilised

· Managing and maintaining the provision of Outlook Web Access where utilised

· The creation and maintenance of team mail boxes, public folders and distribution lists;

· The creation and maintenance of both Internal and External mail addresses

· Managing the Customer defined Data storage policy for each End User mail account, (as agreed with Customer)

· Providing access to mailboxes, stores and distribution lists or removing such access as may be required by Customer

· Maintaining, managing and administration of the email filtering system in place within Customer environment in accordance with the Customer provided ruleset and policy

· Maintaining, managing and administration of the archive system for Users on the Customer environment according to the Customer provided policy

· Update Exchange in line with Microsoft’s requirements to remain under support



CUSTOMER RESPONSIBILITIES:

· Creating a process to ensure SCC receives appropriately timed information on starters, leavers and Mobile users, compliant with associated Service Levels. The delivery mechanism for this information to be agreed between SCC and the Customer prior to the Service Commencement Date

· Advising SCC of data storage space requirements and any future changes for each End User mail account / Mailbox

· Ensuring that the current version of software and any dependent infrastructure is licensed and supported by applicable vendor unless otherwise agreed and the appropriate support contracts are in place.

· Ensuring that all appropriate patches, bug fixes and/or service packs are applied to the system at the point of transfer in to the SCC support environment

· As appropriate and when needed ensuring a test environment exists for the deployment and update of any software and/or systems as the parties deem required as part of Incident resolution and/or a change request

· Define, document and provision of policies for SCC to enable effective security and control measures of the Customer’s Email services, these include but are not limited to security, Filtering, Capacity & Archiving

· Where the toolset/s, components or infrastructure are hosted, provided and licensed by the Customer, the Customer is responsible for licensing, software and vendor support agreement to enable the provision of this Service

· Agree with SCC an appropriate change window for updates.



RESTRICTIONS:

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· Software Fixes and Minor upgrades to the Exchange environment or associated dependent components will only be completed and carried out as part of the Incident or Problem resolution process

· Availability of Cloud hosted services and toolsets fall outside the scope and control of SCC

EXCLUSIONS

· Requests from End Users to increase mail box sizes that have not been approved by the Customer

· Upgrades to the Exchange on premise or Hybrid components will be deemed a chargeable project.

· Support for M365 Cloud based tenancy, cloud email services and Integrations to these services unless dependent services are taken by the Customer

· Support for any Customer 3rd Party non Microsoft Applications, plugins and software that is integrated to Exchange / Outlook

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by the SCC will be considered outside of BAU Scope and chargeable project related work



DEPENDENCIES:

· Data Centre and remote site Monitoring

· Operating systems Management

· M365 AD Integration Support (Where cloud components are integrated to On premises)

· M365 Application Support (Where cloud components are integrated to On premises)

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		[bookmark: _Toc443560993][bookmark: _Toc93409020][bookmark: _Toc93409428][bookmark: _Toc158983212]Firewalls 



		OVERVIEW:

SCC will manage and monitor the active firewalls located at SCC’s data centre and Customer’s remote sites as defined in the Technical Specification. This Service Annex details the list of supported Equipment



SCC RESPONSIBILITIES:

SCC will provide monitoring and management of the firewall devices. This service will be provided from SCC’s Network Operations Centre. The service will consist of:

· Technical support of the firewalls within the Customer environment and detailed within Part A of this Service Annex

· Backup & Storage of Firewall Configurations, utilising SCC tools and technology deployed as part of the solution

· Management of the firewalls to ensure they continue to operate within the OEM specifications.

· Management of the configuration of all firewalls in accordance with Customer requirements and OEM guidelines.

· Firewall policy and rule changes following the change management process

· Monitoring for security breaches, vulnerabilities and supportability where possible.

· Advice on changes required to minimise the number and severity of events based on industry practice.

· Response to security breaches using SCC standard incident management processes.

· Unless otherwise agreed changes to firewall configurations will be limited to 5 changes per device per month, any further changes will be facilitated as a chargeable activity.

· Unless otherwise agreed, all firewall management activities will be completed remotely where the device is not hosted in the SCC’s premises.



CUSTOMER RESPONSIBILITIES:

· Provide all relevant configuration data from the Existing Supplier;

· Provide access to any relevant Customer site and systems as reasonably required by SCC to access the firewall equipment where remote support is provided by SCC

· Confirm via the Change Management Procedure any changes to the configuration requirements of the Firewall devices which may be required during the term of the Order 

· Provision and procurement of licenses, software and appropriate hardware / software support contracts where the Customer owns the firewall devices.



EXCLUSIONS

· Upgrades of Operating systems, security patches, software and firmware upgrades for firewalls are deemed as project/chargeable activity unless as part of the Incident Resolution process

· Upgrades to existing firewalls and/ or additional firewall will be provided subject to the Change Request Procedure;

· SCC shall not be liable for any firewall changes requested by the Customer which following implementation are found by SCC to have caused security breaches.

· Changes to Firewall configurations or engineering Site visits in excess of the quantities stated herein.



DEPENDENCIES:

· Data Centre and remote site Monitoring

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		[bookmark: _Toc93409021][bookmark: _Toc93409429][bookmark: _Toc158983213]Internet Proxy & Content Filter Management



		

DEFINITIONS:

The following expressions will have the following meanings unless inconsistent with the context:

		“Policy” or “Policies”

		Set of rules defined by the Customer that governs and defines how compliance, security and restriction should be enforced for the protected devices







OVERVIEW

SCC will be responsible for the administration, maintenance and housekeeping activities associated with the Internet Proxy and Content Filter management solution for end user Web browsing and Web Service Access.



This Service is limited to Cloud based solutions only



TOOLSET SYSTEMS IN SCOPE:

· Cisco Umbrella

· Symantec WSS

· Mimecast Web Security

· Sophos Intercept X Advanced



SCC RESPONSIBILITIES

· Manage Customer End User web content access using the Customers chosen toolsets in accordance with the Customer’s Internet browsing Policy

· Manage and maintain URL filtering, updates and restrictions in line with Customer defined acceptable usage Policies, 

· Manage and maintain Integrations to primary authentication mechanism e.g.: Active Directory

· Manage and maintain Role Based Access Control (RBAC) for access to management console.

· Manage and maintain security & compliance policies as defined by the Customer

· Where Incidents cannot be resolved by SCC raise and manage an incident with the software vendor

· Provision of agreed monthly automated compliance report within limitations of the Toolsets in scope of this Service.

· Where Cisco MSLA licences are used – to manage and bill for the consumption



CUSTOMER RESPONSIBILITIES:

· To provide administrative access (where required) ensuring the correct permissions for SCC to manage this Service

· Ensuring business users raise issues, requests and incidents to SCCs Service Desk

· Management of Cisco service subscription licenses (GPL licences where used)

· Ensuring that the current version of software and any dependent infrastructure is licensed and supported by applicable vendor (unless otherwise agreed) and the appropriate support contracts are in place.

· Prior to Service Commencement define and document any policies associated with this Service in order for SCC to manage, any subsequent changes should be raised as a Service Request and may be subject to additional Charges. 

· Implement, manage and maintain valid support contracts for any infrastructure not supported by SCC that this Service is dependent on.

· To run any ad hoc reports that the Customer may require over and above the monthly automated compliance report, or request that SCC run them at an additional charge.



RESTRICTIONS:

· The Customer understands that SCC’s ability to implement and manage certain aspects of the Customers Policy may be limited by the functionality of the Customers chosen Toolset and/or subscription. Where such circumstances occur the Customer acknowledges that subject to SCC providing notice of such issues, SCC shall not be liable in any way for failure to implement or manage the affected elements of the Policy. 

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by changes completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· Availability of Cloud hosted services and toolsets fall outside the scope and control of SCC



EXCLUSIONS

· Provision of equipment, software or client licensing software by SCC

· Manage and maintain dependent infrastructure or Cloud Services outside the scope of this Service

· Any creation and implementation of new policies in relation to security, compliance and enrolment will be treated as a chargeable activity

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges



DEPENDENCIES:

· AD managed service (where the software is configured to use AD)

· Remote LAN management (Where the software configuration is dependent on the networking devices)

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)



[END OF TEXT]
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		[bookmark: _Toc93409022][bookmark: _Toc93409430][bookmark: _Toc158983214]SCC Network Managed Service



		OVERVIEW

SCC provides reactive and proactive Network Managed Services (NMS). Our Network Managed Services build upon the capability of our Network Maintenance and Support Service by delivering a range of monitoring and management features. The Network Managed Service comprises the following features:

· Network Equipment monitoring and reporting

· Port monitoring and reporting

· Configuration backup and restore

· Capacity reporting

· Performance reporting

The Network Managed Service can be augmented with additional chargeable Service options (provided subject to separate Service Descriptions or project activity) that can improve security, optimise solutions and performance. These are:

· IMACs 

· Embedded engineers

· Configuration hardening

· Network health check & remediation.

SERVICE HOURS

Automated Services i.e. monitoring and backup Services will be available 24 hours a day, 7 days a week. All other elements of the Network Management Service will be delivered during Working Hours. 

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note that certain Customer Responsibilities may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Order.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Network Equipment  Monitoring

		SCC is responsible for remote deployment and configuration of any agents or tools required for this Service within the Customer’s environment. 

SCC will monitor the primary management interface of the monitored Equipment for availability. 

SCC will monitor specific ports/interfaces detailed in the Technical Specification In the event of any changes of state to the port/interfaces an alert will be generated and forwarded to the Customer designated contact.

SCC will monitor the Equipment environmental condition and hardware using monitoring measures. Monitoring measures are defined by the size and specification of the network Equipment

Alerts/Events will be generated by the SCC’s monitoring tools in the event of any outage or environmental condition failure.

The SCC will send alerts to the designated Customer contact.

SCC will provide a monthly report as detailed in the SERVICE REPORTING section. 

		Customer will ensure adequate infrastructure is in place for this Service to operate. This includes the provision of any required physical or virtual hardware to host the management agent, local admin access and connectivity to allow management of SCC owned tools to enable the forwarding of alerts via collection agents in order to enable availability responsiveness testing.

To nominate phone numbers and email addresses where alerts and reports are to be sent.

Provide specific interfaces/ ports required to be monitored above the primary interface 

Upon receipt of an alert, investigate the root cause and in the event of an outage, take any necessary remedial action.

Upon discovery of a failure to a SCC supported Equipment open an Incident with the SCC Service Desk.



		Backup and Restore

		SCC will record a base configuration of compatible Network Equipment under the scope of this Service at the commencement of the managed Service.

SCC will collect, store and date stamp all configuration changes made to the Equipment once per day.

Where Equipment has been repaired or replaced by SCC, SCC will apply the latest configuration to the compatible Network Equipment.

Upon request SCC will restore previous known Network Equipment configurations and schedule any downtime with the Customer.

		Customer will ensure adequate infrastructure is in place for this Service to operate. This includes the provision of any required physical or virtual hardware to host the management agent, local admin access and connectivity to allow management of SCC owned tools to enable configuration information to be collected and restored.

Customer will ensure the SCC has the required access to network Equipment in order to facilitate this Service feature

Raise any Restore Service Requests with the SCC Service Desk and co-ordinate any downtime with the SCC whilst a restore is being executed.



		Capacity Reporting

		SCC will provide a monthly capacity report for the Equipment.

Monthly Report will be delivered to a Customer portal or emailed directly to the Customer.

		Customer will ensure adequate infrastructure and connectivity is in place  to allow  SCC owned tools to collect and record capacity information.



		Performance Reporting

		SCC will provide a monthly performance report for the Equipment.

Monthly Report will be delivered to a Customer portal or emailed directly to the Customer.

		Customer will ensure adequate infrastructure and connectivity is in place  to allow SCC owned tools to collect and record performance information.







SERVICE LEVEL AGREEMENTS

		Service Feature

		Service Hours

		SLA



		Network Equipment Monitoring

		24 x 7

		Automated alerts delivered within 30 minutes



		Port Monitoring

		24 x 7 

		Automated alerts delivered within 30 minutes



		Configuration Backup

		24 x 7

		Configuration collected once per day to SCC’s set toolset schedule



		Configuration Restoration

		24 x 7

		Equipment configuration restoration is available 24/7 stored within SCC’s toolset. Restoration timescales  are  dependent on  the complexity of the configuration







SERVICE REQUESTS

Service Requests other than those listed in the table below, may be declined or subject to additional charges. Service Requests that include elements that extend beyond this Service will be dealt with as multiple Service Requests and may incur charges.

		Category

		Service Request



		Configuration Restoration

		Restore the last known working configuration to compatible Network Equipment only

Provide a copy of the last known working configuration to a Customer or field engineer.





As part of the Service, SCC allows Customers access to several Service Requests detailed above. These will be subject to a fair usage policy as follows: Service Requests for restores shall be limited to a quantity each year equal to 10% of the volume of the Equipment on support, Service Requests in excess of this shall be chargeable at SCC’s then current man-day rates.

SERVICE REPORTING

		Report Type

		Report Description

		Frequency



		Network Equipment Monitoring

		[bookmark: OLE_LINK40][bookmark: OLE_LINK41][bookmark: OLE_LINK42][bookmark: OLE_LINK43][bookmark: OLE_LINK44][bookmark: OLE_LINK45]Provide Availability Equipment report as required by the Customer e.g. Top 10 lowest availability Equipment over a 30 day period. This is setup at the inception of the service and can be modified upon request.

		Monthly



		Port Utilisation

		[bookmark: OLE_LINK46][bookmark: OLE_LINK47][bookmark: OLE_LINK48][bookmark: OLE_LINK49]Provide Port Utilisation report over a specific period as required by the Customer. E.g. Top 10 switch ports by utilisation in and out. This is setup at the inception of the service and can be modified upon request.

		Monthly



		Capacity

		Provide Capacity report detailing number of unused ports over a specific period as required by the Customer. E.g. Top 10 switches by number of unused reports. This is setup at the inception of the service and can be modified upon request.

		Monthly



		Performance

		Provide Performance Report over a specific period as required by the Customer. E.g. Top 10 switches by highest CPU utilisation. This is setup at the inception of the service and can be modified upon request.

		Monthly







Monthly Report will be delivered to a Customer portal or emailed directly to the Customer.

SCC to provide Customer access to Reporting Portal.

DEPENDENCIES/ RESTRICTIONS

· In order for SCC to be able to deliver this SCC Network Managed Service, the Customer must also purchase the Equipment Maintenance Service for the Equipment.

· Delivery of the SCC Network Managed Service is dependent upon the availability of connectivity to Customer sites.

· The number of environmental measures utilised is defined by the size and complexity of the network Equipment. Normal environmental conditions measured are FAN, CPU, Memory, Temperature and PSU state

· Network Equipment availability is dependent and measured upon the agent on the Customer’s Equipment. Should the agent fail to report due to issues in configuration on Customer Equipment or dependent Customer infrastructure then reporting capability of the Equipment will be impacted

· Network Equipment to be monitored and configuration back up must be of an enterprise grade manufacturer and compatible with the SCCs monitoring toolsets

· The restoration of a compatible Equipment configuration only applies to standard Network devices. For the avoidance of doubt a compatible Network device is defined as a Switch or Router. 



EXCLUSIONS

· This Service does not include ownership or technical design of the Customers Network Solution. 

· This Service does not include any firmware updates or changes. Any requests of this nature can be raised as a Service Request and will be charged accordingly.

· The configuration restoration feature of this Service does not include technical support or modification of the Customers configuration.  

· Firewalls, Load Balancers and Wireless LAN require complex restoration of configuration and these would need to be completed under a scoped and chargeable activity and do not form part of the Service

· This Service does not include the provision of network connectivity by SCC.
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		[bookmark: _Toc93409023][bookmark: _Toc93409431][bookmark: _Toc158983215]SCC Network Monitoring Service



		OVERVIEW

SCC provides reactive and proactive Network Monitoring Service (NMS). Our Network Monitoring Service builds upon the capability of our Network Maintenance and Support Service by delivering a range of monitoring and management features. The Network Managed Service comprises the following features:

· Network Equipment monitoring and reporting

The Network Monitoring Service can be augmented with additional chargeable Service options (provided subject to separate Service Descriptions or project activity) that can improve security, optimise solutions and performance. These are:

· IMACs 

· Embedded engineers

· Configuration hardening

· Network health check & remediation.

SERVICE HOURS

Automated Services i.e. monitoring will be available 24 hours a day, 7 days a week. All other elements of the Network Management Service will be delivered during Working Hours. 

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note that certain Customer Responsibilities may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Order.

		 Feature

		SCC Responsibilities

		Customer Responsibilities



		Network Equipment  Monitoring

		SCC is responsible for remote deployment and configuration of any agents or tools required for this Service within the Customer’s environment. 

SCC will monitor the primary management interface of the monitored Equipment for availability. In the event of any changes of state to the interface an alert will be generated and forwarded to the Customer designated contact.

Alerts/Events will be generated by the SCC’s monitoring tools in the event of any outage or environmental condition failure.

The SCC will send alerts to the designated Customer contact.

SCC will provide a monthly report as detailed in the SERVICE REPORTING section. 

		Customer will ensure adequate infrastructure is in place for this Service to operate. This includes the provision of any required physical or virtual hardware to host the management agent, local admin access and connectivity to allow management of SCC owned tools to enable the forwarding of alerts via collection agents in order to enable availability responsiveness testing.

To nominate phone numbers and email addresses where alerts and reports are to be sent.

Upon receipt of an alert, investigate the root cause and in the event of an outage, take any necessary remedial action.

Upon discovery of a failure to a SCC supported Equipment open an Incident with the SCC Service Desk.







SERVICE LEVEL AGREEMENTS

		Service Feature

		Service Hours

		SLA



		Network Equipment Monitoring

		24 x 7

		Automated alerts delivered within 30 minutes







SERVICE REPORTING

		Report Type

		Report Description

		Frequency



		Network Equipment Monitoring

		Provide Availability Equipment report as required by the Customer e.g. Top 10 lowest availability Equipment over a 30 day period. This is setup at the inception of the service and can be modified upon request.

		Monthly







Monthly Report will be delivered to a Customer portal or emailed directly to the Customer.

SCC to provide Customer access to Reporting Portal.

DEPENDENCIES/ RESTRICTIONS

· In order for SCC to be able to deliver this SCC Network Monitoring Service, the Customer must also purchase the Equipment Maintenance Service for the Equipment.

· Delivery of the SCC Network Monitoring Service is dependent upon the availability of connectivity to Customer sites.

· Network Equipment availability is dependent and measured upon the agent on the Customer’s Equipment. Should the agent fail to report due to issues in configuration on Customer Equipment or dependent Customer infrastructure then reporting capability of the Equipment will be impacted

· Network Equipment to be monitored must be of an enterprise grade manufacturer and compatible with the SCCs monitoring toolsets

EXCLUSIONS

· This Service does not include ownership or technical design of the Customers Network Solution. 

· This Service does not include any firmware updates or changes. Any requests of this nature can be raised as a Service Request and will be charged accordingly.

· This Service does not include the provision of network connectivity by SCC.
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		[bookmark: _Toc93409024][bookmark: _Toc93409432][bookmark: _Toc158983216]SCC Operating System Management



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		“CIFS”

		means Common Internet File System – Network based file access protocol commonly used in the Microsoft Windows based desktops and servers



		“Maintenance Window”

		means the time when SCC may undertake maintenance or make a change. This will be defined either in the Service Annex or in the Technical Specification 



		“NFS”

		Network File System – Network based file access protocol commonly used in UNIX and virtualisation platforms



		“OS”

		means Operating System



		“SMB”

		Server Message Block – Network based file sharing protocol commonly used in the Microsoft Windows based desktops and servers







OVERVIEW

The Operating System Management Service provides a management and support service for operating system instances across a variety of infrastructure platforms. The Service removes the concerns of day to day operating system management providing a stable operating system platform for critical business application delivery.

ENVIRONMENTS SUPPORTED

The Service is compatible with the following environments:

· Amazon Web Services

· Microsoft Azure

· Cloud+

· Customer owned infrastructure

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services that the Customer has contracted for under this Order.

		Feature

		SCC Responsibilities

		Customer Responsibilities



		Operating System Support



		Maintain active support for the operating system with the aim of ensuring its availability, resolving any Incidents as they are identified.

Maintain the system configurations and related documentation in accordance with the operations manual.

Tuning the operating system parameters to maintain the performance of the system. Manage temporary files relating to all OS and SCC managed software as detailed within the Technical Specification. 

Provide Customer with notice of any planned maintenance in line with the Service.

		Maintain active support for all Customer-provided infrastructure or Public Cloud environments, and provide contact information to SCC for any vendor responsible for managing Customer-provided hardware and/or software.

Remove all temporary files associated with Customer software not managed by SCC.

Schedule any agreed unavailability of service or commission out of hours working.

Notify and agree with SCC any changes to the SCC approved base operating system image.

Ensure that all OS Software licenses are procured and maintained, including appropriate vendor support/maintenance packages unless such services have also been procured from SCC under this Order.



		Incident Response


		Identify and resolve Incidents relating to the OS.

Re-boot server as required for the ongoing provision of the services and Incident Resolution: start, stop and restart the servers/services.

Involve third party vendor/manufacturer support where required to assist in Incident Resolution. 

Patch operating system or relevant SCC provided software where required for Incident Resolution.

Implementation of workaround(s) as appropriate if a fix cannot be found within SLA.

Where required as part of Incident Resolution apply any appropriate OS patches for fault remediation.





		Report suspected faults/disruptions to SCC’s Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Authorise unscheduled stop and restart of servers within normal hours of service.

Troubleshoot and resolve Incidents related to Customer-supported applications, databases, related software and data, which are not covered in the Service. 

Resolve and take responsibility for any Service unavailability due to failure of Customer-provided hardware or software. 

Work with SCC when the OS support requires understanding of Customer application and tools performance. 

Monitor the status of Customer applications and tools not covered under the Service.

Provide authorisation to SCC where appropriate to patch and upgrade the operating system for Incident Resolution.



		Event and Alert Management



		Provide and utilise system monitoring software to provide operating system event & alert management and capacity & availability alerts.

Define and configure high level alerts that shall identify when specific system thresholds have been exceeded or an error condition exists.

Monitor for alerts that relate to the operating system and take action or make recommendations to prevent degradation of performance beyond agreed thresholds.

Monitor the server logs and keep for the agreed time scale with Customer. 

		Where required, provide SCC with any specific measures and alerts and where appropriate the corresponding remedial actions for those alerts.

Assist in the identification of exception conditions to be highlighted and consequential actions to be taken.

Agree server log monitoring policy with SCC.

Implement any recommendations made by SCC where the implementation of those recommendations is not covered by this Service. 



		Capacity and Availability Reporting

		Provide capacity and availability reports monthly.

Recommend Service changes to maintain agreed upon Service Levels.





		Identify and plan for future changes in the Customer’s business that may affect the requirements for OS and server capacity.

Inform SCC of any known changes in Service requirement which may have an adverse effect on capacity provided to Customer.

Implement any recommendations made by SCC where the implementation of those recommendations is not covered by this Service.



		Maintenance Windows

		Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  

Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance. 

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensure that all appropriate applications and services are shutdown prior to commencement of maintenance windows. 









SERVICE REQUESTS

Service Requests other than those listed in the table below, may be declined by SCC or if accepted, may be subject to additional charges which are available on request by the Customer. Service Requests that include elements that extend beyond the scope of this Service will be dealt with as multiple Service Requests and the Customer may incur additional charges.

		Category

		Service Request



		OS Management

		Reboot of Server

Request Temporary Local Admin Password

Request Disk Volume Management 







SERVICE REPORTING

SCC will provide any reporting included as part of the Service by the 20th day of the following month where the Service has been consumed, where this falls on a non-Working Day then the required reports will be provided by the next Working Day.

		Report Type

		Report Description

		Frequency



		Monitoring Report

		Platform monthly report to show all monitoring stats

		Monthly



		Capacity & Availability Report

		Provides information on capacity and availability of the Customer’s platform

		Monthly







RESTRICTIONS

· If the operating system(s) are out of vendor support, or in the case of an open source operating system the major release version is more than one revision older than the currently available stable release, then the Service will be provided on a reasonable endeavors basis only and not subject to any availability targets.

· The Operating System Management Service covers the management and support of the Operating System as described above. It does not include any optional or additional operating system components including any components not included in a minimal or base installation of the operating system, except for the following:

· Graphical User Interface (GUI)

· Basic File Sharing (SMB/CIFS/NFS), excluding any distributed, clustered or replication technologies.

· SCC requires sole administrative access to the operating system software to provide the Service, administrative access for the Customer or any 3rd parties is by prior agreement with SCC only.

· [bookmark: _Hlk490733996]The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, statements of work, and Charges.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by 3rd parties introduced by the Customer, are excluded and shall be subject to additional Charges from SCC.

EXCLUSIONS

· Procurement and provision of Server Hardware, Virtualisation or cloud Platform

· Backup and Restoration

· Design

· Deployment

· Installation, Moves and Changes

· Upgrades

· The integration via software or hardware of SCC and Customer systems to enable the automated or otherwise, transfer of information or data between SCC and Customer systems.

· Support in any language other than English.

DEPENDENCIES:

· Data Centre and Remote Site Monitoring

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		[bookmark: _Toc443560996][bookmark: _Toc93409025][bookmark: _Toc93409433][bookmark: _Toc158983217]SAN Monitoring & Management



		OVERVIEW



SCC will provide the Customer with support, monitoring and management services for the Customers dedicated storage environment.



SCC RESPONSIBILITIES

· The monitoring and management of the Customers SAN environment from SCCs Network Operations Centre (NOC), including capacity and performance management utilising the provisioned toolset

· Provisioning /maintenance of storage (Volumes, LUN’s Qtrees), along with the data size housekeeping

· Subject to the Customer also procuring the Data Centre Capacity Management Service, highlighting in the monthly service report, or sooner if urgent action is required, to the Customer issues seen in data housekeeping 

· Making the Customer aware of an increased data storage needs in a diligent and timely fashion

· Changes to the storage infrastructure via the formal Change Management process

· Management of the SAN FABRIC

· Capacity & performance reporting utilising the provisioned toolset as part of the Service Management Report

· Subject to the Customer also procuring the Data Centre Hosting Service, a suitable environment for the managed SAN environment to operate within.

· Analysis of system alerts ensuring service availability and Ongoing health checks where required

· Via Change Request amendment and implementation of LUNS in line with Customer specifications

· Via Change Request amendment of RAIDS to accommodate Customer requirements

· Storage Configuration and configuring the storage on the host servers using configuration tools



CUSTOMER RESPONSIBILITIES:

· Ensuring that End Users comply with all Customer’ policies and procedures relating to data storage and IT usage

· Customer storage configuration must conform to OEM guidelines and industry best practices. 

· Ensuring that licensing and any relevant support agreements are kept up-to-date

· Reviewing recommendations from SCC in regards to the performance and capacity of the storage and acting accordingly to ensure continuation of service



EXCLUSIONS

· The following shall not form part of the Services and shall be considered chargeable activities;

· Creation of new LUNs 

· LUN expansion/migration

· SAN switch zoning

· Management and creation of new Zones

· Unsupported storage technologies

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work

· Additions, removals or changes which fundamentally impact the overall solution design will be performed as chargeable project work as required and priced on request.



DEPENDENCIES:

· Data Centre and remote site Monitoring

· Capacity Management

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		OVERVIEW



SCC will operate and manage the Server Antivirus Management service deployed within the Customer environment 

The antivirus service will be proactively monitored through both monthly coverage reports and infection reports. In addition to these management reports, ad hoc reports can be created, to address specific business requests



SCC RESPONSIBILITIES:

· Ensuring regular updates to the latest anti-virus definitions released by the Vendor are implemented remotely across compatible infrastructure defined within the Section 2 of Part A of this Service Annex to overcome or prevent virus or security problems

· Ensuring an immediate response to attacks of new viruses which pose a specific threat to the Customers environment

· Ensure ad-hoc updates of anti-virus definitions are implemented as required to overcome or prevent virus or security incidents and or problems;

· Manage and administer AV policies ensuring regular update and protection rules against threats to the Customer environment

· All files that have been identified as virus infected will be quarantined. The action of quarantining files will be alerted to both the End User concerned and the Customer allowing the file recovery to be investigated

· Updating local antivirus engines as well as pattern files as the manufacturer dictates 

· Monitoring for, escalating and managing to resolution, the occurrence of potential malicious content outbreaks

· Notifying to the Customer all viruses discovered and any discovered breaches of the data security policy

· Working with the Customer to overcome any issues that might have arisen from a virus outbreak

· The management of the anti-virus software infrastructure and update mechanism for compatible Servers detailed within this Service Annex Technical Specification. 

· Reporting on the status of anti-virus signatures, virus outbreaks at agreed intervals

· The Antivirus service will be proactively monitored through both monthly coverage reports and infection reports. In addition to these management reports, ad hoc reports can be created, to address specific business requests.

· Where SCC provides the Antivirus Software to the Customer SCC will:

· Licence and maintain the Antivirus Software for the term of the Order.

· implement and define adequate standard protection, update, scan and quarantine policies to protect the Customers environment



CUSTOMER RESPONSIBILITIES:

· The Customer must ensure that they have a subscription service or similar for the supply of antivirus updates where SCC is supporting the Customers owned Antivirus solution.

· Provide a service contact where needed to discuss and agree any required impacting activities.

· Where SCC is supporting the Customers owned Antivirus solution the Customer shall:

· Ensure that the Anti-Virus software is licenced and under software or Vendor support.

· Ensure that the agreed Anti-Virus solution has adequate infrastructure to reside on.

· Ensure the policies for Protection, update, scan and quarantine are supplied to SCC.

· Resolve security violations internal to Customer

· Ensuring End User awareness and compliance with the security policies and IT usage policy

· Promptly notifying SCC of any suspected or actual instances of viruses which the Customer is made aware of

· Complying with antivirus advice and guidance in line with vendor best practice and provided by SCC

· The provision of a test environment for the testing of deployment and updating of any software and/or systems

· Facilitate the provision of suitable resources for the testing, deployment and updating of any software and/or systems

· Provide SCC with any exclusions and rules required for line of business applications not under SCC support



EXCLUSIONS:

· Equipment that is disconnected will not be updated until connectivity is re-established;

· Any Equipment not compatible with the system and software selected by the Customer for this service

· Any major system upgrades required will be agreed and delivered as part of a formal chargeable project



DEPENDENCIES:

· Data Centre and remote site Monitoring

· Operating systems Management

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		OVERVIEW



SCC will provide a service to support the Customers Physical Server and Host Systems environment including Management and monitoring of the Server or Host system. Such support of the Server and Host systems will be in line with both SCCs and/or manufacture’s guidelines for support.

Schedule 1 details the list of server/ Host Equipment and associated hypervisor versions. All changes will be managed by the operational Change Control Procedure.



SCC RESPONSIBILITIES:



· Monitoring the Server and Host system utilising SCC preferred toolset (Data Centre & Remote site monitoring service must be taken)

· Define and configure Monitoring alerts that shall identify when specific Server/Host thresholds have been exceeded or an error condition exists. (Data Centre & Remote site monitoring service must be taken)

· Monitor for alerts that relate to the servers/Host supported and take the appropriate action when an alert is issued.

· Re-building to up to Server/Host Level as part of Incident resolution.

· 2nd & 3rd line Server/Host troubleshooting and repair under Incident and problem resolution process

· As required for the continued provision of the services: start, close and restart the Server/Host services.

· Permissions and access management of Server/Host system

· Ensuring that any changes to the environment is routed via the official change control process

· Recommend changes in the future requirement for capacity for the server/host system configurations stated in Schedule 1, to ensure that the service levels are met, by interpreting monitored trends and the Customer’s future business requirements. (Capacity Management and Data centre remote site monitoring service must be taken)

· Design changes in the server configuration to meet the Customer’s requirements, providing Charges and timescale to procure the proposed changes.

· Once authorised, manage the testing and installation of the server configuration changes in accordance with the change management procedure, updating documentation to reflect the changes.

· Maintain the system server/host configurations as stated in Schedule 1 tuning the system parameters to maintain the performance of the system. 

· Use reasonable endeavours to support the Server/host in the event that it is agreed not to maintain the software at a level supported by the provider of the system software.

· SCC will procure and manage the maintenance of the software for which SCC is the licence owner.



CUSTOMER RESPONSIBILITIES:

· Ensuring that SCC has access to Customer systems to enable the delivery of these services

· Ensuring that all software and host systems are under software support and are current versions, unless otherwise agreed by the parties.

· Ensuring that all server/host software owned by the Customer is fully licensed to the required levels

· Ensuring that any changes to the environment is routed via the official change control process

· Ensuring that any 3rd parties who access the physical Servers or Host systems do so in a secure and limited way

· Procure any additional licences required for the change of Customer licensed software.

· Schedule any agreed unavailability of service or commission out of hours working.

· Provide an environment for the testing of server or Host system changes.

· Diagnose and resolve or own the resolution by third parties of problems with any other system configuration not stated in Schedule 1.

· Assist in the identification of business critical systems and the definition of exception conditions to be highlighted and consequential actions to be taken.

· Consider any actions recommended by SCC to relieve degradation in system performance.

· Authorise unscheduled close and restart of servers within normal hours of service.

· Where SCC is not responsible for the hardware maintenance of the servers, the Customer will procure the maintenance of all server equipment either directly or through a third party.

· The Customer will procure any necessary maintenance or on-going third party costs of any software for which the Customer is the licence owner and will procure upgrades to maintain the software at a supported level



EXCLUSIONS:

· Procurement of server/host equipment.

· Upgrades to the physical server or hypervisor hosting environment or equipment shall be subject to additional Charges and agreed via the Change Control Procedure.

· Support for versions of software/hypervisor no longer supported by the software vendor unless identified and agreed between SCC and Customer.  The service level for the resolution of any Incidents relating to vendor unsupported software/hardware is accepted by the Customer to be ‘Reasonable Endeavours’ and will not incur any service credits.

· Support, maintenance and management of virtualisation services dependent upon physical Host servers

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work

· Any SCC responsibilities detailed above are excluded where dependant services identified are not taken



DEPENDENCIES:

· Data Centre and remote site Monitoring

· Virtualisation Management

· Operating systems Management

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)
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		Overview

SCC will be responsible for the management and resolution of Incidents and request fulfilment for the M365 Active Directory Integration services. 



SCC Responsibilities

· Management of AD Connect and password sync with Active Directory Federation Services

· Resolution of Microsoft 365 Active Directory integration (using ADFS or AD Connect) Incidents and Service Requests raised by the Customer’s Users

· Provide assistance to Customer users for matters relating to the functionality and availability of user access to the M365 platform

· Investigate Incidents and carry out resolutions in line with Microsoft guidelines and recommendations

· Escalation of Incidents that cannot be resolved by SCC to Microsoft

· Co-operate with Microsoft in the investigation of Incidents by phone, email and through the Microsoft tracking system, as required, and relay any procedures Microsoft may suggest for the resolution of errors or bugs to the Customer

· Co-operate with Microsoft on the Customers behalf as part of Incident or Service Request fulfilment, and advise the Customer of its required actions to enable Incident or Service Request Resolution.



Customer Responsibilities

· The Customer must comply with the Third-Party Cloud Terms defined within this Service Annex.

· Ensure all Public cloud M365 Service subscriptions are procured and maintained for all public cloud services applicable to this Service, infrastructure and end users including appropriate vendor support/maintenance packages

· Ensure that the SCC has been granted the appropriate “Delegated” Administration via the Microsoft Cloud Partnership or given accounts with “Administrator” privileges for all M365 Services.

· Ensure that all Incidents related to the M365 AD integration Service are reported by authorised Users following the agreed process defined with the SCC

· Always use the SCC Service Desk as the entry point for raising Incidents and Service Requests 

· Provision, management and maintenance of all infrastructure supporting the Microsoft online platform unless provided by SCC

· Ensure that correct connectivity is in place to enable SCC to manage the Service

· Manage and support all associated non-Microsoft platform hardware and software required to operate the Microsoft platform unless such additional supporting services are provided by SCC

· Where applicable designate SCC as the Partner of Record (POR) to enable delivery of the Service

· Support for additional M365 Licenced Service components outside the description of this service unless taken as additional M365 E Support Service 

· The AD Integration configuration and design must follow Vendor and SCC best practice guidance in architecture, design and configuration prior to service take on by SCC, any remediation will be completed by the Customer prior to service take on by SCC

Exclusions	

· Management of any dependant Infrastructure, software, connectivity and configuration where not supported by SCC

· Support for additional or new policies created or modified by any party other than SCC that are not in place at time of Service take on by SCC

· Availability of the M365 AD Integration Service or dependant public cloud owned infrastructure

· Service Desk Support in any language other than English.

· The administration and management of each User account within AD unless procured from SCC in conjunction with this Service

· This Service does not include initial design, configuration, transition, installation or migration services of the Customer’s Active Directory

· SCC is not responsible for the content, accuracy or validity of any data residing on the M365 platform

· In circumstances where SCC is unable to proceed with an M365 E3 Service component investigation further, but where an Incident remains in an open state, the SLA clock can be suspended. This will typically be in situations where either;

· The associated Incident resolution SLA’s may be impacted if a third party is responsible either in whole or in part for resolution 

· If the Incident has been progressed but requires further input and information from the Customer or affected End User

Following notification and input from the Customer, third party or End User that the required activities have been completed, SCC will re-assume ownership and resume the SLA clock
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		Overview

SCC will be responsible for the management and resolution of Incidents and Service Request fulfilment for Microsoft 365 Applications. Where SCC is not able to assist in the resolution of an Incident SCC will escalate the Incident to Microsoft. The M365 Application Support Service can support the following components:



· Microsoft 365 Office Applications – Word, Excel, Powerpoint, OneNote, Access (PC Only)

· Microsoft 365 Outlook 

· Microsoft 365 Teams 

· Microsoft 365 SharePoint

· Microsoft 365 Yammer

· Microsoft 365 OneDrive

· Microsoft 365 Stream

· Microsoft 365 Sway

SCC Responsibilities

For avoidance of doubt the combination of M365 components SCC shall deliver as part of this Service shall be detailed in Part A of this Service Annex. 

· Investigation and resolution of M365 Application component issues raised by the Customer.

· Provide assistance to the Customer users for matters relating to the functionality and availability of the M365 Service Support components

· Escalation of Incidents that cannot be resolved by SCC to Microsoft

· Co-operate with Microsoft in the investigation of Incidents by phone, email and through the Microsoft tracking system, as required

· Relay any procedures Microsoft may suggest for the resolution of errors or bugs to the Customer

· Investigate Incidents and carry out resolutions in line with Microsoft guidelines and recommendations

· SCC will perform restoration of Content, relate to Exchange and Mail Management and User File restoration within the limitations and available Microsoft soft deletion and retention periods of the available built in tools.

· Provision of Role Based Access Control Model for Service Support Staff



Customer Responsibilities

· The Customer must comply with the applicable Microsoft Cloud Terms associated with supported Microsoft 365 software.

· Unless managed by SCC, Ensure all Public Cloud M365 Service subscriptions and requisite licences are procured and maintained for this Service to be compliant with Microsoft, including appropriate vendor support and maintenance packages

· Where is it not the responsibility of SCC, ensure the correct Role Based Access Control model has been implemented to allow SCC to provide support for the applications in scope of this Service. 

· Where Customer has an element of On-Premises infrastructure required to deliver the services (e.g. Exchange and/or ADFS servers) then Customer is responsible for ensuring that suitable connectivity is in place to enable SCC to manage the On-Premises components

· Ensure that Customer users have been educated appropriately in the use of M365 Applications.

· Education and acceptance of Customer usage, security and access policies associated to the M365 applications under the scope of this Service to the Customer user base is strictly the responsibility of the Customer.

· Where applicable designate SCC as the Partner of Record (POR) to enable delivery for all M365 licensed service components

· The Customer is responsible for ensuring business users raise issues, requests and incidents to SCCs Service Desk.



Restrictions

· Teams is limited to functionality and not QOS, telephony support is also restricted unless taken as separate managed service

Exclusions

· The Customer acknowledges that Microsoft is responsible for the Availability, quality of service and ongoing patching upgrades of the M365 Service components

· Support is limited to the M365 Applications agreed and detailed in Part A of this Service Annex at the onset of this Service. Newly released applications by Microsoft will require a change to this Service in order to fully understand the impacts on both the Customer and SCC

· The Management of any dependant Infrastructure, software, connectivity and configuration required for the M365 Service support components where these are not supported by SCC

· Support and Integration with the Customers Active Directory or M365 Active Directory Integration that may be provided as a separate managed service 

· Service Desk Support in any language other than English

· SCC is not responsible for the content or validity of any data residing on the Microsoft M365 Cloud platform

· Administration, maintenance and support of M365 SharePoint structure, content, data or capacity including any dependant applications

· Recovery of any M365 hosted content, data or files where the user has permanently deleted the data or the Microsoft built in retention has expired. 

· Any leased lines, Network connectivity, VPN, QOS or dependant services required for M365 Service components on the M365 Public cloud unless provided by SCC as part of another service

· In circumstances where SCC is unable to proceed with an M365 Service component investigation further, but where an Incident remains in an open state, the SLA clock can be suspended. This will typically be in situations where either;

· The associated Incident resolution SLA’s may be impacted if a third party is responsible either in whole or in part for resolution 

· If the Incident has been progressed but requires further input and information from the Customer or affected End User

Following notification and input from the Customer, third party or End User that the required activities have been completed, SCC will re-assume ownership and resume the SLA clock
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DEFINITIONS:

The following expressions will have the following meanings unless inconsistent with the context:

		“Workflow”

		A logical process that defines a procedure around a specific file transfer or report and the actions taken upon success and failure.



		FTP

FTPS 

SFTP

		File Transfer Protocol 

FTP over SSL

FTP over SSH



		MFT

		Managed File Transfer



		Job

		A scheduled job which executes a Workflow



		Resource 

		An Alias name created for a connection. Instead of using all connection properties (username, password, certificate) every time is needed an Alias of that connection is used, The alias will keep the connection properties in a secure way.



		RBAC

		Roles Based Access Control







OVERVIEW

SCC will be responsible for the provision, administration, maintenance and housekeeping activities associated with an MFT Service.



TOOLSET SYSTEMS IN SCOPE:

· GoAnywhere MFT Server



SCC RESPONSIBILITIES

· Provide automated, auditable and secure file transfers using the functionality of the GoAnywhere enterprise-level product

· Provide the GoAnywhere MFT software product to host the MFT Server

· Ensure Operating System Licences are procured and maintained

· Work with the manufacturer to resolve Incidents relating to the hardware or software 

· Maintain the Operating system and MFT Server at a version/patch level which the FTP manufacturer will support

· Monitor the Operating system and MFT Server Application file transfer workflows for success and failure

· Where possible maintain the configured MFT workflows and schedules in response to any Incidents

· Remediate any authentication related Incidents of GoAnywhere. 

· Escalate any reported third party authentication issues to the Customer.

· Maintain GoAnywhere RBAC for access to the FTP Server

· Where issues with the FTP Server cannot be resolved by SCC raise an Incident with the manufacturer

· Provision of monthly pre-configured reports as specified below

· SCC may apply Software Fixes to the MFT Toolsets or Operating System in response to the Incident or Problem resolution process.



CUSTOMER RESPONSIBILITIES:

· Liaise with third parties and resolve any authentication and/or failures those third parties may be experiencing in accessing the FTP Server

· Agree with SCC the configured MFT workflows and schedules in scope for this Service prior to Service Commencement.

· The Customer is responsible for ensuring business users raise issues, requests and incidents to SCCs desk

· The Customer is responsible for all aspects of the commercial, data confidentiality and operational relationship with their third party suppliers who will have FTP connectivity.

· Procurement of sufficient telecommunications connectivity and bandwidth, unless supplied by SCC under a separate Service description. 

REPORTING:

The Service includes the following monthly reports :-

· Completed Job Statistics

· Completed Jobs Detail

· File Transfer Summary

· GoDrive Disk Usage

· Secure Mail Activity



RESTRICTIONS:

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate and resolve.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

· The application of Software Fixes/Patches will require system downtime to be scheduled with the Customer.



EXCLUSIONS

· Creation, implementation and modification of new MFT Workflows, Accounts (other than AD), Resources, which will be subject to additional charges.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.

· Network connectivity (Proxies, VPNs) as required for the solution and service to communicate between Customer’s systems and SCC systems in execution of interface and transfer jobs, unless contracted as part of another service.

DEPENDENCIES:

· Cloud+ Compute (Agile or Shared Cloud) and Storage

· AD managed service (where integrated)

· DC Internet service

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)



[END OF TEXT]
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		OVERVIEW

 

SCC provide a tape management service for Tape Library infrastructure hosted within SCC’s Data Centre environment. As part of the service SCC will provide Tape Media Changing and offsite storage services.

 

SCC RESPONSIBILITIES:

· Insertion and Removal of tape media daily in line with agreed Customer Schedule   

· The collection and storage off-site of tape media for weekly backups at SCC’s offsite Storage Partner 

· Retrieval of offsite media for Customer restore purposes in line with SCC’s standard delivery and retrieval time.

 

CUSTOMER RESPONSIBILITIES:

· The Customer is responsible for providing all Data retention policies, and ensuring they are sufficient to allow the restoration of data in line with the Customers business requirements.

· Backing up and restoring all Customer software and data residing on the associated AS400 Equipment 

· Provision of a weekly automated report to identify the media/tapes to be removed and stored securely off-site

· Provision of a weekly automated report identifying media/tapes to be recovered from offsite Storage Partner and inserted back into tape units

· The purchase of all tape media 

· Ensure valid hardware and software licencing and support contracts are in place for all Customer owned backup infrastructure.

· Approval of Emergency tape media retrieval costs outside the scope of supplier's standard delivery schedule

 

EXCLUSIONS:

· SCC is not responsible for the content or validity of the Customer data residing on Customer systems or media

 

DEPENDENCIES:

· Incident, Major Incident, Problem and Change Management services
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context:

		W10 & W11

		Microsoft Windows 10 & 11 Operating System



		CU

		Windows Cumulative Update



		FU

		Windows Feature Update



		Patches

		Refers to both/either of CU and FU



		MECM

		Microsoft Endpoint Configuration Manager



		Intune

		Microsoft Intune



		DR

		Microsoft MECM / Intune Deployment Rings



		Analytics

		Microsoft Desktop Analytics



		CRN

		SCC Change Request Notice



		OPP

		Microsoft Office Pro Plus



		ATP

		Authority to proceed



		WUfB

		Windows Update for Business



		‘Minor’ Change

		Fewer than four hours to implement



		‘Major’ Change

		Greater than four hours to implement







SERVICE OVERVIEW

SCC will configure and manage the agreed policies within the supported Endpoint Management toolsets to build, manage and patch Windows 10 endpoints. 



Depending on Customer configuration, some or all the following Endpoint Manager products will be used to deliver this service:

· Intune

· MECM

· Desktop Analytics

· Tanium Patch



MICROSOFT PRODUCTS IN SCOPE:

· Windows 10/11 Pro or Enterprise

· M365 Client Update

· OPP



SCC RESPONSIBILITIES:



Core Responsibilities

· All SCC responsibilities detailed in the dependent Endpoint Toolset Management Service

· SCC will manage the configuration of Patch Management Toolsets to deploy all CU and FU updates to W10, W11 endpoints and OPP clients.

· All CU/FU updates for W10 will be deployed unless an alternative deployment schedule is agreed with Customer.

· Deploy the OS Updates to the defined list of test, pilot and production endpoints and coordinate the reboot based on the maintenance schedules that have been agreed.

· Prepare the Maintenance Schedules within patching toolsets to the agreed times and frequencies for the various deployment collections.

· Patch Toolsets will be configured to deploy updates at the agreed frequency and timeline and in line with the vendors release dates.

· Provide the details of the contacts for communicating inbound to SCC the ATP events, and any problem reporting.

· Management and configuration of DR for Windows CU and FU.

· Management and configuration of OPP client update policies.

· Where Customer requires MECM, construct the Collections for Operating System and/or OPP for the agreed DR.

· Raise the required CRN at the appropriate times to ensure the deployment of Patches is approved for the agreed DRs.

· Where applicable, create deployment packages in the patching toolset and configure the tools to download updates and distribute the package to the appropriate distribution points.

· Monitor the deployments and test the Operating System after the update installation in the test environment, which will be set up as ‘Ring Zero’ and provided by the Customer.

· For patches identified to cause any failures in Deployment Ring 0 SCC will, where possible, facilitate the removal of them.



Intune Responsibilities (delete as applicable)

· Where Intune is used exclusively, SCC will configure the agreed policies to pull updates from WUfB, these updates are delivered over the Internet.  

· Where Intune is configured with MECM in a “co-management” configuration, SCC will manage the configuration of each tool in line with the agreed Customer requirements and select the most appropriate tool for delivering patches or applications.

· SCC will configure and manage DR’s in line with the agreed Customer requirements, the only fixed DR being set as Zero (0) for testing of any updates.

· SCC will configure and manage policies for third party application deployments, where the Customer has an agreed packaging and deployment format per application.

· Where required, and subject to the Customer also procuring the Change Management service, SCC will manage the Intune policies that configure the Customers preferred OPP release branch.



Reporting Responsibilities

· Compliance reporting, frequency and delivery are managed via policies agreed prior to the commencement of this Service.



CUSTOMER RESPONSIBILITES:

· All Customer responsibilities detailed in the dependent Endpoint Toolset Management – Core & Discovery Service

· Prior to the commencement of this Service, agree with SCC the Service design including the toolsets, policies, configurations, maintenance schedules and in scope end points that will apply to this Service.

· Run all testing outside of the Operating System functionality (Applications, Software User acceptance testing).

· Customer is responsible for all testing outside OPP functionality (Application dependencies or third party products).

· Provide a notice of ATP to SCC prior to deployment of updates to any of the machines in the deployment phases (test, pilot, prod).

· Provide either a test environment or define ‘Ring Zero’ as the nominated test environment

· Where SCC is unable to remotely remove failed patches, the Customer is responsible for reverting the device back to pre-patch state.

· Ensure endpoints are connected to a network to receive patches.



RESTRICTIONS:

· All Restrictions detailed in the dependent Endpoint Toolset Management – Core & Discovery Service

· The Customer agrees that if they request that the subset of MECM products used to deliver the service changes whilst the service is in-life, the cost of the service may change.

· Where Customer opts to use a feature, or functionality, provided by Microsoft in “Preview”, SCC will offer reasonable endeavors support to resolve any related issues or incidents, this activity will be chargeable

· Depending on Customer configuration, some features may require that an endpoint be directly connected to the Customer LAN or connected via Microsoft’s “Always on VPN” solution in order to deliver all components of this service.

· Policy changes to any tools within the MECM solution can be broken down into Major and Minor.  Major changes to policy are not in the scope of this service and will be chargeable.  Minor changes to policy are within scope of this service but are limited to a maximum of 8 per month. 

· Example Minor Changes:

· Modifying the runtime of a deployment.

· Extending the deployment schedule/maintenance.

· Modifying the message the end user receives when applying an update.

· Removing/adding an application from/in Autopilot build.

· Example Major Changes:

· Any changes added to MECM infrastructure.

· Creating a new deployment ring or re-engineering existing Deployment Rings.



EXCLUSIONS:

· Application packaging required to deliver packages – This is available to the Customer via an Application Packaging Service and is price on application

· Following Service Commencement, and as a result of due diligence, where a Customer is more than 1 month behind the latest commercially released patch levels of Windows 10, SCC will perform a deployment of the most recent CU and/or FU to bring those systems detailed in the Technical Specification up to date. For avoidance of doubt these activities will be considered Chargeable.

· Deployment or configuration of Microsoft’s “Always on VPN” solution. This may be delivered as a separate chargeable deliverable.

· Any Office, Office365 Customer owned application dependencies are outside the scope of this Service.

· Where SCC has not been responsible for the initial configuration of MECM products, a chargeable due diligence & playback to the Customer will be carried out which may result in additional chargeable remediation activities to ensure the Service is operationally ready.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charge.





DEPENDENCIES

· Endpoint Toolset Management Service – Core & Discovery

· Where MECM or Intune is used to deliver this service, the Endpoint Toolset Management Service, and the Build Management Service is a dependency.
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DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

		“Updates”

		Refers to OS Updates mentioned in the Windows Updates in Scope section



		“SCCM”

		Microsoft System Center Configuration Manager



		“WSUS”

		Windows Server Update Services



		“Altiris”

		Altiris deployment patching toolset



		“ATP”

		Authority to proceed







HIGH LEVEL PROCESS:



         



OVERVIEW

SCC will deploy Monthly Cumulative Updates (CU), Monthly Security Only Updates and Windows Security Rollups to all Microsoft supported (main stream or extended) Windows operating system Equipment detailed in the Technical Specification.

There will be a maximum of 12 Windows Operating System updates per year. 



The Service comprises the following elements:

· Distribution of Monthly Updates Release Notes to the Customer

· Deployment of Patches to Customer provided Test, Pilot & Production servers

· Monitoring of patching process

·  BASE – Patch deployment report within the limitation of the toolset deployed



OPERATING SYSTEMS IN SCOPE:

· Windows Server 2008/2008 R2

· Windows Server 2012/2012 R2

· Windows Server 2016



WINDOWS UPDATES IN SCOPE:

· Windows Critical and Security updates for the Operating System

· Windows Security Rollups for the Operating System

· Windows Cumulative Updates



BASE SERVICE LIMITATIONS: 

· 0-100 Servers 

· Maximum 4 Deployment phases/ collections per month



SCC RESPONSIBILITIES:

· The Updates will be deployed via the agreed toolset

· The Updates will be deployed within the agreed patching policy and frequency.

· Provide the details of the contacts for communicating inbound to SCC the Authority to Proceed (“ATP”) events, and problem reporting.

· Construct the Collections (target groups in the patching toolset) for the test machines, pilot machines and the multiple collections for live machine rollout of patches (up to 4 deployment phases/ collections).

· Prepare the Maintenance Schedules within patching toolset to the agreed times and frequencies for the various deployment collections.

· Raise the required Change Requests at the appropriate times to ensure the deployment of Patches is approved for the various release deployments within the Service i.e. test, pilot, live deployment phases.

· Assess the updates released by Microsoft.

· Communicate to the Customer the Release Notes for the contents of the new updates released.

· Create the deployment package in the patching toolset, download the updates and distribute the package to the available distribution points.

· Deploy the deployment package to the defined list of test, pilot and production endpoints and coordinate the reboot based on the maintenance schedules that have been agreed.

· Monitor the deployments and test the Operating System after the updates installation in the test environment provided by the Customer.

· Troubleshoot any deployments failures.

· For patches identified to cause any failures, SCC will facilitate the removal of them.

· Generate an overall compliance report - the report will contain the total number of servers and their compliance states.

· Where the toolset is hosted, provided and licensed by SCC, SCC is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this Service



CUSTOMER RESPONSIBILITES:

· Provide appropriate administrative level accounts and connectivity for SCC staff to use to access the patching toolset environment remotely and conduct required tasks.

· Provide the distribution list for this Service communications.

· Provide a suitable test environment for deployment and testing of Operating System Updates.

· Where toolset is provided and licensed by the Customer the Customer is responsible for ensuring an appropriate IT infrastructure available for hosting the patching toolset;

· Where the toolset is hosted, provided and licensed by the Customer, the Customer is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this Service

· Provide approval and guidance for the changes scheduled via the Change Management process.

· Run all testing outside of the Operating System functionality (Applications, Software User acceptance testing).

· Provide a notice of ATP to SCC prior to deployment of updates to any of the machines in the deployment phases (test, pilot, prod).



RESTRICTIONS:

· Supported toolsets provided by the Customer to provide this service are restricted to the use of SCCM, WSUS & Altiris 

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.



EXCLUSIONS:

· Microsoft or third party application/system patching, deployment or packaging activity outside of the base Windows Critical and Security updates for the Operating System, Windows Security Rollups for the Operating System and Windows Cumulative Updates.

· Where the Volumes of Servers and/or Patch deployment phases exceed Maximum levels identified within the BASE Service Limitations specified above then the service will be uplifted to the Managed or Enhanced version of this Service

· Operating systems or versions of outside the Scope defined within this service schedule

· Operating System version Upgrades.

· Following Service Commencement, where a Customer is more than 1 month behind the latest commercially released patch levels, SCC will perform a deployment of all required Operating System Updates to the Customer Equipment defined in the Technical Specification to bring those systems up to date. For avoidance of doubt this activity will be considered Chargeable.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.



SERVICE DEPENDENCIES

· Deployment & Configuration Tooling Management Service

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)

[END OF TEXT]
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DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

		“Updates”

		Refers to OS Updates mentioned in the Windows Updates in Scope section



		“SCCM”

		Microsoft System Center Configuration Manager



		“ATP”

		Authority to proceed







HIGH LEVEL PROCESS:



         



OVERVIEW

SCC will deploy Monthly Cumulative Updates (CU), Monthly Security Only Updates and Windows Security Rollups to all Microsoft supported (main stream or extended) Windows operating system Equipment detailed in the Technical Specification.

There will be a maximum of 12 Windows Operating System updates per year 



The Service comprises the following elements:

· Distribution of Monthly Updates Release Notes to the Customer

· Deployment of Patches to Customer provided Test, Pilot & Production servers

· Monitoring of patching process

· MANAGED - Server compliance report consisting of the Operating System Updates status



OPERATING SYSTEMS IN SCOPE:

· Windows Server 2008/2008 R2

· Windows Server 2012/2012 R2

· Windows Server 2016



WINDOWS UPDATES IN SCOPE:

· Windows Critical and Security updates for the Operating System

· Windows Security Rollups for the Operating System

· Windows Cumulative Updates



MANAGED SERVICE LIMITATIONS: 

· 100-250 Servers 

· Maximum 8 Deployment phases/ collections



SCC RESPONSIBILITIES:

· The Updates will be deployed via the agreed toolset

· The Updates will be deployed within the agreed patching policy and frequency.

· Provide the details of the contacts for communicating inbound to SCC the Authority to Proceed (“ATP”) events, and for problem reporting.

· Construct the Collections (target groups in the patching toolset) for the test machines, pilot machines and the multiple collections for live machine rollout of patches (up to 8 deployment phases/ collections).

· Prepare the Maintenance Schedules within patching toolset to the agreed times and frequencies for the various deployment collections.

· Raise the required Change Requests at the appropriate times to ensure the deployment of Patches is approved for the various release deployments within the Service i.e. test, pilot, live deployment phases.

· Assess the updates released by Microsoft.

· Communicate to the Customer the Release Notes for the contents of the new updates released.

· Create the deployment package in the patching toolset, download the updates and distribute the package to the available distribution points.

· Deploy the deployment package to the defined list of test, pilot and production endpoints and coordinate the reboot based on the maintenance schedules that have been agreed.

· Monitor the deployments and test the Operating System after the updates installation in the test environment provided by the Customer.

· Troubleshoot any deployments failures.

· For patches identified to cause any failures, SCC will facilitate the removal of them.

· Generate an overall compliance report - the report will contain the total number of servers and their compliance states.

· Where the toolset is hosted, provided and licensed by SCC, SCC is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this service



CUSTOMER RESPONSIBILITES:

· Provide appropriate administrative level accounts and connectivity for SCC staff to use to access the patching toolset environment remotely and conduct required tasks.

· Provide the distribution list for this service communications.

· Provide a suitable test environment for deployment and testing of Operating System Updates.

· Where toolset is provided and licensed by the Customer the Customer is responsible for ensuring an appropriate IT infrastructure available for hosting the patching toolset;

· Where the toolset is hosted, provided and licensed by the Customer, the Customer is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this service

· Provide approval and guidance for the changes scheduled via the Change Management process.

· Run all testing outside of the Operating System functionality (Applications, Software User acceptance testing).

· Provide a notice of ATP to SCC prior to deployment of updates to any of the machines in the deployment phases (test, pilot, prod).



RESTRICTIONS:

· Supported toolsets provided by the Customer to provide this service are restricted to the use of SCCM.

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.

EXCLUSIONS:

· Microsoft or third party application/system patching, deployment or packaging activity outside of the base Windows Critical and Security updates for the Operating System, Windows Security Rollups for the Operating System and Windows Cumulative Updates.

· Where the Volumes of Servers and/ or Patch deployment phases exceed Maximum levels identified within the MANAGED Service Limitations above then this Service will be uplifted to the Enhanced version of this Service.

· Operating systems or versions of outside the Scope defined within this Service 

· Operating System version Upgrades. 

· Following Service Commencement, where a Customer is more than 1 month behind the latest commercially released patch levels, SCC will perform a deployment of all required Operating System Updates to the Customer Equipment defined in the Technical Specification to bring those systems up to date. For avoidance of doubt this activity will be considered Chargeable.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.



SERVICE DEPENDENCIES

· Deployment & Configuration Tooling Management Service

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed)

[END OF TEXT]
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DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

		“Updates”

		Refers to OS Updates mentioned in the Windows Updates in Scope section



		“SCCM”

		Microsoft System Center Configuration Manager



		“ATP”

		Authority to proceed







HIGH LEVEL PROCESS:



         



OVERVIEW

SCC will deploy Monthly Cumulative Updates (CU), Monthly Security Only Updates and Windows Security Rollups to all Microsoft supported (main stream or extended) Windows operating system Equipment detailed in the Technical Specification.

There will be a maximum of 12 Windows Operating System updates per year 



The Service comprises the following elements:

· Distribution of Monthly Updates Release Notes to the Customer

· Deployment of Patches to Customer provided Test, Pilot & Production servers

· Monitoring of patching process

· ENHANCED - Server compliance report consisting of the Operating System Updates status 



OPERATING SYSTEMS IN SCOPE:

· Windows Server 2008/2008 R2

· Windows Server 2012/2012 R2

· Windows Server 2016



WINDOWS UPDATES IN SCOPE:

· Windows Critical and Security updates for the Operating System

· Windows Security Rollups for the Operating System

· Windows Cumulative Updates



ENHANCED SERVICE LIMITATIONS: 

· 250-500 Servers 

· Maximum 10 Deployment phases/ collections



SCC RESPONSIBILITIES:

· The Updates will be deployed via the agreed toolset

· The Updates will be deployed within the agreed patching policy and frequency.

· Provide the details of the contacts for communicating inbound to SCC the Authority to Proceed (“ATP”) events, for problem reporting.

· Construct the Collections (target groups in the patching toolset) for the test machines, pilot machines and the multiple collections for live machine rollout of patches (up to 10 deployment phases/ collections).

· Prepare the Maintenance Schedules within patching toolset to the agreed times and frequencies for the various deployment collections.

· Raise the required Change Requests at the appropriate times to ensure the deployment of Patches is approved for the various release deployments within the Service i.e. test, pilot, live deployment phases.

· Assess the updates released by Microsoft.

· Communicate to the Customer the Release Notes for the contents of the new updates released.

· Create the deployment package in the patching toolset, download the updates and distribute the package to the available distribution points.

· Deploy the deployment package to the defined list of test, pilot and production endpoints and coordinate the reboot based on the maintenance schedules that have been agreed.

· Monitor the deployments and test the Operating System after the updates installation in the test environment provided by the Customer.

· Troubleshoot any deployments failures.

· For patches identified to cause any failures, SCC will facilitate the removal of them.

· Generate an overall compliance report - the report will contain the total number of servers and their compliance states.

· Where the toolset is hosted, provided and licensed by SCC, SCC is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this service



CUSTOMER RESPONSIBILITES:

· Provide appropriate administrative level accounts and connectivity for SCC staff to use to access the patching toolset environment remotely and conduct required tasks.

· Provide the distribution list for this Service communications.

· Provide a suitable test environment for deployment and testing of Operating System Updates.

· Where toolset is provided and licensed by the Customer the Customer is responsible for ensuring an appropriate IT infrastructure available for hosting the patching toolset.

· Where the toolset is hosted, provided and licensed by the Customer, the Customer is responsible for licensing, software and maintaining a suitable vendor support agreement to enable the delivery of this service

· Provide approval and guidance for the changes scheduled via the Change Management process.

· Run all testing outside of the Operating System functionality (Applications, Software User acceptance testing).

· Provide a notice of ATP to SCC prior to deployment of updates to any of the machines in the deployment phases (test, pilot, prod).



RESTRICTIONS:

· Supported toolsets provided by the Customer to provide this service are restricted to the use of SCCM.

· The Customer agrees that where an Incident has been reported, and SCC has investigated and concluded that the Incident was caused by a change completed by the Customer or Customer’s 3rd party without SCC’s approval; then SCC reserves the right to charge the Customer for the time and effort required to investigate.

· Remediation activities by SCC, required because of degradation or failure of the Service caused by parties other than SCC, are excluded and shall be subject to additional Charges from SCC.



EXCLUSIONS:

· Microsoft or third party application/system patching, deployment or packaging activity outside of the base Windows Critical and Security updates for the Operating System, Windows Security Rollups for the Operating System and Windows Cumulative Updates.

· Where the Volumes of Servers and/or Patch deployment phases exceed Maximum levels identified within this Service Description will be provided subject to the Change Management Procedure Operating systems or versions of outside the Scope defined within this service schedule

· Operating System version Upgrades. 

· Following Service Commencement, where a Customer is more than 1 month behind the latest commercially released patch levels, SCC will perform a deployment of all required Operating System Updates to the Customer Equipment defined in the Technical Specification to bring those systems up to date. For avoidance of doubt this activity we be considered Chargeable.

· Any professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges.



SERVICE DEPENDENCIES

· Deployment & Configuration Tooling Management Service.

· Incident, Major Incident, Problem and Change Management services (unless Customer provided and managed).

[END OF TEXT]
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SCC will manage the Customer’s Virtual Environment technology in accordance with the schedule agreed between the parties. The Customer shall provide the physical hosts on which the Virtual Environment resides, and they shall be of a sufficient technical specification to satisfy the capacity and performance requirements of the Virtual Environment.



SCC RESPONSIBILITIES:



· Management and maintenance of the Virtual Environment in accordance with SCC’s standard policies and procedures for the management of virtual infrastructure

· Manage and control access to the Virtual Environment to ensure security and integrity is maintained within the capabilities of the Customers available tools

· Management and Maintenance of High availability and service recovery features and toolsets within the hypervisor technology

· 2nd & 3rd line Virtual server/Virtualisation environment troubleshooting and repair under Incident and problem resolution process

· As required for the continued provision of the services: start, close and restart the virtual services.

· Fault Logging and Incident resolution

· Management, configuration and maintenance of Virtual features (SVS, VNICS, DVS)

· Monitor for alerts that relate to the Virtual servers, Virtual features and resource capacity and take the appropriate remedial action when an alert is issued.

· Configuration and management of Virtual Tags for Dependant services (backup etc)

· Capacity Management Reporting associated with the Virtual Infrastructure, to include – 

· Number of vCPUs vs pCPUs

· Memory Allocation

· Where tools exist in the environment (e.g. VMware Operations Manager) allocation reports for virtual machines will be generated via the service request process

· Application of patches, Software fixes and Minor Upgrades to the Virtualisation environment will only be performed as part of the Incident or problem resolution process

· Virtual Hardware Addition’s where virtual host hardware capacity exists



CUSTOMER RESPONSIBILITIES:

· Ensure that all licences are in place for the Virtualisation technology and all components & features hosted within

· Unless provided by SCC ensure that physical host systems are supported and maintained according to vendor guidelines

· Ensure that any Physical host systems are of appropriate technical specification and under vendor support agreement for hardware and Software

· Ensure that any Physical host systems have sufficient capacity for the hosting of the virtual services unless provided by the provider

· Ensure that any Customer owned software and or systems residing within the virtual environment have appropriate support processes in place for the term of the Agreement.

· Installation & support of any applications, Operating systems or software hosted within the virtual environment unless provided by SCC

· Ensure that all virtual hosts are licensed correctly

· Ensure that all hosted devices have all appropriate and correct patches for interoperability, bug fixes and service packs are loaded and installed at the point of transfer to SCC 

· Provision of Hypervisor (VM Ware and IBM LPAR) for each virtual host unless supported by the provider

· Provision and maintenance Schedule of certificate renewal 



EXCLUSIONS:

· Installation of any Virtualisation upgrades outside of Incident/problem resolution process

· Provisioning, configuration of new or additional Virtual Infrastructure, components or features

· Upgrades of Virtualisation components would be deemed to be a chargeable project and are not in scope

· Any Customer planned maintenance activities or downtime required to a site or infrastructure that require intervention and planning activity by SCC will be considered outside of BAU Scope and chargeable project related work



DEPENDENCIES:

· Data Centre and Remote site monitoring

· Capacity management Service

· Physical Server / Host Management (underlying host / hypervisor management)
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

Management Network 	Means any network provisioned for the purposes of connectivity to SCC management infrastructure.

OVERVIEW

The Cloud+ Agile Cloud service delivers virtual server hosting from highly available data centre grade infrastructure, with fully managed or ‘un-managed’ service options. It provides one or more resilient Virtual Machine instances on a multi-tenant cloud platform hosted within SCC data centres.

Both service options include the following elements:

· Virtual Machine instances operating on an x86/x64 architecture platform

· Standardized supported Server Operating Systems:

· All Windows Server operating systems that are in mainstream support.

· Majority of the mainstream Linux variants.

· The Service is available in two Service Levels: Standard and Enhanced. Both deliver scalable, resilient data centre grade virtual server hosting, with the Enhanced service extending the availability of your critical services by maintaining standby infrastructure and data replication to a secondary data centre with rapid failover.

· The service is delivered via a Virtual Private Cloud (VPC) subscription mechanism. Each customer purchases one or more subscriptions, with each subscription having an allocated quantity of compute and storage resource.

· Each VPC subscription is purchased in units of 16 vCPUs and 64 GB of RAM. There’s no limit to how many VPC’s a customer can request in order to grow the total compute resource to meet the customers resource needs.

· Each subscription is limited to a single ‘type’ of compute (Standard or Enhanced) and a single type of tiered storage.

· Each virtual machine is built from a standard set of template sizes of compute and memory resource, up to the total limit of purchased VPC subscription size.

· Each virtual machine deployed is pre-provisioned with 100GB operating system disk. Additional storage maybe purchased in 1TB increments after provisioning. The maximum single disk size is 2TB (Larger disks available on request).



· Virtual machine sizes:

		Balanced

		

		Memory Intensive

		

		CPU Intensive



		Name

		vCPU

		RAM

		

		Name

		vCPU

		RAM

		

		Name

		vCPU

		RAM



		B1

		1

		4

		

		M1

		1

		8

		

		C1

		1

		2



		B2

		2

		8

		

		M2

		2

		16

		

		C2

		2

		4



		B3

		4

		16

		

		M3

		4

		32

		

		C3

		4

		8



		B4

		6

		24

		

		M4

		6

		48

		

		C4

		6

		12



		B5

		8

		32

		

		M5

		8

		64

		

		C5

		8

		16



		B6

		10

		40

		

		M6

		10

		80

		

		C6

		10

		20



		B7

		12

		48

		

		M7

		12

		96

		

		C7

		12

		24







· Managed subscription service:

Fully SCC built, managed and configured infrastructure with monitoring of the platform availability and performance. Additional managed services within this controlled environment can be requested.



· Self-provisioned un-managed subscription service:

Access to a self-service portal enabling the customer to self-provision, de-provision and manage their own Virtual Machines.

No monitoring or instance management available.

Although standard SCC operating system templates will be deployed with Anti-Virus, no guarantees of delivery of patches or updates can be assured within customer deployed unmanaged VPCs.



RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Virtual Machine Instances

		Provide one or more resilient virtual machine instances as provisioned by the Customer, or by SCC on behalf of the Customer through the Self-Service portal.

Destruction of any Customer data upon cessation of service in line with the SCC standard data retention and destruction policies.

		Administration, management and control of user access to the operating system, applications and/or data that resides on the virtual machine instances.



		Guest Operating System

		The initial setup of the server operating system on any virtual machine instances provisioned as part of the Service.

For a fully managed subscription an initial deployment and configuration of defined management, monitoring and security agents required as part of delivery of the Service.



		Configuration, maintenance and management of the operating systems, applications and data.

Content and integrity of data stored by the Customer on provisioned virtual machine instances.

Backup and restoration of the operating systems, applications and data on provisioned virtual machine instances.

To ensure that any management, monitoring or security agents that are installed at the point of delivery are not disabled or removed without prior written agreement from SCC.

Ensure that any administrative accounts configured at the point of delivery remain unchanged with full administrative permissions.

Provide, upon request, appropriate access to the guest operating system for the purpose of security validation, license compliance, verification of illegal material and compliance with Service conditions.



		Network Connectivity

		Provide connectivity from the Virtual Machine instances provisioned as part of the Service to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Ensure that any Management Networks configured at the point of delivery are not disabled or reconfigured without prior approval from SCC.

Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to any Customer premises.

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		Infrastructure


		Provide sufficient power, air conditioning and other associated data centre support hardware required to maintain the Cloud+ Agile Cloud Infrastructure.

Using commercially reasonable efforts manage and maintain the Cloud+ Agile Cloud Infrastructure so that it continues to operate in accordance with the Technical Specification, Service Levels and any appropriate vendor specifications and guidelines.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensure that all appropriate applications and services are shutdown prior to commencement of maintenance windows.



		Monitoring

		Proactively manage and monitor the Cloud+ Agile Cloud Infrastructure ensuring sufficient capacity and availability to provide the Virtual Machine instances provisioned by or on behalf of the Customer.

Notify the Customer where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period.

		Where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period take the necessary actions to reduce the utilisation below this threshold as soon as practically possible.

Monitoring of the operating system or any software installed on any provisioned virtual machine instances.



		Service Desk & Support

		Identify and resolve Incidents relating to the platform or any Virtual Machine instances with the aim of minimizing recurrence of the same Incident.

Involve third party vendor/manufacturer support where required to assist in problem resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Troubleshoot and resolve incidents related to Customer-supported operating systems, applications, databases, related software and data, which are not covered in the Service. 

Resolve and take responsibility for any Service unavailability due to failure of Customer-supported software. 



		Availability 



		Maintain the Cloud+ Agile Cloud Service to a 99.9% uptime availability Service Level for the standard service and a 99.99% uptime availability Service Level for the enhanced service, measured quarterly from the Network Access Point.

		Define the availability requirements of virtual machine instances and provision appropriately.



		Licensing

		Procure and manage the maintenance of the software for which SCC is the license owner, including hypervisor, management tools and guest operating system licenses where included in the Service.

		Where identified in the Technical Specification Sheet that Operating System license is not included as part of the Service ensure that appropriate Operating System licenses are procured and maintained.

Ensure that all application software that is installed on provisioned Virtual Machine instances is appropriately licensed.

Notify SCC of any licensed software that is installed on provisioned Virtual Machine instances and where requested provide SCC with appropriate proof of licensing.



		Self-Service Portal

		When the customer purchases an un-managed subscription, SCC provide a self-service portal allowing them to provision, de-provision and amend the configuration of virtual machine instances to other standard template sizes within the boundaries of the platforms capabilities and the Customer’s service entitlement.

Maintain the availability of the self-service user’s web portal to 99.5% availability measured quarterly.

		



		END OF TABLE







RESTRICTIONS 

· The Service is compatible with Microsoft Windows, supported variants of Linux Operating Systems and approved virtual appliances only. Compatibility is maintained for Operating System and appliance versions that are still under vendor support, or in the case of open source technologies the major release version is no more than one revision older than the currently available stable release. Where these criteria are not met, compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavors only and not subject to any availability targets or Service Levels and/or Service Credits.

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Agile Cloud Infrastructure.

· Customers are not permitted to add virtual network interfaces, or install any software which creates virtual network interfaces on any virtual machine instances deployed on the Cloud+ Agile Cloud infrastructure.

· The Customer is not permitted to perform IP scanning, spoofing or vulnerability assessments from virtual machine instances deployed on the Cloud+ Agile Cloud infrastructure except with the prior agreement of the SCC. Vulnerability assessments are only permitted by SCC approved personnel or third parties.

· The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from the SCC.

· SCC reserves the right to impose quality of Service (QoS) limits to networking and storage presentations to ensure a level of Service to all Customers.

· SCC reserves the right to inspect Customer Virtual Machine instances to ensure they are in compliance with Customer responsibilities.

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the service set out in this schedule shall be exempt from Service Level Measurement.

· Elements of this service require customers to take other managed services.



EXCLUSIONS

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Backup and Restoration

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

“DaaS”	 means Desktop as a Service

“RDSH” means Remote Desktop Session Host

“VDI”	means Virtual Desktop Infrastructure



OVERVIEW

Cloud+ Desktop delivers a virtual desktop as a service environment (DaaS) from highly available datacenter grade infrastructure. It provides Customers access to a virtualized desktop environment on a multi-tenant cloud platform hosted at SCC Data Centres.

The Service comprises of the following elements:

· Provision of Virtual Desktop Infrastructure (VDI) or Remote Desktop Session Hosts (RDSH) operating on an x86/x64 architecture platform with secure Customer separation.

· Choice of performance tiers and persistency to cater for a variety of workload profiles

· Fully managed service including infrastructure and VDI / RDSH software

· Monitoring of platform availability and performance

· Optional failover to a second UK Data Centre based on an Active / Passive replication and protection model

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		RDSH  / VDI Instances

		To provide desktop instances to satisfy the quantity and specifications identified in the Technical Specification.

RDSH - The RDSH service comprises one or more Virtual Machines providing a published desktop environment hosted on shared Operating System instances provided as part of the Service, accessed by End Users on a contended basis determined by service tier selected.

Access to the Service will be provided by locally installed client software on compatible endpoint devices.

VDI - The VDI service provides either persistent or non-persistent Virtual Machines accessed by End Users on an individual basis.  Each machine will be delivered on a Virtual Machine per user basis.

A persistent VDI machine, provides the End User with their own desktop environment exclusively for their use, with their personalization, application settings and locally saved files preserved across sessions.

A non-persistent VDI machine, provides the End User with a generic desktop, any running applications or locally saved files are not preserved and are lost at the end of the session.

		Via an SCC supplied management portal perform administration, management and control of user sessions and access to the Cloud+ Desktop environment, applications and/or data that reside on the Virtual Machine instances provided for fulfilment of the Service.



		Guest Operating System

		The initial base build of the client Operating System on any Desktop instances will be provisioned as part of the Service.

The initial deployment and configuration of defined management, monitoring or security agents required as part of delivery of the Service.

Where provided by SCC, persistent machine images will have licensed Anti-Virus software built into the machine image as part of the image creation and management process.  This will be added to the anti-virus management environment included with the Service for alerting and reporting purposes.

Due to their non-persistent characteristics, non-persistent machine images will not have Anti-Virus installed.

		Installation, maintenance and management of applications and data onto the machine images.

Content and integrity of application and data stored by the Customer on provisioned virtual desktop instances.

To ensure that any management, monitoring or security agents that are installed at the point of delivery are not disabled or removed without prior written agreement from SCC.

Provide, upon request, appropriate access to the guest Operating System for the purpose of security validation, licence compliance, verification of illegal material and compliance with Service conditions.

Participate in the testing and release cycle of updated images as created during the image management process.



		Network Connectivity

		Provide connectivity from the Desktop instances provisioned as part of the Service to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to the location where the Cloud+ Desktop Service will be consumed. 

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		Service Access

		Access to the Service will be provided by locally installed client software on endpoint PC’s/tablets/phones or by thin clients supporting Blast or PCoIP protocols.

SCC will provide links for the Customer to download supported client software, and details required to access the Service.

Destruction of any Customer data upon cessation of Service in line with SCC standard data retention and destruction policies.

		The Customer shall be responsible for the installation, configuration and management of the client software and deployment to the Customer procured endpoints.



		Image Management (Optional)

		Provide basic management and maintenance of host images supplied as part of the Service. This means the application of Microsoft Critical Updates, including Microsoft Office and Anti-Virus updates.  SCC will update the image once per calendar month and provide the Customer with an agreed amount of engineering support per image to test (specified in Technical Specification). On approval deploying it into production.

SCC will retain the previous version of a Customer image to allow for regression if necessary.

		Management and patching of products other than currently supported versions Microsoft Windows and Microsoft Office.

Participate in the testing and release cycle of updated images as created during the image management process.



		Infrastructure


		Provide sufficient power, air conditioning and other associated Data Centre support hardware required to maintain the Cloud+ Desktop Infrastructure.

Using commercially reasonable efforts manage and maintain the Cloud+ Desktop Infrastructure so that it continues to operate in accordance with the Technical Specification, Service Levels and any appropriate vendor specifications and guidelines.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.







		Monitoring & Performance

		Proactively manage and monitor the Cloud+ Desktop Infrastructure and Service ensuring sufficient capacity and availability to provide the Cloud+ Desktop instances identified in the Technical Specification.

Notify the Customer where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period.

		Where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period take the necessary actions to reduce the utilisation below this threshold as soon as practically possible.

Monitoring of the Operating System or any software installed on any provisioned service instances.



		Availability & Failover



		Maintain the Cloud+ Desktop Service to a 99.9% uptime availability Service Level, measured quarterly.  SCC will provide the Service during the following Hours of Support:

24 hours a day, 7 days a week, 365 days a year (366 where applicable).

Where the optional failover Service is taken, and unless stated otherwise in the Technical Specification, provide a failover capability to a 30-minute RPO and 1-hour RTO, measured from the point failover is invoked.

Where the optional failover Service is taken and where it is identified that there is a complete failure of the infrastructure at the primary site, failover the Customer’s instances to the failover site.

The Service shall be deemed to be available if the Service Termination Point is reachable from the Network Access Point and/or the Internet Access Point and the Service features described in this document can be successfully tested.

		Where the failover service is taken and the Customer wishes to perform a failover test provide SCC with 28 days’ written notice. Such tests are subject to appropriate financial approvals and scheduling. 



		Licensing

		Procure and manage the maintenance of the software for which SCC is the licence owner, including hypervisor, Cloud+ Desktop Platform software, management tools and guest Operating System licenses where included in the Service.

Guest Operating System licenses are included except where the Customer has opted for a Microsoft Desktop Operating System.

		Operating System licenses for Desktop Operating Systems are not included.  In such instances the Customer shall ensure that appropriate Operating System licenses are procured and maintained with appropriate vendor support contracts.

Ensure that all application software that is installed on provisioned Virtual Machine instances is appropriately licensed, and maintained with appropriate vendor support contracts.

Notify SCC of any licensed software that is installed on provisioned Virtual Machine instances and where requested provide SCC with appropriate proof of licensing.



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Cloud+ Desktop Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Changes to Service Quantities and Tiers

		Reconfigure the Virtual Machine resources as per the Customer Service Request, for example to increase or reduce End User numbers, or move Users to bigger/smaller service tiers.

Advising the Customer if this is not possible due to technical or service limitations, and advise the Customer what such limitations are.

Advise the Customer of the ongoing cost implications of requested changes.

Requests in excess of 3 per calendar month may be subject to Additional Charges.  A single Service Request may include changes to multiple End Users.

		Request new tier of service, clearly identifying new configuration required (e.g. User numbers / service tier requirements).

Approve ongoing changes to the Charges due to resource changes.

Reconfiguration of any guest Operating System elements as required due to the reconfiguration of Virtual Machine resources except where SCC is responsible for the management of the guest Operating System.





		END OF TABLE







RESTRICTIONS 

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Infrastructure. 

· The Customer is not permitted to perform IP scanning, spoofing or vulnerability assessments from Virtual Machine instances deployed on the Cloud+ Desktop infrastructure except with the prior agreement of SCC. Vulnerability assessments are only permitted by SCC approved personnel or third parties.

· The Customer is not permitted to run any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC.

· Remediation activities by SCC required as a result of degradation or failure of the Service caused by 3rd parties introduced by the Customer are excluded and shall be subject to additional Charges from SCC.

· SCC reserves the right to impose Quality of Service (QoS) limits to networking and storage presentations to ensure a level of Service to all Customers.

· SCC reserves the right to inspect Customer Virtual Machine instances to ensure they comply with Customer responsibilities.

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement.



EXCLUSIONS

· Connectivity from the Network Access Point or Internet Access Point to Customer endpoint locations

· Active Directory and File Share are required by the Service but not included.

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Backup and Restoration

· Management of Guest Applications.

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

Management Network	Means any network provision for the purposes of connectivity to SCC management infrastructure.



OVERVIEW

The Cloud+ Physical Servers Service delivers physical server hosting from highly available data centre grade infrastructure. It provides one or more physical servers hosted at SCC data centres.

The Service includes the following elements:

· Dedicated physical servers

· Fully managed infrastructure platform

· Monitoring of platform availability and performance

· Optional failover to a second UK data centre based on an Active / Passive replication and protection model



The operating systems supported for each processor architecture are detailed below: 

x86/x64:

· Microsoft Windows 

· Linux - Red Hat Enterprise Linux, Centos, Oracle 



IBM Power Systems: 

· IBM AIX

· IBM i

· Linux – Red Hat Enterprise Linux, Ubuntu, Suse



Oracle SPARC:

· Oracle Solaris

· Linux – Oracle



RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Physical Servers

		To provide one or more physical servers to the specifications identified in the Technical Specification.

Destruction of any Customer data upon cessation of Service in line with SCC standard data retention and destruction policies.

		Administration, management and control of End User access to the operating system, applications and/or data that reside on the physical servers.



		Guest Operating System

		The initial setup of the server operating system on any physical servers provisioned as part of the Service.

The initial deployment and configuration of defined management, monitoring or security agents required as part of delivery of the Service.

The initial deployment and configuration of any management, monitoring or security agents required as part of delivery of the Service.



		Configuration, maintenance and management of the operating systems, applications and data.

Content and/or integrity of data stored by the Customer on provisioned physical servers.

Backup and restoration of the operating systems, applications and data on provisioned physical servers.

To ensure that any management, monitoring or security agents that are installed at the point of delivery are not disabled or removed without prior written agreement from SCC.

Ensure that any administrative accounts configured at the point of delivery remain unchanged with full administrative permissions.

Provide, upon request, appropriate access for SCC to the guest operating system for the purpose of security validation, licence compliance, verification of illegal material and compliance with Service conditions.



		Network Connectivity

		Provide connectivity from the Physical Server instances provisioned as part of the Service to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Ensure that any Management Networks configured at the point of delivery are not disabled or reconfigured without prior approval from SCC.

Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to any Customer premises.

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		Infrastructure 

		Provide sufficient power, air conditioning and other associated data centre support hardware required to maintain the Cloud+ Physical Server Infrastructure.

Using commercially reasonable efforts manage and maintain the Cloud+ Physical Server Infrastructure so that it continues to operate in accordance with the Technical Specification, Service levels and any appropriate vendor specifications and guidelines.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensures that all appropriate applications and Services are shutdown prior to commencement of maintenance windows.



		Monitoring

		

		Monitoring of the operating system or any software installed on any provisioned virtual machine instances.



		Service Desk & Support

		Identify and resolve Incidents relating to the physical server hardware with the aim of minimising recurrence of the same Incident 

Involve third party vendor/manufacturer support where required to assist in problem resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by the SCC to relieve degradation in system performance.

Troubleshoot and resolve Incidents related to Customer-supported operating systems, applications, databases, related software and data, which are not covered in the Service.



		Availability & Failover

		Maintain the Cloud+ Physical Server Service to a 99.5% uptime availability Service Level, measured quarterly from the Network Access Point.

Where the optional failover Service is taken, and unless stated otherwise in the Technical Specification, provide a failover capability to a 30-minute RPO and 1-hour RTO, measured from the point failover is invoked.

Where the optional failover Service is taken and where it is identified that there is a complete failure of the infrastructure at the primary site, failover the Customer’s Services to the failover site.

		Where the failover Service is taken and the Customer wishes to perform a failover test provide SCC with 28 days’ written notice. Such tests are subject to appropriate financial approvals and scheduling.



		Licensing

		Procure and manage the maintenance of the software for which SCC is the licence owner, including hypervisor, management tools and guest operating system licences where included in the Service.

		Except where identified in the Technical Specification that Operating System licence is included as part of the Service ensure that appropriate Operating System licenses are procured and maintained.

Ensure that all application software that is installed on a provisioned physical server is appropriately licensed. 

Notify SCC of any licensed software that is installed on provisioned Virtual Machine instances and where requested provide SCC with appropriate proof of licensing.



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Reboot of Server

		Implements request(s). Providing confirmation of successful reboot.

		Request Reboot.



		Changes to Storage Presentation

		Add or remove storage presentations to the physical servers as requested by the Customer.

Advise the Customer of the ongoing cost implications of requested changes.



		Request storage additions / removals, clearly identifying quantity and type of storage to be added or removed.

Approve ongoing changes to the Charges due to resource changes.

Reconfiguration of storage presentation to guest operating systems except where SCC is responsible for the management of the guest operating system.



		Changes to Network Presentation

		Add or remove network presentations to the physical servers as requested by the Customer.



		Request network additions / removals, clearly identifying networks to be added or removed.

Reconfiguration of network presentation to guest operating systems except where SCC is responsible for the management of the guest operating system.



		END OF TABLE







RESTRICTIONS 

· Compatibility is maintained for Operating System versions that are still under vendor support, or in the case of open source technologies the major release version is no more than one revision older than the currently available stable release. Where these criteria are not met, compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavors only and not subject to any availability targets or Service penalties.

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Physical Server Infrastructure.

· Customers are not permitted to add virtual network interfaces, or install any software which creates virtual network interfaces on any physical servers.

· The Customer is not permitted to perform IP scanning, spoofing or vulnerability assessments from virtual machine instances deployed on the Cloud+ Physical Server infrastructure except with the prior agreement of SCC. Vulnerability assessments are only permitted by SCC approved personnel or third parties.

· The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC.

· SCC reserves the right to impose quality of Service (QoS) limits to networking and storage presentations to ensure a level of Service to all Customers.

· SCC reserves the right to inspect Customer servers to ensure they are in compliance with Customer responsibilities.

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement.



EXCLUSIONS

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Backup and Restoration

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

Management Network	Means any network provision for the purposes of connectivity to SCC management infrastructure.



OVERVIEW

The Cloud+ Private Cloud Service delivers virtual server hosting from highly available data centre grade infrastructure. It provides one or more virtualisation hosts hosted at SCC data centres.

The Service includes the following elements:

· Dedicated virtualisation hosts

· Fully managed infrastructure platform

· Monitoring of platform availability and performance

· Optional failover to a second UK datacenter based on an Active / Passive replication and protection model



The virtualisation platforms supported for each processor architecture are detailed below: 

x86/x64:

· VMWare ESXi

· Microsoft Hyper-V

IBM Power Systems: 

· PowerVM

· PowerKVM

Oracle SPARC:

· Oracle VM

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Virtualisation Hosts

		To provide one or more virtualisation hosts to the specifications identified in the Technical Specification.

Configuration, management and support of all infrastructure related elements of the Private Cloud environment, including Network Presentation, Storage Presentation and virtualisation host configuration.

Destruction of any Customer data upon cessation of Service in line with SCC standard data retention and destruction policies.

		Administration, management and control of End User access to the operating system, applications and/or data that reside on the virtualisation hosts.







		Guest Virtual Machines

		Provide the Customer with sufficient hypervisor access in order to provision, modify, change or destroy virtual machine instances within the hypervisor hosts identified in the Technical Specification.

		Installation, maintenance and management of the operating systems, applications and data stored on the Cloud+ Private Cloud Service.

Content and integrity of data stored by the Customer on provisioned virtual machine instances.

Backup and restoration of the operating systems, applications and data on provisioned virtual machine instances.

Ensure that any management, monitoring or security agents that are installed at the point of delivery are not disabled or removed without prior written agreement from SCC.

Provide, upon request, appropriate access to SCC to the guest operating system for the purpose of security validation, licence compliance, verification of illegal material and compliance with Service conditions.



		Network Connectivity

		Provide connectivity from the virtualisation hosts provisioned as part of the Service to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Ensure that any Management Networks configured at the point of delivery are not disabled or reconfigured without prior approval from SCC.

Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to any Customer premises.

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		Infrastructure 

		Provide sufficient power, air conditioning and other associated data centre support hardware required to maintain the Cloud+ Private Cloud Infrastructure.

Using commercially reasonable efforts manage and maintain the Cloud+ Private Cloud Infrastructure so that it continues to operate in accordance with the Technical Specification, Service levels and any appropriate vendor specifications and guidelines.

In the unlikely event of offline maintenance being required, SCC will identify up to two four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensure that all appropriate applications and services are shutdown prior to commencement of maintenance windows.



		Monitoring

		Proactively manage and monitor the Cloud+ Private Cloud Infrastructure to ensure the continued availability of the Virtualisation Hosts identified in the Technical Specification.

		Monitoring of any deployed workloads, operating systems or any software installed on any provisioned virtual machine instances.



		Service Desk & Support

		Identify and resolve Incidents relating to the platform with the aim of minimizing recurrence of the same Incident 

Involve third party vendor/manufacturer support where required to assist in problem resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Troubleshoot and resolve incidents related to Customer-supported operating systems, applications, databases, related software and data, which are not covered in the Service.

Resolve and take responsibility for any Service unavailability due to failure of Customer-supported software.



		Availability & Failover

		Maintain the Cloud+ Private Cloud Service to a 99.9% uptime availability Service Level, measured quarterly from the Network Access Point.

Where the optional failover Service is taken, all data will be synchronously replicated to the DR site and unless stated otherwise in the Technical Specification, provide a failover capability to a 30-minute RPO and a 1-hour RTO, measured from the point failover, is invoked.

Where the optional failover Service is taken and where it is identified that there is a complete failure of the infrastructure at the primary site, failover the Customer’s Services to the failover site.

		Where the failover Service is taken and the Customer wishes to perform a failover test provide SCC with 28 days’ written notice. Such tests are subject to appropriate financial approvals and scheduling.





		Licensing 

		Procure and manage the maintenance of the software for which SCC is the licence owner, including hypervisor and management tools.

		Procure and manage the maintenance of the software for all deployed workloads, including but not limited to Guest Operating Systems, Application Software and Database Software.

Notify SCC of any licensed software that is installed on provisioned Virtual Machine instances and where requested provide SCC with appropriate proof of licensing.



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Reboot of Host

		Implement request(s), providing confirmation of successful reboot.

		Request Reboot.



		Changes to Storage Presentation

		Add or remove storage presentations to the virtualisation environment as requested by the Customer.

Advise the Customer of the ongoing cost implications of requested changes.



		Request storage additions / removals, clearly identify quantity and type of storage to be added or removed.

Approve ongoing changes to the Charges due to resource changes.

Reconfiguration of storage presentation to guest virtual machine instances except where SCC is responsible for the management of the guest operating system.



		Changes to Network Presentation

		Add or remove network presentations to the virtualisation environment as requested by the Customer.



		Request network additions / removals, clearly identifying networks to be added or removed.

Reconfiguration of network presentation to guest virtual machine instances except where SCC is responsible for the management of the guest operating system.



		END OF TABLE







RESTRICTIONS 

· Compatibility is maintained for Hypervisor versions that are still under vendor support, or in the case of open source technologies the major release version is no more than one revision older than the currently available stable release. Where these criteria are not met, compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavors only and not subject to any availability targets or Service penalties.

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Private Cloud Infrastructure.

· The Customer is not permitted to perform IP scanning, spoofing or vulnerability assessments from virtual machine instances deployed on the Cloud+ Private Cloud infrastructure except with the prior agreement of SCC. Vulnerability assessments are only permitted by SCC approved personnel or third parties.

· The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC.

· SCC reserves the right to impose quality of Service (QoS) limits to networking and storage presentations to ensure a level of Service to all Customers.

· SCC reserves the right to inspect Customer Virtual Machine instances to ensure they are in compliance with Customer responsibilities.

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement.

EXCLUSIONS

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Licensing

· Backup and Restoration

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		OVERVIEW

Cloud+ Protect provides a server replication and protection Service to protect Customer business-critical server infrastructure from catastrophic infrastructure or facilities failures. Server workloads are replicated into SCC’s highly available Cloud+ platform and upon invocation are brought online to provide continuity of Service in the event of a failure of the primary server infrastructure.

The Service includes the following elements:

· Replication technology to synchronise the servers into SCC’s Cloud+ platform

· Standby Virtual Machine instances on an x86/x64 architecture platform

· Monitoring of replication to ensure standby servers remain in-sync

· Fully managed target infrastructure platform

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Infrastructure 

		Provide sufficient power, air conditioning and other associated data centre support hardware required to maintain the target Cloud+ Infrastructure.

Monitoring, management and remediation where required of the Cloud+ Protect infrastructure including ongoing preventative maintenance, repair, and replacement of the all infrastructure components required for the continued operation of the Cloud+ Protect Service.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		The ongoing monitoring and management of the source server infrastructure.

Where maintenance windows are requested but not appropriate provide alternative windows.



		Data Replication

		Configuration, management and monitoring of all replication jobs to ensure that the target Cloud+ Protect servers remains in-sync with the source.

Destruction of any Customer data upon cessation of Service in line with SCC’s standard data retention and destruction policies.

		Content and integrity of data stored by the Customer on provisioned virtual machine instances.

Ensure that all application software that is installed on provisioned Virtual Machine instances is appropriately licensed.



		Replication Agents

		Provide the Customer with the replication agent and appropriate configuration information required for the Service to operate.

Provide the Customer with 10 business days’ notice of any upgrades which will require an update to the replication agent, Customer software or configuration.	

		Ensure that any agents required for the Cloud+ Protect Service are installed and enabled at all times.

Remediation of any failures of the replication agent on the source server except where SCC has responsibility for the delivery and management of those Services.



		Failover

		Unless stated otherwise in the Technical Specification, provide a failover capability to a 4-hour RTO, measured from the point failover is invoked.

Where it is identified that there is a complete failure of the source server infrastructure and the Customer confirms they wish to instigate failover, invoke failover of the protected server instances.

Work with Customer to identify an appropriate start up order for the virtual machine instances upon invocation of failover.

		Provide SCC with notification of the intention to invoke failover due to a failure of the source server infrastructure.

Where the Customer wishes to perform a test invocation of the Service the Customer is required to give SCC 28 days’ written notice, such tests are subject to appropriate financial approvals and scheduling.

Provide SCC with a start-up order (or run book) for virtual machine instances upon invocation of failover.

Manage and maintain the start-up of any applications following failover of server instances.



		Network Connectivity

		Provide connectivity from the Cloud+ Protect target Infrastructure to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to the location of the source workloads to be protected by the Service. 

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Cloud+ Protect Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Replication Configuration Change

		Implement the appropriate changes in replication or target server specification as per the Customer request, advising the Customer where not possible due to technical or Service limitations.

Advise the Customer of the ongoing Charge implications of requested changes.

		Request reconfiguration of replication or target server specification, clearly identifying new configuration.

Approve ongoing changes to the Charges due to resource changes.

Reconfiguration of any guest operating system elements as required due to the reconfiguration of virtual machine resources except where SCC is responsible for the management of the guest operating system.



		Invoke Failover

		Confirm failure of source servers and start-up replica servers as requested by the Customer.

		Submit the request identifying for which servers failover should be invoked and the start-up order where not already agreed.



		END OF TABLE







RESTRICTIONS 

· The Service is compatible with Microsoft Windows and supported variants of Linux Operating Systems only. Compatibility is maintained for Operating System versions that are still under vendor support, or in the case of open source technologies the major release version is no more than one revision older than the currently available stable release. Where these criteria are not met, compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavors only and not subject to any availability targets or Service penalties.

· Where any Service failures are identified to have been caused by a failure of the client-side agent, source operating system, source hypervisor, or connectivity between Service and client and SCC does not have responsibility for the delivery and management of those Services, any such failures shall be exempt from Service Level Measurement

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Infrastructure

· Where the Customer choses to invoke the Service, the Service will be considered to be an active Cloud+ Shared Cloud Service and subject to the relevant terms and conditions of that Service. Where the protection servers are maintained in an active state for more than 48 hours, the Service will be chargeable at SCC’s standard rates for the Cloud+ Shared Cloud Service

· SCC reserves the right to inspect Customer Virtual Machine instances to ensure they are in compliance with Customer responsibilities

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement

EXCLUSIONS

· The Service provides a replication and protection Service into SCC’s Cloud+ Service that once invoked promotes the replica copy to live. It does not as standard permit replication from the target server into the source for data recovery or failback following invocation. In the majority of cases it is possible to configure reverse replication, but any such activity is not included with this Service and is subject to additional Charges

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Backup and Restoration

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		Cloud + [DCSCLDSHDCLD]



		Service Specification:

		Table x

		[bookmark: _Toc93409043][bookmark: _Toc93409452][bookmark: _Toc158983235]Cloud+ Shared Cloud



		DEFINITIONS

The following expressions will have the following meanings unless inconsistent with the context: 

[bookmark: _Toc93409453]Management Network	Means any network provision for the purposes of connectivity to SCC management infrastructure.



[bookmark: _Toc93409454]OVERVIEW

The Cloud+ Shared Cloud Service delivers virtual server hosting from highly available data centre grade infrastructure. It provides one or more resilient Virtual Machine instances on a multi-tenant cloud platform hosted at SCC data centres.

The Service includes the following elements:

· Virtual Machine instances operating on an x86/x64 architecture platform

· Standardised Server Operating System

· Fully managed infrastructure platform

· Monitoring of platform availability and performance

· Optional failover to a second UK data centre based on an Active / Passive replication and protection model

RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Virtual Machine Instances

		Provide one or more resilient virtual machine instances to the specifications identified in the Technical Specification.

Destruction of any Customer data upon cessation of Service in line with SCC standard data retention and destruction policies.

		Administration, management and control of End User access to the operating system, applications and/or data that reside on the virtual machine instances.



		Guest Operating System

		The initial setup of the server operating system on any virtual machine instances provisioned as part of the Service.

The initial deployment and configuration of defined management, monitoring or security agents required as part of delivery of the Service.



		Installation, maintenance and management of the operating systems, applications and data.

Content and integrity of data stored by the Customer on provisioned virtual machine instances.

Backup and restoration of the operating systems, applications and data on provisioned virtual machine instances.

To ensure that any management, monitoring or security agents that are installed at the point of delivery are not disabled or removed without prior written agreement from SCC.

Ensure that any administrative accounts configured at the point of delivery remain unchanged with full administrative permissions.

Provide, upon request, appropriate access to the guest operating system for the purpose of security validation, licence compliance, verification of illegal material and compliance with Service conditions.



		Network Connectivity

		Provide connectivity from the Virtual Machine instances provisioned as part of the Service to the SCC Network Access Point and/or SCC Internet Access Point dependent upon the Customer specific requirement detailed in the Technical Specification.

		Ensure that any Management Networks configured at the point of delivery are not disabled or reconfigured without prior approval from SCC.

Define, deliver and manage the required network connectivity from the SCC Network Access Point or SCC Internet Access Point to any Customer premises.

Provision of any other networks as required for the consumption of the Service (e.g. WAN).



		Infrastructure 

		Provide sufficient power, air conditioning and other associated data centre support hardware required to maintain the Cloud+ Shared Cloud Infrastructure.

Using commercially reasonable efforts manage and maintain the Cloud+ Shared Cloud Infrastructure so that it continues to operate in accordance with the Technical Specification, Service levels and any appropriate vendor specifications and guidelines.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.

To avoid any data loss or corruption ensures that all appropriate applications and services are shutdown prior to commencement of maintenance windows.



		Monitoring

		Proactively manage and monitor the Cloud+ Shared Cloud Infrastructure ensuring sufficient capacity and availability to provide the Virtual Machine instances identified in the Technical Specification.

Notify the Customer where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period.

		Where it is identified that the processor utilisation of any instance is operating above 95% for more than one contiguous hour, or more than 80% over a 24-hour period take the necessary actions to reduce the utilisation below this threshold as soon as practically possible.

Monitoring of the operating system or any software installed on any provisioned virtual machine instances.



		Service Desk & Support

		Identify and resolve Incidents relating to the platform or any Virtual Machine instances with the aim of minimising recurrence of the same Incident.

Involve third party vendor/manufacturer support where required to assist in problem resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Troubleshoot and resolve Incidents related to Customer-supported operating systems, applications, databases, related software and data, which are not covered in the Service. 

Resolve and take responsibility for any Service unavailability due to failure of Customer-supported software.



		Availability & Failover

		Maintain the Cloud+ Shared Cloud Service to a 99.9% uptime availability Service level, measured quarterly from the Network Access Point.

Where the optional failover Service is taken, and unless stated otherwise in the Technical Specification, provide a failover capability to a 30-minute RPO and 1-hour RTO, measured from the point failover is invoked.

Where the optional failover Service is taken and where it is identified that there is a complete failure of the infrastructure at the primary site, failover the Customer’s instances to the failover site.

		Where the failover Service is taken and the Customer wishes to perform a failover test provide SCC with 28 days’ written notice. Such tests are subject to appropriate financial approvals and scheduling.



		Licensing 

		Procure and manage the maintenance of the software for which SCC is the licence owner, including hypervisor, management tools and guest operating system licenses where included in the Service, this will be detailed in the Technical Specification.

		Unless identified in the Technical Specification that Operating System license is included as part of the Service, ensure that appropriate Operating System licenses are procured and maintained.

Ensure that all application software that installed on provisioned Virtual Machine instances is appropriately licensed.

Notify SCC of any licensed software that is installed on provisioned Virtual Machine instances and where requested provide SCC with appropriate proof of licensing.



		END OF TABLE







SERVICE REQUESTS



Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Reboot of Server

		Implements request(s), providing confirmation of successful reboot.

		Request Reboot.



		Reconfiguration of Virtual Machine Resources (CPU, RAM, Storage)

		Reconfigure the virtual machine resources as per the Customer request, advising the Customer where not possible due to technical or Service limitations.

Advise the Customer of the ongoing cost implications of requested changes.

		Request reconfiguration of virtual machine, clearly identifying new configuration.

Approve ongoing changes to the Charges due to resource changes.

Reconfiguration of any guest operating system elements as required due to the reconfiguration of virtual machine resources except where SCC is responsible for the management of the guest operating system.



		END OF TABLE







RESTRICTIONS 

· The Service is compatible with Microsoft Windows, supported variants of Linux Operating Systems and approved virtual appliances only. Compatibility is maintained for Operating System and appliance versions that are still under vendor support, or in the case of open source technologies the major release version is no more than one revision older than the currently available stable release. Where these criteria are not met, compatibility cannot be guaranteed and the Service is provided and supported with reasonable endeavors only and not subject to any availability targets or Service penalties, unless otherwise specified in an addendum.

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Shared Cloud Infrastructure.

· Customers are not permitted to add virtual network interfaces, or install any software which creates virtual network interfaces on any virtual machine instances deployed on the Cloud+ Shared Cloud infrastructure.

· The Customer is not permitted to perform IP scanning, spoofing or vulnerability assessments from virtual machine instances deployed on the Cloud+ Shared Cloud infrastructure except with the prior agreement of SCC. Vulnerability assessments are only permitted by SCC approved personnel or third parties.

· The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC.

· SCC reserves the right to impose quality of Service (QoS) limits to networking and storage presentations to ensure a level of Service to all Customers.

· SCC reserves the right to inspect Customer Virtual Machine instances to ensure they are in compliance with Customer responsibilities.

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement.

EXCLUSIONS

· Design and specification of networking from the Network Access Point or Internet Access Point to the Customer locations

· Backup and Restoration

· Deployment and Integration

· Installation, Moves and Changes

· Service Reporting
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		[bookmark: _Toc93409044][bookmark: _Toc93409455][bookmark: _Toc158983236]Cloud+ Storage



		DEFINITION

The following expressions will have the following meanings unless inconsistent with the context: 

“INCITS” means International Committee for Information Technology Standards



OVERVIEW

The Cloud+ Storage Service provides primary storage capacity to help Customers meet the storage requirements of their data centre hosted infrastructure. It delivers enterprise grade highly available storage infrastructure with a choice of performance tiers allowing the flexibility to match Customers storage to their application requirements.  Cloud+ Storage Services are designed for Customers who want to minimise risks and improve data availability and security while managing ever-expanding volumes of data without the need for capital equipment purchases or dedicated storage operations staffing.



The Service includes the following elements:

· A choice of volume presentation via either 8Gb/16Gb fiber-channel or 10Gb/25Gb iSCSI.

· Data Encryption at rest using industry standard “Advanced Encryption Standard” (AES) 256 based encryption

· A Fully Managed Storage infrastructure platform

· Monitoring of the platform availability, capacity and performance

· Optional traditional Active/Passive or Peer Persistent synchronous replication and protection models

· Protection against “Noisy Neighbors” within the shared storage platform to help protect Customer workloads



The Cloud+ Storage Service offers a choice of Performance Tiers to meet a Customers differing workload:

		General Purpose Storage Tiers

		



		Name 

		Description

		4KB IOPS / Volume

		Max Throughput (MB/S) per Volume



		Tier 0

		Ultra High Performance Workloads

		5000

		500



		Tier 1 

		High Performance Workloads (e.g Production DB)

		2500

		250



		Tier 2 

		Standard Performance (e.g Host OS, general applications)

		1000

		200



		Tier 3 

		Low Performance workloads 

		100

		160



		Tier Archive 

		Archive Performance (e.g Email/FileServer archive)

		20

		25







RESPONSIBILITIES

The following table defines the responsibilities of each party within the scope of this Service. Please note certain Customer Responsibilities identified below may be superseded either in part or entirely by SCC as part of other SCC Services which the Customer has contracted for under this Order.

		 Element

		SCC Responsibilities

		Customer Responsibilities



		Storage Volumes

		Configure, and maintain storage volumes agreed with the Customer and detailed within the Technical Specification including identified capacities and storage tier choices.





Destruction of any Customer data upon cessation of Service in line with the SCC standard data retention and destruction policies.

		Installation, maintenance and management of the operating systems, applications and data, including management and control of End User access to the data, residing on the Cloud+ Storage Service.

Capacity management of any storage allocations provided via the Cloud+ Storage Service.

Content and integrity of data stored by the Customer on the Cloud+ Storage Service.

Backup and restoration of the operating systems, applications and data residing on the Cloud+ Storage Service.

Provide, upon request, appropriate access to the guest operating system for the purpose of security validation, license compliance, verification of illegal material and compliance with Service conditions.



		Storage Fabric

		Configure, monitoring and maintain of the fibre channel storage fabric and/or iSCSI networking as agreed with the Customers requirements and detailed within the Technical Specification.

Provide relevant connectivity specifications and standards required to connect to the Cloud+ Storage Service.

		Provisioning, maintenance and management of servers, operating system and software, required to interface with the Cloud+ Storage Service unless otherwise specified in the Technical Specification. 

Ensure the interoperability and compatibility of any equipment connected to the Cloud+ Storage Service.



		Infrastructure

		Monitoring, management and remediation where required of the Storage infrastructure. Ongoing preventative maintenance, repair, and replacement of all the infrastructure components required for the continued operation of the Cloud+ Storage Service.

Using commercially reasonable efforts, manage and maintain the Cloud+ Storage Infrastructure so that it continues to operate in accordance with the Technical Specification, Service levels and any appropriate vendor specifications and guidelines.

Identify up to four agreed planned maintenance outages of up to eight hours’ duration per year, providing at least 10 working days’ notice prior to such outages.  Where maintenance windows are not appropriate for the Customer, and where reasonable, consider Customer requests for alternative windows.

Where emergency maintenance requires an outage of the Service, perform this maintenance between the hours of 22:00 and 06:00, providing the Customer with 24 hours’ notice of the intention to perform such maintenance.

		Where maintenance windows are requested but not appropriate provide alternative windows.

Resolve and take responsibility for any Service unavailability due to failure of Customer-provided hardware or software.

Work with SCC when the support desk requires understanding of Customer application and tools performance.

Implement any recommendations made by SCC where the implementation of those recommendations is not covered by this Service or any additional Services taken. 



		Monitoring

		Proactively manage and monitor the Cloud+ Storage Infrastructure ensuring sufficient capacity and availability to provide the Storage volumes and fabric presentation outlined in the Technical Specification.

		Monitoring of the operating system or any software residing on the Cloud+ storage infrastructure.





		Service Desk & Support

		Identify and resolve Incidents relating to the platform or any storage volumes or fabric presentation with the aim of minimising recurrence of the same Incident 

Involve third party vendor/manufacturer support where required to assist in problem resolution. 

Implementation of workaround(s) as appropriate if resolution cannot be found initially.

		Report suspected faults/disruptions not found by SCC to the SCC Service Desk.

Consider any actions recommended by SCC to relieve degradation in system performance.

Troubleshoot and resolve Incidents related to Customer-supported operating systems, applications, databases, related software and data, which are not covered by this Service or any additional Services taken.

Resolve and take responsibility for any Service unavailability due to failure of Customer-supported software.



		Availability and Failover

		Maintain the Cloud+ Storage Service to a 99.9% uptime availability Service level, measured quarterly from the Network Access Point.

Where the optional failover Service is taken, and unless stated otherwise in the Technical Specification, provide a failover capability to a 30-minute RPO and 1-hour RTO, measured from the point failover is invoked.

Where the optional failover Service is taken and where it is identified that there is a complete failure of the infrastructure at the primary site, SCC will failover the Customer’s storage volumes to the failover site.

		Where the failover Service is taken and the Customer wishes to perform a failover test provide SCC with 28 days’ written notice. Such tests are subject to appropriate financial approvals and scheduling.



		END OF TABLE







SERVICE REQUESTS

Service Requests will be processed in accordance with Part B of this Service Annex. Service Requests other than those listed in the table below may be declined or subject to Additional Charges. Service Requests that include elements that extend beyond the Service will need to be dealt with as multiple Service Requests.

		Customer Request

		SCC Responsibilities

		Customer Responsibilities



		Present / Remove Storage

		Implement request(s). Providing confirmation of actions taken, provided commercial coverage is in place.

		Request Storage volume capacity increase/decrease as appropriate.

Approve ongoing cost changes due to resource changes.



		Change Performance Service Tier

		Implement request(s). Providing confirmation of actions taken, provided commercial coverage is in place.

		Request Storage volume performance tier changes as appropriate.

Approve ongoing changes to the Charges due to resource.



		Immediate Volume Deletion

		Implement request(s) as per SCC’s data deletion policy, providing confirmation of actions taken.

		Request Disk Volume management tasks clearly specifying what is required.



		END OF TABLE







RESTRICTIONS 

· SCC reserves the right to disable or remove Services that can be proven to cause a risk to the security or availability of the Cloud+ Storage Infrastructure

· SCC reserves the right to further limit workloads should a specific workload be found to be having a detrimental impact on other environments. These restrictions may not be implemented during initial provisioning and maybe applied at a date & time in the future

· The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC

· SCC reserves the right to impose quality of Service (QoS) limits to storage presentations to ensure a level of Service to all Customers

· SCC reserves the right to inspect Customer infrastructure connected to the Cloud+ Storage Service to ensure they are in compliance with Customer responsibilities

· For avoidance of doubt such periods of scheduled maintenance enacted within the terms of the Service set out in this schedule shall be exempt from Service Level Measurement

· The Cloud+ Storage Service requires that all connecting devices conform to INCITS fibre-channel standards and are validated by SCC for compatibility

EXCLUSIONS

· Deployment and Integration

· Installation, Moves and Changes













D) [bookmark: _Toc93409045][bookmark: _Toc93409456][bookmark: _Toc158983237]Service Management



		Service Annex 1

		Data Centre Services  - [DCSCRITSRVDSK]
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		Table x

		[bookmark: _Toc93409046][bookmark: _Toc93409457][bookmark: _Toc158983238]DCS Critical Service Desk



		OVERVIEW:

SCC will deliver services associated with this service component in line with Service Levels specified in Part B of this Service Annex. 

· SCC will supply a 24 / 7 / 365 service desk based in Romania. 

· The methods of communication with the service desk will be:

· Phone

· Email



SCC RESPONSIBILITIES:

· Provide a Service Desk as a point of contact for Customers Service Desk to raise and progress Incidents relating to the Services.

· Logging of the Incident on SCC’s Service Management System.

· Note 1: Incident resolution SLA timescales will start to run at the point the Incident is logged and assigned its Incident ID in the Service Management System regardless of how that Incident is received or detected

· Ensure that the personnel manning the Service Desk have the appropriate skills to support the Customer;

· Incident management will include the following activities:

· Logging of the Incident;

· Assign an individual reference number to each accepted Incident;

· Record, track and update accepted incidents within SCC Incident management tool;

· Categorisation of the Incident;

· Initial diagnosis of the Incident;

· Escalation where required;

· Investigation and diagnosis of the Incident;

· Resolution and recovery;

· Closure of the Incident;



CUSTOMER RESPONSIBILITIES

· Ensure compliance with the Service Desk processes and procedures 

· Provide a Service owner with whom SCC will liaise on matters relating to current and future IT requirements.  The Service owner will provide day-to-day support and direction to SCC as may reasonably be required for SCC to provide the Services, and if necessary the prioritization of incidents;

· Ensure a Service owner or a nominated deputy is available during Business Hours;

· Provide the necessary resources to ensure that any changes to the Service Annex are addressed and agreed with SCC via the Change Request Procedure in a timely manner;

· Ensure all  the customer Service Desk understands and comply with the various processes, policies and procedures of Customer and as may be agreed between the parties from time to time;

· Ensure that the customer Service Desk understands SCC’s role and the Service Level Agreements;

· Provide access to Customer premises where reasonably required by SCC to provide the support  Services;

· Where SCC is responsible for managing the commercial relationship with a 3rd party supplier, Customer will provide any contact, 3rd party resolver group information and escalation details SCC may require; 

· Where Customer are responsible for managing the 3rd party resolver group, manage the resolution in a timely manner and keep the Service Desk informed of all updates;

· Provide support services for any services not supported by SCC.



EXCLUSIONS

· Services will not be provided via the Service Desk for any Incidents that do not relate to the Service or any Equipment or Software not listed in the agreed Asset Database;

· SCC will not be liable for failure to meet the Service Levels in the event 3rd party suppliers, other than those engaged or managed by SCC, fail to deliver services in accordance with their contractual commitments;

· Any of the Service Level exclusions specified in the Service Annex occur.
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		[bookmark: _Toc93409047][bookmark: _Toc93409458][bookmark: _Toc158983239]Change Management – Platform 



		

OVERVIEW

The purpose of this Service is to ensure that standardised methods and procedures are used for efficient and prompt handling of all Changes to the Customer’s IT infrastructure which is managed by SCC, in order to minimise any disruption to service.



HIGH LEVEL PROCESS



Change Management – Base 



As part of the Change Management Base offering SCC shall provide an administrative Change Management operating model though shared resource.



SCC RESPONSIBILITIES

· Change administration, utilising shared resource.

· Logging, obtaining approval and closure of Change request within the SCC IT Service Management System

· Conflict management of proposed Change Requests

· Validation of Risk/Impact assessment of the submitted Change and provide comments and technical approval.

· Provision of an Emergency Change Approval communication process

· Weekly Change Schedule to the approved Customer stakeholder list

· Internal SCC CAB review of all SCC changes

· SCC will only perform Changes necessary to maintain the continuity and availability of the Services provided



CUSTOMER RESPONSIBILITIES:

· Provision of all information reasonably required by SCC for the Change to be assessed, approved and implemented.

· Provision of an agreed Customer stakeholder list to enable effective communications



EXCLUSIONS

· Customer requested Changes 

· Changes to the Customers technology and systems not managed/supported by SCC
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OVERVIEW

The purpose of this Service is to ensure that standardised methods and procedures are used for efficient and prompt handling of all Changes to the Customers IT infrastructure which is managed by SCC, in order to minimise any disruption to service.



HIGH LEVEL PROCESS





Change Management – Managed 



As part of the Change Management Managed service offering, SCC shall provide a Change Management model, utilising a combination of Change Manager & Change Analyst shared resources to provide increased levels of governance and control.



SCC RESPONSIBILITIES



· Change administration and management utilising shared resources for Change Requests within the scope of the Service provided.

· Logging, obtaining approval and closure of Change request within the SCC IT Service Management System

· Conflict management of proposed Change Requests

· Validation of Risk/Impact assessment of the submitted Change and provide comments and technical approval 

· Provision of an Emergency Change Approval communication process

· Internal SCC CAB review of all SCC changes

· Chairing and facilitation of, or participation in Customer/3rd party led Technical Advisory Board (TAB) to which required changes will be discussed and a decision made collaboratively with the Customer and SCC

· Chairing and facilitation of, or participation in Customer/3rd party led Change Advisory Board (CAB) at which relevant Change records are collaboratively assessed between SCC and the Customer/3rd parties

· Provision of CAB minutes to the approved Customer stakeholder list where SCC is the chair of the CAB session

· Provision of an Emergency Change Advisory Board (ECAB) to facilitate Change assessment for those Changes which cannot conform to the Normal or Standard Change process, 

· Meeting frequencies will be agreed as part of Service on boarding.

· Weekly Change Schedule to the approved Customer stakeholder list  

· Management of the Forward Schedule of Change for Changes within the scope of the service

· Post Implementation Review (PIR) of failed change activity including documented outputs and recommendations

· Provision of Business level communication to an agreed list of Customer stakeholders where a Change is deemed to carry significant business impact and potential disruption, 

· Monthly Change Management Reporting utilising data from SCC IT Service Management toolset including Analysis, Trending & KPI measurement out of CAB, TAB and ECAB

· Identification of candidate Standard Changes for proposal and discussion with Customer, where appropriate

· Quarterly Service review to include appraisal of Change related Service Improvement Plan items



CUSTOMER RESPONSIBILITIES:

· Review, submit and approve change requests

· Provision of all reasonable information required by SCC for the Change to be assessed, approved and implemented.

· Participation and Approval during CAB, ECAB

· Participation and attendance of defined Customer stakeholders during Quarterly meetings 

· Participation and attendance of defined Customer stakeholders during the PIR report process 

· Provision of an agreed Customer stakeholder list to enable effective communications

· Completion and the submission of change request documentation in line with the Change Request process.

· For those changes whereby the agreed lead time for changes is not possible and the Emergency Change process has to be utilised it should not exceed 5% of the total volume of changes in a calendar month * (excludes Emergency Changes fixing a Major Incident).  In the event that the 5% is exceeded a charge will be incurred (£350 per change in core hours and £450 per change out of hours)

* has to include SCC staff as an implementer

· Providing, where appropriate, acceptance and agreement to the funding of submitted changes



EXCLUSIONS

· Any changes not in the scope of the service provided.

· Non IT related Change
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		OVERVIEW

SCC’s provides a comprehensive hardware Asset Management Service covering 3 areas:

· Transition Phase – Data Validation & Load

· Asset Inventory Management

Reporting 

HIGH LEVEL PROCESS 



Hardware Asset Management – Base 

As part of the Hardware Asset Management Base offering SCC shall provide an administrative Asset Management operating model though shared resource for Customer End User devices that SCC provide and manage.

SCC RESPONSIBILITIES:

· Validation and Load of Customers’ Asset Inventory during transition

· Confirm the Assets in Scope

· Establish data volumes

· Determine if the data is fit for purpose for all lines of service using SCC’s ITSM Toolset 

· After the Initial validation, cleanse and upload the data to SCC’s ITSM Toolset. Testing of the Customer data will be performed through SCC’s internal QA/Dev environments

· Post-testing upload to Production and baseline data for live operation

· Provide a one off inventory list in electronic copy post-upload to SCC’s production environment. The Report may take the form of printed output, or data file in SCC’s standard format

· Manage and maintain the Customer Asset Inventory within the SCC ITSM toolset.

· Asset Inventory management will be controlled via the updating of asset data from Installs, Moves, Adds, Changes (IMACs), Incidents, Service Requests, within the scope of SCC’s Service responsibility.

· Make changes to the Asset Inventory as advised by the Customer

· Customer End User devices, provided and managed by SCC will be discovered using SCC toolsets. End User devices Hardware discovery data will be correlated on a monthly basis to ensure and validate Asset Inventory accuracy.

· Provide a standard set of reports on a monthly basis detailing:

· Aged Asset Report

· Asset Inventory List - All hardware assets held including their status at the time of compilation

· Lost/Stolen devices 

CUSTOMER RESPONSIBILITIES:

· Before the Service Commencement date the Customer shall supply an inventory of the hardware in a format provided by SCC and that can be imported into SCC’s ITSM Toolset. 

· The information received must meet the data quality standards required to provide the service.

· The basic information required for any asset is:

· Asset Description/ Configuration Item

· Asset Tag

· Serial Number

· Class

· Manufacturer

· Model ID

· Status

· Location

· Assigned to (for end user assigned devices only)

· Installed Date (where available)

· Warranty Start and End dates

· Ensure that any Customer provided tools are of sufficient quality and functionality to support  and allow SCC to perform the asset management activities

· Where SCC is unable to deploy discovery tools, then the Customer shall be responsible for providing asset data in the agreed format

· Supply SCC with any changes in the circumstances of the asset for which such change SCC has not been directly involved in 

EXCLUSIONS:

· Hardware Asset Inventory Auditing 

· Software Asset Management.

· SCC will not be responsible for any inaccuracies in the historical data provided by the Customer or the Customers previous service provider of the Asset Management Service.

· Updates to the asset inventory that are not provided to SCC in the agreed manner.









		Service Annex 1

		Service Operations – [MSCONHAMMAN]



		Service Specification:

		Table x

		[bookmark: _Toc93409050][bookmark: _Toc93409461][bookmark: _Toc158983242]Hardware Asset Management  -  Managed



		OVERVIEW

SCC’s provides a comprehensive hardware Asset Management Service covering 4 areas:

· Transition Phase – Data Validation & Load

· Asset Inventory Management

· Reporting

· Monthly Audit

HIGH LEVEL PROCESS 



Hardware Asset Management – Managed



As part of the Hardware Asset Management Managed offering SCC shall provide an administrative Asset Management operating model though shared resource for Customer end User Devices and, Server and Network Devices (where managed and supported by SCC) with additional reporting and Auditing to provide increased levels of governance and control.



SCC RESPONSIBILITIES:

· Validation and Load of Customers’ asset estate during transition

· Confirm the Assets in Scope

· Establish data volumes

· Determine if the data is fit for purpose for all lines of service using SCC’s ITSM Toolset 

· After the Initial validation, cleanse and upload the data to SCC’s ITSM Toolset. Testing of the Customer data will be performed through SCC’s internal QA/Dev environments

· Post-testing upload to Production and baseline data for live operation

· Provide a one off inventory list in electronic copy post-upload to SCC’s production environment. The Report may take the form of printed output, or data file in SCC’s standard format

· Manage and maintain the Customer Asset Inventory within the SCC ITSM toolset.

· Asset inventory management will be controlled via the updating of asset data from Installs, Moves, Adds, Changes (IMACs), Incidents, Service Requests, within the scope of SCC’s Service responsibility.

· Make changes to the estate as advised by the Customer

· Customer end User, Server and Network Devices, provided and managed by SCC will be discovered using SCC toolsets. Discovery data will be correlated on a monthly basis to ensure and validate Asset Inventory accuracy

· Provide a standard set of reports on a monthly basis detailing:

· Aged Asset Report

· Asset Inventory List - All hardware assets held including their status at the time of compilation

· Lost/Stolen devices 

· 16% monthly audit (cumulative 100% twice yearly) – where discovery services are installed on customer estate

· Data will be gathered from SCC’s ITSM Toolset and the agreed single discovery source (i.e. SCCM) and compared

· One discovery source per audit

· Measured against the standard

· Asset Number

· Serial Number

· Model Number or Asset Type Description (i.e. Thinkpad T-40)

· Asset Class (i.e. Desktop, Laptop)

· Asset Status

· Assigned User (EUC)

· Location

· Discrepancies resulting from the audit will be investigated, resolved, and updated in the SCC’s ITSM Toolset database  

· Asset data that cannot be rectified by the Hardware Asset Management team will be submitted to the SCC SDM and Customer for investigation

· Asset data reconciled following the investigation from the SCC SDM and Customer will be updated

· Monthly Audit Outcome Report – highlighting

· Assets changed in the previous month

· New Assets

· Assets retired in last audit period

· Assets moved (location)

· Assets moved (User)

CUSTOMER RESPONSIBILITIES:

· Before the Service Commencement date the Customer shall supply an inventory of the hardware in a format provided by SCC and that can be imported into SCC’s ITSM Toolset. 

· The information received must meet the data quality standards required to provide the service.

· The basic information required for any asset is:

· Asset Description/ Configuration Item

· Asset Tag

· Serial Number

· Class

· Manufacture

· Model ID

· Status

· Location

· Assigned to (for end user assigned devices only)

· Installed Date (where available)

· Warranty Start and End dates

· Ensure that any Customer provided tools are of sufficient quality and functionality to support  and allow SCC to perform the asset management activities

· Where SCC is unable to deploy discovery tools, then the Customer shall be responsible for providing asset data in the agreed format

· Supply SCC with any changes in the circumstances of the asset for which such change SCC  has not been directly involved in 

EXCLUSIONS:

· Software Asset Management.

· SCC will not be responsible for any inaccuracies in the historical data provided by the Customer or the Customers previous service provider of the Asset Management Service.

· Updates to the asset inventory that are not provided to SCC in the agreed manner.

· Any type of physical audit (unless agreed by exception) is out of scope for this service.









		Service Annex 1

		Service Operations – [MSCONMIMPLAT]



		Service Specification:

		Table x

		[bookmark: _Toc517180782][bookmark: _Toc93409051][bookmark: _Toc93409462][bookmark: _Toc158983243]Major Incident Management (MIM) – Platform Only



		OVERVIEW

The management from initial declaration of a Major Incident to the successful resolution (or downgrade through mitigation) of that Incident.



Major Incidents will be raised when the availability of the SCC infrastructure/platform has been entirely interrupted, with no acceptable workaround.



Major Incidents require a high level of communication between the Customer and SCC to ensure minimal disruption to the Customer’s business activities.



HIGH LEVEL PROCESS

[image: ]

· The SCC Service Desk will propose all candidate Major Incidents to the SCC MIM team, without delay 

· For declared Major Incidents, communications will be issued as defined below in the communication plan

· For rejected Major Incidents, the Incident record will be updated with justifying comments and a phone handover will be performed to hand the Incident back to the originating Service Desk, thus ensuring continual ownership

· Following declaration, updates will be provided during the investigation and recovery phases, in line with the communication plan below

· The SCC Major Incident Manager will chair an internal tele-conference to coordinate technical resolvers in order to minimise delay and disruption to SCC affected Services

· Upon technical restoration of service and corroborating user confirmation, monitoring periods may be observed in accordance with the confidence level in the resolution applied, prior to resolving the Major Incident.

· A Major Incident Report (MIR) will be produced, by the 5th business day following resolution



COMMUNICATION PLAN

SCC will follow the communication plan below for all Major Incidents.  Communication will be with designated Customer contacts as defined in the Operations Manual



		Notification

		Updates



		· Initial email to the SCC SDM – within 20 minutes

· Outage notifications will be published on the SCC customer portal within 20 minutes

		· Email updates will be issued hourly by default

· Any milestone or significant developments will be communicated as soon as reasonably practicable

· If it is understood that the next milestone is not expected for a specific duration, expectations will be set in the next set of communications







SCC RESPONSIBILITIES

· Management of the Major Incident during its lifecycle from declaration to closure

· Notification of a Major Incident to in line with communication plan above

· Ongoing communication with designated Customer contacts via SCC SDM during the Major Incident as per the above communications plan

· SCC will; 

· coordinate, manage and escalate where required

· record the symptoms, diagnostics and recovery actions taken during the Major Incident lifecycle

· The initiation of Problem Management to identify root cause and recommend steps to mitigate or eliminate recurrence

· The initiation of Change Management to retrospectively review SCC actions taken to restore service, for later review by CAB, to determine the long-term suitability of those action’s 

· Issuing Major Incident Reports

 

CUSTOMER RESPONSIBILITIES

· Reporting all Incidents to the SCC Service Desk - where the issue is a candidate Major Incident it must be reported by phone (NB: SCC Service Desk mailboxes have a 60 minute response SLA)

· Recovery of non-platform services reliant on SCC infrastructure/platform following SCC service restoration. 



EXCLUSIONS

· Implementation of a service or functionality (NB: An Incident or Major Incident is defined as an “interruption to an SCC accepted operational service”, as such the service must have functioned before and been accepted into the scope of service, rather than newly implemented)

· Incidents relating to Application issues, (the Service is limited to managing Major Incidents relating to the SCC Hosted Infrastructure being operational and accessible up to and including the Operating System

· Non SCC provided or supported technologies

· Non-IT Issues 

· Security Incidents (SCC has a Security Operations Centre (SOC) service offering which is subject to separate Service Description

· Customers shall not have the option to declare Major Incidents directly to SCC MIM team









		Service Annex 1

		Service Operations – [MSCONMIM]



		Service Specification:

		Table x

		[bookmark: _Toc158983244][bookmark: _Toc93409052][bookmark: _Toc93409463]Major Incident Management – Managed 



		OVERVIEW

The management from initial declaration of a Major Incident to the successful resolution of that Incident.

Major Incidents will be raised when a Critical Service Application, Site or Service (as defined in the Operations manual) has been entirely interrupted, with no acceptable workaround. 

SCC will co-ordinate and manage both internal and external resource, as required to achieve service restoration

Major Incidents require a high level of communication between the Customer and SCC to ensure minimal disruption to the Customer’s business activities.

HIGH LEVEL PROCESS

[image: ]

· The SCC Service Desk will propose all candidate Major Incidents to the SCC MIM team, without delay 

· For declared Major Incidents, communications will be issued as defined below in the communication plan

· For rejected Major Incidents, the Incident record will be updated with justifying comments and a phone handover will be performed to hand the Incident back to the originating Service Desk, thus ensuring continual ownership

· Following Declaration, updates will be provided regularly during the investigation and recovery phases, in line with the communication plan below

· The SCC Major Incident Manager will chair or join a tele-conference to coordinate technical resolvers in order to minimise delay and disruption to Services

· The aligned Major Incident Manager may also chair or join management bridges in order to brief an executive audience and address concerns 

· Upon technical restoration of service and corroborating user confirmation, monitoring periods may be observed in accordance with the confidence level in the resolution applied, prior to resolving the Major Incident.

· A Major Incident Report (MIR) will be produced, by the 5th business day following resolution



COMMUNICATION PLAN

SCC will follow the communication plan below for all Major Incidents.  Communication will be with designated Customer contacts as defined in the Operations Manual



		Notification

		Updates



		· Phone call to SCC SDM & designated Customer contact

· Initial email and SMS notifications – within 20 minutes

· Outage notifications will be published on the SCC customer portal within 20 minutes

		· Phone calls to the designated Customer contact with concise updates

· Email and SMS updates should be issued hourly by default

· Any milestone or significant developments should be communicated as soon as it is known

· If it is understood that the next milestone is not expected for a specific duration, expectations will be set in the next set of comms (An expectation for the next communication timing will always be justifiably set, and that time either met or exceeded.)







SCC RESPONSIBILITIES

· Full management of the Major Incident during its lifecycle from declaration to closure

· Notification of a Major Incident to Customer designated contacts

· Ongoing communication with designated Customer contacts and SCC during the Major Incident as per the above communications plan

· SCC will; 

· coordinate, manage and escalate where required

· record the symptoms, diagnostics and recovery actions taken during the Major Incident lifecycle

· SCC will endeavour to record the actions of third parties where possible

· The initiation of Problem Management to identify root cause and recommend steps to mitigate or eliminate recurrence

· The initiation of Change Management to retrospectively review SCC actions taken to restore service, for later review by CAB, to determine the long-term suitability of those action’s

· Issuing Major Incident Reports following Major Incidents 



CUSTOMER RESPONSIBILITIES

· Reporting all Incidents to the Service Desk - where the issue is a candidate Major Incident it must be reported by phone (NB: SCC Service Desk mailboxes have a 60minute response SLA)

· Participation from end-users, internal engineers and Customer suppliers, as required by SCC to enable efficient and effective restoration of service

· Provision (and maintenance) of Customer Application, Site & Service Tiering knowledge information

· Provision (and maintenance) of the Business Impact and Resolver Matrices



EXCLUSIONS

· Implementation of a service or functionality (NB: An Incident or Major Incident is defined as an “interruption to an accepted operational service”, as such the service must have functioned before and been accepted into the scope of service, rather than newly implemented).

· Non-IT Issues 

· Security Incidents (SCC has a Security Operations Centre (SOC) service offering which is subject to separate Service Description

· Customers shall not have the option to declare Major Incidents directly to SCC MIM team









		Service Annex 1

		Service Operations – ITIL – [MSCONPRBMANPLAT]



		Service Specification:

		Table x

		[bookmark: _Toc93409053][bookmark: _Toc93409464][bookmark: _Toc158983245]Problem Management – Platform Only



		OVERVIEW

The primary objectives of Problem Management are to help prevent Incidents from happening, and to minimize the impact of incidents that cannot be prevented. Problem Management analyses Incident Records, and uses data collected by other IT Service Management processes to identify trends or significant Problems. 

A 'Problem' is an unknown underlying cause of one or more Incidents, and a 'known error' is a Problem that is successfully diagnosed and for which either a work-around or a permanent resolution has been identified.  As part of this process SCC shall provide an impact analysis for consideration and authorisation by the Customer, either to continue with the identified workaround, or to work on a permanent resolution.  

HIGH LEVEL PROCESS





Problem Management Service

SCC will manage Problem records following Major Incidents, and recurring issues, whereby the Incident was as a result of a failure within SCC technology/platforms, only. A definition of a Major Incident will be defined within the Major Incident Management Service Design. 

SCC will perform proactive analysis of Service Operations data to identify trends, raising Problems where identified.

SCC RESPONSIBILITIES 

· Managing the Problem from acceptance to closure. 

· Record the cause of all Major Incidents, provide Root Cause Analysis (RCA) via Service Delivery Manager, identified root cause and corrective actions to prevent a repeat incident. (where achievable within agreed and realistic timeframes) 

· SCC will hold a database detailing all Known Errors relating to the Customers environment

· SCC will capture all Known Errors that have been created from Problem investigations 



CUSTOMER RESPONSIBILITIES: 

· To assist SCC in maintaining the Known Error database

EXCLUSIONS 

· Problem Management of issues directly related to active projects/services in early life support. 

· Problem Management of issues directly related to non-SCC infrastructure or services.









		Service Annex 1

		Service Operations – ITIL – [MSCONPRBMAN]



		Service Specification:

		Table x

		[bookmark: _Toc517180783][bookmark: _Toc93409054][bookmark: _Toc93409465][bookmark: _Toc158983246]Problem Management – Managed



		OVERVIEW

The primary objectives of Problem Management are to help prevent Incidents from happening, and to minimize the impact of incidents that cannot be prevented. Problem Management analyses Incident Records, and uses data collected by other IT Service Management processes to identify trends or significant Problems

A 'Problem' is an unknown underlying cause of one or more Incidents, and a 'known error' is a Problem that is successfully diagnosed and for which either a work-around or a permanent resolution has been identified.  As part of this process SCC shall provide an impact analysis to the Customer for consideration and authorisation by the Customer, either to continue with the identified workaround, or to work on a permanent resolution.  

 HIGH LEVEL PROCESS





Problem Management Service

SCC will manage Problem records following Major Incidents, and recurring issues. A definition of a Major Incident will be defined within the Major Incident Management Service Design. 

SCC will perform proactive analysis of Service Operations data to identify trends raising Problems where identified 

SCC RESPONSIBILITIES 

· Managing the Problem from acceptance to closure. 

· Record the cause of all Major Incidents, provide Root Cause Analysis (RCA) via Problem Reviews, identified root cause and corrective actions to prevent a repeat incident (where achievable within agreed and realistic timeframes)

· Requesting support as necessary from 3rd Parties / the Customer to investigate and resolve the Problem.   

· Delivering effective and consistent communication between SCC and the Customer relating to Problem Management activities.

· Conducting Problem Review meetings on the agreed schedule reviewing all active problem records.

· A Problem Register will be produced and will provide a high level view of all active problem records. This will presented as part of the scheduled Problem review or other medium i.e. Email.  

· Provide a full Root Cause Analysis report upon conclusion of each P1/P2 problem record.

· Co-ordination, management and governance of Problem activity spanning multiple 3rd parties and resolving teams.

· Record the cause of all identified trends and corrective actions to prevent or reduce the impact of a repeat incident.  

· SCC to provide a monthly trend report, in the standard SCC format as detailed in the Problem Management Service Design.

· Conducting monthly Trend Analysis meetings to review the Trend report.

		· SCC will hold a database detailing all Known Errors relating to the Customers environment

· SCC will manage and maintain all known errors that been created from problem investigations.



		· SCC will provide a list of all Known Errors to the Customer on an agreed basis.

· Conduct quarterly Known Error reviews.







CUSTOMER RESPONSIBILITIES: 

· Assisting SCC in the resolution of Problems, where the Problem is on technology/platforms not in control of SCC e.g. 3rd parties/suppliers.

· To ensure that SCC are made aware of any changes pertaining to the delivery of the Problem Management service. 

· Authorising SCC to proceed with the resolution and payment of the Charges identified, such authorisation shall not be unreasonably withheld. 

· Participation in the Problem Review meetings.

· Participation in the monthly Trend Analysis meetings.

· Participation in the quarterly Known Error reviews.

· To assist SCC in maintaining the Known Error database where applicable.

· Inclusion of Known Error information in Customer held risk registers/strategic planning



EXCLUSIONS 

· Problem Management of issues directly related to active projects or in early life support.







[bookmark: _Toc511051451][bookmark: _Toc93409055][bookmark: _Toc93409466][bookmark: _Toc158983247]Service Annex 2: Managed Services





A) [bookmark: _Toc93409056][bookmark: _Toc93409467][bookmark: _Toc158983248]Service Management



		Service Annex 2

		Service Management



		Service Specification:

		Table x

		[bookmark: _Toc93409057][bookmark: _Toc93409468][bookmark: _Toc158983249]3rd Party Coordination Management



		OVERVIEW:

The Customer will own and manage relationships and the contractual agreements with its 3rd party suppliers, however SCC will work with nominated 3rd parties detailed in the Technical Specification, as needed to resolve Incidents directly related to the Customer infrastructure.



SCC RESPONSIBILITIES:

· Log of a incident and or service request within SCC ITSM tool

· As appropriate pass the request or incident on to the appropriate 3rd Party

· Manage on behalf of Customer all incidents requiring a 3rd Party resolution to conclusion.



CUSTOMER RESPONSIBILITIES:

· Customer is responsible for all aspects of the commercial and operational relationship with their third party suppliers.

· Where the 3rd party is unable to provide the required resolution for an Incident, the Customer will act as an escalation point for SCC. 



EXCLUSIONS

· The transfer of any commercial relationships with 3rd parties from Customer to SCC.

· SCC will not be liable for any Service Level failures which are a result (either directly or indirectly) of failures by 3rd parties to perform its services.







		Service Annex 2

		Service Management



		Service Specification:

		Table x

		[bookmark: _Toc93409058][bookmark: _Toc93409469][bookmark: _Toc158983250]Email Archiving Systems



		OVERVIEW



SCC will maintain the current email archiving system enabling the Customer to maintain a ‘journal’ for all incoming and outgoing emails from all mailboxes, and to enable the archiving of mail in accordance with the Customers email retention policies.



SCC RESPONSIBILITIES

· Applying rule sets to enforce the Customers e-mail archiving policy while ensuring that the archived e-mail is accessible from the agreed Email Software

· Ensuring that storage is allocated to the archiving platform to enable it to function correctly

· Maintaining and managing the journaling platform

· Allocating access to the journaling platform as requested by the Customer

· Setting up the archiving facility as default for all mail accounts unless requested by the Customer



CUSTOMER RESPONSIBILITIES:

· Working with SCC to create email selection and archiving policies and manage appropriate email archiving policies

· Ensuring that licences are purchased to cover the number of users of the archiving platform

· Provision, maintenance and licensing of the required Email Software, unless procured from SCC

· Ensure Email archiving rules and processes are adhered to within the Customer User base.

· Provision of any User training required to operate the Software correctly



EXCLUSIONS

· N/a







		Service Annex 2

		Service Management



		Service Specification:

		Table x

		[bookmark: _Toc93409059][bookmark: _Toc93409470][bookmark: _Toc158983251]Recycling Services



		OVERVIEW:

A portfolio of managed, auditable and compliant recycling services for Customers ICT equipment  which, depending on the Customers specific requirements, may include:

· Refurbishment services

· Remarketing Services

· Recycling/Disposal Services

· On-Site Services

The Recycling Services will only be provided in accordance with a pre-agreed formal and detailed document (the “Recycling Services Brief”) which will set out the Customers scope and requirements including any associated parameters, thresholds, grading tolerances, authorisation, approval routes and any process and procedures for the recycling services outlined below. The Parties shall agree at least one Recycling Services Brief prior to the Initial Service Commencement Date.

Refurbishment

Refurbishment services can, depending upon physical grading tolerances prepare items for reuse by testing functionality and electrical safety. If required any removable component upgrades and/or replacements, such as (but not limited to) hard drives and memory modules can be applied. Items can be sanitised of data and physically cleaned internally and externally with an option of the installation of a standard Customer supplied build (through the Commissioning Service) before being packaged and securely stored awaiting Customer call off.



Items which does not meet agreed refurbishment thresholds but still hold a residual commercial value could be resold through the Remarketing service. Items which do not meet agreed remarketing thresholds (or where the Customer requests) can be disposed of through the Recycling/Disposal service.

Remarketing

The service aims to maximise the commercial return to the customer through the re-sale of items into a series of well-established routes to market; including trade, retail and specialist equipment brokers to achieve the highest resale revenue.

Customers may request a Mixed EEE (electrical and electronic equipment) service, where SCC will assess and attempt to find a reuse avenue for any pre-agreed items.  This option will incur the same cost as mixed waste but is designed to meet environmental objectives.  All Customer information will be cleansed from items once SCC secures an avenue to market for the reuse of Mixed EEE items.

Recycling / Disposal

Items designated for disposal will be segregated by WEEE category and logged by weight and EWC code allowing for accurate reporting to the Environment Agency. Any hazardous materials/components are removed from items and separately treated in accordance with Annex II of the WEEE Directive and in line with best practice guidance provided by Best Available Treatment Recovery and Recycling Techniques (BATRRT). Separated recyclate streams are sent to specialised re-processors who reconstitute the recyclate into re-usable raw material commodities. Destruction certificates can be provided for all destroyed items.

On-Site

SCC can provide a portfolio of on-site services to sanitise or destroy data held on sensitive items prior to items leaving a Customer site.  Data sanitisation and destruction methods are applied in accordance with ‘Acceptable Procedures’ detailed in HMG Information Assurance No. 5 Secure Sanitisation Issue 5.1 or later providing a fully certified destruction services.

Operational Level Agreements

Unless otherwise agreed in the Recycling Services Brief, the following Operational Level Agreements (”OLA”) shall apply to the Recycling Services:



		Recycling Services OLA’s

		Target

(Business Days)



		Collection Received to Refurbished

		30 days



		Collection Received to Sold

		90 days



		Collection Received to Recycled

		45 days





SCC RESPONSIBILITIES

· Provide the recycling services within the Hours of Support and in accordance with the agreed Recycling Services Brief and any standards, directives and procedures set out in this service description.

· Storage of Assets awaiting disposal in secure storage certified to ISO27001 and NCSC CAS (S) standards

· The removal of any identifying markings, for example asset labels or etchings for all processing outcomes which fall outside of Refurbishment Services 

· Deployment of industry standard erasure software for erasure of disk drives, including:

· CPA approved software for magnetic media erasure

· Auditable destruction of all disks which fail the erasure process in accordance to Annex A of the latest ‘HMG IA Standard No. 5 Secure Sanitisation’ for OFFICIAL data classification.

· Provide the Customer:

· On request, data sanitisation certificates.

· On request, destruction certificates for destroyed items.

· Dedicated access to a Customer portal for reporting requirements.

· Details of all assets/items collected from Customer sites including the identification of make, model, serial number, asset number (where present) and specification.

CUSTOMER RESPONSIBILITIES

· Establish processing instructions and thresholds within specific Customer Brief for each business unit - including (but not limited to) the identification of any equipment categories which do not require asset management, providing BIOS passwords (where security processes allow) to allow for BIOS factory default and sanitisation 

· E-Signature is required from Customer Representative to authorise live Customer Brief documents and future version controls

· Adhere to and follow any Customer obligations set out in the Recycling Services Brief.

· Nominated Customer contacts to complete online Collection/Service Request in Lifecycle™ to schedule a collection

· Remove devices from any Mobile device management (MDM) solution prior to leaving Customer site 

· Deactivate iOS devices from user iTunes accounts for returned iOS devices (where possible)

· Where assets/items are to be collected from Customer site(s):

· Provide all reasonable access to the site at the pre-agreed date and/or time.

· Completion by an authorised Customer representative of any collection paperwork to confirm transfer of custody at the point of collection

· Where On-Site services are requested, provide any pre-agreed (but not limited to) access, facilities, security and health and safety requirements. 

EXCLUSIONS

· Non Customer owned Assets







		Service Annex 2

		Service Operations



		Service Specification:

		Table x

		[bookmark: _Toc93409060][bookmark: _Toc93409471][bookmark: _Toc158983252]Hardware Asset  Management -  Base 



		OVERVIEW

SCC’s provides a comprehensive hardware Asset Management Service covering 3 areas:

· Transition Phase – Data Validation & Load

· Asset Inventory Management

Reporting 

HIGH LEVEL PROCESS 



Hardware Asset Management – Base 

As part of the Hardware Asset Management Base offering SCC shall provide an administrative Asset Management operating model though shared resource for Customer End User devices that SCC provide and manage.

SCC RESPONSIBILITIES:

· Validation and Load of Customers’ Asset Inventory during transition

· Confirm the Assets in Scope

· Establish data volumes

· Determine if the data is fit for purpose for all lines of service using SCC’s ITSM Toolset 

· After the Initial validation, cleanse and upload the data to SCC’s ITSM Toolset. Testing of the Customer data will be performed through SCC’s internal QA/Dev environments

· Post-testing upload to Production and baseline data for live operation

· Provide a one off inventory list in electronic copy post-upload to SCC’s production environment. The Report may take the form of printed output, or data file in SCC’s standard format

· Manage and maintain the Customer Asset Inventory within the SCC ITSM toolset.

· Asset Inventory management will be controlled via the updating of asset data from Installs, Moves, Adds, Changes (IMACs), Incidents, Service Requests, within the scope of SCC’s Service responsibility.

· Make changes to the Asset Inventory as advised by the Customer

· Customer End User devices, provided and managed by SCC will be discovered using SCC toolsets. End User devices Hardware discovery data will be correlated on a monthly basis to ensure and validate Asset Inventory accuracy.

· Provide a standard set of reports on a monthly basis detailing:

· Aged Asset Report

· Asset Inventory List - All hardware assets held including their status at the time of compilation

· Lost/Stolen devices 

CUSTOMER RESPONSIBILITIES:

· Before the Service Commencement date the Customer shall supply an inventory of the hardware in a format provided by SCC and that can be imported into SCC’s ITSM Toolset. 

· The information received must meet the data quality standards required to provide the service.

· The basic information required for any asset is:

· Asset Description/ Configuration Item

· Asset Tag

· Serial Number

· Class

· Manufacturer

· Model ID

· Status

· Location

· Assigned to (for end user assigned devices only)

· Installed Date (where available)

· Warranty Start and End dates

· Ensure that any Customer provided tools are of sufficient quality and functionality to support  and allow SCC to perform the asset management activities

· Where SCC is unable to deploy discovery tools, then the Customer shall be responsible for providing asset data in the agreed format

· Supply SCC with any changes in the circumstances of the asset for which such change SCC has not been directly involved in 

EXCLUSIONS:

· Hardware Asset Inventory Auditing 

· Software Asset Management.

· SCC will not be responsible for any inaccuracies in the historical data provided by the Customer or the Customers previous service provider of the Asset Management Service.

· Updates to the asset inventory that are not provided to SCC in the agreed manner.
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		[bookmark: _Toc93409061][bookmark: _Toc93409472][bookmark: _Toc158983253]Hardware Asset Management  -  Managed 



		OVERVIEW

SCC’s provides a comprehensive hardware Asset Management Service covering 4 areas:

· Transition Phase – Data Validation & Load

· Asset Inventory Management

· Reporting

· Monthly Audit

HIGH LEVEL PROCESS 



Hardware Asset Management – Managed



As part of the Hardware Asset Management Managed offering SCC shall provide an administrative Asset Management operating model though shared resource for Customer end User Devices and, Server and Network Devices (where managed and supported by SCC) with additional reporting and Auditing to provide increased levels of governance and control.



SCC RESPONSIBILITIES:

· Validation and Load of Customers’ asset estate during transition

· Confirm the Assets in Scope

· Establish data volumes

· Determine if the data is fit for purpose for all lines of service using SCC’s ITSM Toolset 

· After the Initial validation, cleanse and upload the data to SCC’s ITSM Toolset. Testing of the Customer data will be performed through SCC’s internal QA/Dev environments

· Post-testing upload to Production and baseline data for live operation

· Provide a one off inventory list in electronic copy post-upload to SCC’s production environment. The Report may take the form of printed output, or data file in SCC’s standard format

· Manage and maintain the Customer Asset Inventory within the SCC ITSM toolset.

· Asset inventory management will be controlled via the updating of asset data from Installs, Moves, Adds, Changes (IMACs), Incidents, Service Requests, within the scope of SCC’s Service responsibility.

· Make changes to the estate as advised by the Customer

· Customer end User, Server and Network Devices, provided and managed by SCC will be discovered using SCC toolsets. Discovery data will be correlated on a monthly basis to ensure and validate Asset Inventory accuracy

· Provide a standard set of reports on a monthly basis detailing:

· Aged Asset Report

· Asset Inventory List - All hardware assets held including their status at the time of compilation

· Lost/Stolen devices 

· 16% monthly audit (cumulative 100% twice yearly) – where discovery services are installed on customer estate

· Data will be gathered from SCC’s ITSM Toolset and the agreed single discovery source (i.e. SCCM) and compared

· One discovery source per audit

· Measured against the standard

· Asset Number

· Serial Number

· Model Number or Asset Type Description (i.e. Thinkpad T-40)

· Asset Class (i.e. Desktop, Laptop)

· Asset Status

· Assigned User (EUC)

· Location

· Discrepancies resulting from the audit will be investigated, resolved, and updated in the SCC’s ITSM Toolset database  

· Asset data that cannot be rectified by the Hardware Asset Management team will be submitted to the SCC SDM and Customer for investigation

· Asset data reconciled following the investigation from the SCC SDM and Customer will be updated

· Monthly Audit Outcome Report – highlighting

· Assets changed in the previous month

· New Assets

· Assets retired in last audit period

· Assets moved (location)

· Assets moved (User)

CUSTOMER RESPONSIBILITIES:

· Before the Service Commencement date the Customer shall supply an inventory of the hardware in a format provided by SCC and that can be imported into SCC’s ITSM Toolset. 

· The information received must meet the data quality standards required to provide the service.

· The basic information required for any asset is:

· Asset Description/ Configuration Item

· Asset Tag

· Serial Number

· Class

· Manufacture

· Model ID

· Status

· Location

· Assigned to (for end user assigned devices only)

· Installed Date (where available)

· Warranty Start and End dates

· Ensure that any Customer provided tools are of sufficient quality and functionality to support  and allow SCC to perform the asset management activities

· Where SCC is unable to deploy discovery tools, then the Customer shall be responsible for providing asset data in the agreed format

· Supply SCC with any changes in the circumstances of the asset for which such change SCC  has not been directly involved in 

EXCLUSIONS:

· Software Asset Management.

· SCC will not be responsible for any inaccuracies in the historical data provided by the Customer or the Customers previous service provider of the Asset Management Service.

· Updates to the asset inventory that are not provided to SCC in the agreed manner.

· Any type of physical audit (unless agreed by exception) is out of scope for this service.
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		[bookmark: _Toc93409062][bookmark: _Toc93409473][bookmark: _Toc158983254]Business Continuity Management



		OVERVIEW

Business continuity is the activity performed by an organization to ensure that critical business functions will be available to Customers, suppliers, regulators, and other entities that must have access to those functions – at all times within the agreed SLA.  These activities include many daily activities such as management, system backups, Change Request, and service desk.  

(Note: Business continuity is not something implemented at the time of a disaster; Business Continuity refers to those activities performed daily to maintain service, consistency, and recoverability.)

SCC RESPONSIBILITIES

· Manage the analysis phase, co-ordinating the involvement of any required third party consultants.

· Produce “Business Impact Analysis” report after the invocation of the event.

· Produce a terms of reference for the development of a contingency strategy and appropriate technical design.

· Provide consultancy and guidance in the development of a contingency strategy.

· Develop a technical design to meet the agreed strategy to provide the agreed Service Levels.

· Agree a plan to implement the technical strategy. Manage the implementation of the plan, completing those tasks assigned to SCC.

· As agreed, advise the Customer of the Charges for procuring any additional hardware and/or software necessary to implement the technical design for the contingency plan.

· Advise the Customer of any recommended changes in the disaster recovery configuration.

· Develop, test and document the procedures to be adopted by SCC staff for the restoration of agreed services, in the event of any defined disaster situation affecting the Customer’s business as per the latest Business Continuity Framework document.

· Provide the Customer with a copy of the documented procedures upon any update and on request of the Customer.

· Agree the date and objectives for each test.

· Carry out the required activities as identified in the test plan on the disaster recovery configuration stated in the latest IT Service Continuity Recovery Plan. 

· Issue a report assessing the success in meeting the test objectives together with any resultant recommendations.

· Maintain the disaster recovery plan for the systems identified in the IT Service Continuity Recovery Plan to reflect changes in the Services.

· The impact of any change in the business or technical strategy for contingency planning shall be assessed through the Change Request Procedure.

· Once it is agreed to invoke disaster recovery, manage and resource SCC tasks in the implementation of the recovery plan to restore the systems identified in the latest IT Service Continuity Plan document.

· Manage and resource the provision of the interim services from the recovery facility.

Use all reasonable endeavours to prepare for the restoration of normal services at the earliest opportunity, vacating the recovery facility within the contracted number of weeks after invocation.



CUSTOMER RESPONSIBILITIES:

· Request and agree scope for an analysis of the impact on the Customer’s business of a failure in IT related business processes and infrastructure. 

· Provide business management time to complete the analysis.

· Agree objectives, scope, priorities and budget within which to develop a strategy and technical design as a contingency to protect the business.

· Review and agree the technical design.

· Sign-off the plan to implement the technical strategy. Complete those tasks assigned to the Customer.

· Agree the terms and pay the necessary Charges for the procurement of any additional hardware and/or software to meet the requirements of the contingency plan.

· Agree the terms for the procurement of any third party disaster recovery services.

· Authorise changes to the third party disaster recovery configurations through the Change Control Procedure.

· Develop, test and document the procedures to be adopted by Customer staff in the event of any defined disaster situation affecting the Customer’s business.

· Agree the date and objectives for each test.

· Participate in the test as agreed.

· Inform SCC of any changes in the Customers Business that may require a change to the Business Continuity Framework document.

· Once it is agreed to invoke disaster recovery, manage and resource the Customer’s tasks in the implementation of the recovery plan, including the communication with the Customer’s business. 

· Use all reasonable endeavours to prepare for the restoration of normal services at the earliest opportunity.

EXCLUSIONS

· N/a
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		[bookmark: _Toc93409063][bookmark: _Toc93409474][bookmark: _Toc158983255]Continual Service Improvement



		OVERVIEW



A formal process that identifies service improvements within the Customer IT services scope. These improvements may be related to staff technology or process and procedure, and will include areas that are seen to be working as well as those that are seen to be lacking.



SCC RESPONSIBILITIES:

· Continual Service Improvement Programme will continually review all SCC services including those that are seen to be working well.  

· Where an improvement is identified SCC will present the idea, during the monthly Service Review as an initiative for consideration by the Customer. If Customer accept the initiative, SCC will provide a review document at the next Monthly Service Review detailing;

· Initiative Description

· Services affected

· Current Process / Technology

· Future Process / Technology

· Expected Outcomes & Benefits

· Cost to implement

· Potential Timescales

· Customer shall determine if the CSIP initiative shall then progress to implementation.

· All changes shall be implemented via the Change Request Procedure.

· The outcome of a service improvement initiative will result in increased service efficiency which may lead to cost savings and /or service quality improvement.



CUSTOMER RESPONSIBILITIES:

· Reviewing SCC initiatives

· Authorisation to proceed, 

· Payment of any Charges identified that are required to implement the Changes



EXCLUSIONS:

· Services not delivered by SCC
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		[bookmark: _Toc93409064][bookmark: _Toc93409475][bookmark: _Toc158983256]Customer Satisfaction



		OVERVIEW



Event Based Survey

Following the successful closure of a Service Request, SCC will send an automated email asking the Customer User who logged the request, their experience of the Service Desk during the lifecycle of the request.



Poor perception will be followed up through a formal interview either by phone or face to face.  A report will be generated detailing the issue(s) and SCC’s actions to minimise repeat occurrence or the raising of an issue in the Service Improvement Plan (SIP).



Customer Satisfaction Survey

On a quarterly basis, SCC will send a Customer Satisfaction Survey form to a designated Customer Manager or User to complete.  Each question asks for a perception rating between 1 and 10, with the average for all questions being the CSS Rating.

The CSS will cover the following areas:

· Vision and Strategy

· Account Management

· Resources

· Service and Operational Performance

· Customer specific Areas

Any question that results in a response of below a rating of seven (7) will result in a follow up interview with the responder.  A report will be provided to Customer on the overall result and any subsequent interviews, and SCC actions to resolve the issue.



SCC RESPONSIBILITIES:

· Determining the questions for the event based survey

· Determining the questions for the Customer Satisfaction Survey

· Automation of the ITSM tool to enable automated sending of event base survey as an email upon completion of an Incident

· Distribution of the Customer Satisfaction Survey and ensuring completion by the Customer

· Customer satisfaction reporting

· Follow-up of poor perception results and subsequent report



CUSTOMER RESPONSIBILITIES:

· Agreeing questions in event and Customer satisfaction surveys

· Communication with the User community regarding the survey, and ensuring completion of the surveys by the Users

· Designation of responder for the Customer Satisfaction Survey

· Completion of event based and Customer Satisfaction Surveys



EXCLUSIONS:

· Resolution of issues relating to Services not delivered by SCC
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		[bookmark: _Toc93409065][bookmark: _Toc93409476][bookmark: _Toc158983257]Disaster Recovery Services



		OVERVIEW:



SCC will support the Customer once per annum in the testing of the Customers disaster recovery / business continuity solution and or plan.

The test, as requested by Customer, will be jointly managed by Customer and SCC personnel and will be coordinated via SCC Customer Service Manager.

Where the Customers Disaster Recovery Plan needs to be invoked in a non test situation SCC shall using its reasonable endeavours perform all actions assigned to it in the Disaster Recovery Plan in order to assist the Customer in the restoration of critical services and or systems defined in this Service Annex.



SCC RESPONSIBILITIES

In relation to the Hardware and/ Software identified in this Service Annex as being managed by SCC;

· As directed by Customer, complete agreed and appropriate tasks as part of the disaster recovery service test

· As part of a non test situation complete all actions assigned to it in the Disaster Recovery Plan to return Customer’s critical systems and services to a working state.

· Following the test or when changes to the supported environment require it, update any systems and or documentation in conjunction with Customer. 

· Work with Customer when needed to communicate to 3rd parties in relation to a test and DR invocation

· Ensure that the Customer is informed of any technology enhancement implemented by SCC which could assist the disaster recovery testing and or implementation. 

· Manage updates to the Customer disaster recovery and business continuity plan for the Services.



CUSTOMER RESPONSIBILITIES:

· Share with SCC required activities for completion as part of the annual test 3 months prior to any test activity.

· Share with SCC the Customers Disaster Recovery and Business Continuity Plan

· Jointly Manage with SCC the exercise of testing when appropriate

· If additional testing is needed request via Operational change management

· Work with SCC as appropriate to update and complete required documentation

· Identify critical systems and services

· Implementation and management of the Disaster Recovery solution for hardware, infrastructure and/or software which does not form part of the Services.



EXCLUSIONS

· The implementation of any new process and or procedures unless agreed via Change Request

· Implementation of any new hardware or software unless agreed via Change Request
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		OVERVIEW



Following the successful resolution of an Incident, SCC will send an automated email asking the User who logged the Incident to score their experience of the Service Desk during the incident lifecycle. 



This will consist of a set of questions with scoring from Very Poor to Great with the ability to add comments at each stage.



Surveys will be triggered once during a 30 day period, irrespective of the number of tickets logged.

A reminder for completion will be sent after 4 days and the survey cancelled after 7 days.



SCC RESPONSIBILITIES:

· Providing the questions for the end user survey.

· Automation of the ITSM tool to enable automated sending of end user surveys as an email upon resolution of an Incident

· Reporting results of survey responses

· Follow-up of poor perception results with the end user and adding improvements to Service Improvement plans where appropriate. 



CUSTOMER RESPONSIBILITIES:

· Communication with the User community regarding the survey, and ensuring completion of the surveys by the Users

· Supporting any improvements where customer resolvers or 3rd party input has impacted the user experience.



EXCLUSIONS:

Resolution of issues relating to Services not delivered by SCC
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		[bookmark: _Toc93409066][bookmark: _Toc93409477][bookmark: _Toc158983259]Escalations



		Overview:

SCC will provide a route of escalation beyond that of Customer manager. The line of escalation beyond Customer manager is available to members of Customers management team. Functional and Hierarchical escalation paths will be provided in the operations manual 



SCC Responsibilities:

· Provide Customer with associated names and contact details of escalations points

· Provide an organisation chart of services areas

· Where appropriate track and log escalations made and if required manage in accordance to SCC Customer complaints process

· If required and if appropriate provide a report back to Customer is relation to the escalations made.



Customer Responsibilities:

· Hierarchical Escalation will be initiated by Customer

· Provide SCC with associated names and contact details of escalations points

· Provide an organisation chart showing the roles and responsibilities of identified individuals

· Provide any defined escalation procedures.
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		[bookmark: _Toc93409067][bookmark: _Toc93409478][bookmark: _Toc158983260]Event Management



		OVERVIEW

SCC will monitor and action event/alerts received from the Customer monitored environment as defined in this Service Annex. Such events/alerts will be logged as tickets within the SCC Service Management System and managed as required.

This may include alerts from 3rd Party’s, which shall be reported to the Service Desk, and managed / coordinated in accordance with the 3rd Party Coordination Management Service.



SCC RESPONSIBILITIES

· Provide the system needed to generate alerts/events. For the avoidance of doubt the tool will be determined by SCC

· Full management and licensing of the tool chosen and used by SCC

· The receipt and process of received alerts

· Assessing the importance and urgency of received alerts

· Logging of alerts within SCC Service Management System, which will be managed in line with SCC Incident Management process

· Progressing of alerts / Incidents and take appropriate actions, such action may include allocation as an Incident to an appropriate resource

· Alter and amend alert generation as appropriate for individual Equipment and/or Software and criticality



CUSTOMER RESPONSIBILITIES:

· Owning and actioning any alerts generated on equipment and or systems not supported by SCC 

· Procurement of any licenses required for the alerts/ events monitoring system.



EXCLUSIONS

· 3rd party owned network routers 

· Device that are standalone and not physically connected to the Customer’s network

· Any Non-Customer supplied equipment e.g. personal equipment.
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		[bookmark: _Toc93409068][bookmark: _Toc93409479][bookmark: _Toc158983261]Knowledge Management



		OVERVIEW

Knowledge Management (KM) is to improve the quality of decision making, by ensuring the information is effective, fit for purpose, current, secure and available to the right audience.



The Service shall include creation and storing of relevant Customer information and documentation from individuals and systems in a secure platform to support the delivery of the relevant Services.



SCC RESPONSIBILITIES:

· Provide a Knowledge Base on a secure platform to store relevant documentation.

· Security Cleared SCC Staff will ensure that Knowledge is only accepted via authorised route.

· Information will be validated for content and technical accuracy and added to the correct format.

· Additions to the knowledge base, which will be submitted by Authorised Customer or (SC) SCC Staff, shall be reviewed by designated owner prior to inclusion to ensure:

· Irrelevant information is retired and that there is no duplication;

· Information is reliable, accurate and fit for purpose;

· Shared with relevant audience.

· Appropriate access to the repository will be granted to Security Cleared SCC Staff to enable them to Support this Service.

· All Articles which have been created and added to the Knowledge Base by SCC Staff to enable the support of this Service, will be reviewed as appropriate.



CUSTOMER RESPONSIBILITIES:

· Submitting knowledge into Authorised Security Cleared SCC Representative via the following means:

· Documents (Process and Procedure documents must be in correct template formats)

· User Guides (must be up to date and have been reviewed within the last year)

· Articles (must be entered into the SCC KB Template and have been reviewed within the last year)

· New Services (must be authorised through the correct route and entered into the Support Document Template and other formats required by SCC)

· To help SCC Staff with information that is required to ensure that we have the correct level of documentation to help support service.



EXCLUSIONS

· Knowledge Gap Analysis (Unless Enhanced Service)

· Shift Left Activity (Unless Enhanced Service)

· Volume of Knowledge Management requests or work which SCC deems excessive
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		[bookmark: _Toc93409069][bookmark: _Toc93409480][bookmark: _Toc158983262]SAP BASIS



		OVERVIEW

The purpose of SAP Basis service is to manage the SAP Basis components related to SAP. It includes the fundamentals of the administration of the SAP system, the install, configure, update, patch, migrate and troubleshoot of technical incidents along with the management all the daily operations for the specific SAP system or landscape.



SCC RESPONSIBILITIES:

· Resolve or own the resolution by third parties of SAP Basis problems with the SAP system configurations stated in this Service Annex.

· Proactively monitor all elements of SAP systems detailed in this Service Annex and notify Customer of relevant issues relating to the following fault categories:

· SCC will maintain CCMS alerts, operation modes, instance profile parameters, logon groups, etc.

· SCC will perform Customer and system copies.

· Configuration of SAP systems for remote support from SAP

· Workload analysis and performance tuning

· This includes memory settings both for SAP and Oracle, as well as examining instance profiles.

· SCC will carry responsibility for printer definitions and support SAP system printers.  SCC will process transport requests in accordance with the agreed procedures of the 3rd Party Application provider, via the Change process. Transport requests are to be batched together and released in accordance with the Customer bi-monthly release process, unless as a fix for a Severity 1 or 2 incident. 

· SCC’s responsibility for SAP security will be to administer password resets at 1st line, New User Creation, role assignment and user deletion in the Production environment will be the responsibility of SCCs SAP Team.  All new roles will be the responsibility of the 3rd Party Application provider.

· Dawn Patrol will be run daily on the production system and weekly on all other systems.

· Notify Customer of failure in any process checked in Dawn Patrol as necessary.

· Notify Customer in the Monthly Service Report of adverse trends in processes or performance, which are checked in Dawn Patrol.

· Proactively monitor on a regular basis all elements of SAP systems detailed in this Service Annex for SAP and database performance and notify Customer of relevant issues.

· The tuning review will be carried out monthly for the production system and as required for all other systems.

· Regular review of the SAP Early Watch reports and own resolution of actions arising from the reports.

· Maintain key system software for all SAP systems detailed in this Service Annex.

· Maintenance of Production systems will be carried out, outside of business hours.  Maintenance of non-production systems will be carried out during normal business hours in accordance with SCC’s change management procedures.

· Proactively maintain all elements of the SAP system detailed in this Service Annex in line with SAP standard processes, supplemented by SCC processes where SAP processes are inappropriate or not available.  

· Advise the Customer of all licensing implications or potential implications.



CUSTOMER RESPONSIBILITIES:

· Agree implementation timetables for the key system software elements in line with the agreed change management procedures.

· Customer will provide staff necessary to perform testing, which ensures no adverse effect on key business processes.



EXCLUSIONS:

· N/a
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		[bookmark: _Toc93409070][bookmark: _Toc93409481][bookmark: _Toc158983263]Scheduled Down Time



		Overview:

As part of Service Management, it may be necessary for SCC to undertake unplanned preventative maintenance or infrastructure changes to optimise and maximise Service availability. SCC shall also schedule planned maintenance in accordance with the Service Levels.



SCC RESPONSIBILITIES:



Unplanned Maintenance

· SCC shall carry out a full risk assessment before changes deemed of a high impact are undertaken in accordance with the Operational Change procedures.

· To schedule all changes where reasonably possible within the Customer defined Non Core Hours, but subject to the risk as identified this may necessitate scheduled down time during Customer defined Core Hours.

· Where possible SCC shall provide email notification and ensure timely acknowledgement from Customer at least 7 days prior to the change.

· In the exceptional case of an emergency change, notification will be sent and approval sought to an agreed list of Customer recipients for emergency approval, but as a consequence of the nature of these changes SCC cannot guarantee the full seven day notice period. 



Planned Maintenance

· SCC shall provide a planned maintenance schedule to be issued via the forward schedule of change which is output from the Operational Change process to be reviewed as part of the Governance process.



CUSTOMER RESPONSIBILITIES:

· Ensure that Customer planned downtime maintenance windows are shared with SCC

· Ensure that Customer end user environment is advised as needed regarding identified planned downtime;
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		[bookmark: _Toc93409071][bookmark: _Toc93409482][bookmark: _Toc158983264]Service Management & Governance



		OVERVIEW 

Governance Meeting Schedule

The following governance meetings will take place to review the service:



		Meeting

		Frequency

		Summary

		Medium



		Continual Service Improvement Programme

		Monthly

		To review the current initiatives in the CSIP, their status, progress and expected completion / outcomes

		Face to Face / Video Conference



		Change Approval Board (CAB)

		Weekly

		Attendance to enable understanding of Changes submitted and authorised / denied

		Telephone and/or Video Conference



		Projects

		Monthly

		Attendance to enable understanding of planned and in-flight projects

		Face to Face / Video Conference



		Service Review

		Monthly

		Review of previous months service and SCCs performance

		Face to Face / Video Conference



		Management Reviews

		Quarterly, Bi-Annually, Annually

		High level review of service and discussion of future service requirements

		Face to Face / Video Conference







Formal minutes of each meeting shall be provided by SCC.



Reporting 

SCC will provide a detailed Monthly Performance Report to include the following;

· Management Summary

· Incident and Service Requests

· Total Volume

· Volume by Priority

· Service Level Agreement

· Telephony

· Infrastructure Services

· Capacity Report – Server + SAN

· Availability Report – Server + SAN

· Security

· Deskside Support (Site based + Field)

· Projects

· Continual Service Improvement Programme



SCC RESPONSIBILITIES

· Providing a dedicated Customer Relationship Manager who shall be the single point of contact for service into SCC

· SCC will provide a detailed Monthly Performance Report to include the following;

· Management Summary

· Incident and Service Requests

· Total Volume

· Volume by Priority

· Service Level Agreement

· Telephony

· Infrastructure Services

· Capacity Report – Server + SAN

· Availability Report – Server + SAN

· Security

· Deskside Support (Site based + Field)

· Projects

· Continual Service Improvement Programme

· Attendance at Governance Meetings

· Providing formal minutes of Governance Meetings

· Managing the SLA / Escalation Process

· Providing output documents as agreed as part of Incident SLA Breach and Complaints Management



CUSTOMER RESPONSIBILITIES:

· Providing a contact name who shall be the single point of contact for the SCC service into the Customer

· Attendance at Governance Meetings

· Providing formal sign-off of minutes of Governance Meetings

· Providing formal sign-off of  Monthly Performance Report

· Involvement as required by SCC in the SLA / Escalation Process

· Sign-off of output documents provided as part of Incident SLA Breach and Complaints Management
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		[bookmark: _Toc93409072][bookmark: _Toc93409483][bookmark: _Toc158983265]Service Management System



		OVERVIEW

SCC will provide the Customer with access to SCC’s in house Service Management System, which shall be that as used and owned by SCC.

The instance of the system should be configured to represent the information and data from the Customer. The full configuration of the system will be completed based on the needs of SCC to fulfil its service requirements but should give consideration and adjustment as needed to the report and data needs of the Customer



SCC RESPONSIBILITIES

· The supply of web based access to SCCs Service Management System for the use of the Customer designated personnel to access and update/action relevant tickets.

· Allocating appropriate licensing for the use of SCC Service Management System to the Customer, including local IT staff in Customer CEE locations 

· Providing the Service Management System based upon the most recent version of software available within SCCs environment

· Ensuring that at the point of first issue to the Customer, training is provided to Key Personnel. Such training may be delivered as agreed between the parties via a combination classroom and video conferencing

· Applying SCC approved patches, enhancements and upgrades to the Service Management System

· As needed issue the Customer with new user accounts subject to allocation of accounts and within the limits of the licenses issued

· Ensure that the Customer benefits from any system enhancement and changes that SCC wishes to incorporate and release. For the avoidance of doubt any such changes will be outside of the Customer change approval process and will only be subject to SCCs own change management process



CUSTOMER RESPONSIBILITIES:

· Providing SCC with the configuration information needed to tailor setup of tool to the Customer’s reporting requirements

· Issuing to SCC any request for new user accounts

· Training new users via the local super users



EXCLUSIONS

· System integration or enhancement outside that implemented by SCC for the use of the Customers own service delivery

· Due to system security restrictions the Customer will not be granted administrative access or be permitted to make any configuration changes to the service management system.
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		OVERVIEW

SCC will provide the Deskside Engineering resource identified in this Service Annex during the hours defined in Part B of this Service Annex, for the completion of assigned tickets for Incidents and Service Requests at the Site(s) identified within this Service Annex.



SCC RESPONSIBILITIES

· Ensuring the resource supplied by SCC will meet a level of criteria suited to the Customer environment, specifically to include Deskside Equipment identified within this Service Annex and Common off the Shelf software packages.

· As a minimum SCC engineers are required to have the following skills, accreditations and personal commitments:

· Very good interpersonal and communication skills

· Academically qualified to GCSE standard or equivalent as a minimum

· Minimum 2 year’s experience as an engineer

· Working knowledge of the hardware, software, tools and applications deployed within the Customer environment 

· Numerate

· Mature & Confident outlook

· Proficient in the use of industry standard Common Off The Shelf Software 

· Flexible and able to support other engineers technically and deal with faults

· Able and willing to learn

· Compliance to Customer’s dress code

· Personal hygiene 

· Punctuality

· Mobility

· Contactable

· Site authorised as required by the Customer 

Note: For the avoidance of doubt the designated resource should meet the above minimum criteria unless resource has been previously been accepted and approved by the Customer

· Management of assigned resource

· Working with the Customer to allow assigned resource to complete activities in line with priorities set by the Customer

· Ensuring that assigned resources have a general working knowledge of the Customer environment in order to complete minor changes to the Customer environment 



CUSTOMER RESPONSIBILITIES:

· Providing all Customer resources reasonably necessary to complete the assigned actions including but not be limited to: Desk, Chair, PC units and appropriate technology, site access and all required security requirements

· Ensure that the Deskside Engineer is provided with all instructions and support reasonably required to complete the tasks required by the Customer.

· Ensure that the tasks assigned to the Deskside Engineer are related to the Services and appropriate to the skill sets and level of experience of the Deskside Engineer.



EXCLUSIONS

· Non UK sites 

· Activities which SCC believe are beyond the level of expertise of the Deskside Engineer.
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		[bookmark: _Toc93409075][bookmark: _Toc93409486][bookmark: _Toc158983268]Equipment Maintenance



		OVERVIEW:

SCC will provide a remote engineer function to which a non dedicated engineer may attend a Customer site to service Equipment identified as a hardware fault



SCC RESPONSIBILITIES:

· Distribute and maintain an inventory of replacement parts for use in the resolution of Incidents.

· Dispatch, where deemed necessary by SCC, of a SCC engineer to attend the Site during the designated Hours of Support.

· Repair of the Equipment identified in this Service Annex that is located at the Sites.

· SCC’s engineer may choose to return the Equipment to SCC’s workshop for repair should on Site repair be impracticable or not possible within SLA. In these circumstances Customer may request SCC provides loan equipment. SCC will not be under any obligation to provide identical equipment, however SCC shall use its reasonable endeavours to provide loan equipment which is of equivalent or better functionality. 

· Coordinate the resolution of the Incident with SCC Service Desk.

· Unless otherwise agreed all Equipment will be maintained in line with vendors’ recommendations and constraints. 

· Arrange and expedite repairs of Equipment via 3rd parties making full use of manufacturer’s warranties where possible. 

· Confirm Incident closure with the User or Site contact.

· Confirm Incident closure with SCC Service Desk. 



CUSTOMER RESPONSIBILITIES:

· The risk of any accidental/deliberate damage, loss, destruction or theft of any loan equipment provided by SCC shall pass to the Customer on delivery of the loan equipment to the relevant site and Customer must insure, for its full replacement value, such loan equipment from that date and provide on request by SCC evidence of such insurance. Title to loan equipment shall at all times remain vested in SCC. Customer shall ensure that any loan equipment provided by SCC is returned to SCC in the same condition in which it is supplied to Customer (taking in to account reasonable wear and tear). If this is not the case, Customer shall indemnify SCC for any losses suffered by SCC including but not limited to replacement of the loan equipment.

· Ensure that proper environmental conditions are maintained for the Equipment and shall maintain in good condition the accommodation of the Equipment;

· Give SCC 10 working days prior written notice of any Modification to the Equipment prior to such Modification being carried out. SCC shall notify Customer if such Modification is accepted by SCC (such acceptance not being unreasonably withheld or delayed) SCC shall acknowledge the Modification in writing and shall notify Customer of any proposed alteration to the Charges due to such Modification.  Any Modification should be made in accordance with industry standards and Customer shall only use products and parts approved by the Manufacturer or SCC.

· Not request, permit or authorise anyone other than SCC to carry out any adjustments repairs or maintenance to the Equipment (or any part) without the prior consent of SCC;

· Keep and operate the Equipment in a proper and prudent manner in accordance with the operating instructions of SCC and the Manufacturer and ensure only competent trained and authorised employees are permitted to use the Equipment;

· Ensure the external surfaces of the Equipment are kept clean and in good condition; 

· Use only such operating supplies that are of the specification as recommended by the Manufacturer and not advised by SCC as unsuitable;

· Notify SCC as soon as is practicable, through the change management process, the details of any move of Equipment or any part of it to another Site. For the avoidance of doubt, this clause does not apply to mobile Equipment;

· Provide SCC with full and safe access to the Site and to the Equipment for the purposes of carrying out its obligations under this Order and shall make available to SCC such staff, facilities, assistance and services as reasonably required by SCC to perform the Services including without limitation safe and clean facilities and working space, storage space suitable to carry out the Services, telephone facilities and access to electricity supply;

· Ensure that appropriate procedures are in place and enforced within the User base and that Users have all required documentation to operate the Software and Equipment correctly.



SERVICES NOT PROVIDED AS PART OF EQUIPMENT MAINTENANCE

· The following are not provided as part of the Equipment Maintenance Service and any materials and labour provided in these circumstances will be subject to agreement of the parties in writing and; 

· Provided on a reasonable endeavours basis (i.e. outside of the Service Levels) unless agreed otherwise by SCC in writing, and

· Charged as Additional Ad-Hoc Charges in addition to the Annual Support Charge Detailed in the Order

· Equipment not identified in this Service Annex, or Equipment which is not located at the Sites detailed within this Service Annex.

· Repairs or replacement as required as a result of any accident, relocation to another site, installation, neglect, or misuse of the Equipment by any party other than SCC including operation in a manner contrary to the Manufacturer's operating instructions.

· Works requested by the Customer for rearrangement including cabling, wiring, relocating any part of the Equipment or repairing a previously prepared Site to make it operational.

· Repairs or replacement as required as a result of any modification to the Equipment which has not been previously discussed and agreed with SCC.

· Repairs or maintenance of the Equipment by any party other than SCC without SCC's prior consent

· Repairs or replacement of Equipment which has suffered physical loss or damage whatsoever caused by any factor outside the control of SCC including but not limited to fire, theft, vandalism or accidental/deliberate damage or destruction

· Repairs required as a result of any failure or fluctuation of electricity supply, climate control or other environmental conditions

· Repair of any external or cosmetic damage to the Equipment or any other goods affected by a defect in the Equipment, electrical work external to the Equipment, refurbishment or repair of any casing

· Repairs to items of Equipment which have come to the end of their natural service life, or which are, in the reasonable opinion of SCC, Beyond Economic Repair, or for which spare parts are no longer readily available (Proactive notification to Customer of equipment impacted by this issue will be provided by SCC and reviewed as part of one of the service reviews).  

· Any supply of parts or work which is required because of the failure of Customer promptly to inform SCC of any faults in the operation of the relevant items of Equipment or the adding or removal of any accessories, attachments or other devices

· Repairs to items of Equipment which are not in Good Working Order at the Service Commencement Date

· Repairs to items of Equipment which are required as a result of a Manufacturers’ product recall whether in relation to a complete piece of Equipment or a component part thereof.

· The cost of materials resulting from any malfunction of parts or other supplies that are deemed to be consumable by the original manufacturer.

· Firmware updates, patches and fixes for HP servers and storage product ranges (“HP Equipment”) are excluded from the Services under this Service Annex unless;

(a)	the HP Equipment is still within its OEM manufacturer warranty period; and/ or

(b)	the Service Annex specifically states that such firmware updates, patches and fixes are included as part of the Service; 

For avoidance of doubt the above restriction does not apply to any firmware updates, patches and fixes which HP considers to be required for ILO, I/O, safety or security purposes.
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		OVERVIEW

An “IMAC” shall be defined as any one of the following activities, performed by SCC in a single visit to Site, on a single item of Equipment or Software;

· Installation of Equipment or Software.

· De-installation of Equipment or Software.

· Relocation of the Equipment within a Site

· Relocation of Equipment from one Site to another Site.

· Hardware and software upgrades to the Equipment 



For avoidance of doubt should the Customer request one of the above activities to be performed on two or more items of Equipment or Software then this will be considered two or more separate IMAC’s. 

In addition should the Customer request two or more of the above activities to be performed on the same item of Equipment or Software then again this shall be considered two or more separate IMAC’s.  



In the event that the Customer wishes to undertake multiple activities at the same time (ie: Office move, rollout of a desktop hardware or software upgrade) then the SCC Customer Relationship Manager and the Customer Service Owner will discuss the options available to achieve the most efficient IMAC usage.

A BAU change is defined as an IMAC request for 10 or less End User desktops, which shall consist of a PC/ Workstation / Laptop or Netbook, monitor, keyboard, mouse and local peripherals.  Requests consisting of more than 10 End User desktops shall be treated as a project, which may be chargeable.



SCC RESPONSIBILITIES

· Ensuring that all IMACs have the correct established business approvals prior to execution of an IMAC activity

· Defining with the Customer the agreed Equipment standards 

· Ensuring that any new hardware to be installed meets with the agreed Equipment standards

· Ensuring that all IMAC activities are carried out in accordance with the contracted Service Levels as defined in Part B of this Service Annex

· Using all reasonable endeavours to minimise disruption to the Customer whilst delivering the IMAC Service

· Working with the Customer to identify and validate IMAC requests and agree any additional charges in advance via the Operational Change process

· Validating that the Customer site is ready before the IMAC activity commences. This may include the provision of additional LAN connections and communications in accordance with the details of the Service Request



CUSTOMER RESPONSIBILITIES:

· Authorising all IMAC requests

· Ensure all End User submitted request are provided in the agreed format and contain all the information necessary for SCC to complete the IMAC request.

· Defining with SCC the agreed Equipment standards

· Ensuring that SCC is able to access the Customer site at the agreed date and time to execute the IMAC

· Completion of any requests that should be actioned by Customer, and management as appropriate of 3rd parties not managed by SCC



EXCLUSIONS

· IMAC requests consisting of 10 or more End User desktops may be determined to be a project.  This shall be jointly agreed between the Customer and SCC

· IMAC requests for assets not owned by the Customer or SCC 
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		OVERVIEW



SCC will operate and manage a Patch Cabling Service at Customer sites.

SCC will diagnose failed patch cables and replace where required.

Repair or replacement of patch cables running between floor ports and devices.



SCC RESPONSIBILITIES:

· Diagnosing patch cable failures

· Replacing failed cables with replacements provided by the Customer



CUSTOMER RESPONSIBILITIES:

· Raise all Service requests via the Service Desk

· All other parts of the network infrastructure including active equipment, patch panels, floor ports, and devices

· Providing spare cables for replacement and to support the diagnostic process

· Providing alternative support arrangements for inaccessible patch cables



EXCLUSIONS:

· All cable runs that are accessible only through concealed floor or ceiling spaces, or that require equipment for safe access or that may present a health and safety risk to unqualified personnel when being accessed

· Specialist network testing and diagnostic equipment







		Service Annex 2

		Service Operations (Distributed)



		Service Specification:

		Table x

		[bookmark: _Toc93409078][bookmark: _Toc93409489][bookmark: _Toc158983271]Software Maintenance



		OVERVIEW

SCC will supply a service to which an engineer will visit a Customer site to resolve defined Software Incidents for the Software defined in this Service Annex, that cannot be resolved remotely by the SCC Service Desk 



SCC RESPONSIBILITIES:

· Providing remote diagnosis and resolution of Software Incidents where possible

· Dispatching an SCC engineer to the Customer location to provide Software Incident diagnosis and resolution where remote resolution is not possible and where SCC deems it appropriate

· Where possible return the Software to good working order in line with vendors’ guidelines recommendations and constraints.

· For avoidance of doubt due to the sometimes complex nature of Software problems and faults, it is not possible to provide a definitive Incident Resolution Timescale or target, therefore Incident resolution will be provided on a reasonable endeavours basis only. Consequently SCC’s Service Level commitment for the Software Maintenance Service will be solely based on time to respond to the Incident.

· Referring the Software Incident directly to the manufacturer or approved support partner where it is not possible to effect Incident resolution on site or remotely

· Where a Software Incident has been referred to a manufacturer the resolution of such fault shall be provided on a reasonable endeavours basis

· SCC will utilise where appropriate the Software support, fault diagnosis and fault resolution support it receives from its own 3rd party software support arrangements for the benefit of the Customer. 

· Adherence to established business approval routes

· Any revisions or changes to the Software inventory detailed in this Service Annex shall be agreed with Customer via the change management procedure.



CUSTOMER RESPONSIBILITIES:

· Raising all requests for the Software Maintenance Service via the SCC Service Desk

· Ensuring that appropriate procedures are in place and enforced within the user base and that users have all required documentation to operate the Software and Equipment correctly

· Providing documentation for use and configuration of all Customer Software

· Only using the supported version(s) of the Software and (unless such services are to be delivered by SCC under another Service Description) ensure that upgrades, fixes, patches, etc. are installed in line with proper procedures

· Ensure that appropriate Software licenses are procured and maintained for the duration of the Order.

· All licence fees incurred, as a result of an upgrade to the Software

· In the event that SCC identifies the need for additional user training, Customer will undertake or procure such training promptly to ensure that users have a reasonable level of competence in the use of the Software, Equipment or peripheral equipment



EXCLUSIONS:

· Provision of Equipment, Software or Software licenses by SCC

· Provision of Software Maintenance at Sites other than those identified in the scope

· Software that does not have appropriate licences shall not be installed on any Customer equipment
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		OVERVIEW

The Commissioning Service prepares new or refurbished Equipment for Customer use which, depending on the Customers specific requirements, may include:

· Configuration of Equipment to Customer specifications and/or limitations.

· Installation of additional Customer supplied hardware components.

· Installation of Customer supplied system images.

· Pre-configuration with per user account details/credentials.

· Upload of additional Software applications.

· Affix Customer supplied identification and/or asset tags.

· Delivery of commissioned Equipment to designated Customer sites (at the rates detailed in the Order or as made be agreed from time to time for ad-hoc deliveries).

Notwithstanding any unpacking and/or repacking activities (and unless otherwise agreed and set out in the Commissioning Service Brief), each item of Equipment will be allocated a Commissioning Slot of up to 4 hours to complete the commissioning tasks to meet the Service Levels set out in the Order. Should any of the commissioning tasks fail and such failure is not due to a direct fault or omission by SCC and that cannot reasonably be rectified within the Commissioning Slot then the item will be rescheduled for commissioning tasks and a Re-Bench Charge shall apply. Such failures may include, but not limited to:

· Failure in Customer owned/provided infrastructure that supports the Commissioning Service;

· Unscheduled changes to build sequences/tasks;

· Missing, inaccurate or disabled user credentials;

Items requiring re-bench activities that fail the Service Level that are outside of SCC’s direct control shall be treated as an exception and excluded from any Service Level calculation.

The Commissioning Service will only be provided in accordance with a pre-agreed formal and detailed document (the “Commissioning Service Brief”) which will set out the Customers scope and requirements including any associated technical tasks and any required process and procedures. The Parties shall agree a Commissioning Service Brief prior to the Initial Service Commencement Date. Any changes to the Commissioning Service Brief and the technical tasks set out within may be subject to additional charges and shall be made in accordance with the Change Control Procedure.

SCC RESPONSIBILITIES

· Provide the Commissioning Service within the Hours of Support and the Service Levels set out in the Order and in accordance with the Commissioning Service Brief.

· Provide the Customer with regular reporting on Commissioning Services, including any failures incurring a Re-Bench Charge. 

CUSTOMER RESPONSIBILITIES

· Adhere to and follow any Customer obligations set out in the Commissioning Service Brief.

· Provide and maintain with SCC (where reasonably required) appropriate stock levels of;

· Equipment (New or Refurbished through the Recycling Services) 

· Additional hardware components and/or upgrades.

· Customer Identification materials and/or Assets tags to be applied to Equipment.

· Supply SCC with any required:

· Required hardware to deploy builds i.e. Deployment Server

· System Images.

· System Configuration Scripts.

· Additional Software/applications.

· Software License details including keys and/or codes.

EXCLUSIONS

· License management remains the responsibility of the Customer.

· Unless otherwise agreed in the Commissioning Service Brief or via the Change Control Procedure, the loading of system patches and/or Software patches is excluded.









C) [bookmark: _Toc93409079][bookmark: _Toc93409490][bookmark: _Toc158983272]Security Services



NOT USED
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OVERVIEW

The purpose of this Service is to ensure that standardised methods and procedures are used for efficient and prompt handling of all Changes to the Customer’s IT infrastructure which is managed by SCC, in order to minimise any disruption to service.



HIGH LEVEL PROCESS



Change Management – Base 



As part of the Change Management Base offering SCC shall provide an administrative Change Management operating model though shared resource.



SCC RESPONSIBILITIES

· Change administration, utilising shared resource.

· Logging, obtaining approval and closure of Change request within the SCC IT Service Management System

· Conflict management of proposed Change Requests

· Validation of Risk/Impact assessment of the submitted Change and provide comments and technical approval.

· Provision of an Emergency Change Approval communication process

· Weekly Change Schedule to the approved Customer stakeholder list

· Internal SCC CAB review of all SCC changes

· SCC will only perform Changes necessary to maintain the continuity and availability of the Services provided



CUSTOMER RESPONSIBILITIES:

· Provision of all information reasonably required by SCC for the Change to be assessed, approved and implemented.

· Provision of an agreed Customer stakeholder list to enable effective communications



EXCLUSIONS

· Customer requested Changes 

· Changes to the Customers technology and systems not managed/supported by SCC
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OVERVIEW

The purpose of this Service is to ensure that standardised methods and procedures are used for efficient and prompt handling of all Changes to the Customers IT infrastructure which is managed by SCC, in order to minimise any disruption to service.



HIGH LEVEL PROCESS



Change Management – Managed 



As part of the Change Management Managed service offering, SCC shall provide a Change Management model, utilising a combination of Change Manager & Change Analyst shared resources to provide increased levels of governance and control.



SCC RESPONSIBILITIES



· Change administration and management utilising shared resources for Change Requests within the scope of the Service provided.

· Logging, obtaining approval and closure of Change request within the SCC IT Service Management System

· Conflict management of proposed Change Requests

· Validation of Risk/Impact assessment of the submitted Change and provide comments and technical approval 

· Provision of an Emergency Change Approval communication process

· Internal SCC CAB review of all SCC changes

· Chairing and facilitation of, or participation in Customer/3rd party led Technical Advisory Board (TAB) to which required changes will be discussed and a decision made collaboratively with the Customer and SCC

· Chairing and facilitation of, or participation in Customer/3rd party led Change Advisory Board (CAB) at which relevant Change records are collaboratively assessed between SCC and the Customer/3rd parties

· Provision of CAB minutes to the approved Customer stakeholder list where SCC is the chair of the CAB session

· Provision of an Emergency Change Advisory Board (ECAB) to facilitate Change assessment for those Changes which cannot conform to the Normal or Standard Change process, 

· Meeting frequencies will be agreed as part of Service on boarding.

· Weekly Change Schedule to the approved Customer stakeholder list  

· Management of the Forward Schedule of Change for Changes within the scope of the service

· Post Implementation Review (PIR) of failed change activity including documented outputs and recommendations

· Provision of Business level communication to an agreed list of Customer stakeholders where a Change is deemed to carry significant business impact and potential disruption, 

· Monthly Change Management Reporting utilising data from SCC IT Service Management toolset including Analysis, Trending & KPI measurement out of CAB, TAB and ECAB

· Identification of candidate Standard Changes for proposal and discussion with Customer, where appropriate

· Quarterly Service review to include appraisal of Change related Service Improvement Plan items



CUSTOMER RESPONSIBILITIES:

· Review, submit and approve change requests

· Provision of all reasonable information required by SCC for the Change to be assessed, approved and implemented.

· Participation and Approval during CAB, ECAB

· Participation and attendance of defined Customer stakeholders during Quarterly meetings 

· Participation and attendance of defined Customer stakeholders during the PIR report process 

· Provision of an agreed Customer stakeholder list to enable effective communications

· Completion and the submission of change request documentation in line with the Change Request process.

· For those changes whereby the agreed lead time for changes is not possible and the Emergency Change process has to be utilised it should not exceed 5% of the total volume of changes in a calendar month * (excludes Emergency Changes fixing a Major Incident).  In the event that the 5% is exceeded a charge will be incurred (£350 per change in core hours and £450 per change out of hours)

* has to include SCC staff as an implementer

· Providing, where appropriate, acceptance and agreement to the funding of submitted changes



EXCLUSIONS

· Any changes not in the scope of the service provided.

· Non IT related Change







E) [bookmark: _Toc93409085][bookmark: _Toc93409496][bookmark: _Toc158983276]Service Operations
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		OVERVIEW

Incident Management aims to restore normal service operation as quickly as possible and minimise the adverse effects on the Customer, thus ensuring the levels of service quality and availability are maintained in accordance with the Service Levels specified in Part B of this Service Annex.

SCC will deliver services detailed in this service component for calls into the Service Desk to ensure that Incidents are dealt with appropriately

Incident management will include the following activities:



SCC RESPONSIBILITIES

· Assign an individual reference number to each accepted Incident

· Record, track and update accepted Incidents within the Service Management System.

· Coordinate the delivery of the Services

· Categorisation of the Incident

· Prioritisation of the Incident in accordance with the Service Levels specified in Part B of this Service Annex.  The Service Desk is to validate with the caller that the appropriate Priority is assigned to the Incident.  In cases where agreement is not forthcoming, the Service Desk will escalate such to the Customers Service Owner.

· Note 2: SCC or Customer may by mutual agreement amend any Incident Severity Level if the circumstances or characteristics of the Incident change sufficiently to warrant the amendment

· Initial diagnosis of the Incident

· Resolution and recovery where possible to attempt a first time fix

· Assignment to another resolver group.  In these cases the Service Desk retains ownership of the Incident until successful resolution.

· Escalation for SLA breach where required.

· Closure of the Incident

· Undertaking all liaison, communication, interaction and escalation with internal and external maintainers, other service providers to deliver effective Incident closure

· Tracking and monitoring the flow of Incidents to ensure that patterns of recurrence are identified and passed on to the Problem Management Service for analysis and remediation

· Delivering effective and consistent communication between SCC and the Customer

· Reporting where an Incident is recorded as no fault found, using a service code item, which can be measured.  This shall be as part of the Service Management Report.

· Closing or suspending an Incident (in agreement with the Customer), where due to the intermittent nature of the Incident, SCC is unable to either diagnose, identify or recreate the issue whilst working with the End User. Once the issue is identifiable a separate ticket will be raised

· Note 3: In circumstances where SCC is unable to proceed with an investigation further, but where an Incident remains in an open state, by mutual agreement with the Customer the SLA clock can be suspended. This will typically be in situations where either;

· A Customer resolver group or 3rd party is responsible either in whole or in part for resolution. 

· If the Incident has been progressed but requires further input from the affected End User

· Following notification from the resolver group, 3rd party or End User that the required activities have been completed, SCC will re-assume ownership and resume the SLA clock

· The affected End User will be updated by SCC on the Incident progress whenever any pertinent or relevant information is available

· If SCC believes the Incident to be resolved but cannot confirm successful and satisfactory resolution with the End User, SCC will attempt to contact the End User asking for resolution confirmation on 3 separate days via 2 different mediums (i.e. e-mail and telephone) 

· Incident Management will adhere to the agreed escalation process



CUSTOMER RESPONSIBILITIES:

· Ensuring that when an End User contacts the Service that he/she is aware of the requirements regarding call logging information

· Ensuring that the End Users are aware of the process regarding call logging, call updates and the Service Levels that apply to the provision of the Service.

· Providing the resolution of any Incidents transferred from SCC to the Customer or Customer 3rd Parties where the Customer is responsible for the service relationship

· Providing concise and accurate update and closure information, the latter of sufficient quality to enable SCC to execute Problem Management



EXCLUSIONS

· The integration via software or hardware of SCC and Customer systems to enable the automated or otherwise, transfer of information or data between SCC and Customer systems.

· Support in any language other than English 
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		OVERVIEW

The management from initial declaration of a Major Incident to the successful resolution (or downgrade through mitigation) of that Incident.



Major Incidents will be raised when the availability of the SCC infrastructure/platform has been entirely interrupted, with no acceptable workaround.



Major Incidents require a high level of communication between the Customer and SCC to ensure minimal disruption to the Customer’s business activities.



HIGH LEVEL PROCESS

[image: ]

· The SCC Service Desk will propose all candidate Major Incidents to the SCC MIM team, without delay 

· For declared Major Incidents, communications will be issued as defined below in the communication plan

· For rejected Major Incidents, the Incident record will be updated with justifying comments and a phone handover will be performed to hand the Incident back to the originating Service Desk, thus ensuring continual ownership

· Following declaration, updates will be provided during the investigation and recovery phases, in line with the communication plan below

· The SCC Major Incident Manager will chair an internal tele-conference to coordinate technical resolvers in order to minimise delay and disruption to SCC affected Services

· Upon technical restoration of service and corroborating user confirmation, monitoring periods may be observed in accordance with the confidence level in the resolution applied, prior to resolving the Major Incident.

· A Major Incident Report (MIR) will be produced, by the 5th business day following resolution



COMMUNICATION PLAN

SCC will follow the communication plan below for all Major Incidents.  Communication will be with designated Customer contacts as defined in the Operations Manual



		Notification

		Updates



		· Initial email to the SCC SDM – within 20 minutes

· Outage notifications will be published on the SCC customer portal within 20 minutes

		· Email updates will be issued hourly by default

· Any milestone or significant developments will be communicated as soon as reasonably practicable

· If it is understood that the next milestone is not expected for a specific duration, expectations will be set in the next set of communications







SCC RESPONSIBILITIES

· Management of the Major Incident during its lifecycle from declaration to closure

· Notification of a Major Incident to in line with communication plan above

· Ongoing communication with designated Customer contacts via SCC SDM during the Major Incident as per the above communications plan

· SCC will; 

· coordinate, manage and escalate where required

· record the symptoms, diagnostics and recovery actions taken during the Major Incident lifecycle

· The initiation of Problem Management to identify root cause and recommend steps to mitigate or eliminate recurrence

· The initiation of Change Management to retrospectively review SCC actions taken to restore service, for later review by CAB, to determine the long-term suitability of those action’s 

· Issuing Major Incident Reports

 

CUSTOMER RESPONSIBILITIES

· Reporting all Incidents to the SCC Service Desk - where the issue is a candidate Major Incident it must be reported by phone (NB: SCC Service Desk mailboxes have a 60 minute response SLA)

· Recovery of non-platform services reliant on SCC infrastructure/platform following SCC service restoration. 



EXCLUSIONS

· Implementation of a service or functionality (NB: An Incident or Major Incident is defined as an “interruption to an SCC accepted operational service”, as such the service must have functioned before and been accepted into the scope of service, rather than newly implemented)

· Incidents relating to Application issues, (the Service is limited to managing Major Incidents relating to the SCC Hosted Infrastructure being operational and accessible up to and including the Operating System

· Non SCC provided or supported technologies

· Non-IT Issues 

· Security Incidents (SCC has a Security Operations Centre (SOC) service offering which is subject to separate Service Description

· Customers shall not have the option to declare Major Incidents directly to SCC MIM team
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		OVERVIEW

The management from initial declaration of a Major Incident to the successful resolution of that Incident.

Major Incidents will be raised when a Critical Service Application, Site or Service (as defined in the Operations manual) has been entirely interrupted, with no acceptable workaround. 

SCC will co-ordinate and manage both internal and external resource, as required to achieve service restoration

Major Incidents require a high level of communication between the Customer and SCC to ensure minimal disruption to the Customer’s business activities.

HIGH LEVEL PROCESS

[image: ]

· The SCC Service Desk will propose all candidate Major Incidents to the SCC MIM team, without delay 

· For declared Major Incidents, communications will be issued as defined below in the communication plan

· For rejected Major Incidents, the Incident record will be updated with justifying comments and a phone handover will be performed to hand the Incident back to the originating Service Desk, thus ensuring continual ownership

· Following Declaration, updates will be provided regularly during the investigation and recovery phases, in line with the communication plan below

· The SCC Major Incident Manager will chair or join a tele-conference to coordinate technical resolvers in order to minimise delay and disruption to Services

· The aligned Major Incident Manager may also chair or join management bridges in order to brief an executive audience and address concerns 

· Upon technical restoration of service and corroborating user confirmation, monitoring periods may be observed in accordance with the confidence level in the resolution applied, prior to resolving the Major Incident.

· A Major Incident Report (MIR) will be produced, by the 5th business day following resolution



COMMUNICATION PLAN

SCC will follow the communication plan below for all Major Incidents.  Communication will be with designated Customer contacts as defined in the Operations Manual



		Notification

		Updates



		· Phone call to SCC SDM & designated Customer contact

· Initial email and SMS notifications – within 20 minutes

· Outage notifications will be published on the SCC customer portal within 20 minutes

		· Phone calls to the designated Customer contact with concise updates

· Email and SMS updates should be issued hourly by default

· Any milestone or significant developments should be communicated as soon as it is known

· If it is understood that the next milestone is not expected for a specific duration, expectations will be set in the next set of comms (An expectation for the next communication timing will always be justifiably set, and that time either met or exceeded.)







SCC RESPONSIBILITIES

· Full management of the Major Incident during its lifecycle from declaration to closure

· Notification of a Major Incident to Customer designated contacts

· Ongoing communication with designated Customer contacts and SCC during the Major Incident as per the above communications plan

· SCC will; 

· coordinate, manage and escalate where required

· record the symptoms, diagnostics and recovery actions taken during the Major Incident lifecycle

· SCC will endeavour to record the actions of third parties where possible

· The initiation of Problem Management to identify root cause and recommend steps to mitigate or eliminate recurrence

· The initiation of Change Management to retrospectively review SCC actions taken to restore service, for later review by CAB, to determine the long-term suitability of those action’s

· Issuing Major Incident Reports following Major Incidents 



CUSTOMER RESPONSIBILITIES

· Reporting all Incidents to the Service Desk - where the issue is a candidate Major Incident it must be reported by phone (NB: SCC Service Desk mailboxes have a 60minute response SLA)

· Participation from end-users, internal engineers and Customer suppliers, as required by SCC to enable efficient and effective restoration of service

· Provision (and maintenance) of Customer Application, Site & Service Tiering knowledge information

· Provision (and maintenance) of the Business Impact and Resolver Matrices



EXCLUSIONS

· Implementation of a service or functionality (NB: An Incident or Major Incident is defined as an “interruption to an accepted operational service”, as such the service must have functioned before and been accepted into the scope of service, rather than newly implemented).

· Non-IT Issues 

· Security Incidents (SCC has a Security Operations Centre (SOC) service offering which is subject to separate Service Description

· Customers shall not have the option to declare Major Incidents directly to SCC MIM team









		Service Annex 2

		Service Operations - ITIL



		Service Specification:

		Table x

		[bookmark: _Toc93409089][bookmark: _Toc93409500][bookmark: _Toc158983280]Problem Management – Platform Only



		OVERVIEW

The primary objectives of Problem Management are to help prevent Incidents from happening, and to minimize the impact of incidents that cannot be prevented. Problem Management analyses Incident Records, and uses data collected by other IT Service Management processes to identify trends or significant Problems. 

A 'Problem' is an unknown underlying cause of one or more Incidents, and a 'known error' is a Problem that is successfully diagnosed and for which either a work-around or a permanent resolution has been identified.  As part of this process SCC shall provide an impact analysis for consideration and authorisation by the Customer, either to continue with the identified workaround, or to work on a permanent resolution.  

HIGH LEVEL PROCESS





Problem Management Service

SCC will manage Problem records following Major Incidents, and recurring issues, whereby the Incident was as a result of a failure within SCC technology/platforms, only. A definition of a Major Incident will be defined within the Major Incident Management Service Design. 

SCC will perform proactive analysis of Service Operations data to identify trends, raising Problems where identified.

SCC RESPONSIBILITIES 

· Managing the Problem from acceptance to closure. 

· Record the cause of all Major Incidents, provide Root Cause Analysis (RCA) via Service Delivery Manager, identified root cause and corrective actions to prevent a repeat incident. (where achievable within agreed and realistic timeframes) 

· SCC will hold a database detailing all Known Errors relating to the Customers environment

· SCC will capture all Known Errors that have been created from Problem investigations 



CUSTOMER RESPONSIBILITIES: 

· To assist SCC in maintaining the Known Error database

EXCLUSIONS 

· Problem Management of issues directly related to active projects/services in early life support. 

· Problem Management of issues directly related to non-SCC infrastructure or services.
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		[bookmark: _Toc93409090][bookmark: _Toc93409501][bookmark: _Toc158983281]Problem Management - Managed



		OVERVIEW

The primary objectives of Problem Management are to help prevent Incidents from happening, and to minimize the impact of incidents that cannot be prevented. Problem Management analyses Incident Records, and uses data collected by other IT Service Management processes to identify trends or significant Problems

A 'Problem' is an unknown underlying cause of one or more Incidents, and a 'known error' is a Problem that is successfully diagnosed and for which either a work-around or a permanent resolution has been identified.  As part of this process SCC shall provide an impact analysis to the Customer for consideration and authorisation by the Customer, either to continue with the identified workaround, or to work on a permanent resolution.  

 HIGH LEVEL PROCESS





Problem Management Service

SCC will manage Problem records following Major Incidents, and recurring issues. A definition of a Major Incident will be defined within the Major Incident Management Service Design. 

SCC will perform proactive analysis of Service Operations data to identify trends raising Problems where identified 

SCC RESPONSIBILITIES 

· Managing the Problem from acceptance to closure. 

· Record the cause of all Major Incidents, provide Root Cause Analysis (RCA) via Problem Reviews, identified root cause and corrective actions to prevent a repeat incident (where achievable within agreed and realistic timeframes)

· Requesting support as necessary from 3rd Parties / the Customer to investigate and resolve the Problem.   

· Delivering effective and consistent communication between SCC and the Customer relating to Problem Management activities.

· Conducting Problem Review meetings on the agreed schedule reviewing all active problem records.

· A Problem Register will be produced and will provide a high level view of all active problem records. This will presented as part of the scheduled Problem review or other medium i.e. Email.  

· Provide a full Root Cause Analysis report upon conclusion of each P1/P2 problem record.

· Co-ordination, management and governance of Problem activity spanning multiple 3rd parties and resolving teams.

· Record the cause of all identified trends and corrective actions to prevent or reduce the impact of a repeat incident.  

· SCC to provide a monthly trend report, in the standard SCC format as detailed in the Problem Management Service Design.

· Conducting monthly Trend Analysis meetings to review the Trend report.

		· SCC will hold a database detailing all Known Errors relating to the Customers environment

· SCC will manage and maintain all known errors that been created from problem investigations.



		· SCC will provide a list of all Known Errors to the Customer on an agreed basis.

· Conduct quarterly Known Error reviews.







CUSTOMER RESPONSIBILITIES: 

· Assisting SCC in the resolution of Problems, where the Problem is on technology/platforms not in control of SCC e.g. 3rd parties/suppliers.

· To ensure that SCC are made aware of any changes pertaining to the delivery of the Problem Management service. 

· Authorising SCC to proceed with the resolution and payment of the Charges identified, such authorisation shall not be unreasonably withheld. 

· Participation in the Problem Review meetings.

· Participation in the monthly Trend Analysis meetings.

· Participation in the quarterly Known Error reviews.

· To assist SCC in maintaining the Known Error database where applicable.

· Inclusion of Known Error information in Customer held risk registers/strategic planning



EXCLUSIONS 

· Problem Management of issues directly related to active projects or in early life support.









F) [bookmark: _Toc93409091][bookmark: _Toc93409502][bookmark: _Toc158983282]Service Operations – Service Desk
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		[bookmark: _Toc93409092][bookmark: _Toc93409503][bookmark: _Toc158983283]Service Desk



		OVERVIEW:

SCC will deliver services associated with this service component in line with Service Levels specified in Part B of this Service Annex. 

· SCC will supply a 24 / 7 / 365 service desk based in Romania. 

· The methods of communication with the service desk will be:

· Phone

· Email



SCC RESPONSIBILITIES:

· Provide a Service Desk as a single point of contact for Customers employees to raise and progress Incidents relating to the Services.

· Identification of the End User

· Logging of the Incident on SCC’s Service Management System.

· Note 1: Incident resolution SLA timescales will start to run at the point the Incident is logged and assigned its Incident ID in the Service Management System regardless of how that Incident is received or detected

· SCC shall provide access to its incident management tool to agreed Customer personnel, for the purposes of tracking and updating Incidents;

· The Service Desk shall accept calls relating to third party systems and services as agreed with Customer.  SCC shall take ownership of all such calls and will manage them to resolution with the applicable third party resolver group, as directed by Customer;

· Ensure that the personnel manning the Service Desk have the appropriate skills to support the Customer;

· Provide a continuous training plan to Service Desk personnel including specific training with regard to Customer IT systems;

· Incident management will include the following activities:

· Identification of the End User;

· Logging of the Incident;

· Assign an individual reference number to each accepted Incident;

· Record, track and update accepted incidents within SCC Incident management tool;

· Coordinate the delivery of the Services;

· Categorisation of the Incident;

· Prioritisation of the Incident;

· Initial diagnosis of the Incident;

· Escalation where required;

· Investigation and diagnosis of the Incident;

· Resolution and recovery;

· Closure of the Incident;

· SCC will allow authorised Customer staff to have update access to the Service Desk Software and Incident database;

· SCC will deliver regular reports to Customer (at least once per month) on all Customer calls made to the Service Desk; 

· Such reports shall enable Customer to measure SCC’s performance against agreed performance metrics and identify any trends in the type of issues being experienced by End Users and how they are reported / resolved;  

· If requested, SCC will allow Customer to access and review all raw data used to prepare these reports;

· SCC shall provide the following reports to the Customer:

· [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Monthly SLA report - The report will consist of a high level summary report with the number of closed Incidents, the number of Incident exceptions and the percentage Service Level achievement; Service Reporting via Customer Service Manager

· Monthly trend analysis report - The report will include a trend analysis to identify any product, serial or user trends.  Where necessary a service improvement plan will be generated to ensure that the trend is capped, reduced and ultimately removed; Incident and Problem  Management output; should be detailed within the appropriate services

· Monthly exceptions report – The report will identify all Incidents that breach Service Levels.  Each such Incident will be assigned an exception code which identifies the reason for failure and the area of the business responsible. Service improvement plans are then submitted to drive down problematic issues. Service Reporting via Customer Service Manager



CUSTOMER RESPONSIBILITIES

· Ensure End User compliance with the Service Desk processes and procedures specified in the Procedures Manual;

· Provide a Service owner with whom SCC will liaise on matters relating to current and future IT requirements.  The Service owner will provide day-to-day support and direction to SCC as may reasonably be required for SCC to provide the Services, and if necessary the prioritization of incidents;

· Ensure a Service owner or a nominated deputy is available during Business Hours;

· Provide the necessary resources to ensure that any changes to the Service Annex are addressed and agreed with SCC via the Change Request Procedure in a timely manner;

· Ensure all End Users understand and comply with the various processes, policies and procedures of Customer and as may be agreed between the parties from time to time;

· Ensure that End Users understand SCC’s role and the Service Level Agreements;

· Provide access to Customer premises where reasonably required by SCC to provide the support  Services;

· Where SCC is responsible for managing the commercial relationship with a 3rd party supplier, Customer will provide any contact, 3rd party resolver group information and escalation details SCC may require; 

· Where Customer are responsible for managing the 3rd party resolver group, manage the resolution in a timely manner and keep the Service Desk informed of all updates;

· Provide support services for any services not supported by SCC.



EXCLUSIONS

· Services will not be provided via the Service Desk for any Incidents that do not relate to the Service or any Equipment or Software not listed in the agreed Asset Database;

· SCC will not be liable for failure to meet the Service Levels in the event 3rd party suppliers, other than those engaged or managed by SCC, fail to deliver services in accordance with their contractual commitments;

· Any of the Service Level exclusions specified in the Service Annex occur.
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		[bookmark: _Toc93409093][bookmark: _Toc93409504][bookmark: _Toc158983284]Service Request Management



		OVERVIEW

SCC will provide a service to which non Incident based activities can be logged with SCC for action and completion. The activity is to be completed at SCC’s discretion either by onsite teams with direct access to Equipment, or remotely using centralised teams using the Customer’s tools and or systems

A Service Request shall only have a single requirement, and not consist of multiple requirements for a single or multiple End Users

The Service will be completed by SCC in accordance with the service levels identified in Part B of this Service Annex



SCC RESPONSIBILITIES

· Logging and tracking each Service Request via the Service Management System

· Assigning a system generated priority level against each Service Request submitted as per Service Management System configuration

· Actioning as required the completion of the Service Request on the basis that the request is within the control and remit of SCC

· Transferring any Service Requests to appropriate 3rd parties as needed

· Transferring any Service Requests to the Customer as appropriate

· Issuing reference numbers as appropriate to the requesting user

· Providing as appropriate, updates to the user regarding the progress of the Service Request

· Completing the Service Request within the remits of the technology within the Customer environment

· Transfer the Service Request to the Customer for change management approval, where a service request is beyond that as defined by SCC as business as usual



CUSTOMER RESPONSIBILITIES:

· Ensuring all users submit Service Requests in an appropriate format

· Ensuring that all Service Requests submitted include appropriate information as guided by the Customer and SCC

· Completion of any Service Requests that should be actioned by the Customer

· Management as appropriate and when needed, of 3rd parties outside of SCC



EXCLUSIONS

· Service Requests that don’t relate to the Services, such Service Requests will be not be actioned on the basis that the request is out of the control and remit of SCC







G) [bookmark: _Toc93409094][bookmark: _Toc93409505][bookmark: _Toc158983285]Audio Visual (AV)



		Service Annex 2

		Audio Visual (AV)



		Service Specification:

		Table x

		[bookmark: _Toc93409095][bookmark: _Toc93409506][bookmark: _Toc158983286]Incident Management



		i) Service to be provided



This Service will include:

· SCC shall provide Customer with access to a designated telephone number and/or a designated e-mail address for all communication from the Customer’s helpdesk

· SCC shall manage Incidents submitted to SCC via the agreed methods, during the Working Hours.  

· SCC will log the call on SCC’s incident management system and advise Customer of the Incident number. This number will be used as the following:

·  Confirmation that the Service Levels are now active, except where the Service is to be provided on an appointment basis where, the agreed Service Levels for the performance of the Service shall commence at the time SCC attends the Site in accordance with the appointment.

·  As a point of reference for both parties when communicating further about the Incident.

· SCC shall update the Customer via agreed methods with regular Incident updates, and will provide proactive management of the Incident through to closure regardless of the resolver group.



ii) Customer Obligations

· In order for SCC to carry out this Service, the Customer shall comply with the following:

· Ensure all Incidents are submitted in the agreed forms.

· Ensure that all Incidents assigned to SCC have been reviewed by the Customer service desk and have followed a level of diagnostics prior to assignment.

· Ensure all agreed information is passed to SCC at time of Incident logging, and allow the rejection of the Incident by SCC if insufficient information has been provided to enable SCC to progress to resolution of the Incident.

· Ensure that where Working Hours extend beyond 09:00 to 17:30 (GMT) on a Business Day the agreed Incident logging process is followed by all authorised callers.
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		[bookmark: _Toc93409096][bookmark: _Toc93409507][bookmark: _Toc158983287]Support Desk



		i) Service to be provided



The Support Desk activities will include: 



· Incident Management, in accordance with the Incident Management Service Specification.

· Remote Monitoring. Using SCC’s tools, process and policies SCC will access the Customer environment to try to diagnose the issue. Such monitoring will be limited to the functionality of SCCs toolset and its configuration, in addition to the compatibility to Customer environment.

· Scheduling an engineering visit. In the event that the fault cannot be diagnosed remotely, the Service Desk will arrange for an engineer to attend the Customer Site to carry out activities in accordance with the Equipment Support Service Specification

· Expediting the Customer’s Warranty. Where SCC has authorisation from the vendor, SCC will arrange for the replacement equipment to be sent directly to the Customer’s site and for the faulty equipment to be collected.
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		[bookmark: _Toc93409097][bookmark: _Toc93409508][bookmark: _Toc158983288]Equipment Support



		i) Service to be provided



Following acceptance by SCC of an Equipment Support request from the Customer (in accordance with the procedures and requirements specified in the Incident Management Service Specification), SCC shall using its reasonable endeavours;

· Work to find a resolution during the initial visit, utilising skilled personnel for diagnosis. 

· Where possible, expedite the warranty for the faulty Equipment

· Replace the faulty Equipment following warranty replacement provided by the Manufacturer

· In the event the fault is diagnosed as Equipment without warranty, de-installation of the faulty Equipment and replace it with equivalent equipment provided by the Customer.  In the event no appropriate replacement equipment is available the Equipment will be left in situ, and the call relating to the Incident shall be placed on hold until such time as the Customer makes the appropriate replacement Equipment available to SCC. For the avoidance of doubt, if this requires a second visit, then it will be charged at SCC’s current time and materials rates.

· The Services are limited to the Sites in the United Kingdom as specified within this Service Annex.



ii) Notes or Exceptions to Service Specification



The Support service does not include the provision by SCC of spare/ replacement parts or swap units, these services are the responsibility of the Customer to provide. 

Unless otherwise agreed, the Support service does not include any break-fix services or support for Equipment out of warranty.

In the event, SCC does not have the authorisation from the vendor to expedite the warranty on behalf of the Customer, the faulty Equipment will be left on site and it will be the Customer’s responsibility to contact the manufacturer concerned in respect of getting it repaired.

The Support Service does not cover repair of Equipment that due to the Customer’s actions would not qualify for a repair or replacement under the terms of the manufacturer’s warranty.



In addition and without prejudice to the exclusions set out in this Order, the following shall not be provided as part of Service and provision of such services and/or materials shall only be subject to quotation and provided in accordance with Change Request procedure: 

· OEM patches, firmware and microcode relating to the Equipment.

· No cover is provided on software unless specifically stated.

· Support of parts or other supplies that are deemed to be consumable by the original manufacturer which shall include but are not limited to: projector lamps/bulbs, connection plates, floor plates, VGA, Audio, Signal cabling, any non-standard components not declared on supported inventory (lamp filters etc.), Batteries (after warranty period), remote controls (after warranty period).

· Testing of stock prior to deployment in the resolution of an Incident.

· The repair of Equipment as this will be covered under the Customer warranty agreements with the vendors.  Where Equipment is not covered under a valid vendor warranty agreement SCC will notify the Customer and the call will be closed. For avoidance of doubt SCC shall be under no obligation to perform the repairs itself but will use reasonable endeavours upon request to provide a quote for either:

· the repair of the faulty Equipment; or

· The cost of returning the faulty Equipment to the Customer; or

· The cost of SCC performing a WEEE compliant disposal of the faulty Equipment.

· SCC will not be held responsible for any damage the Equipment incurs during the incoming or outgoing shipments to or from the manufacturers



iii) Customer Obligations



In addition to the obligations of the Customer set out elsewhere in this Order, in order for SCC to carry out this Service, the Customer shall comply with the following:

· Provide the stock for SCC to swap-out. SCC recommends that a spares holding, equivalent to 10% of the total Equipment supported, is maintained

· Ensure that repair or warranty contracts are in place with the relevant third parties to cover logistics and repair services

· Ensure that appropriate procedures are in place for individual data backup and recovery following Equipment repair. 

· Ensure that appropriate procedures are in place and enforced within the user base and that users have all required documentation to operate the software and Equipment correctly.

· Provision all of the Equipment asset information to SCC











[bookmark: _Toc93409098][bookmark: _Toc93409509][bookmark: _Toc158983289]Service Annex 3: Professional Services





		Professional Services are bespokely drafted services, therefore standard service descriptions do not exist for the full range of services SCC can offer (the examples below are high level business practice SD’s only).

Consequently Part A of the Professional Services Annex is presented in a Statement of Works (SoW) format where the user should input the service description information. 

The SoW template in Service Annex 3 contains guidance notes for the type & quality of information that is required to complete the SoW.
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		[bookmark: _Toc93409099][bookmark: _Toc93409510][bookmark: _Toc158983290]Consultancy



		OVERVIEW



SCC to provide technical and other consultancy support on an on-going basis as required by the Customer. 



SCC RESPONSIBILITIES:

· SCC will annually invite the Customer’s representatives to attend a seminar with the objective of explaining to the Customer the advances in technology and how such technology may be of benefit to the Customer.

· As requested, provide advice on the suitability of specific new technology.

· Proactively contribute to the formulation of the Customer’s IT strategy in line with the Customer’s business objectives. 

· Attend a monthly open forum to proactively support infrastructure initiatives in order to maintain cost reduction and best practice mechanisms.

· Advise and participate in the production of the IT strategy according to the agreed scope and terms of the review.

· Review and present a report on the technical design according to the agreed scope and terms of the review. 

· SCC to provide a Rate card upon which all consultancy assignments will be based and subsequently agreed.

· Agreement to charges shall be in the form of Customer signoff in the manner as prescribed by the Customer.



CUSTOMER RESPONSIBILITIES:

· Establish the business objectives and parameters within which the information technology (“IT”) strategy must be formulated.

· Own the IT Strategy representation.

· Establish the required scope and terms for a review of an aspect or the whole of the IT strategy.

· Establish the required scope and terms for a review of a proposed or existing technical design.



EXCLUSIONS:

· Physical delivery of any projects shall be subject to additional Charges and agreed via the Change Request Procedure.
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		[bookmark: _Toc93409100][bookmark: _Toc93409511][bookmark: _Toc158983291]Project Management



		OVERVIEW



Projects are requirements for the provisions of activities outside of the scope of the Services described in the Order.



SCC RESPONSIBILITIES:

· On receipt of a Customer request assess the requirement and provide a timescale to produce the proposal.

· Within the agreed time produce a proposal that addresses the statement of requirements, including milestones and billing mechanisms.

· Clarify any Customer queries with the proposal.

· Once authorised, plan the implementation of the project, including the agreed time of implementation.

· Manage projects according to SCC’s standard project management methodology.

· Resource and carry out the requirements of the project according to the agreed Project Plan. 

· Carry out testing according to the agreed acceptance testing procedures and criteria.

· Provide any agreed testing environment.

· If required, incorporate the support of the project in to the Services through the Change Request Procedure.

· Record any changes to the IT estate in the appropriate asset or inventory management system.

· Close the project.



CUSTOMER RESPONSIBILITIES:

· Request the production of a proposal according to the agreed procedure.

· Within the term of validity of the proposal: decline, put on temporary hold or authorise the agreed work to be carried out.

· Provide a Purchase Order for the project.

· As defined and agreed in the Project “Terms of Reference”: provide project owner; attend project meetings and review project progress.

· Provide the resources and facilities agreed to be supplied in the Project Plan in a timely manner. 

· Specify testing acceptance criteria.

· Carry out project acceptance testing.

· Review the implementation plan.

· Sign off the project acceptance criteria.



EXCLUSIONS:

· N/a









[bookmark: _Toc93409101][bookmark: _Toc93409512][bookmark: _Toc158983292]Service Annex 4: Product Supply
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		[bookmark: _Toc93409102][bookmark: _Toc93409513][bookmark: _Toc158983293]Product Supply



		OVERVIEW



The purpose of Product Supply Service is to provide the Customer with IT Products for business use (hardware and software). 



SCC RESPONSIBILITIES:

· Provide quotations for Products on request.

· As an agent of the Customer, submit an approved purchase order / purchase request to the preferred supplier for the requested Products.

· Liaise with the supplier to ensure that the correct Products are delivered to the appropriate place by the required time. 

· Notify the Customer of rejected orders together with reasons e.g. missing information, errors, quote validity, constraint, price changes to catalogue items;

· Ensure that information regarding progress of orders is made available to the Customer via the agreed channels;

· Deliver products to a Customer site.

· Manage the return and replacement of Products which are dead on arrival, faulty or develop faults within the warranty period;

· Invoice the Customer for all Products delivered.



CUSTOMER RESPONSIBILITIES:

· Provide a single point of contact that shall be responsible for managing the Product Supply Service on behalf of the Customer.

· As and when the Product Supply Services are required confirm via the agreed channel all the necessary details of the procurement (including but not limited to delivery address) to allow SCC to correctly source the required Products including any special restrictions or stipulations that may affect pricing or be required for co-ordination.

· Supply and maintain a list of authorised signatories 

· Approve requisitions or purchase orders for the Products.

· Promptly amend, re-issue or otherwise as agreed in the procurement process any order rejected by SCC;

· Provide access to the Site(s), its personnel and facilities as SCC shall reasonably require in order to deliver the Products

· In accordance with the agreed process notify SCC and comply with the agreed returns and replacement process.

· Pay SCC invoices to the agreed terms for those Products requested to be procured, upon delivery of such Products.



EXCLUSIONS:

· Installation, commissioning and maintenance of any Products or Software.
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		[bookmark: _Toc93409103][bookmark: _Toc93409514][bookmark: _Toc158983294]Procurement Management



		OVERVIEW



The purpose of Procurement Management is to provide the sourcing and purchasing of IT Products for business use (hardware and software). 



SCC RESPONSIBILITIES:

· Make recommendations on standard Products based on the SCC experience and monitoring of new product reviews. 

· The  SCC Lifecycle e-commerce toolset will be used to provide procurement management services

· Confirm quotations for standard Products on request.

· Supply quotations for authorised requests for non-standard products.

· As an agent of the Customer, submit an approved purchase order / purchase request to the preferred supplier for the requested Products.

· Liaise with the supplier to ensure that the correct Products are delivered to the appropriate place by the required time. 

· Notify the Customer of rejected orders together with reasons e.g. missing information, errors, quote validity, constraint, price changes to catalogue items;

· Ensure that information regarding progress of orders is made available to the Customer via the agreed channels;

· Receive and record those Products that were requested.

· Securely store those Products received by SCC or deliver products to a Customer site.

· Manage the return and replacement of Products which are dead on arrival, faulty or develop faults within the warranty period;

· Pay all suppliers invoices for those Products ordered by SCC.

· Invoice the Customer for all Products ordered by and duly received by SCC.



CUSTOMER RESPONSIBILITIES:

· Provide a single point of contact that shall be responsible for managing the Procurement Supply Service on behalf of the Customer.

· As and when the Procurement Services are required confirm via the agreed channel all the necessary details of the procurement (including but not limited to delivery address) to allow SCC to correctly source the required goods and services including any special restrictions or stipulations that may affect pricing or be required for co-ordination.

· Select those Products, which should be purchased as standard.

· Communicate to all users those items on the standard Product catalogue.

· Supply and maintain a list of authorised signatories 

· Authorise user requests for non-standard products.

· Approve requisitions or purchase orders for the Products.

· Promptly amend, re-issue or otherwise as agreed in the procurement process any order rejected by SCC;

· Provide access to the Site(s), its personnel and facilities as SCC shall reasonably require in order to deliver the Products

· In accordance with the agreed process notify SCC and comply with the agreed returns and replacement process.

· Provide secure storage on Customer’s sites for use by SCC if SCC is required to store Products on Customer’s sites.

· Pay SCC / Suppliers invoices to the agreed terms for those Products requested to be procured, upon delivery of such Products.



EXCLUSIONS:

· Installation, commissioning and maintenance of any Products or Software.

· Unless otherwise agreed, products purchased on behalf of the Customer that remain at SCC in storage for longer than 30 days will incur additional storage and handling fees.









[bookmark: _Toc93409104][bookmark: _Toc93409515][bookmark: _Toc158983295]Service Annex 5: Telecommunications Services
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		[bookmark: _Toc93409105][bookmark: _Toc93409516][bookmark: _Toc158983296]Cloud & Data: PWAN



		

PWAN is a private network. Each PWAN sits on its own dedicated core router and firewall and all remote connections terminate directly into the PWAN core rather than onto SCC’s own core network. Due to the private nature of the PWAN Customer can dictate the local IP addressing to be used across the PWAN.

	

SCC will provide and manage the PWAN core router and firewall on behalf of Customer. Customer shall not be permitted access to the configuration of the PWAN core router or firewall. When Customer stops using the PWAN, and has no connections terminating into it, ownership of the PWAN core router and firewall will remain with SCC.
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		[bookmark: _Toc93409106][bookmark: _Toc93409517][bookmark: _Toc158983297]Cloud & Data: Cloud Interconnect



		Cloud Interconnect provides connectivity between SCC’s Core Network and a public cloud provider demarcation point via a Fibre interconnect. This Service includes Microsoft Office 365, Microsoft Azure and Amazon Web Services ‘AWS’. As standard SCC provision each service over two separate interconnects to the cloud provider. A standard SLA of 99.9% is offered for all Cloud Interconnect Services.

For public cloud interconnects there are a number of Services available. For AWS (Amazon Web Services) the Customer needs to setup an account with AWS. AWS offer two variants, private or public cloud.

For Microsoft Azure Customers they need to provide SCC with the Key provided by Microsoft when the account is setup. Microsoft offer a wide spectrum of cloud variants, including Private and Public. It is important that these options are discussed and understood prior to ordering a public cloud interconnect.
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		[bookmark: _Toc93409107][bookmark: _Toc93409518][bookmark: _Toc158983298]Cloud & Data: Cloud Services



		Cloud Services deliver a catalogue of cloud based compute and storage based on a consumption model allowing the Customer to host Services in an enterprise datacentre environment without the large capital costs usually associated with such environments.  The compute Services component of Cloud Services are built on a standardised networking model (with optional components), onto which the Customer can provision a range of virtual or physical servers. The Customer then has the option of adding backup, monitoring or management Services. Networking and storage Services are available as standalone offerings to servers outside of the available compute Services component of Cloud Services. Cloud Virtual Infrastructure: means a hosting service where the Customer is provided with one or more resilient Virtual Machine instances on SCC’s multi-tenant cloud platform.

Cloud Virtual Infrastructure provides four dedicated Customer VLANs and a dedicated virtual firewall instance to connect to the virtual machines. Network connectivity to/from any Cloud Virtual Infrastructure to any external network connectivity outlined in the Technical Specification. Unless otherwise stated in the Technical Specification the Cloud Virtual Infrastructure Service availability will be provided to a 99.99% uptime Service level, measured monthly.

SCC reserves the right to disable or remove Cloud Services that can be proven to cause a risk to the security or availability of the Cloud Virtual Infrastructure. Customer is not provided console access to any networking equipment required to deliver the Cloud Service. Cloud Service will include destruction of any Customer data upon cessation of Service in line with SCC’s standard data retention and destruction policies.

Where SCC identifies that the processor utilisation is operating above 95% for more than one contiguous hour, or more than 80% over a 24 hour period, Customer shall take the necessary actions to reduce the utilisation below this threshold as soon as practically possible. Customer is responsible for Installation, maintenance and management as the case may be of the operating systems, applications and data which reside the Virtual Machine instances provisioned on the Virtual Infrastructure, except where covered by any server management Services taken by Customer from SCC. Customer is responsible for Administration, management and control of user access to the applications and/or data which reside the Virtual Machine instances provisioned on the Cloud Virtual Infrastructure, except where covered by any server management Services taken. The Customer is not permitted to utilise any disk defragmentation, optimisation or performance monitoring tools without prior agreement from SCC.

SCC is not responsible for the content or integrity of data stored by the Customer on the Cloud Virtual Infrastructure. SCC is not responsible for backup and restoration of the Customers operating systems, applications and data on the Cloud Virtual Infrastructure. Such activities will be the subject of the Cloud Backup Service if such service is procured by the Customer. 

A storage area network (SAN) Service where the Customer is provided with one or more storage volumes on SCC owned and managed hardware located at one of SCC’s datacentres. This specific Service provides available, scalable, enterprise storage. Based on storage volumes presented from a shared storage platform and fabric. Available in three options: Tier 1 – High performance Service, ideal for heavy workload; Tier 2 – Standard Service, suitable for most workloads; Tier 3 – Economy Service, ideal for bulk storage and archiving. Providing expansion capabilities from initial volume sizes. Providing the capability for replication to a second SCC datacentre.
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		Service Specification:

		Table x

		[bookmark: _Toc93409108][bookmark: _Toc93409519][bookmark: _Toc158983299]Cloud & Data: Domains



		Domains: The minimum term for the domain name Service is 24-months for all .uk domains and 12-months for all other domains. Domain names will be automatically renewed in advance. The Customer is responsible for cancelling a domain name with at least 1-months’ notice prior to the domain name being up for renewal.
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		Service Specification:

		Table x

		[bookmark: _Toc93409109][bookmark: _Toc93409520][bookmark: _Toc158983300]Cloud & Data: Security Email



		SCC provides a co-managed service using Mimecast to provide email scanning prior to entering into the Customer’s network. This service is fully customisable and will be setup and maintained by SCC, however the Customer will need to provide regular input into the success of the system and any further changes that need to be made to make it effective in blocking SPAM and Viruses.

SCC makes no warranty or guarantee as to the effectiveness of the platform and cannot be held liable for any data loss or impact to the Customer’s network by using this service.
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		Service Specification:

		Table x

		[bookmark: _Toc93409110][bookmark: _Toc93409521][bookmark: _Toc158983301]Cloud & Data: Security Firewall



		SCC will provide the Firewall and configure it to the Customers requirement prior to shipment. Sometimes further configuration is required once the Firewall has been installed and further time and support needs to be provided by the Customer to SCC to continue and complete this work.

Further changes to the device and ongoing support is detailed in the ‘Remote Management’ section in Part C of this Annex.
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		Service Specification:

		Table x

		[bookmark: _Toc93409111][bookmark: _Toc93409522][bookmark: _Toc158983302]Cloud & Data: Wifi



		SCC will co-manage Wifi hotspots through the Meraki cloud management tool. As the service is co-managed SCC cannot be held responsible for configuration changes that result in a loss of service. SCC will lease hardware as part of the service. The hardware remains the property of SCC and has to be returned in as new condition following the end of the Order. Failure to do so may result in a charge per device based on current manufacturer list value. Replacement hardware following a fault will be provided as quickly as possible but no guarantee can be made on timescale due to limited stock levels. Spare devices are highly recommended for high-uptime environments. Changes to configuration will be supported during Working Hours.
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		Service Specification:

		Table x

		[bookmark: _Toc93409112][bookmark: _Toc93409523][bookmark: _Toc158983303]Cloud & Data: Core



		SCC will build for the Customer a core network within SCC’s to provide dedicated and segregated network capable of terminating Layer-2 and Layer-3 Services. These Services can be provided by SCC or an alternative 3rd Party. Due to the complexities and limitless configuration options available the specification and delivery expectations will be detailed in the Technical Specification.
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		Service Specification:

		Table x

		[bookmark: _Toc93409113][bookmark: _Toc93409524][bookmark: _Toc158983304]Cloud & Data: Wireless 3G & 4G



		3G wireless 3rd Generation Wireless Data communication. 3G/4G Service is delivered sim only or as part of a managed service such as PureFluid, ADVANCE or standalone applications. Committed Data Rate (CDR) is made across all Sims under the same account. 3G/4G is not subject to the SLA Service Credits.

SCC will provide the 3G/4G sim card and any peripheral devices required at the expense of the Customer. Customer can only use equipment compatible with the specific Carrier’s network. Customer shall ensure that sim cards are only used with the Customers’ authorisation and shall;

•	inform SCC immediately if a sim card is lost, stolen or damaged; and

•	return sim cards to SCC after they have been disabled from use on the Network at SCC’s request.

•	Once a sim card has been deactivated it cannot be reactivated.

If Customer has used more than the committed data rate (CDR) as given at the beginning of the Order, then a charge of 10 pence per MB will be made.

Sync Rates

These vary for 3G and 4G Services depending on location, cell density and number of users in a particular area. Speeds can range, and continuously, from less than 1 Mb/s to over 100 Mb/s, in the case of 4G. It is therefore not recommended to install any Services in basement communication rooms. If this is required Cisco provide a range of aerial extension kits for their routers.
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		Service Specification:

		Table x

		[bookmark: _Toc93409114][bookmark: _Toc93409525][bookmark: _Toc158983305]Cloud & Data: Solarwinds



		SCC does not warrant providing a fault free service and takes no responsibility for the monitoring tool failing to report correctly (without prejudice to the SLA). SCC provides each Customer installation with a dedicated licence. The Customer does not own the software. Solarwinds is delivered as a service to the Customer.
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		Service Specification:

		Table x

		[bookmark: _Toc93409115][bookmark: _Toc93409526][bookmark: _Toc158983306]Cloud & Data: Remote Configuration



		Remote Configuration out of office hours is possible and needs to be booked through a SCC Account Manager. This service has an additional charge based on the time period booked. All work needs to be pre-agreed prior to being carried out.

SCC reserves the right, due to staff availability or similar, to not accept a Customer specified date for carrying out Remote Configuration. SCC shall use reasonable endeavours to carry out any scheduled Service in accordance with the Technical Specification but for the avoidance of doubt, there are no guarantees or SLA relating to this Service and SCC shall not, having used reasonable endeavours, be responsible if scheduled Service is not carried out.

Pricing for work is outlined in two separate bands:

Working Day: 8am – 7 pm, no charge

Working Day: 7pm – 10pm, Band 1

Working Day: 10pm-8am, Band 2

Non Working Day: 9am – 6pm, Band 1

Non Working Day: 6pm – 9am, Band 2

Band 1 is £150 per hour or part

Band 2 is £250 per hour or part

Should there be overrun of allotted time allocation the Customer, with agreement by the SCC engineer, will be able to extend following agreement to additional charges.

The Customer will be charged for scheduled work irrespective of whether the work has or has not taken place. On-site configuration at either a Datacentre or Customer Site is subject to additional pre-agreed travel and time costs.
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		Service Specification:

		Table x

		[bookmark: _Toc93409116][bookmark: _Toc93409527][bookmark: _Toc158983307]DSL: ADSL – BURST/VOX/Standard



		Asymmetric DSL (ADSL) technology, operating over a BT PSTN line. It is not deployable on a PSTN line with certain products already installed. SCC normally uses the G.992.3 standard of ADSL2 and G.992.1 for fixed-rate ADSL Services. The BURST and VOX 2.0 service uses Asymmetric DSL (ADSL) technology. BURST employs the Annex-M variant of the ADSL2+ (G.992.5) standard.

BURST is capable of up to 20 Mb/s download and 2.6 Mb/s upload. VOX 2.0 of up to 2.6 Mb/s download and 2.6 Mb/s upload. The maximum speed possible will depend on the length of the telephone line and the quality of the copper.

When a line is of a very poor quality or has a very long length, it may not be possible to provide the Service.

For standard Services it is sold as a lower cost product for smaller sites or home workers not requiring the high levels of support offered by SCC. This means the following Services will not be provisioned as standard:

•	BT Enhanced Care

•	BT Best Endeavours

•	Any bandwidth guarantees or enhancement

•	SCC’s 99.9% SLA or Service Credits







		Service Annex 5

		 Telecommunications Services



		Service Specification:

		Table x

		[bookmark: _Toc93409117][bookmark: _Toc93409528][bookmark: _Toc158983308]DSL: VDSL2 – PULSE/FTTC



		VDSL2 – PULSE/FTTC Makes use of Very High Bitrate DSL (VDSL2 G.993.2). PULSE can only be offered where an FTTC enabled street cabinet has been installed and is still subject to survey. The underlying technology is VDSL which is distance dependant so any speed quoted is an ‘up to’ service.

A BT router may be provided along with a SCC router for connection to the Customer’s network. PULSE is also used to describe Fibre to the Premise (FTTP) technology which may be used in deployment of services.

In some circumstances, FTTC enabled cabinets can have capacity issues where the cabinet becomes full. In this instance, Openreach will often actively work to increase the capacity but if this is not an available option to them, the order will be put in to a ‘waiters list’ until capacity becomes available. 

There is no standard lead time on waiting list orders so they can take anything from 5 days to 5 months before space may become available. In this case, Openreach will offer a free cancellation should the Customer not to wait in the waiters list. An alternative product can then be offered and decided on. FTTC can easily be checked for availability but there are sometimes rare incidents where Openreach’s system does not update fully and may sometimes state that fibre is available to order when the cabinet is actually full.
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		Service Specification:

		Table x

		[bookmark: _Toc93409118][bookmark: _Toc93409529][bookmark: _Toc158983309]DSL: FTTP



		FTTP - this term is used either as a blanket term for both FTTH and FTTB, or where the fibre network includes both homes and small businesses. Fibre to the premises (FTTP) is a form of fibre-optic communication delivery, in which an optical fibre is run in an optical distribution network from the central office all the way to the premises occupied by the Customer. Download speeds of up to 1 Gb/s and upload speeds up to 1 Gb/s are achievable.

The Fibre on Demand (FTTPoD) product does not use any hardware in the existing fibre cabinet, but is limited to FTTC areas as it relies on there being the fibre links back to an exchange and a fibre aggregation node which is located close to each FTTC cabinet. The costs of FTTP are dependent on bandings and the distance from the exchange.
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		Service Specification:

		Table x

		[bookmark: _Toc93409119][bookmark: _Toc93409530][bookmark: _Toc158983310]DSL: IDI Access



		IDI Access - International direct internet access provided through third party suppliers which Service does not use or connect to SCC’s Core Network. The Service is delivered as a Layer-3 Service and may have different technical specification based on the specific country. These will be outlined in the Technical Specification.

The Service is provided outside of SCC’s direct control meaning SLAs, Acceptable Usage Policy, Packet Loss and Jitter are unique to the Service being offered and are outlined, if available, in the Technical Specificaiton. Unless specified otherwise in this Service Annex, non-dedicated Services such as DSL or contended Services have no SLA, Packet Loss or Jitter guarantees and any stated guarantees or Service Levels are subject only to an obligation by SCC to use “all reasonable endeavours”.

SCC can provide monitoring, such as Solarwinds, and VPNs on such connections back to a core UK network however this traffic will pass over the public Internet so no performance guarantees are offered.

Some countries such as China and United Arab Emirates operate local firewall controls for all Internet access in and out of the respective country. The Customer acknowledges that SCC has no control or influence over these controls or policies and that they are applied in an all-encompassing way to prevent avoidance and can have impact on services such as VPN and VoIP.
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		Service Specification:

		Table x

		[bookmark: _Toc93409120][bookmark: _Toc93409531][bookmark: _Toc158983311]DSL: PureFluid ADVANCE



		PureFluid ADVANCE is delivered using a single Cisco router with multiple WAN Interface Cards, or multiple individual Cisco WAN routers chained together. PureFluid offers aggregation of multiple individual Internet connections, presented via a single Ethernet interface with a single static IP address allocation. ADVANCE is the same but the lines operate in an active passive role with independent IP addresses.

As packets originating from single data streams are distributed across multiple Internet circuits SCC cannot guarantee that packets will always arrive in order, meaning the Service cannot be guaranteed as suitable for real-time applications such as VoIP and video conferencing. ADVANCE uses individual lines in an active/passive role making it more suitable.

PureFluid/ADVANCE hardware is provided with a next business day replacement guarantee (provided faults are diagnosed before 3pm).
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		Service Specification:

		Table x

		[bookmark: _Toc93409121][bookmark: _Toc93409532][bookmark: _Toc158983312]DSL: PSTN with Call Barring



		PSTN with call barring - BT Business PSTN with BT Enhanced Care for use with a BURST or ADSL Service. SCC owns and maintains this PSTN line, the rental is included in the Charges from SCC so Customer will not receive a bill from BT for the PSTN installation or rental charges. It is not possible to provide or cancel either the PSTN or the DSL Service individually under this Service Annex.

SCC operates inbound and outbound call barring on the line. Customer accepts that voice services (including 999 and other emergency service calls) will not be available on the line.

When the Service Annex terminates for any reason the PSTN Service will also cease on the same date. SCC is obliged by Ofcom to allow Customers to migrate a DSL  Service to another supplier, however as SCC provides the PSTN as part of a single package when the DSL Ceases the PSTN will also Cease, even if Customer migrated the DSL Service away from SCC. Customer shall not connect any equipment to the BT or Talk Talk NTE, including a telephone, other than a SCC provided micro filter or Customer’s own micro filter where applicable. Call barring is operated by SCC, so it is not possible to make inbound or outbound calls.
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		Service Specification:

		Table x

		[bookmark: _Toc93409122][bookmark: _Toc93409533][bookmark: _Toc158983313]Ethernet: Ethernet Leased Line



		Ethernet Leased Line - Leased lines are delivered either over copper using frame relay or fibre and presented as an Ethernet connection. SCC will provide an NTE to terminate the copper or Fibre leased line. This NTE remains the property of SCC and must be returned to SCC by recorded delivery within ten (10) Working Days of termination of the Telecommunications Service at Customer’s expense. If the device is not received within ten (10) Working Days, or is received in a damaged condition, SCC will invoice Customer for all costs incurred in recovery or replacement.

For VPLS, The line may only sometimes support up to a maximum of 100 MAC addresses per service (due to carrier limitations) and SCC reserves the right to suspend service if this is exceeded.
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		Service Specification:

		Table x

		[bookmark: _Toc93409123][bookmark: _Toc93409534][bookmark: _Toc158983314]Ethernet: Point to Point (P2P) & Waves



		Point to Point (P2P) and Waves - Dedicated P2P lines or Waves directly connect two endpoints on the Network to each other and are delivered either over copper using frame relay or fibre. A P2P line will be presented as an Ethernet connection. A Wave will be presented as an Optical connection.

The P2P line is provided directly over the supplying Carrier’s infrastructure and does not use any part of the SCC managed core WAN infrastructure. Monitoring of the P2P line will be the responsibility of the Customer. P2P lines will be terminated by the third party Carrier at its demarcation point in the Customer/End User data centre’s “meet me” room. It will be the Customer’s responsibility to terminate the P2P lines on their end point devices. The Network termination Equipment will be the Carrier switching equipment in each data centre “meet me” room.

For a service impacting incident the SLA associated with the P2P line would start from when the Customer raises the incident with SCC and is accepted. This could either be through the Customers own monitoring systems raised automatically and dispatched via e-mail or directly calling the SCC service desk to log an incident.

SCC will provide an NTE to terminate the copper or fibre leased line upon request at an additional charge.

Waves are usually delivered using DWDM (Dense Wavelength Division Multiplexing) which increases bandwidth over existing fibre networks by combining and transmitting multiple signals simultaneously at different wavelengths on the same piece of fibre.

Termination of Waves are at the Customer request, depending on equipment and option such as Singlemode, Multimode, LC and SC are available.
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		Service Specification:

		Table x

		[bookmark: _Toc93409124][bookmark: _Toc93409535][bookmark: _Toc158983315]Ethernet: EFM - GEA



		Ethernet First Mile; an Ethernet service which uses bonded copper as the access variant. Dedicated copper is installed for the duration of the service and is not a PSTN service.

SCC will provide an NTE to terminate the copper service. This NTE remains the property of SCC and must be returned to SCC by recorded delivery within ten (10) Working Days of termination of the Telecommunications Service at the Customer’s expense. If the device is not received within ten (10) Working Days, or is received in a damaged condition, SCC will invoice Customer for all costs incurred in recovery or replacement. The service is distance dependant therefore it is not always possible to deliver the speed required. If this is the case the Customer will have the option to downgrade to the next applicable service, at a reduced cost, or cancel the service.
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		Service Specification:

		Table x

		[bookmark: _Toc93409125][bookmark: _Toc93409536][bookmark: _Toc158983316]Ethernet: Wireless Ethernet



		Wireless Ethernet - An Ethernet wireless service delivered using microwave, WiFi or WiMAX technology to deliver an uncontended last mile connection presented as an Ethernet connection. 

Where a repair requires the SCC/Carrier engineer to ascend a mast and the Target MTTR is during darkness or severe inclement weather, SCC may suspend the Target MTTR for such period, as it considers necessary if in the reasonable judgement of SCC potential health and safety hazard exists. Where a permanent solution is not possible SCC may provide a temporary solution to ensure that the Services are restored within the Target MTTR. Where the fault requires a permanent solution which requires planned outage SCC shall carry out such permanent solution as planned works and the time for carrying out such repair shall be agreed between the parties.
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		Service Specification:

		Table x

		[bookmark: _Toc93409126][bookmark: _Toc93409537][bookmark: _Toc158983317]Ethernet: IDI Access



		IDI Access - International direct internet access provided through third party suppliers which Service does not use or connect to SCC’s Core Network. The Service is delivered as a Layer-3 service and may have different technical specification based on the specific country. These will be outlined in the Technical Specification.

The Service is provided outside of SCC’s direct control meaning SLAs, Acceptable Usage Policy, Packet Loss and Jitter are unique to the service being offered and are outlined, if available, in the Technical Specification. Unless specified otherwise in this Service Annex, non-dedicated Services such as DSL or contended Services have no SLA, Packet Loss or Jitter guarantees and any stated guarantees or Service Levels are the subject to an obligation by SCC to us “all reasonable endeavours”.

SCC can provide monitoring, such as Solarwinds, and VPNs on such connections back to a core UK network however this traffic will pass over the public Internet so no performance guarantees are offered.

Some countries such as China and United Arab Emirates operate local firewall controls for all Internet access in and out of the respective country. Service Provider acknowledges that SCC has no control or influence over these controls or policies and that they are applied in an all-encompassing way to prevent avoidance and can have impact on Services such as VPN and VoIP.
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		Service Specification:

		Table x

		[bookmark: _Toc93409127][bookmark: _Toc93409538][bookmark: _Toc158983318]Ethernet: ADVANCE



		ADVANCE delivers seamless failover using a mixture of connectivity products. It operates in an active/passive or active/active model with either the same IP address or independent IP addresses.

ADVANCE hardware is provided with a next business day replacement guarantee (provided faults are diagnosed before 3pm).
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		Service Specification:

		Table x

		[bookmark: _Toc93409128][bookmark: _Toc93409539][bookmark: _Toc158983319]Ethernet: Quality of Service (QoS)



		Quality of Service (QoS) is the capability of a network to provide better service to selected network traffic over various technologies, including Ethernet Services.

SCC provide a number of fixed options for the Customer to choose from which change the profile of the QoS acting upon the Service. These attributes are fixed and cannot be customised further. This clause excludes personalised QoS profiles deployed as part of a PWAN which can be customised further.

The QoS relies on and is subject to data being correctly tagged and identified by SCC’s network. If such data is not correctly tagged and identified the packets of data will not be prioritised and hence fall outside of the QoS. This means a Customer may receive a degraded Service should a lot of data fail to be correctly tagged and identified. As SCC is routing the traffic and is not the originator it is unable to influence this process of tagging and identification and this process is beyond its control.

QoS looks to improve the performance of the line and will use its reasonable endeavours to provide the QoS service but gives no Service Levels in respect of performance of this (without prejudice to the SLA).
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		Service Specification:

		Table x

		[bookmark: _Toc93409129][bookmark: _Toc93409540][bookmark: _Toc158983320]Ethernet: Remote Configuration



		Remote Configuration out of office hours is possible and needs to be booked through a SCC Account Manager. This service has an additional charge based on the time period booked. All work needs to be pre-agreed prior to being carried out.

SCC reserves the right, due to staff availability or similar, to not accept a Customer specified date for carrying out Remote Configuration. SCC shall use reasonable endeavours to carry out any scheduled Service in accordance with any agreed Order, target or specification but for the avoidance of doubt, there is no guarantee or SLA relating to this Service and SCC shall not, having used reasonable endeavours, be responsible if scheduled Service is not carried out of.

Pricing for work is outlined in two separate bands:

Working Day: 8am – 7 pm, no charge

Working Day: 7pm – 10pm, Band 1

Working Day: 10pm-8am, Band 2

Non Working Day: 9am – 6pm, Band 1

Non Working Day: 6pm – 9am, Band 2

Band 1 is £150 per hour or part

Band 2 is £250 per hour or part

Should there be overrun of allotted time allocation the Customer, with agreement by the SCC engineer, will be able to extend following agreement to additional charges.

The Customer will be charged for scheduled work irrespective of whether the work has or has not taken place. On-site configuration at either a Datacentre or Customer Site is subject to additional pre-agreed travel and time costs.







		Service Annex 5

		 Telecommunications Services



		Service Specification:

		Table x

		[bookmark: _Toc93409130][bookmark: _Toc93409541][bookmark: _Toc158983321]Mobile 



		Mobile: Delivery of SIM only Services for Voice and Data applications to be used within mobile handsets, tablets and routers depending on the application. Voice is available on a per minute basis although the majority of contracts have high levels of bundled minutes minimising cost overrun. Service is delivered through EE, Vodafone, O2 and Three networks in the UK with roaming available as an additional cost option for the rest of the world.



Although SCC will use its reasonable endeavours to provide the Customer with Mobile Services at all times, it is unable to guarantee a continuous fault free service and the provision, quality and availability of Mobile Services is subject to:

· the geographical extent of the base stations that make up the Network coverage (and SCC will have no obligation to provide any Mobile Services outside the range of the Network);

· local geography and topography;

· weather and/or atmospheric conditions;

· degradation, congestion or maintenance requirements of the Network, including  but not limited to re-positioning and/or decommissioning of the base stations;

· other physical or electromagnetic obstructions or interference;

· faults in other telecommunication networks to which the Network is connected;

· the compatibility of the Hardware used by the Customer; and

· the number of users trying to access the Mobile Services. 

· The Mobile Services may, from time to time and without notice be suspended or limited because of maintenance, emergency or upon instruction by any government or appropriate authority. 



The Customer acknowledges that, as Network design is an on-going process, the range of base stations making up the Network may change from time to time at the Network Operator’s discretion and that at any time the Network may comprise of different technologies. The Mobile Services are made available provided the Customer is in the range of the base stations forming part of the Network. Any coverage maps provided to the Customer are the Network Operator’s estimate of outdoor coverage and do not guarantee coverage which may vary depending on location.



SCC will aim to enable the Customer to access the networks of other operator’s in different countries (“Roaming”) however Roaming will depend upon the arrangements between the foreign operators and the Network.  The availability, quality and coverage when Roaming cannot be guaranteed by SCC.



Use of the Mobile Services or any content accessed through it in a country other than the UK may be subject to different laws and regulations. The Customer is responsible for ensuring compliance with such laws or regulations and SCC is not liable for any failure of the Customer to do so.



The Customer shall be responsible for implementing its own data archiving and data backup process. The Customer acknowledges that it may be required to restore data from its back up to relevant systems to enable the Mobile Service to continue to be provided.



Unless otherwise agreed in writing, title and property in any SIM shall remain vested in SCC and the Customer is hereby granted a licence to use any SIM only for accessing the Mobile Services during the term of this Service Annex.



The SIMs may be subject to additional terms (such as user manuals and in box documentation) which the Customer accepts by retaining and using such SIM. If the Customer does not consent to such additional terms it must (at its cost) return the SIMs (at its cost) within 7 days of delivery.
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		Service Specification:

		Table x

		[bookmark: _Toc93409131][bookmark: _Toc93409542][bookmark: _Toc158983322]Mobile Managed Services



		Mobile Managed Services: The terms set out shall apply to any Managed Services provided by SCC to the Customer. The Customer shall enter into a separate airtime contract with the Network Operator of its choice (‘Network Operator Contract’) for the same duration as this Service Annex and the Customer warrants that it shall comply with the terms of the Network Operator Contract.  

The charges payable under the Network Operator Contract shall be invoiced direct to the Customer by the Network Operator and the Customer shall pay such charges direct to Network Operator in accordance with the Network Operator Contract.
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		Service Specification:

		Table x

		[bookmark: _Toc93409132][bookmark: _Toc93409543][bookmark: _Toc158983323]UC: Unified Communications



		Unified Communications: Provides the integration of real-time enterprise communication Services such as instant messaging, presence information, voice (including IP telephony), mobility features (including extension mobility and single number reach), audio, web & video conferencing, and fixed-mobile convergence (FMC), unified messaging (integrated voicemail, e-mail, SMS and fax).

Services using Sipsynergy utilise Cisco’s UCS platform delivering a feature rich hosted voice system providing standard PBX capability along with integration into Video and messaging such as Jabber. The system is compatible with Cisco hardware.

SCC’s other service utilises BroadCloud to provide a different, while highly capable hosted voice system providing standard PBX capability along with integration into other messaging Services. The system is compatible with Polycom hardware.
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		Service Specification:

		Table x

		[bookmark: _Toc93409133][bookmark: _Toc93409544][bookmark: _Toc158983324]UC: SIP



		The SIP Service will convey VoIP calls from and to the Customers’ network to; The UK PSTN Network; UK Mobile Networks; International Destination Networks; and The IP Networks of other Customers on the Service. The Service facilitates; break out calls; brake in calls; VoIP to VoIP calls; and UK Emergency Services.



Access to the SIP Service can be via a SCC connectivity service (not including point to point circuits), where a WAN solution has been provided; or direct interconnect; or where appropriate via the internet.



It is acknowledged by the Customer that where the Technical Specification describes as or states that the Voice or SIP Service is “trial”, no Service Levels shall apply and SCC shall not have any obligation to pay service credits under this Service Annex and SCC offers no guarantees in terms of service levels.
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		Service Specification:
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		[bookmark: _Toc93409134][bookmark: _Toc93409545][bookmark: _Toc158983325]UC: Calls



		Calls: Any changes to supplier pass-through charges will be notified to the Customer. SCC shall give at least 7 days’ notice of such changes following which such changes shall be included in the Charges.

All new and unmapped Prefix destinations will be added as soon as rate detail have been made available, however changes to a new or unmapped destination may incur additional costs and be charged in a later bill than the call was made.

Call charges start from when the call commences which is when an answer signal is received indicating the media path is complete and ceases when a release signal is received indicating the call has been disconnected. Calls are charged on a per second basis and rounded up to the nearest second with the exception of minimum call charges or fixed free calls.
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		SCC will provide an Incident Management service for the Equipment and Software identified in Part A of this Service Annex. 

SCC Responsibilities

SCC shall provide an Incident management service comprising the following:

· SCC shall provide an SCC MPS Desk that will own and manage the Incidents where they are placed directly on them by either the Customers Service Desk or alerts received by them providing both a reactive and proactive route for logging Incidents. In addition to this, SCC will act as a resolver group to the Customers Service Desk where the Incident is first placed with them but latterly identified as a SCC responsibility. 

· Proactive consumable management will be delivered by using the Intelligence toolset to monitor the Equipment and route consumable alerts to the SCC MPS Desk for resolution.

· Reactive support will be delivered using the SCC MPS Desk, i.e. Users telephone into the Customer Service Desk number, a ticket will then be raised for MPS Incidents.

· Upon receipt of the Incident by the SCC Service Desk the agent will triage the event and attempt resolution or assign to the appropriate resolver group.

· Co-operate with Customer's incident management team.

SCC will notify the Customer of any modifications, updates, patches and new versions ("Modifications") of the Software, together with the release notes, installation notes and other relevant documentation promptly following its availability and shall promptly provide all Modifications to the Customer free of additional charge and shall offer to the Customer the opportunity to examine and test any Modifications. The Customer shall not be obligated to install any Modifications The installation of Modifications on test and production environments shall be undertaken by SCC at no additional charge and only with the prior consent of the Customer. All Modifications shall form part of the Software. Further details in relation to the installation of Modifications shall be set out in the Operations Manual.

Customer Responsibilities

Customer shall be responsible for the following:

· Provision of all data communications lines and power required to successfully install and commission the Equipment

· Provision of paper for the Equipment 

· Authorisation and opening of required ports and protocols in the Equipment 

· Provision of remote access to the Customer’s network to diagnose and resolve  Incidents

· Sufficient space to store required spare parts and consumables to deliver the service

· Ensure the IMAC process as set out in the Operations Manual to manage the Equipment is followed

· Co-operate with SCC's Incident management  process as set out in the Operations Manual

Exclusions

The following are not provided as part of Incident Management and any materials and labour provided in these circumstances will be subject to agreement of the parties in writing and; 

1. Provided on a reasonable endeavours basis, and

2. Charged on a time and materials rate in accordance with SCC’s then agreed rates. 

· Service requests (non-Software related) received by the SCC MPS Desk outside of the Working Hours.

· Software support requests received by the SCC MPS Desk outside of the Software Support Hours. The process for raising Software support requests outside of Working Hours but within the Software Support Hours shall be set out in the Operations Manual.

· The Managed Print Service will not be provided for Equipment or Sites not identified in Part A of this Service Annex. 

· In the event 3rd Party Suppliers, other than those engaged by SCC fail to deliver services in accordance with their contractual commitments.

· The Customer Service Desk provides SCC with incorrect information regarding the Service request. Where SCC has (via technical vetting or attendance at Site) concluded that the resolution of the Service request requires support from another existing supplier to Customer. In such instances SCC will close the Service request and return the management responsibility to the Customer Service Desk for reallocation. 

· Any of the exclusions specified in the Order. 
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		SCC will provide On-site Engineering in the quantities and at the Customers Sites identified in Part A during the Working Hours to support the Equipment. The responsibilities of SCC in relation to the provision of On-site Engineers are set out below:

· The use of an On-site Engineer is focused on supporting and maintaining the Equipment to provide an enhanced response time and ensure that availability of the Equipment is maximised. 

· The SCC Service Desk will manage any Incidents and requests for an On-site Engineer.

· For the Customer’s other Sites, the Super User(s) will replace Consumables. The On-site Engineer will assist the Super User(s) remotely to deliver this where required.

SCC Responsibilities

SCC shall:

· Maintain the professional appearance and operation of the Equipment and ensure the requisite levels of Consumables (excluding paper) are provided in order to ensure the Equipment continues to operate in Good Working Order.

· Provide proactive on Site support service to complete preventative maintenance tasks on the Equipment as and when required.

· Attend all Equipment failures to assess the fault, to repair where possible or liaise with the SCC Service Desk/ SCC Engineers to resolve fault if a repair is possible on-site.  If SCC cannot repair the fault, SCC shall repair the fault off-site or replace the Equipment. 

· Provide 1st and 2nd line support to Customer and co-operate with the Customer to open and close Service requests with the Customer Service Desk

· Meet specialist or Field Engineers when they arrive on Site and ensure appropriate fault resolution prior to their departure. Sign them out if necessary.

· Escalate Service related issues when necessary and track the resolution.

· Maintain a log of all activities, including an on-Site Equipment/ parts / Consumable inventory.

· Change user fit Consumables at Customer’s Sites when notified or alerted

· Maintain buffer stock at the Customer’s Sites 

CUSTOMER Responsibilities

· SCC Remote access to the Customer’s print network and third party data centre to diagnose and resolve faults

· A desk at the Customer’s Sites offices for the On-site Engineer to base themselves from

· Sufficient space for the On-site Engineer to store required spare parts and Consumables to deliver the service

· Ensure backups and system administration tasks recommended in the Detailed Solution Design Document are adhered to
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		SCC shall provide Field Based Engineers during the Working Hours to support the Equipment in the Customer Site(s)

· The service provided by SCC is focused on supporting and maintaining the Equipment that are managed under the service to provide an enhanced response time and ensure that availability of the Equipment is maximised. 

· The SCC Service Desk will manage any Incidents and requests for the Field Based Engineer.

SCC Responsibilities

SCC shall:

· Maintain the professional appearance and operation of the Equipment to ensure the Equipment continues to operate in Good Working Order.

· Provide proactive support service to complete preventative maintenance tasks on the Equipment as and when required.

· Attend all Equipment failures to assess the fault, to repair where possible or liaise with the SCC MPS Desk/ SCC Engineers to resolve fault if a repair is possible on-site. If SCC cannot repair the fault, SCC shall repair the fault off-site or replace the Equipment. 

· Provide 1st and 2nd line support to Customer and co-operate with the Customer to open and close Service requests with the Customer Service Desk. 

· Escalate Service related issues when necessary and track the resolution.

· Maintain a log of all activities through the SCC MPS Desk, including an on-site Equipment/ parts / Consumable inventory.

CUSTOMER Responsibilities

· SCC remote access to the Customer’s print network to diagnose and resolve faults

· Ensure backups and system administration tasks recommended in the Detailed Solution Design Document are adhered to
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		· SCC will provide an automated Consumables Management service for MFD’s and printers referenced in Part A. The Service will be delivered by SCC by utilising the Intelligence toolset to proactively monitor the Equipment and route orders to SCC’s MPS Desk.

· The Intelligence toolset will send an information message to the Customer Service Desk to advise that an order request has been generated.

· Consumables will be despatched at automated notification of 5% remaining in each cartridge

SCC responsibilities;

SCC shall:

· Manage Consumables through the use of Intelligence software for alerting and location details

· Monitor Consumable use

· Process orders for Consumables requests

CUSTOMER Responsibilities

· Grant permission for the deployment and use of Intelligence on the equipment

· Authorisation and opening of required ports and protocols for Intelligence toolset to communicate

· Provide sufficient space to store required spare / buffer Consumables stock on-site to deliver the service

· Fit Consumables when notified.
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		SCC will provide a Fleet Management service for the Equipment. The service will be primarily delivered by SCC through the provision of an SCC MPS Desk with input from touch-points involved with Installation, Moves and Changes (IMAC). The IMAC process shall be defined in the Operations Manual.

SCC Responsibilities

Fleet Management is related to the maintenance of the Equipment and Customer Data that is stored in SCC's Intelligence system and the Software  that is required to ensure that the following service elements work correctly;

· Incident Management

· Consumable Management

· Reporting Service

· Perform and Co-operate to manage assets Intelligence for alerting and location details

· Perform and Co-operate to manage assets in Equitrac for location and groups

· Perform the updates for Super Users for Consumables Management

· Recommend and perform the agreed IMAC’s

Customer Responsibilities

· Ensure the closed loop moves and changes process to manage the Equipment  is followed as defined in the Operations Manual

· Co-operate with SCC to assist it in managing Equipment  in Intelligence for alerting and location details

· Co-operate with SCC to assist it in managing Equipment and Users within Equitrac.
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		SCC will provide a Reporting Service for the MFD’s. The service will be delivered by utilising the reports and management information available from the Intelligence system and Software. SCC Responsibilities

SCC shall provide Customer with quarterly reports on the Services. The reports will be used by SCC to drive continuous improvement by analysing the data to;

· Identify areas of cost and invoke actions to address

· Identify over and under-utilised assets and rotate to maximise ‘sweat’ and availability

· Inform and drive behavioural change for Customer's users

· Perform the reporting and analysis of the reporting from Intelligence and offer advice and recommendations based on the analysis

Customer Responsibilities

· Authorisation and opening of required ports and protocols 

· Ensure the IMAC process (as set out in the Operations Manual)  to manage the Equipment is followed
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OVERVIEW

The Cloud Consumption managed service provides Public Cloud Vendorbilling for cloud-based infrastructure services provided from specific Supported Public Cloud Vendors. 

Supported Public Cloud Vendors are defined as follows:

· Microsoft Azure

· Amazon Web Services

SERVICE ELEMENTS

		Service Element

		SCC Responsibilities

		Customer Responsibilities



		Account Management

		Provide consolidated billing across all agreed Customer Cloud Vendor accounts



Send invoice monthly on the last working day of each month, one Month in arrears.



		Provide details of all cloud vendor accounts in scope.

Action SCC instructions on how to link accounts to SCC Cloud Vendor Master Payer accounts prior to contract commencement

Customer must provide PAL/DPOR for Microsoft Azure services



		

		Provide assistance in purchasing Reserved Instances and procuring Market place purchases on the Customers behalf.

		The Customer shall comply with any terms and conditions which apply to the purchase of any Reserved Instances. 



		

		Provide access to OnDemand change service for any infrastructure change requiring SCC owned root credentials to cloud vendor accounts

		Provide and maintain a list of the authorised Customer representatives who can authorise changes to Customer accounts/infrastructure



		Cloud Management Portal Availability and Access

		Provide Customer access to the Cloud Management Portal (as described below) and maintain within the Availability Service Level.

Planned Maintenance Downtime of the Cloud Management Portal will be limited to four (4) outages of up to eight hours’ duration, per year.

Perform (on a reasonable endeavor basis) any emergency maintenance of the Cloud Management Portal between the hours of 22:00 and 06:00 and provide the Customer with at least 24 hours’ notice of the intention to perform such maintenance.

Provide electronic notice (e.g. email) to the Customer of Planned Maintenance Downtime or emergency maintenance of the Public Cloud Platform.

Process authorised Customer representative Requests to create, amend and delete Cloud Management Portal user account(s) (“User Portal Access Requests”).

		Provide and maintain a list of the authorised Customer representatives who can access the various components of the Cloud Management Portal depending on their role/function.

The Service is predicated on the Customer raising no more than 5 (five) New User Portal Access Requests per month (the “Fair Usage Threshold”). In the event that the Customer exceeds the Fair Usage Threshold in any calendar month, then SCC reserves the right to Charge the Customer for such additional User Portal Access Requests.





		Incident Management

		For Incidents relating to Microsoft Azure or AWS Service Health the Customer can raise an Incident with SCC in accordance with the processes specified in the Operations Manual

SCC will review and triage Incidents and where required raise with the applicable Public Cloud vendor support service.

Incident Management is available 08:00-18:00 GMT, Monday – Friday. Resolution timescales for Incidents shall be provided in accordance with the applicable Public Cloud vendors then current published Service Levels.

		The Customer must demonstrate the Incident is a repeatable platform service health issue.



		Platform Patching

		All Microsoft Azure and AWS platform level patching is carried out by the vendors in line with their published patching guidance



Microsoft Azure - https://docs.microsoft.com/en-us/azure/virtual-machines/maintenance-and-updates



AWS - https://aws.amazon.com/premiumsupport/knowledge-center/ec2-scheduled-maintenance-action/



Cloud Management Portal -



As per AWS patching guidelines

		N/A



		Platform Service Levels

		Microsoft Azure Service Levels 

https://azure.microsoft.com/en-gb/support/legal/sla/



AWS Service Levels

https://aws.amazon.com/legal/service-level-agreements

		N/A





CLOUD MANAGEMENT PORTAL

In addition to the core billing services, the Cloud Management Portal provides the Customer with a unified billing dashboard to view consumption for their Public Cloud Vendor Services. 

The Customer is solely responsible  and accountable for the use and interpretation of information and/or alerts obtained from the Cloud Management Portal including the results of any actions on a Public Cloud Vendor Service performed either through the Cloud Management Portal or through the relevant Public Cloud Vendor Tools, as the case maybe.

DEPENDENCIES

· Completion of an appropriate set-up and on-boarding activities to establish the Service (provided subject to a separate Statement of Works).

· Customer must grant access and permissions required for tooling integration to provide the  Service.

· The Customer will be responsible at all times for ensuring timely payment of all Charges. SCC will not be responsible for any deactivation of the Service (or part thereof) due to unpaid invoices. 

· SCC will continue to invoice the Customer for the management charges on a monthly basis, unless agreed otherwise as set out in the Order Form.

EXCLUSIONS

· Support in any language other than English.

· Any application or software management and support, including (but not limited to), operating systems, antivirus or database etc.

· Any provision changes or management of the operating system or software on a virtual machine.

· Customer systems to enable the automation of or otherwise, transfer of information or data between SCC and Customer systems.

· SCC will not be responsible for the resolution of (or have any liability for) Azure or AWS platform outages and issues, which are managed by Microsoft and AWS respectively.

· Microsoft and AWS are responsible for managing and maintaining the security standards for the underlying platform. SCC are not responsible for managing nor maintaining the security for your resources deployed on these platforms.  We offer such services as part of our managed services, separately and (please talk to your account manager for details).
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		1. SERVICE OVERVIEW

The Cloud Core Managed Service provides support and management of the Supported Public Cloud Platforms for Supported Public Cloud Vendors. 

The Supported Public Cloud Platforms are:

· Microsoft Azure

· Amazon Web Services

The Service includes:

· Monitoring and Incident resolution, 

· Security and best practice (recommendations for cloud cost (Financial Operations (FinOps)), security, and optimisations), 

· Advisory guidance,

· Essential OS management,

· Service Management (by a Technical Account Manager (TAM), and

· Service Requests.

Additional information may be included in your Order Form or Statement of Work. 

2. SERVICE ELEMENTS

The elements of this Service include the following and are detailed in the sections below:

2.1 Monitoring and Incident Resolution

We will monitor your Public Cloud Resources using our monitoring platform and our ITSM system:

· We monitor your infrastructure based upon best-practice standards and our expertise. Over a period of time, our monitoring platform will include more data from your infrastructure and we can potentially adjust alerts and/or utilise an AI-powered alert.  

· Where an Incident might be related to the services provided by the Public Cloud Vendor, we will escalate to the requisite vendor.

2.2 Financial Operations (FinOps)

Within the SCC Services Portal:

· the FinOps Dashboard gives you detailed information about your Public Cloud spend;

· recommendations are viewable to optimise your monthly Public Cloud spend; and

· we provide a forecast of your total monthly Public Cloud spend.  We will use best endeavours to update this forecast daily.

2.3 Security and Best-practice

Within the SCC Services Portal:

· We will track your percentage compliance with the Public Cloud Vendor best-practices guidance over a four (4) month period; and

· You can review a list of best practice and security recommendations from us.

Monthly your TAM will present recommendations to improve your compliance score which could result in our recommending a professional services engagement for you.

2.4 Advisory

We will provide four (4) Well Architected Reviews (WAR) per year. Each WAR will review the public cloud infrastructure that supports one (1) specific application.

Your TAM will present any recommendations from the WAR to you during your monthly service review.

2.5 Essential OS Management

We will monitor the:

· OS for CPU/memory/disk space, patching, backup and replication status. If your environment exceeds any thresholds, we will raise Incidents for you.

· Specific OS services as requested by you upon point of Order and listed in your Technical Specification. Alerts for monitored items will be emailed to your Nominated Contact. Any alterations to monitored items would follow the Service Request process as referenced in the Service Requests section of this document. 

Within the SCC Services Portal: 

· Information about patching, backup and replication status is available for your viewing.  

2.6 [bookmark: _Ref144476435]Service Management

As part of your account team, you will be allocated a TAM. They will serve as your primary contact(s) for day-to-day management and interaction for this Service.  In addition, the TAM  will act on your behalf to ensure we adhere to our processes and standards to meet contracted obligations, and provide advice and guidance on your Supported Public Cloud Platform.

The responsibilities and/or deliverables of your allocated TAM will include the following as outlined in the table below:
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		Name

		Description

		Frequency

		Forum



		Operational Risk Management and Tracking



		An operational repository (including the Risk Register) will be created for all risks identified and will include information about each risk, e.g., nature of the risk, reference, and owner, as well as any mitigation measures. This report will be reviewed with you via TAM at your service reviews.

		Monthly



		Service Review





		Detailed Monthly Performance Report

		The monthly performance report is comprised of the following sections:

· Public Cloud Billing / Spend (for example, the FinOps element)

· Recommendations (for example, your security score)

· Service Analysis

· Housekeeping

		Monthly



		Service Review









Service Management Support

		Name

		Description

		Frequency

		Forum



		Continual Service Improvement Advice

		Strategic advice based on intelligence provided by the Service to investigate how we can potentially increase the quality of products and services at a minimal cost for you. This advice will be tracked in a Continuous Service Improvement plan owned by the TAM. This will be reviewed with you via TAM at your agreed service reviews.

		Monthly



		Service Review





		SLA Breach and Complaints Management

		We provide support including graphical information and narrative to you.

		As and when an Incident occurs

		Service Review





		Risk Register

		We maintain a register of all known risks for ongoing management – please refer to the Operational Risk and Management Tracking above.

		As and when a risk occurs

		Service Review







3. SERVICE OPERATIONS

Please refer to our Operations Manual for further information on incident management, requests for change, and information requests.

3.1 Service Maintenance

We will monitor and maintain security, availability, performance, and capacity of the:

· SCC Services Portal, and

· Event Management Platform.

Where action is required to resolve an incident and in order to rectify, it requires a change, we will use reasonable effort to make any changes outside of your change freeze periods as notified by you, provided you have given us reasonable prior written notice.

3.2 Service Request (Catalogue) Points

This Service includes a specific number of Service Request Points each calendar month. The allocation will be recorded in our ITSM and reported in your detailed monthly performance report.  Each time you raise a Service Request with us, your Service Request Points allocation will be deducted by the associated value in the Service Request Catalogue. The number of Service Request Points allocated is as follows:

Service Request Points Allocation (table name)

		Monthly Cloud Usage Spend

		Number of Service Request Points Included per Calendar Month



		<£5,000

		20



		£5,001 - £25,000

		40



		£25,001 - £50,000

		80



		£50,001 - £100,000

		120



		£100,001 - £150,000

		150



		>£150,000

		Defined in your Technical Specification





The deductions from your Service Request Points will continue until your allocation is consumed within:

· the current calendar month, or 

· reset at the end of that calendar month. 

Once your allocation is consumed, your nominated contacts will be notified via email and any new requests within the remainder of the current calendar month will be chargeable. When you exceed your monthly Service Request Points allocation, you will be charged using our OnDemand Service and invoiced at the end of the calendar month.

3.3 Service Request Management 

Detail on how to make requests is provided in your Operations Manual.

Requests specific to this Service, include, but are not limited to the following, and should be logged as a Service Request through the SCC Service Desk:

(a) Access management (e.g., GA access or SCC Services Portal access),

(b) Additional reporting, and

(c) All Service Request Catalogue items.  

If you require any changes or additions to any of the above, your requests will be reviewed by us and confirmed with you. Following agreement by both Parties, we will implement all configuration changes agreed upon with you via the Change Request procedure. If the changes required are deemed to be significant changes to the Service or require a professional services engagement due to your bespoke or detailed requirements, additional Charges will be discussed with you before any change is implemented and applied at our prevailing rates or as otherwise agreed with you in your applicable Service Request.

Within the SCC Services Portal, you can view:

· 24/7 any requests you raise, and their detail;

· The list of possible Service Requests (“Service Request Catalogue”; and

· Your available and consumed Service Request Points.



4. SERVICE AVAILABILITY

4.1 Service Commencement Date

The Service Commencement Date is the date:

· when we notify you that our onboarding checklist is complete, or

· on which you raise an Incident or Service Request.

The Service Commencement Date may change to a later date if agreed in writing by both Parties and deemed reasonable.

If you consider that the Service is not ready, you must notify us within two (2) weeks from the Service Commencement Date, after which the Service Commencement Date will be deemed to have occurred regardless of issues or defects which you may later become aware and notify us about (which will then be dealt with as faults or service issues but will not change the Service Commencement Date.

5. BILLING

The Service will be billed as described in Section 5 (Public Cloud Charges) of the Order Form.

6. TERMINATING THE SERVICE

If you choose to terminate the Service with us and you notify us as per the terms of your Agreement, we will contact you to discuss what would be included and what would be potentially chargeable. 

Charges could be incurred and/or a professional services engagement could be required (which will be mutually agreed in writing between the Parties). 

Requests to terminate the service must be made in writing, three (3) months prior to the end of the Agreement. 

7. DEPENDENCIES

We will provide the Service subject to the following dependencies:

· All professional services required to set up this Service will be subject to separate Statements of Work, Charges and, where applicable, Service Descriptions. 

· When resolving capacity-related issues (such as on your VMs), we will present any associated costs for remediation to you prior to implementation. 

· In situations when a known business-critical application is likely to fail or has already failed, we reserve the right to increase capacity by up to ten percent (10%) without agreement from you.  All associated costs to do so will be borne by you.

7.1 CUSTOMER OBLIGATIONS

· You will provide us reasonable assistance in the performance of the Service(s) including, but not limited to, providing all technical and licence information that we may require to perform the Service(s).

· You will provide named contacts who will be authorised to submit support requests on behalf of your company (“Nominated Contacts”).  They will be the designated people with whom all contact is made regarding all requests.

· You will provide us with access to the in-scope subscriptions, accounts, and tenants. This access will be used by our support staff and tooling. For example: 

· Microsoft’s Partner Admin Link (PAL);

· Microsoft Granular Delegated Access Permissions (GDAP) relationship;

· Azure Lighthouse relationship and delegations;

· Service Principals;

· Administration break-glass accounts; and

· Amazon ARN and access policies.

· You will allow us to deploy infrastructure in each public cloud region to handle the collection of activity and diagnostics logs into our monitoring platform.

· If your environment includes VMs, you must have the following in place:

· Two (2) dedicated servers in each isolated network segment (typically VMs in the same public cloud deployment) configured for use by our monitoring platform.  The costs of which will be covered by your billing from the Public Cloud Vendor.

· User accounts and least privilege permissions applied for access to all VMs, to be used by the monitoring platform for data collection.  We will provide guidance for you to configure this.

· If your environment includes Azure Arc-enabled servers, you must have the following in place: 

· Either the monitoring collectors deployed in Azure have connectivity to the on-premises network; or

· additional monitoring collectors are deployed into the on-premises location.

· You are responsible for having an associated licence (where legally required or contractually required by the vendor to do so) for Operating System(s) (OS) and software for your applicable Public Cloud Resources.

· You will provide us with reasonable advance notice of any:

· intent to perform planned maintenance activities (including upgrades, deployments, patching);

· additional resources that you will deploy into the Supported Public Cloud Platform.

· You will actively work with our operations team to resolve any raised incidents or Service Requests, or any activities relating to patching, that require your input or action.  For example, you may be required to make any required changes to an OS running within a VM to which we have no access.

· Some incidents may require user-impacting remediation activity. You are responsible for distributing and coordinating end-user communications and activity unless agreed otherwise during the planning of the activity.

· It is your responsibility to comply with your data sovereignty controls, policies and procedures.

· The accuracy of data presented in the SCC Services Portal, sourced from multiple origins, is not guaranteed. Any discrepancies observed should be promptly reported to your TAM.

· You are responsible for reviewing, making decisions on, and requesting changes related to recommendations made about your environment, for example:

· Azure Cost Management and/or AWS Cost Management budgets;

· budgets and alerts in the SCC Services Portal; and

· recommendations made by SCC.

7.2 PREREQUISITES

· You must complete any actions identified for you by us (i.e. the prerequisite onboarding activity) before starting this Service.

· The following must be enabled for us to provide the FinOps service elements in the SCC Services Portal for your applicable Public Cloud Platform:

· Azure Cost Management within the Microsoft Azure tenant and Microsoft Azure Subscriptions, and/or

· AWS Cost Explorer and a Business Support Plan within the AWS Account and AWS VPC, and

· the relevant API for the Public Cloud Platform must be accessible by the SCC Services Portal.

7.3 SERVICE RESTRICTIONS

· We have the right to defer or reschedule planned activities in the event of business impacting incidents.

· We will provide and support the Service on a reasonable endeavours basis only and will not be subject to any availability targets, if:

· the OS residing on your VM resources is out of vendor support, or 

· no support contract with the OS provider is in place, or

· the Supported Public Cloud Environment and or resources are configured in direct contravention of the requirements, best practices, or specific guidelines for support. 

· You accept that the SLAs for this Service will not provide a higher availability than that provided by the Supported Public Cloud Vendor.

· When a ticket is opened with a Public Cloud Vendor the SCC SLA is paused until a response is received from the respective Public Cloud Vendor. 

· Where a VM has become inaccessible and a restoration from backup does not resolve the issue, or a backup is not available from which to restore, the SLA for the related Incident will be downgraded to reasonable endeavours.

· Where you have an issue that alerts our service desk and you do not follow our reasonable advice within twenty-four (24) hours of being notified to do so, we reserve the right to disable alerting for the resources affected by the issue and will not be held accountable for interruptions to your organisation. 

· If the above scenario occurs, we require written notice from you that you have completed our advice and the issue is resolved before we will reinstate monitoring for the resources in question. Your monthly service report pack will list any alert exclusions.  

· For newly added Resources, we will not be held responsible for any data loss resulting from failure, corruption, or actions taken on these Resources if we were not involved in their deployment or given a reasonable time to identify the new Resources.

· Our ability to resolve capacity-related alerts (before they become service-affecting) may be affected by reasons beyond our control, such as the demand on your environment, and may limit the amount of notice we receive.

7.3.1 PATCHING

· Patching is limited to VM OS security and functional updates and does not include application or OS upgrades. Major release upgrades are out of scope for this Service and would be a separate professional services engagement (fulfilled under an SoW), unless otherwise agreed.

· If a patching process fails, our support analysts will reattempt the process twice more. If a subsequent failure occurs, an Incident will be recorded and discussed with your Nominated Contacts for resolution aid. No further patching attempts will be retried until this Incident is resolved.

· Patches will not be tested by us.

8. EXCLUSIONS

The excluded items described below are outside the scope of this Service: 



· Microsoft Azure Stack and/or AWS Outposts are excluded from this Service;

· Management of Microsoft Azure Arc is excluded from this Service;

· We shall be relieved from our obligations and liabilities in providing the Service(s) to the extent required in the following circumstances:

· when you have not implemented the update(s) and upgrade(s) supplied or offered to you; and/or

· when you have not followed our recommendations to resolve an Incident.

· We do not provide the following functions as a part of this Service:

· Change Management, 

· Problem Management, or

· Major Incident Management,

However, we will work within your policies and procedures (as provided by you to us) related to those functions listed above, but depending upon your organisational complexity and requirements here, it may require an additional professional services engagement.



· Any activities other than those specifically noted in this Service Description;

· Any language other than English (written or verbal).

8.1 THIRD PARTY RELATED

· Managing incident maintenance for:

· 3rd party systems, 

· Software, and/or 

· SaaS services 

Specifically, if the above items are not covered by a third party’s warranty, support agreement, or terms of use.

· We do not support any service(s) purchased from a Public Cloud Vendor marketplace.

· We do not guarantee the availability, capacity or performance of the Supported Public Cloud Platform;

· We do not monitor, support, or assure the integrity, functionality, or availability of pipelines, code, applications or any other processes within your Supported Public Cloud Platform.

· Any software or data deployed, installed, consumed, developed, operated, or generated in the Supported Public Cloud Platform is excluded from this Service;

· Microsoft Entra ID (formerly known as Azure Active Directory) or Microsoft Windows Active Directory either in your Supported Public Cloud Platform or any other location is excluded from this Service;

· Management, configuration, maintenance, administration of third party appliances, Customer applications and any code used to create, update, or deploy applications from third parties or by the Customer is excluded from this Service;

· Monitoring and support of VPN connections, Microsoft Azure Express Route or AWS Direct Connect termination points at the Customer premises or on user endpoints is excluded from this Service;

· Virtual desktop systems including, but not limited to, Microsoft Azure Virtual Desktop endpoints are excluded from this Service;

· Failover testing or the construction of failover plans including identification of resource dependencies are excluded from the Service where VM site replication endpoints are in any location other than the Supported Public Cloud Platform and VM site replication failover.

9. DEFINITIONS AND ACRONYMS

Please refer to PART C of this Service Annex and definitions specific to this Service below.

9.1 DEFINITIONS



		Term

		Definition



		AWS Outposts

		A family of fully managed solutions delivering AWS infrastructure and services to an on-premises or edge location.



		Event Management Platform

		The tooling SCC uses to monitor and alert on the Supported Public Cloud Platform.



		Global Administrator

		A privileged user account that has the maximum authorisation possible to all parts of the environment.



		On-site

		The Customer’s place(s) of work. 



		Microsoft Azure Stack

		A portfolio of products, such as Microsoft Azure Stack Edge, Microsoft Azure Stack HCI and Microsoft Azure Stack Hub, that extend Azure services and capabilities to your environment of choice.



		Solution

		The combination of the technology, underpinning hardware and software, the professional service(s) and the managed service(s) that we use to provide the Services or that we deliver to the Customer.



		Statement of Work

		Means a document which defines project-specific or Customer-specific activities, deliverables and/or timelines for providing services to that Customer.







9.2 ACRONYMS

· 

· 

		Acronym

		Definition



		ARN

		Amazon Resource Name



		AWS

		Amazon Web Services



		GA

		Global Administrator



		GDAP

		Granular Delegated Administrator Privileges



		OS

		Operating System



		RI

		Reserved Instance



		SLA

		Service Level Agreement



		SoW

		Statement of Work



		TAM

		Technical Account Manager



		VM

		Virtual Machine



		VPN

		Virtual Private Network







10. SERVICE LEVEL AGREEMENT (SLAs) and OPERATIONAL TARGETS

During triage, the Incident Priority may be adjusted based on the incident classification as per our Operations Manual.

		

		Incident Ticket Priority



		

		Priority 1 (P1)

		Priority 2 (P2)

		Priority 3 (P3)

		Priority 4 (P4)



		Hours of Support

		24x7x365

		08:00-18:00

Monday-Friday

		08:00-18:00 Monday-Friday

		08:00-18:00

Monday-Friday



		Description

		Total loss of service

Your service does not function, and you are unable to access it.

		Service Impaired or degraded.

You are able to access or use your service, but it is performing at an unacceptable level.

		Minor service degradation/ warning from monitoring or non-impacting service issue;

A service element or function is not working;

There is a workaround, or you can utilise the service for the majority of its function.

		Service Requests



		Examples

		Unable to access a single or multiple cloud resources;

Complete failure of site-to-site VPN connectivity

		ExpressRoute connection is down but a backup VPN has taken over

		Disk space warning threshold has triggered.

		Any item from the Service Request Catalogue



		Communication

		
We will contact your nominated contact(s) by email. 



(The notification period begins once the Incident is raised within our ITSM and ends once contact has been made via email).



		
We will contact your nominated contact(s) by email. 



(The notification period begins on a Business Day once the Incident is raised within our ITSM and ends once contact has been made via email).



		

We will contact your nominated contact(s) by email.



(The notification period begins on a Business Day once the Incident is raised within the ITSM and ends once contact has been made via email).



If an Incident is raised outside the Hours of Support specified, the notification period will begin on the following Business Day. If investigations have already begun on one Business Day, any outstanding investigations will be resumed on the following Business Day.

		



		Incident Response Target

		Fifteen (15) minutes



Customer contact with us must be by telephone.

		One (1) hour

		Four (4) hours

		Twenty-four (24) hours



		SLA 

(for Incident Response Times)

		95%

		95%

		95%

		95%







During your onboarding engagement, we will identify with you what Resources in the Supported Public Cloud Platform will be either: 

i)	Production; or 

ii) non-Production.

For Production resources, metrics that pass the warning threshold will be triaged as P3 and those that pass the critical threshold will be triaged as P2.

For Non-Production, thresholds will be triaged as P4.

The Public Cloud Vendor elements of this Service will be delivered at the target level set out by the Supported Public Cloud Vendor:

· Azure: https://www.microsoft.com/licensing/docs/view/Service-Level-Agreements-SLA-for-Online-Services?lang=1  

· AWS: https://aws.amazon.com/legal/service-level-agreements/ 

11. SERVICE CREDITS

Not applicable.

[END OF TEXT]
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		OVERVIEW

An authorised Customer representative can submit a Request (e.g. a Service Request, a Change Request or a Subscription Order, as applicable) for changes to existing Services as well as the provision of additional Services, including consultancy and professional services. All submitted Requests will be reviewed by SCC and the expected impact and any associated Service Fees and/or Consumption Charges shall be communicated back to the Customer for its review and approval or rejection. The Public Cloud On-Demand Service uses a standardised set of change management procedures that delivers efficient and prompt handling of all Requests in an organised manner to minimise impact on service.

SERVICE ELEMENTS

		Service Element

		SCC Responsibilities

		Customer Responsibilities



		Request Management

		Unless otherwise agreed, provide the Customer with the ability through the SCC Services Portal to raise, review, track, approve or reject Requests.

Logging, obtaining approval and closure of Requests within the SCC Services Portal or as otherwise maybe agreed.

Organise leveraged support engineers with requisite domain expertise to review, provide risk/impact assessment and any conflict management of proposed Requests.

Manage the Request as scheduled, keeping the Customer informed on progress.

		Unless otherwise agreed, use the SCC Services Portal to raise all Requests.

Follow the agreed Request process for raising, approving and paying for such Requests as documented in the Runbook.

Provide and maintain a list with SCC of the authorised Customer representatives and any levels of authority.

Provision of all information reasonably required by SCC for the Request to be assessed, approved and implemented.

Provision of an agreed Customer stakeholder list to enable effective communications

Consider impact and associated risks for all Requests within the Customer business and ensure these have been approved where applicable and appropriate, SCC is not responsible for such impact, risk assessment or approval.



		Scale

		The service is design for small works service requests of no more than 1 day of professional service activities.



Any agreed activities will be charged in accordance with the price list stated in Part A of this Service Annex.



For any work deemed to be beyond the scope of the On-Demand service will be subject to full subject to further scoping and agreed via a separate Statement of Works.

		The Customer must comply with the Service Request procedure.





DEPENDENCIES

· The Customer must purchase the Cloud Consumption  or Cloud Coremanaged service to utilise this Service

· Completion of an appropriate set-up and on-boarding activities to establish the Service (provided subject to a separate Statement of Works).

EXCLUSIONS

· Support in any language other than English.

· Customer is responsible for all changes or upgrades to its own internal infrastructure or services not specifically provided by SCC under this Order. The Customer will coordinate with internal resources and third-party contacts to manage a change as scheduled. Should a change affect delivery of Services specifically provided by SCC under this Order then the Customer shall keep SCC informed of progress via a ticket documented in the SCC Services Portal.
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		1. SERVICE OVERVIEW

Our Cloud Observe Service is a cloud-based IT infrastructure monitoring Service. It is a SaaS-based solution and we provide access to a web-based portal for you to manage the monitoring of your IT infrastructure, networks, and applications. 



2. SERVICE ELEMENTS

The elements of this Service are detailed in the sections below.  

2.1 Web Portal 

· Access to a web portal providing:

· an inventory of monitored devices/websites and their status;

· a view of active and historical alerts;

· access to dashboards and reports;

· the ability for you to tune or disable alert thresholds;

· the ability for you to set Scheduled Downtime to suppress alerts during maintenance; and

· the ability for you to add and remove devices and websites on the platform.

2.2 Monitoring and Alerting

· Fully managed monitoring platform including:

· Access to the monitoring platform via a web portal for you (see Section 2.1 above);

· Management by us of the monitoring collectors deployed into your environment - including OS and collector software updates; and

· Access to the SCC Service Desk for you to request changes to monitoring configuration using your allocated Service Request Points.



· 24/7 monitoring of all devices configured for monitoring on the platform and alerting to your configured alert destination (as specified in your Technical Specification).  



2.3 Alerting

When an alert is triggered, automated notifications will be sent to you via one of, or a combination of, the following mechanisms:

· Email to the configured alert destination (as specified in your Technical Specification);

· Integration with a customer-managed system supported by the platform (such as an ITSM, an SMS/Voice gateway, Microsoft Teams, etc.); and

· Other third-party integrations supported by the platform as indicated in your Technical Specification.

· A single alert rule will be set up to handle all alerts for monitored devices. 

· Typically a rule will contain a single destination for alerts, but it can contain multiple destinations.  If multiple destinations, each will receive a copy of the alert.  

· If sending to a third-party system, the Customer is responsible for configuring the system to receive and process the alerts.

· An alert is triggered when any monitored device becomes unreachable from the monitoring platform via the deployed collectors. 

· Devices will be considered unresponsive if they do not respond for fifteen (15) minutes.  

· Notifications will be sent to your configured alert destinations (as specified in your Technical Specification).

· The mechanisms for notification will be agreed upon in your onboarding into the Service.  Please note any changes to these thereafter would be a Service Request and would reduce your Service Request points allocation.  



2.4 Service Management

As part of your account team, you will be allocated a TAM. 

The responsibilities and/or deliverables of your allocated TAM will include the following as outlined in the table below:



2.4.1 Service Management Reports

		Name

		Description

		Frequency

		Forum



		Service Request Report

		A report identifying your Service Requests made in the last month.

		N/A



		SCC Services Portal



		Cost Management Report

		A report identifying which licences you use.

		N/A

		SCC Services Portal







2.4.2 Service Management Support

		Name

		Description

		Frequency

		Forum



		SLA Breach and Complaints Management

		We provide support including graphical information and narrative to you.

		As and when an Incident occurs

		Service Review









3. SERVICE OPERATIONS

Please refer to our Operations Manual for further information on incident management, requests for change, and information requests.



3.1 Service Request Management

Details on how to make requests are provided in your Operations Manual.



Requests specific to this Service, include, but are not limited to the following, and should be logged as a Service Request through the SCC Service Desk:



· Access management (e.g. providing access to the monitoring portal for additional users);

· Adding additional devices to, or removing devices from, the monitoring platform; and

· All other Service Request Catalogue items.  



If you require any changes or additions to any of the above, your requests will be reviewed by us and confirmed with you. Following agreement by both Parties, we will implement all configuration changes agreed upon with you via the Change Request procedure. If the changes required are deemed to be significant changes to the Service or require a professional services engagement due to your bespoke or detailed requirements, additional Charges will be discussed with you before any change is implemented and applied at our prevailing rates or as otherwise agreed with you in your applicable Service Request.

· We reserve the right to reject requests for additional alerts/monitoring for any reason.

· We will provide you a minimum of fourteen (14) days’ notice of any significant change to the monitoring platform that requires you to make changes.

Within the SCC Services Portal, you can view:

· Any requests you raise and their detail, along with the comprehensive list of possible Service Requests (“Service Request Catalogue”); and

· Your available and consumed Service Request Points. 

3.2 Service Request (Catalogue) Points

This Service includes a specific number of Service Request Points each calendar month. The allocation will be recorded in SCC’s ITSM and reported in your monthly service review pack. Each time you raise a Service Request with us, your Service Request Points allocation will be deducted by the associated value in the Service Request Catalogue. The number of Service Request Points allocated is as follows:

· Service Request Points Allocation

		Monitored Devices

		Number of Service Request Points Included per calendar month



		0 to 50 

		12



		51 to 250 

		50



		250 – 500 

		75



		501 – 1000 

		100



		>1000

		POA





The deductions from your Service Request Points will continue until your allocation is consumed within:

· the current calendar month, or 

· reset at the end of that calendar month. 

Once your allocation is consumed, your Nominated Contact(s) will be notified via email and any new requests within the remainder of the current calendar month will be chargeable. When you exceed your monthly Service Request Points allocation, you will need to request with us via a Service Request.

4. SERVICE AVAILABILITY 

4.1 Service Commencement Date

The Service Commencement Date is the date on which the first collector is configured and the platform is ready to monitor your devices.

The Service Commencement Date may change to a later date if agreed in writing by both Parties and deemed reasonable.

If you consider that the Service is not ready, you must notify us within two (2) weeks from the Service Commencement Date, after which the Service Commencement Date will be deemed to have occurred regardless of issues or defects which you may later become aware and notify us about (which will then be dealt with as faults or service issues but will not change the Service Commencement Date.

The Service Commencement Date is the date we inform you of the signed Statement of Works by both parties or when mutually agreed to start the services before the SoW's full execution. This date can be deferred if both Parties agree in writing and deem it reasonable. 

5. BILLING

The Service will be billed as a Fixed Charge and Usage Based Charge(s) as described in Section 5 of the Order Form. 

The Usage Based Charges are based upon the number of monitored devices and the collectors.  

For certain elements of the Services we may be reliant on third party suppliers and in the event of an unanticipated market price fluctuation from such a third party, we reserve the right to review the per unit cost for these monitored device(s) and collector(s) and propose an increase in accordance with the Change Control Procedure.  If you elect not to accept such an increase, you may terminate the Order on no less than thirty (30) days’ notice.

6. TERMINATING THE SERVICE 

If you choose to terminate the Service with us and you notify us as per the terms of your Agreement, we will contact you to discuss what would be included and what would be potentially chargeable. 



Charges could be incurred and/or a professional services engagement could be required (which will be mutually agreed in writing between the Parties). 



Requests to terminate the service must be made in writing, three (3) months prior to the end of the term of Order.  





7. DEPENDENCIES

We will provide the Service subject to the following dependencies:

· All professional services required to set up this Service will be subject to separate Statement(s) of Work and Charges and, where applicable, Service Descriptions.

7.1 Customer Obligations

Unless aspects are covered by a separate professional services engagement, you will:

· Provide named contacts who will be: 

· authorised to submit support requests on behalf of your company (“Nominated Contacts”).  They will be the designated people with whom all contact is made regarding all requests.

· provided with access to the monitoring platform web portal.

· Provide a list of:

· all devices to be monitored and the details of each device;

· all subnets to be scanned and the in-scope device types / models on those subnets (where the requirement is to discover and monitor all supported devices); and

· known maintenance periods for all devices to be monitored.

· Configure the prerequisites on each device to be monitored, for example:

· Windows servers: user account and group memberships, Windows Firewall configuration, WMI permissions, and Service Control Manager permissions.

· Linux servers: SNMP and/or SSH configuration.

· Network devices: SNMP configuration (v3 preferred) and/or API keys.

· Others: Configuration of any API keys, application-specific access configuration(s) required to query monitoring data from the device.

· Ensure that: 

· any access to monitored devices is configured using principal of least privilege, so that the monitoring platform does not have excessive permissions to monitored devices.

· servers designated as the collectors remain powered on, operational and able to connect to the monitoring platform and to monitored devices.

· any network devices and firewalls are configured to allow the collector servers to connect to the monitored devices on the required ports.  The ports required will differ depending on the type of monitored devices in-scope.

· Provide us with:

· any account credentials, community strings, or API keys required to query the monitored devices that we will assist with onboarding onto the platform.  Please note the onboarding activities are a professional services engagement at an additional Charge; and 

· administrator credentials to the dedicated Windows Servers to install and manage the monitoring collector software.

· Provide two (2) dedicated Windows Servers in each isolated network segment, configured to connect to SCC’s management platform. The specification of these servers will differ depending on the type, and number, of monitored devices. The placement and specification of these servers will be determined by us with you.

· Work with us to resolve any issues that arise with the monitoring collectors or connectivity from the monitoring collectors to monitored devices.

· Resolve any customer infrastructure-based issues or faults that prevent the monitoring collectors from connecting to monitored devices.

· Provide requirements for the notifications to be sent when alerts are generated, such as:

· Email addresses for alert recipients;

· Email addresses for alert escalations; and

· Any third-party systems to be integrated (where supported).

· Respond to alerts in line with your agreed response times. Your failure to acknowledge alerts will result in notification to the configured escalation contact being automatically triggered.

· Procure and maintain licences for, and configuration of, any third-party systems that are integrated into your alert configuration. For example, customer-owned instances of Service Now, Pager Duty or any other compatible third-party system.

· Raise any required changes to the alerts via the Service Desk.

· In the event of any damage or malfunction caused directly by your actions or negligence, you shall be responsible for all necessary repairs or corrections.

· It is your responsibility to comply with your data sovereignty controls, policies and procedures.

· The accuracy of data presented in the SCC Services Portal, sourced from multiple origins, is not guaranteed. Any discrepancies observed should be promptly reported to your TAM.



7.2 Preequisites

· You must complete any actions identified for you by us (i.e. the prerequisite onboarding activity) before starting this Service.



7.3 Service Restrictions

· Devices or applications that are not already supported by our monitoring platform cannot be monitored without custom development.  If a custom data source is required, these can be developed under a separate and chargeable professional services engagement.



8. EXCLUSIONS

The excluded items described below are outside the scope of this Service Description: 



· We will not respond to any alerts generated by the platform for issues related to your monitored devices.

· We will not take any actions to remediate issues on your monitored devices.

· We are not responsible for management or configuration of any monitored devices. 

· We are not responsible for managing or maintaining the security posture for your monitored devices.  If you would like these service(s), for an additional cost they can be procured, so please speak to your account manager for details.

· We are not responsible for connectivity between your systems and the monitoring platform or any bandwidth charges related to data transfer between your systems and the monitoring platform.

· The monitoring platform is responsible for managing and maintaining the security standards for the underlying platform. Security assurance documentation related to the monitoring platform can be provided upon request from your TAM or the Support Desk.



9. DEFINITIONS & ACRONYMS

Please refer to PART C of this Service Annex and definitions specific to this Service below.

9.1 Definitions

		Term

		Definition



		Application Programming Interface (API)

		An endpoint provided by some devices that allows for data about the device to be queried over standard HTTP protocol, typically requiring the development of bespoke scripting in the monitoring platform.



		Secure Shell (SSH)

		A protocol typically used for remote administrative access to network devices and Linux servers and used by the monitoring platform to retrieve configuration files.



		Simple Network Management Protocol (SNMP)

		A protocol typically used to query data for network devices.



		Solution

		The combination of the technology, underpinning hardware and software, the professional service(s) and the managed service(s) that we use to provide the Services or that we deliver to the Customer.



		Statement of Work

		Means a document which defines project-specific or Customer-specific activities, deliverables and/or timelines for providing services to that Customer.



		Windows Management Instrumentation (WMI)

		An interface allowing information to be queried from Windows Server computers.







9.2 Acronyms

		 Acronym

		Definition



		API

		Application Programming Interface



		MFA

		Multi-Factor Authentication



		OS

		Operating System



		SaaS

		Software-as-a-Service



		SLA

		Service Level Agreement



		SNMP

		Simple Network Management Protocol



		SSH

		Secure Shell



		SoW

		Statement of Work



		TAM

		Technical Account Manager



		WMI

		Windows Management Instrumentation







10. SERVICE LEVEL AGREEMENT (SLAs) AND OPERATIONAL TARGETS

		

		Incident Ticket Priority



		

		Priority 1 (P1)

		Priority 2 (P2)

		Priority 3 (P3)

		Priority 4 (P4)



		Hours of Support

		24x7x365



		08:00-18:00

Monday-Friday

		08:00-18:00

Monday-Friday

		08:00-18:00

Monday-Friday



		Description

		· Total loss of service

· Your service does not function, and you are unable to access it.

“Services Availability” relates to the core application’s availability for data ingestion, alerting, and web-based portal access.  Excluding scheduled maintenance periods, the service will be deemed “available” so long as:

(a) data ingestion services are able to accept incoming monitoring data,

(b) alerting services are able to generate and attempt delivery of alert messages, and

(c) your authorised users can login to their customer portal interface.

		· Service Impaired or degraded.

· You are able to access or use your service, but it is performing at an unacceptable level.

Collector availability relates to there being at least one (1) collector in the pair running data collection jobs or accepting syslog traffic for monitored devices.  The SLA is reliant on the customer ensuring that the Windows Servers that run the collector software, deployed into any on-premises or cloud environments, are running and have the required network connectivity.

		· Minor service degradation/ warning from monitoring or non-impacting service issue;

· A service element or function is not working;

· There is a workaround, or you can utilise the service for the majority of its function.

		Service Requests



		Examples

		Monitoring platform unavailable

		Collector service down



		Individual collector down

		Any item from the Service Request Catalogue



		Communication

		

We will contact your Nominated Contact(s) by email.



(The notification period begins once the Incident is raised within our ITSM and ends once contact has been made via email).



		

We will contact your Nominated Contact(s) by email.



(The notification period begins on a Business Day once the Incident is raised within our ITSM and ends once contact has been made via email).



		

We will contact your Nominated Contact(s) by email.



(The notification period begins on a Business Day once the Incident is raised within the ITSM and ends once contact has been made via email).



If an Incident is raised outside the Hours of Support specified, the notification period will begin on the following Business Day. If investigations have already begun on one Business Day, any outstanding investigations will be resumed on the following Business Day.



		Telephone, email or SCC Services Portal.



		Incident Response Target

		Fifteen (15) minutes



Customer contact  with us must be by telephone

		One (1) hour

		Four (4) Hours

		Twenty-four (24) hours



		SLA (for Incident Response Times)

		95%

		95%

		95%

		95%







11. SERVICE CREDITS

Not applicable.

 [END OF TEXT]
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		Drafting Note: 

· The Service Description required for Annex 8 is already incorporated within the Service Annex. 

· All proposed Product Rental lists must be submitted to and approved by SCC finance prior to submission to a Customer.
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		Service Annex 9:
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		SCC Responsibilities



A. SCC ServiceNow Service Portal

· Within the Hours of Support provide the SCC ServiceNow service portal as a point of contact within SCC for the Customer to log Incidents, ideas or Service Requests. The SCC ServiceNow service portal can be accessed via;



		Description

		When used

		Contact Details



		SCC ServiceNow service portal

		24*7*365

		***URL***







· Provide named service portal accounts to all Customer individuals who require access to register ideas, incidents or service requests as part of the managed service, and as listed in the operations manual

· Provide access to the Customers operations manual via the service portal

· Receive Incidents or Service Requests raised via the SCC ServiceNow service portal.

· Assign an individual reference number (“Incident ID”) to each accepted idea, Incident or Service Request received.

· Using the Incident predominate characteristics, assign a Severity Level to each accepted Incident.

· Record, track and update accepted Incidents, ideas or Service Requests within the SCC incident management tool.

· Coordinate the delivery of the Services and Incident Resolution.

· Provide a Service Delivery Manager (“SDM”) as a point of escalation within SCC for the Customer.

[bookmark: _Toc168717022][bookmark: _Toc191395362]

[bookmark: _Toc93409563]B. General Assistance

· SCC will attempt to advise and assist the User with any relevant request for information or knowledge relating to the Services.

· Using its reasonable endeavours, SCC will provide the Customer with all co-operation and assistance that the Customer may reasonably require in order to progress Service related issues requiring 3rd party resolution. For avoidance of doubt where such assistance requires sustained input from SCC then such assistance will be agreed via the Change Request Procedure and will be subject to additional Charges. 



[bookmark: _Toc168717029][bookmark: _Toc191395369]C. Scheduled Down Time.

· As part of Service Management, it may be necessary for SCC to undertake either planned/ preventative maintenance or infrastructure changes to optimise and maximise Service availability. 

· As activities of this nature may impact Service availability and Access, SCC shall carry out a full risk assessment before any changes are undertaken.

· Where reasonably possible all changes will be completed outside of the Working Hours

· SCC shall provide email notification to the Customer at least 7 days prior to the change.

· In the exceptional case of an emergency change, email notification will be sent, but as a consequence of the nature of these changes SCC cannot guarantee the full seven day notice period.



Customer Responsibilities

· Provide a Service Owner with whom the SDM will liaise on matters relating to current and future IT requirements.  The Service Owner will provide day-to-day support and direction to the SDM as may reasonably be required for SCC to provide the Services, and if necessary the prioritisation of Incidents and Service Requests.

· Prior to the Service Commencement Date agree with SCC, the Incident and Service Request logging procedure, call process, and frequency of communications between the SCC Service Desk and the Customer service desk.

· The Customer service desk will advise the SCC Service Desk of Incidents and Service Requests raised by Users in the format agreed between the parties.

· Provide the SCC Service Desk with all information it may reasonably require in order to resolve the Incident, Service Request or provide the Data Centre Services.

· Ensure that the Incident ID is used in all communications regarding the Incident.

· Depending on the nature of the Incident, the Customer may be required to re-install software following Incident Resolution by SCC. Any recurring Incident once the software has been re-installed shall be dealt with on a new Incident basis.

· Ensure a Service Owner or a nominated deputy is available during the Hours of Support.

· Provide the necessary resources to ensure that any changes to the Order are addressed and agreed with SCC via the Change Request Procedure in a timely manner.

· Ensure all Users understand and comply with the various processes, policies and procedures of the Customer and as may be agreed between the parties from time to time.

· Ensure that Users understand SCC's role and the Service Level Agreements.



Exclusions

· The SCC Service Desk will only accept and action Incidents and Service Requests assigned to them via the Customer Service Desk or given directly by the Customer senior management team.

· Incidents and Service Requests received by the SCC Service Desk outside of the Hours of Support.

· SCC will not be liable for failure to meet the SLA in the event third party suppliers or Resolver Groups fail to deliver services in accordance with their contractual commitments.

· Any of the SLA Exceptions specified in the Order occur.
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		OVERVIEW:



SCC will provide a Subscription Service to a managed ServiceNow Platform, accessible from the Internet, which will be logically separated into functional instances facilitating a production instance and a User Acceptance Testing (UAT) instance. Customer Data is separated from other users of the Platform through logical domain separation. For each supported and licensed Application, SCC shall support and maintain the logical domain, provide Platform and Application administrative tasks, implement and maintain SCC’s per Application Blueprint processes, customisation and configuration through standard process and procedures, as follows;



· Idea and Demand Management

· Catalogue Management

· Project Release Management

· BAU Release Management

· Defect Management

· Quarterly Patch Programme

· Family Upgrade/Release Management



SCC RESPONSIBILITIES:

· To maintain the platform instance supported by ServiceNow by ensuring the appropriate family release upgrade of the platform on an annual basis 

· Publication of a quarterly service report that details the platform and managed service activities and performance

· To retain all administrative account access for all development and configuration activities across all processes within the platform.  

· Adhere to and follow any SCC obligations set out in the Operations Manual.

· Provide thirty (30) days’ notice of any change freeze periods.



CUSTOMER RESPONSIBILITIES:

· Provide the names and email addresses of all employees who require Process User account access

· Provide the names and email addresses of all employees who require End User account access

· Provide approval contacts for approval of any / all additional license requests before the accounts are set up by SCC

· Comply with any necessary platform change freeze periods.

· Adhere to and follow any Customer obligations set out in the Operations Manual.

· The Customer grants SCC and ServiceNow a non-exclusive, non-transferable, worldwide right subject to Clause 14 (Confidentiality / Data Protection) to use the Customer Data, including electronic data pertaining to its Users that is processed using the Subscription Service strictly for the limited purpose of providing the Subscription Service to the Customer. 

· The Customer shall use the Subscription Service solely for its internal business process as contemplated by this Order and shall not: (i) license, sub-license, sell, re-sell, rent lease, transfer, assign, distribute time share or otherwise commercially exploit or make the Subscription Service available to any third party, other than maybe agreed in this Order; (ii) intentionally utilise the Subscription Service to violate the law or rights of any person or entity, including sending spam, unlawful or tortious material; (iii) intentionally send or store software viruses, worms Trojan horses or other harmful computer code, files, scripts, agents or programs; (iv) intentionally interfere with or disrupt the integrity of the Subscription Service or the data contained therein; or, (v) intentionally attempt to gain unauthorised access to the Subscription Service or its related systems or networks.

· The Customer shall not use the Subscription Service for any purpose that requires fail-safe performance including, but not limited to, stock trading, financial transaction processing, management of hazardous facilities or applications for which failure could result in death, personal injury, or severe physical or environmental damage (“High Risk Activity”). SCC, its licensors, sub-contractors and suppliers expressly disclaim all warranties of fitness for any such use and Customer shall release and hold SCC, its licensors, sub-contractors and suppliers harmless from liability arising out of the use of the Subscription Service for High Risk Activity.

· The Customer shall not (i) modify, copy or create derivative works based on the Platform or SCC Technology (including Blueprints) or ServiceNow Technology; (ii) create Internet "links" to or reproduce any content forming part of the Platform, other than for its own internal business purposes; or (iii) disassemble, reverse engineer, or decompile the Platform or associated Technology or part thereof, or access the Platform in order to copy any ideas, features, content, functions or graphics of the Platform. The Customer acknowledges that except for the limited right to use the Platform granted herein, no other right title or interest in the intellectual property rights or technology of SCC and its sub-contractors is granted and all such licenses and rights are hereby expressly reserved.



EXCLUSIONS & CONSTRAINTS:

· The design, configuration, management, performance and support of the Customers access to the Internet is explicitly excluded from the Services and is the sole responsibility of the Customer.

· Upon termination of the Subscription Service for any reason, 

(a) Customer shall stop using, and SCC shall stop providing, the Subscription Service and all rights granted to Customer in this Order shall terminate. SCC shall within thirty (30) days following the effective date of a termination by Customer for SCC’s breach refund to Customer all prepaid Charges received by SCC covering the remaining portion of the Subscription Term for the affected Subscription Service after the date of the termination. Within thirty (30) days following the effective date of a termination by SCC for Customer’s breach, Customer shall pay all remaining amounts (if any) payable under this Order for the Subscription Term applicable to the terminated Subscription Service regardless of the due dates.

(b) SCC shall retain all Customer Data for a minimum of forty-five (45) days. The Customer shall have forty-five (45) days to request a copy of their data and if requested, SCC shall provide a copy of that data in a mutually agreed upon, commercially standard format at no cost to the Customer unless SCC determines in its reasonable discretion that the data outputs is not routine, in which case the Parties shall mutually agree on a Statement of Work for Professional Services. After such forty-five (45) day period, SCC shall have no obligation to maintain or provide any Customer Data and shall thereafter, unless legally prohibited, retain the right to delete all Customer Data in its systems or otherwise in its possession or under its control.
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		OVERVIEW:



An authorised User, can submit a request for a change, enhancement or customisation to a supported Applications Configurable Elements, as an idea via the “Submit an Idea” capability, provided on the Platform. All submitted ideas will be reviewed by the representatives of both SCC and the Customer, who together make up the service management team. Each idea will either be;

· Approved, and as such shall become a ‘submitted’ Demand; or

· Deferred (and deferred only for legitimate reasons communicated back to the requestor); or

· Rejected.



All submitted Demands will be reviewed at a weekly checkpoint review meeting, which will categorise each Demand as either a Defect, an enhancement or a Project (for more complex requirements) as further defined in the Service description for Project Release Management.

The scheduling of approved Demands will be subject to adherence to the processes set out in the Operations Manual.  Approved demands must follow and successfully complete full functionality and UAT testing prior to its promotion to the production instance, following such, the change will be included in the next available monthly BAU release. 

SCC RESPONSIBILITIES:

· To inform the Customer of an idea status (Approved/Deferred/Rejected) following review meetings.

· To provide supporting details in the event of an idea being deferred.

· To inform the Customer of the Demand categorisation, once an idea is accepted.

· To perform business requirement gathering and analysis, in support of each idea. 

· Obtain Customer approval, ahead of any design, development, and implementation.

· To design, develop, and implement, as per approved business requirements.

· To follow the defined release management process, determined by Demand categorisation. 

· SCC SDM will ensure sufficient understanding of each idea/Demand, to represent the Customer within internal SCC Platform review meetings.



CUSTOMER RESPONSIBILITIES:

· Internally review all new ideas, ensuring concise and accurate details are captured.

· Submit all internally approved ideas via the Platform, ahead of the agreed deadline day and time, to ensure inclusion within the weekly reviews.

· Provide point(s) of contact to capture detailed requirements – Business and IT, where required

· Consider impact and associated risks for all ideas within the Customer business and ensure these have been approved where applicable and appropriate, SCC is not responsible for such impact, risk assessment or approval.

· Plan, coordinate and perform UAT testing, in line with the agreed release schedule.

· Provide UAT test evidence, to support the RFC, ahead of the scheduled CAB review.

· Perform post implementation acceptance within the timeframe agreed between SCC and the Customer.

· Manage all User (including all End Users) communications and training, in accordance with Customers own standard practices.



EXCLUSIONS & CONSTRAINTS:

· Implementation of any Platform, interfaces, integrations or changes outside of the Demand scope are excluded.

· Demands classified as Catalogue releases will be in accordance with the Catalogue release process.

· Demands classified as Projects will be in accordance with the Project release process.

· Demands classified as Defects will be in accordance with the Reactive release process.

· When prioritisation of Demands is requested, this will be subject to agreement by both parties, with consideration to any other Customer(s) in-progress work streams.

· SCC reserves the right to reject any change, enhancement, customisation of any Applications configurable elements, if SCC deem the request to;

· Reverse any configuration completed under a Project/Statement of Work,

· Is technically detrimental to any existing configuration elements on the Platform.
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		OVERVIEW:



Requests for changes to the Customer product catalogue shall be requested by the Customer in accordance with the Idea and Demand process, and once approved will be scheduled with the Customer, for the next available catalogue release time slot.

 

All catalogue amendments are to be requested in accordance with the Idea and Demand process, one idea for each amendment requested, for example:

 

· A new catalogue item being added

· A catalogue item being removed

· A catalogue item price being updated

· A catalogue item description being amended



SCC RESPONSIBILITIES:

· SCC shall receive and manage catalogue change requests in accordance with the Idea and Demand process.

· Consider other systems and or interfaces, that may be impacted by such Catalogue Releases

· Provide the Customer release notes and communications for each catalogue release.

· Follow the Catalogue request Release management process.



CUSTOMER RESPONSIBILITIES:

· Customer shall raise any catalogue changes through the Idea and Demand process.

· Provide point(s) of contact to capture detailed requirements – Business and IT, where required

· Consider other systems and or interfaces, that may be impacted by such Catalogue Releases and ensure such impact is accommodated by those systems and interface where such systems and interfaces are under the responsibility of the Customer, or the Customers suppliers 

· Consider impact and associated risks for all Ideas within the Customer business and ensure these have been approved where applicable within the Customer Business, SCC is not responsible for such impact and risk assessment or approval.

· Support the Catalogue request Release management process.

· Consider any in flight orders before requesting the removal of a catalogue item. 



EXCLUSIONS & CONSTRAINTS:

· Catalogue release timeframes are set out in the Operations Manual.
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		OVERVIEW:



Requests for Project Releases by the Customer shall be requested in accordance with the Idea and Demand process. Project Releases are categorised below and will be agreed and provided on a Price on Application (“PoA”) basis through an agreed Statement of Work.



A Customer requirement such as one or more of the following (this is by no means an exhaustive list):



· Any new Application not already live and in use in the Customer’s production environment.

· Any collection of enhancements, minimum of five (5), for the same live Application that will require full project engagement to deliver. 

· Any Demands where complexity and impact is deemed in SCC’s sole discretion, to require Project Management resource, based upon the agreed Customer requirements.

· Any implementation of orchestration or automation workflows and orchestration plug-ins



SCC RESPONSIBILITIES:

· Reasonably collate and analyse the Customers business requirements in sufficient detail to define the Deliverables of a project. 

· Under an agreed Statement of Work, provide the required Consultants and Know-How to deliver the project Deliverables and fulfil the Customers Demand.

· Define project governance and guidelines, to include all project documentation and management of issues and risks, in accordance with Prince2 methodology.

· Provide communication plan to support the project implementation and Go-Live.

· Perform functionality testing, ahead of handover to the Customer for UAT.

· Raise and support any RFC through the CAB review, in accordance with the change management process.

· Project Closure report 



· Early life / Warranty support provided for 3 weeks post implementation, thereafter standard incident management process applies.



CUSTOMER RESPONSIBILITIES:

· Customer shall raise any project requests through the Idea and Demand process.

· Provide point(s) of contact to capture detailed requirements – Business and IT, where required.

· Internally review all project requests, as new ideas, ensuring concise and accurate details are captured.

· Consider impact and associated risks for all projects within the Customer business and ensure these have been approved where applicable within the Customer Business, SCC is not responsible for such impact and risk assessment or approval.

· Provide Customer stakeholders and project resource as identified within the project Initiation phase.

· Plan, coordinate and perform UAT testing, in accordance with an agreed project test plan.



EXCLUSIONS & CONSTRAINTS:

· SCC reserves the right, where a Customers requirements for a Project are sufficiently complex or time consuming to collate, to charge the Customer for such activity using the agreed Statement of Work or SCC has expended effort in developing the requirements and the Customer cancels or withdraws the requirement, the, charge the Customer using SCC Day Rates.

· Changes to a projects scope, once set out in an agreed Statement of Work, shall follow the Change Request Process. 

· Any temporary license(s) provided by SCC for the evaluation/proof of concept/trial or testing of new Applications will be provisioned on a non-production instance for a time limited period and therefore will not be deemed as part of the Subscription Service.
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		OVERVIEW:



BAU releases will follow a pre-agreed monthly release process at a scheduled date and time each month as set out within the Operations Manual, and will normally be performed outside of normal business hours.  If the regular and agreed day and time falls during a change freeze window or on a non-Business Day, then the changes planned will be carried over to the next scheduled release.



The BAU release will contain only the Demands that have completed full functionality testing by SCC, and UAT testing by agreed Customer representatives, and have been deemed and agreed to have passed such testing stage(s) before being promoted to the Customer production instance.



SCC RESPONSIBILITIES:

· SCC will ensure that once the BAU release deadline (as detailed within the Operations Manual) for submitted demands has passed, a report of all release changes relevant to either (1) the platform or (2) the Customer’s specific domain, will be published to the Customer and include the associated release notes for those changes.

· Perform functionality testing, ahead of handover to the Customer for UAT testing.

· Raise and support any RFC through the CAB review, in accordance with the Change Management Process set out in the Operations Manual.

· Implementation of the release within the approved release schedule window

· If required, SCC will perform regression of any monthly BAU release as per the regression process set out in the Operations Manual.



CUSTOMER RESPONSIBILITIES:

· Plan, coordinate and perform UAT testing, in accordance with the agreed release schedule.

· Consider impact and/or associated risks with BAU releases within the Customer business and ensure these have been approved where applicable within the Customer Business, SCC is not responsible for such impact and risk assessment or approval.

· Provide UAT test evidence, to support the RFC, ahead of scheduled CAB review.

· Provide a point of contact, to support and/or modify any Customer business system interface(s) or integration(s) which may be impacted by a BAU release.

· Manage User (including all End Users) communication and training, in accordance with Customers own standard practices.



EXCLUSIONS & CONSTRAINTS:

· At SCC’s sole discretion, a complete or partial release may be subject to postponement or cancellation, in the event of failure of the Customer to complete or approve UAT testing.

· Demands classified as Catalogue releases will be in accordance with the Catalogue Release process.

· Demands classified as Projects will be in accordance with the Project Release process.

· Demands classified as Defects will be in accordance with the Reactive Release process.

· Implementation of any Customer system, business interface(s) or integration(s) outside of the Demand scope are excluded and the sole responsibility of the Customer.
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		OVERVIEW:



Any identified Defect prior to promotion to the live environment must still complete the SCC functionality and the Customer business UAT, however this will be release managed as required according to the nature of the defect and impact of the operation.  

SCC will provide the release notes and communications with regards to each of these reactive releases, however only Incident (bugs / defects) can be included in reactive releases, all other work must be implemented as part of the planned release cycles available to the Customer.

SCC RESPONSIBILITIES:

· Provide release notes to support the Defect Release content 

· Perform functionality testing, ahead of handover to the Customer for UAT.

· Raise the Request for Change, (RFC), and support the RFC through Change Advisory Board, (CAB).

· Implementation of Defect Release within the approved Release schedule window



CUSTOMER RESPONSIBILITIES:

· Follow the Defect management process, providing evidence to support the issue.

· Plan, coordinate and perform User Acceptance Testing, (UAT), in line with the agreed release schedule.

· Consider any impact and associated risks within the Customer business, prior to the agreed release schedule

· Provide UAT test evidence, to support the RFC, ahead of the scheduled CAB.

· Provide a Point of Contact, to support any Customer business system interfaces which may be impacted by the Defect Release

· Perform post implementation acceptance

· Manage end user communication and training, in accordance with Customer standard practice



EXCLUSIONS & CONSTRAINTS:

· Reactive Defect Release content is exclusive to bug / defect fixes, all other release types will be managed in accordance to the appropriate release processes.

· Release schedules will be determined and prioritised with consideration to business impact and any other release schedules. 
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		OVERVIEW:



SCC will deliver in accordance with ServiceNow’s Patch Programme cycle, the Release of the recommended patches and / or hot fixes on a quarterly basis.  The Quarterly Patch Releases will include testing of each / any of the elements of the hot fix and / or patch itself.



SCC will provide the Release notes and communications with regards to each of these quarterly patch releases

SCC RESPONSIBILITIES:

· Provide a forward Release plan to support the Quarterly Patch Programme cycle

· Review the ServiceNow recommended patches and hot fixes, to determine release requirements and priorities

· Provide Release notes to support the Patch Release content 

· Perform functionality testing, ahead of handover to the Customer for UAT.

· Raise the Request for Change, (RFC), and support the RFC through Change Advisory Board, (CAB).

· Implementation of Patch Release within the approved Release schedule window



CUSTOMER RESPONSIBILITIES:

· Plan, coordinate and perform UAT testing, in line with the agreed Release schedule.

· Consider any impact and associated risks within the Customer business, prior to the agreed Release schedule

· Provide UAT test evidence, to support the RFC, ahead of the scheduled CAB.

· Provide a Point of Contact, to support any Customer business system interfaces which may be impacted by the Defect Release

· Perform post implementation acceptance

· Manage end user communication and training, in accordance with Customer standard practice



EXCLUSIONS & CONSTRAINTS:

· Patch Release schedules will be determined and prioritised with consideration to business impact and any other release schedules. 
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		OVERVIEW:



To Ensure the Platform remains within support from ServiceNow, it must always comply with being within two (2) releases of ServiceNow’s current release level at any given time.  ServiceNow aim to deliver two (2) releases per annum, although this is not guaranteed nor consistent with regards to the specific months these releases are made available for general release.  



As long as ServiceNow has issued a release in the preceding twelve months, SCC will deliver at least one (1) family release upgrade to the Platform per annum to comply with the support requirements of ServiceNow.



SCC RESPONSIBILITIES:



· SCC will provide no less than ninety (90) days’ notice of any family release/upgrade, and any projected change freeze window associated with the release activities.

· Provide the annual family Release notes and communications to support the Release content

· Perform functionality testing, ahead of handover to the Customer for UAT.

· Raise the Request for Change, (RFC), and support the RFC through Change Advisory Board, (CAB).

· Publish the ServiceNow Upgrade Planning Checklist once completed by SCC, no less than thirty (30) days prior to the family release



CUSTOMER RESPONSIBILITIES:

· Plan, coordinate and perform UAT testing, in line with the agreed Release schedule.

· Consider and manage any impact and/or associated risks for family release upgrades within the Customer business, SCC is not responsible for such impact and risk assessment.

· Provide UAT test evidence, to support the RFC, ahead of the scheduled CAB.

· Provide a Point of Contact, to support any Customer business system interfaces which may be impacted by the family Release.

· Perform post implementation acceptance

· Manage end user communication and training, in accordance with Customer standard practice



EXCLUSIONS & CONSTRAINTS:

· During the agreed Change Freeze period, all other release schedules will be postponed

· Emergency releases will be considered subject to agreement by both parties 
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		OVERVIEW:



SCC will provide access on the Platform to the ServiceNow IT Service Management (ITSM) Application which has been uplifted from the out-of-the-box configuration with SCC’s Blueprint processes, customisation and configuration. The Application provides two user Roles with the functionality set out in the table below:



		Function

		End User (Requestor)

		Process User (Fulfiller)



		Create its own request

		Included

		Included



		View its own request

		Included

		Included



		Modify its own request

		Included

		Included



		Search the service catalogue

		Included

		Included



		Search the knowledge base

		Included

		Included



		Access public pages

		Included

		Included



		Take surveys

		Included

		Included



		Set its own notification preferences

		Included

		Included



		View assets assigned to user

		Included

		Included



		Initiate chat sessions

		Included

		Included



		Participate in a watch list

		Included

		Included



		View a report published to them

		Included

		Included



		Approve requests

		

		Included



		Create any record

		

		Included



		Modify any record

		

		Included



		Delete any record

		

		SCC Responsibility



		Create any report

		

		Included



		Modify any report

		

		Included



		Delete any report

		

		SCC Responsibility



		Drill through any report

		

		Included



		Perform development activities

		

		SCC Responsibility



		Perform administrative activities

		

		SCC Responsibility
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		OVERVIEW

An Individual Room Based Service allows Customer to provision or assign up to the number of Individual Room Hosts licensed to a specific Customer-owned conference or other room or meeting space (“Conference Room”); each Conference Room provisioned with an Individual Room Host may host video conferences during the Term.

SCC RESPONSIBILITIES

· Provide the Customer with a link to download the tablet application for iOS or Android tablets for room placement.

· Provide credentials and instructions for setup and usage of the tablet application.

· Provide licences for every room from which a user wants to host or join a video conference.

CUSTOMER RESPONSIBILITIES

· provide standards based video system Room Endpoints for use with the Service.

· Ensure a licence has been procured for every room from which a user wants to host or join a video conference.

· Ensure that the users comply with the Service Terms, outlined in this Service Specification

SERVICE TERMS

· Individual Room Hosts may be assigned to individual Conference Rooms of Customer only. 

· Each Individual Room Host may only be used by the single Conference Room to which it is assigned; it may not be shared or used by more than one Conference Room more or by anyone outside of such Conference Room.

· Simultaneous meetings/video conferences by an Individual Room Host are prohibited. 

· Any sale, resale, license, sublicense, rent, timeshare or transfer of Individual Room Hosts licensed is prohibited. 

· Customer may not utilize more than the number of Individual Room Hosts licensed, unless otherwise stated herein. 

· Maximum number of Endpoints in a conference is 100. 

· To the extent Customer utilizes more than the number of Individual Room Hosts licensed, or otherwise violates the above restrictions (e.g., such that simultaneous meetings occur with the same Individual Room Host or an assigned Individual Room Host hosts a meeting from anywhere other than the specific Conference Room assigned), (a) Customer will be charged overage fees, and (b) SCC has the right to terminate the Service.   
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		OVERVIEW

The Enterprise Ports Service allows the Customer to use a number of concurrent ports or connections to the Service at any one time (across all Customer’s meetings that are occurring at such time). Customer (and the participants to its meetings) may only utilize up to the number of licensed Ports to access the Service. Please note that one participant in a meeting may utilize more than one Port – for example, paired Endpoints (if a participant has both called in as well as joined the meeting via the web) are considered different Ports.

SERVICE TERMS

· Customer must begin and be an active participant in every meeting.

· Any sale, resale, license, sublicense, rent, timeshare or transfer of Ports licensed is prohibited.

· Maximum number of Endpoints in a conference is 50. To the extent Customer utilizes more than the number of Individual Ports licensed, Customer will be charged overage fees. Such overage Fees apply per port, per Day, based on the maximum concurrency of ports used by Customer and its meeting participants above the committed ports.

· Customer must begin and be an active participant in every meeting.
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		OVERVIEW

The Corporate Service allows the Customer to provision a Named Host to each Employee, such that each Employee may host videoconferences during the Term. 

SERVICE TERMS

· Service may only be provisioned to individual Employees of Customer. 

· Any sale, resale, license, sublicense, rent, timeshare or transfer of Named Hosts/licenses is prohibited. However in the event a Named user leaves the organization the licence can be re-assigned to an alternative Named user.

· Maximum number of endpoints in a meeting is 100. 

· Customer shall certify the actual number of Employees in Customer’s Enterprise (“Employee Count”) (1) concurrent with execution of the Service, and (2) thirty (30) days prior to each anniversary of the Services Start Date. For each additional certification, an officer or other authorized employee of Customer must certify the Employee Count to SCC via email. SCC may verify Customer’s Employee Count via third party sources, such as Dun and Bradstreet, or through Customer’s website or public filings as applicable. If the number of Employees has increased by 10% or more at any time due to organic growth, an acquisition (whether of an entity, operating division, assets and/or operations of a company or entity, or otherwise), a merger, or other corporate event, Customer shall promptly report such increase to SCC, but no later than thirty (30) days after such occurrence, and SCC reserves the right to increase fees accordingly for the remainder of the then-current and any future Term(s). 

· Customer may not provision the Services to any other entity or person (including affiliates or contractors) without SCC’s prior express, written approval (such approval at SCC’s sole discretion), at which time (assuming SCC’s  approval) such other entity shall be included in the definition of Enterprise for purposes of determining Employee Count. 

· To the extent Enterprise includes any person or entity other than Customer, Customer agrees to be fully responsible and liable for the activity of such person or entity, including such person’s or entity’s use and/or misuse of the Services.  
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		OVERVIEW

The Named Host Service allows Customer to provision or assign up to the number of Named Hosts licensed to its employees; each employee provisioned with a Named Host may host videoconferences during the Term. 

SERVICE SPECIFIC TERMS

· Maximum number of endpoints in a meeting is 100. 

· Named Hosts may be assigned to individual employees of Customer only. 

· Named Hosts may not be shared or used by anyone other than the individual employee assigned. 

· Generic naming conventions for Named Hosts are prohibited. 

· Simultaneous meetings/video conferences by a Named Host are prohibited. 

· Any sale, resale, license, sublicense, rent, timeshare or transfer of Named Hosts is prohibited. However in the event a Named user leaves the organization the licence can be re-assigned to an alternative Named user.

· Customer may not utilize more than the number of Named Hosts licensed, unless otherwise stated herein. 
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		[bookmark: _Toc93409166][bookmark: _Toc93409578][bookmark: _Toc158983359]Events License Service



		OVERVIEW

The Events Service allows Customers to host Events either at Corporate or Departmental level. 

SERVICE TERMS (Corporate)

· A licence covers one Event, Customers must pre-pay at the start of each year for the number of Events they wish to host in that coming year.

· Events can be hosted at any time, but the licences expire at the end of each year and cannot be carried over to another year if unused. 

· The maximum duration of an Event is two hours. If an Event continues beyond two hours, Customers may be charged overage fees per hour (or part of)

· The licence purchased has a maximum capacity of attendees. Customers will be charged overage fees if this capacity is exceeded. 

SERVICE TERMS (Departmental)

· A licence can be purchased for employees wishing to host Events. Each employee with a licence can host as many events as they wish to during the year.

· The maximum duration of an Event is two hours. If an Event continues beyond two hours, Customers may be charged overage fees per hour (or part of)

· The licence purchased has a maximum capacity of attendees. Customers will be charged overage fees if this capacity is exceeded.  
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		OVERVIEW

SCC will provide a VNOC Service Desk, based in Romania 

SCC RESPONSIBILITIES

INCIDENT MANAGEMENT

· SCC will log all calls raised by the Customer’s helpdesk relating to Software failures or performance issues (“Incidents”), on SCC’s incident management system and perform the following activities;

· Advise Customer’s helpdesk of the Incident number, this number will be used as a point of reference for both parties when communicating further about the Incident.

· Forward the Incident to the appropriate resolver group, and coordinate the delivery of the Services.

· Record, track and update accepted Incidents within the SCC incident management tool.

· SCC shall update the Customer’s helpdesk via agreed methods with regular Incident updates.

· Advise the Customer’s helpdesk of Incident status, resolution/ exceptions and closure. For avoidance of doubt the Incident logging procedure, call process, and frequency of communications between the SCC Service Desk and Customer helpdesk shall be agreed prior to the Commencement Date.

· In the event SCC determines that the cause of the Incident does not relate to the Software, or is a result of any of the exclusions detailed in this Order, close the Incident and return to the Customer for resolution.

USER ADMINISTRATION

· SCC will provide administration access to the Customer for the setup and maintenance of user accounts for the service users.

CUSTOMER RESPONSIBILITIES

In order for SCC to carry out this Service, the Customer shall comply with the following:

· Ensure all Incidents are submitted in the agreed forms and are directly related to the Service.

· Ensure that prior to forwarding Incidents to SCC, the Customer service desk has reviewed the Incident and assigned the correct Priority Level from Priority Level 1 to Priority Level 4.

· Ensure all agreed information is passed to SCC at time of Incident logging.

· Ensure that out of Working Hours the agreed Incident logging process is followed by the Customers helpdesk.

The Customer will be responsible for the following administrative activities;

· Creating user accounts

· Disabling user accounts

· Deleting user accounts

· Amend group permissions

· Add/Remove groups

· Password resets

SERVICE EXCLUSIONS

· SCC is not responsible for carrying out Incident Management relating to the performance of an Endpoint
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		[bookmark: _Toc93409168][bookmark: _Toc93409580][bookmark: _Toc158983361]Meeting Assist



		OVERVIEW

Where the Customer has purchased Meeting Assist, SCC will provide the following assistance to the Customer

· Rehearsal session to ensure video participants will be able to connect and to review meeting configuration settings and test moderator controls and flow scenarios.

· Pre-meeting set up help for moderator(s) and lecture presenters

· Assist participants to join the meeting 

· During the meeting, continually monitor your meeting in our network to ensure smooth performance

· If any problems are identified, proactively provide steps toward resolution

After the meeting, SCC can provide a report sharing the call stats (including duration of the call, endpoints joined, and video and audio quality)
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		OVERVIEW

The Relay Service is an optional service with can be procured as part of Video Conferencing as a Service and enables Customer’s with compatible equipment “one touch to join” conferencing capability, and calendar integration, in the Room Based Service. It also enables enhanced remote diagnostic capabilities.

SCC will provide management of the Relay application within the Customer environment, including providing patching to maintain the integrity of the relay server application

SCC RESPONSIBILITIES

· The build, operation and support of Relay application using remote management tools

· Integration into Microsoft Exchange / Outlook /Google Apps environments to support video conference scheduling

· Installation, Backup and Restoration of Relay application configuration

CUSTOMER RESPONSIBILITIES

· Provide remote access to the relevant parts of the Customer infrastructure for the purposes of installation, management and support of the Relay application.

· Provide a fully licensed, virtual machine to the specification required for operating the Relay application.

· Ensure outbound internet connectivity from the relay server 

· Provide user accounts and service information where required in order for SCC to meet their obligations with regard to provision of the Managed Relay service.

· Provide compatible tablets and internet connectivity for use with relay









[bookmark: _Toc93409170][bookmark: _Toc93409582][bookmark: _Toc158983363]Service Annex 11: Transition Services



		Transition Services are bespokely drafted services, therefore standard service descriptions do not exist for the full range of services SCC can offer.

Consequently Part A of the Transition Services Annex is presented in a Statement of Works (SoW) format where the user should input the service description information. 

The SoW template in Service Annex 11 contains guidance notes for the type & quality of information that is required to complete the SoW.









[bookmark: _Toc93409171][bookmark: _Toc93409583][bookmark: _Toc158983364]Service Annex 12: Exit Assistance



		Exit Assistance Services are bespokely drafted services, therefore standard service descriptions do not exist for the full range of services SCC can offer.

Consequently Part A of the Exit Assistance Services Annex is presented in a Statement of Works (SoW) format where the user should input the service description information. 

The SoW template in Service Annex 12 contains guidance notes for the type & quality of information that is required to complete the SoW.
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[bookmark: _Toc158983365]Service Annex 13: I.T. Asset Management
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		OVERVIEW:

SCC’s hosted Snow ITAM service, which includes;

· Snow Inventory (SCC ITAM team use only); and 

· Snow License Manager, 

will be used to capture any installed software and related hardware assets on the Customer’s estate.



SCC RESPONSIBILITIES:

Hosted Snow I.T. Asset Management  (ITAM) Service

· the Customer will have self-serve access to the following reports, via SCC’s Snow License Manager portal: 

· inventory and entitlement reporting for all of the Customer’s recognised vendors/applications;

· comparison between applications installed by the Customer and applications that are actually in use by the Customer (through Snow Inventory software metering functionality) to reduce the amount of unutilised Customer software;

· entitlement analysis across its whole estate or down to individual organisation units; and

· central or operating business level views across the Customer’s software and hardware inventory and any associated support and maintenance contracts for the same.

· Snow License Manager will show the available application and usage data from the application usage period defined in Section 2 of Part A of this Service Annex. Compliance position reporting is subject to licence entitlement data being uploaded into Snow License Manager

· Data received daily from Snow agents will be processed overnight and available via SCC’s Snow License Manager Portal the following Business Day.

· SCC will provide support services to the Customer during Support Hours. All Customer requests for Support Services will be reported by the Customer to the ITAM Service Desk for Resolution.

Exit

· Upon request from the Customer, before the end date of the Managed Service, SCC will assist the Customer in extracting the following data (in Excel format): 

· list of all active, quarantined and inactive computers + computer data;

· list of all Authorised Users + Authorised User data;

· list of all applications + application data; and

· list of all installed applications per computer.

The Customer must submit such request to SCC within 30 days after termination or expiration of the Managed Service. SCC is not obliged to maintain or provide any Customer data to the Customer after such 30 day period and will, unless legally prohibited, delete all Customer data from its systems or otherwise in its possession or under its control.

· Upon termination of the Managed Service, SCC will assist the Customer in transferring the Managed Service to a new provider or in-house by:

· extracting the data from the database and returning it to the Customer in the mutually agreed format; and

· making available for collection to the Customer or a new service provider the Hosted Software.

However, such assistance will not include the destruction by SCC of any Customer data on the Data Centre equipment.

· Any supply by SCC of any other exit services in addition to those exit services listed in this section above will be subject to the Customer paying for such services as an Excluded Service.



CUSTOMER RESPONSIBILITIES: 

The Customer will:

· be responsible for complying with its software licences and any commercial decisions regarding its own software licensing;

· use SCC’s ITAM helpdesk as the first point of contact for all requests regarding ITAM Managed Service;

· provide written authorisation for SCC to obtain vendor licence statements from the relevant third party vendor of the software where required; 

· (if SCC is unable to obtain the Customer’s licence entitlement data from software vendors) provide Customer’s purchase data as an alternative source for entitlement data;

· on request, share its licence agreement renewal data with SCC, to enable SCC to analyse the Customer’s renewal requirements;

· on request, provide SCC with access to its desktop, server, network and service desk teams to ensure accurate capture of inventory data (i.e. reporting back where the agent has been deployed) and technical compliance (i.e. deltas between number of devices vs number of devices where agents have been deployed) where necessary;

· on request, provide sufficient detail  to SCC regarding the Customer’s IT infrastructure and virtual environment so SCC can produce accurate licence positions;

· ensure that any tasks assigned by SCC ITAM team to the Customer’s resources are delivered in line with any targets agreed by both Parties;

· notify SCC in advance of any changes to any Customer activities that may affect the provision of the Managed Services;

· [bookmark: _Hlk147142842][bookmark: _Hlk147142824]respond to SCC with any information requested by SCC regarding additional data for ELP work, customer sign off requests, clarification on archiving of any devices within Snow within 5 Business Days unless otherwise agreed by the Parties (in writing);

· upon submission of any agreed deliverables by SCC to the Customer, accept such deliverables or notify SCC of any inaccuracies regarding the same within 7 Business Days of submission to the Customer. Should SCC not receive such notification from the Customer, any such deliverables will be deemed accepted by the Customer;

· act as a customer reference for SCC, on request; and

· [bookmark: _Hlk137750069](where Snow Software is being provided to the Customer by SCC) abide by the Snow MLSA.

For the avoidance of doubt, the Customer is not obliged to purchase any Third Party Software from SCC.

Firewall configuration

· If there are any internal firewalls between the end points (servers, desktops, and laptops) and the SCC Snow Licence Manager portal, the Customer will configure these to allow bi-directional traffic to such portal over port 443 to specific URLs.

Network configuration troubleshooting

· If any networking or connectivity issues exist within the Customer’s environment which prevent Snow data updates from being received by SCC’s servers, the Customer will be responsible for identifying the cause and resolving the issue.

Snow agent installation

· The Customer will install a Snow inventory agent on all devices that are in scope of the Managed Service. If the Customer is unable to deploy a Snow inventory agent, the Parties may discuss and agree an alternative Snow collection technique.

Agent update deployment

· To resolve technical issues or enable additional functionality, the Customer will deploy Snow agent updates and/or additional Snow software on its entire estate within 30 days of a written request from SCC.

Snow software uninstallation

· The Customer will uninstall all Snow software installed on any Customer device before decommissioning or disposing of any such Customer device. 

· The Customer will uninstall all Snow software installed on its estate within 30 days of the end date of  the Managed Service. 

Auto Renewal

Auto-Renewal - Each term shall automatically renew for a subsequent period of the same length as the initial term, unless either party serves written notice of termination at least 90 days prior to the expiration of the current contracted term.

EXCLUSIONS:

· The following general exclusions apply to the Managed Service, unless expressly stated within this Service Annex or the Order:

· Microsoft licensing in environments hosted by third parties or licenced via SPLA; and

· any non-commercial in-house developed applications.







		Service Annex 13

		ITAM Services



		Service Specification:

		Table X

		[bookmark: _Toc158983367]I.T. Asset Management (PROFESSIONAL)



		OVERVIEW:

SCC’s hosted Snow ITAM service, which includes;

· Snow Inventory (SCC ITAM team use only); and 

· Snow License Manager, 

will be used to capture any installed software and related hardware assets on the Customer’s estate.



SCC RESPONSIBILITIES:

Hosted Snow  I.T. Asset Management (ITAM) Service

· The Customer will have self-serve access to the following reports, via SCC’s Snow License Manager portal: 

· inventory and entitlement reporting for all of the Customer’s recognised vendors/applications;

· comparison between applications installed by the Customer and applications that are actually in use by the Customer (through Snow Inventory software metering functionality) to reduce the amount of the Customer’s unutilised software;

· entitlement analysis across the whole of the Customer’s estate or down to individual organisation units; and

· central or operating business level views across the Customer’s software and hardware inventory and any associated support and maintenance contracts for the same.

· Snow License Manager will present the available application and usage data from the application usage period defined in Section 2 of Part A of this Service Annex. Compliance position reporting is subject to licence entitlement data being uploaded into Snow License Manager.

· Data received daily from Snow agents will be processed overnight and available via SCC’s Snow License Manager Portal the following Business Day.

· Support Services will be provided by SCC to the Customer during Support Hours. Support Services are described in Part B of this Service Annex. All Customer requests for Support Services will be reported to the ITAM Service Desk for Resolution.

Service Reviews

· Service reviews will be held by the Parties at least every quarter, by remote means or conference call, to provide any updates from both Parties and to review the following areas, where applicable: 

· the Customer’s experience of this service;

· the Customer’s Microsoft licence position;

· any additional vendor licence positions;

· (where procured by the Customer) review of any savings report produced by SCC; and

· any outstanding actions on either Party.

Licensing & ITAM Helpdesk

· To assist with any issues or queries, the Customer’s nominated users will have access to SCC’s licensing and ITAM help desk, which includes the following elements: 

· a centralised point of contact for all technical, licensing and ITAM knowledge, information and guidance; and

· a dedicated email address.

· The working hours are: 09.00 to 17.00 on any Business Day.  Outside Working Hours, calls placed by the Customer via email will be handled by SCC the next Business Day. 

Licence purchase uploads

· SCC will upload all software perpetual and subscription licence purchases made by the Customer during the term of the Managed Service to Snow License Manager.  Purchases made by the Customer from SCC will be uploaded by SCC on a monthly basis without any input from the Customer.  Any purchases made by the Customer from other suppliers will only be uploaded by SCC upon submission of the appropriate proof of licence by the Customer using the SCC provided template which can be provided by SCC on request. 

· The Customer will provide SCC with external entitlement using the provided template by the last Business Day of each month.

· The Customer’s historic licensing data may be uploaded by SCC to the Snow license Manager at Customer’s request as an optional additional service as long as the data is available to SCC in a suitable format.  Such additional service is available at an additional charge on request subject to the Parties agreeing the scope and Charges for the same via the Change Control Procedure or a separate Order.  

Service Delivery Management

· SCC’s Service Manager will coordinate delivery of the Manged Service between SCC’s ITAM team and the Customer’s Service Manager.

· SCC will proactively manage the Customer’s device records within Snow License Manager, monitoring the last scanned date of such devices, and will agree with the Customer (in writing) any appropriate action to correct any inaccurate Customer device statuses.  Should the number of Customer devices exceed the quantity specified in Part A of this Service Annex, then the Customer will be charged by SCC for any additional Devices as detailed in the relevant Order.

Annual Microsoft Effective Licence Position (ELP)

· SCC will produce a Microsoft effective licence position (“ELP”) each year. Such Microsoft ELP will be uploaded by SCC to Snow License Manager. 



Annual ELP for additional vendors

· SCC will produce a licence position each year for the Customer’s nominated additional vendors, as specified in Part A of the Service Annex.  Such nominated vendors may be changed each year by mutual agreement between the Parties (in writing). 

· SCC will capture and populate Snow Licence Manager with effective vendor licensing entitlement data, therefore evidencing current chosen vendor position. 

· If a vendor is unable to confirm a complete licence entitlement for the Customer, SCC will require input from the Customer and use the Customer’s own records to complete the entitlement records.

· Oracle, SAP, IBM and HP will not be included as additional vendors.

Risk & saving opportunity analysis

· After completion of the annual ELP for Microsoft or an additional vendor, SCC will produce a risk and saving opportunity report for each vendor, containing an analysis of the areas where SCC believes that the Customer may find future savings opportunities. Such analysis will include:

· a summary of the total licence compliance risk for each vendor;

· identification of any risk mitigation opportunities and a mitigation plan to resolve where possible; and

· identification of any licence re-harvesting opportunities.



Contract optimisation analysis

· After completion of the risk and saving opportunity analysis for Microsoft or an additional vendor above, SCC will produce a contract optimisation report for each vendor, containing an analysis of any areas where SCC believes that the Customer may find any applicable future savings opportunities. Such analysis will include, where appropriate:

· any alternative licensing models;

· any risk from any lapsed maintenance/support contracts;

· any overpayment by Customer regarding any support/maintenance contracts on equipment/software not being utilised by the Customer;

· support/maintenance contract management and co-termination of the same;

· any under/overcharging based on the total amount of Devices on the Customer’s estate;

· any consolidation of purchasing arrangements regarding licensing agreements/contracts;

· any functionality utilisation analysis regarding specific applications relevant to chosen vendor; and

· any utilisation improvement regarding specific applications relevant to chosen vendor.



Exit

· Upon request from the Customer, before the end of the Managed Service, SCC will assist the Customer in extracting the following data (in Excel format): 

· a list of all active, quarantined and inactive computers + computer data;

· a list of all Authorised Users + Authorised User data;

· a list of all applications + application data; and

· list of all installed applications per computer.

· The Customer must submit such request to SCC within 30 days after termination or expiration of the Managed Service.  SCC is not obliged to maintain or provide any Customer data after such 30 day period and will (unless legally prohibited) delete all Customer data in its systems or otherwise in its possession or under its control.

· At the end of the Managed Service, SCC will assist the Customer in transferring the Managed Service to a new provider or in-house by:

· extracting the Customer data from the database and returning it to the Customer in the mutually agreed format; and

· making available for collection by the Customer or a new service provider any Hosted Software.  

However, such assistance will not include the destruction by SCC of any Customer data on the Data Centre equipment.

· Any supply by SCC of any other exit services in addition to those exit services listed in this section above will be subject to the Customer paying for such services as an Excluded Service.



CUSTOMER RESPONSIBILITIES: 

The Customer will: 

· be responsible for complying with its software licences compliance and any commercial decisions regarding the same;

· use SCC’s ITAM helpdesk as the first point of contact for all requests regarding the ITAM Managed Service

· provide written authorisation for SCC to obtain vendor licence statements where required;

· (if SCC is unable to obtain licence entitlement data from software vendors) provide its purchase data for use as an alternative source for entitlement data;

· on request, share its licence agreement renewal data with SCC to enable SCC to analyse the Customer’s renewal requirements;

· on request, provide SCC with access to the Customer’s desktop, server, network and service desk teams to ensure accurate capture of inventory data (i.e. reporting back where the agent has been deployed) and technical compliance (i.e. deltas between number of Customer devices vs number of Customer devices where agents have been deployed) where necessary;

· on request, provide sufficient detail to SCC regarding the Customer’s IT infrastructure and virtual environment to enable SCC to produce accurate licence positions;

· ensure that any tasks assigned by SCC ITAM team to the Customer’s resources are delivered in line with any targets agreed by both Parties;

· notify SCC in advance of any changes to any Customer activities that may affect the provision of the Managed Services;

· respond to SCC with any information requested by SCC regarding additional data for ELP work, customer sign off requests, clarification on archiving of any devices within Snow within 5 Business Days unless otherwise agreed by the Parties (in writing);

· upon submission of any agreed deliverables to the Customer by SCC, accept such deliverables or notify SCC of any inaccuracies regarding the same within 7 Business Days of submission to the Customer. Should SCC not receive such notification from the Customer, the deliverables will be deemed accepted by the Customer; and

· (where Snow Software is being provided to the Customer by SCC as part of this Service) abide by the Snow MLSA.

For the avoidance of doubt, the Customer is not obliged to purchase any Third Party Software from SCC as part of this Service.

Firewall configuration

· If there are any internal firewalls between the end points (Servers, desktops, and laptops) and the SCC Snow Licence Manager portal; these will be configured by the Customer to allow bi-directional traffic to the portal over port 443 to specific URLs.

Network configuration troubleshooting

· If any networking or connectivity issues exist within the Customer’s environment which prevent Snow data updates from being received by SCC’s servers, the Customer will be responsible for identifying the cause and resolving the issue.

Snow agent installation

· The Customer will install a Snow inventory agent on all Customer devices that are in scope of this Service. If the Customer is unable to deploy a Snow inventory agent, the Parties may discuss and agree an alternative Snow collection technique.

Agent update deployment

· To resolve technical issues or enable additional functionality, the Customer will deploy Snow agent updates and/or additional Snow software on its entire estate within 30 days of a written request from SCC.

Snow software uninstallation

· The Customer will uninstall all Snow software installed before decommissioning or disposing of any Customer devices. 

The Customer will uninstall all Snow software installed on its estate within 30 days of the end of  the Managed Service. 

Auto Renewal

· Auto Renewal - Each term shall automatically renew for a subsequent period of the same length as the initial term, unless either party serves written notice of termination at least 90 days prior to the expiration of the current contracted term.



EXCLUSIONS:

· Unless expressly stated within this Service Annex or an Order, this Service does not include:

· any Microsoft licensing in environments hosted by 3rd parties or licensed via SPLA; or

· any non-commercial in-house developed applications.
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		OVERVIEW:

SCC’s hosted Snow ITAM service, which includes;

· Snow Inventory (SCC ITAM team use only); and 

· Snow License Manager, 

will be used to capture any installed software and related hardware assets on the Customer’s estate.



SCC RESPONSIBILITIES:

Hosted Snow I.T. Asset Management  (ITAM) Service

· The Customer will have self-serve access to the following reports, via SCC’s Snow License Manager portal: 

· inventory and entitlement reporting for all of the Customer’s recognised vendors/applications;

· comparison between Customer applications installed and applications that are actually in use by the Customer (through Snow Inventory software metering functionality) to reduce the amount of unutilised Customer software;

· entitlement analysis across the whole of the Customer’s estate or down to individual organisation units; and

· central or operating business level views across the Customer’s software and hardware inventory and any associated support and maintenance contracts.

· Snow License Manager will show the available application and usage data from the application usage period defined in Section 2 of Part A of this Service Annex.  Compliance position reporting is subject to licence entitlement data being uploaded into Snow License Manager.

· Data received daily from Snow agents will be processed overnight and available via SCC’s Snow License Manager Portal the following Business Day.

· Support Services will be provided by SCC to the Customer during Support Hours.  Support Services are described in Part B of this Service Annex. All Customer requests for Support Services will be reported by the Customer to the ITAM Service Desk for Resolution.

Service Reviews

· Service reviews will be held by the Parties at least every quarter, either, by remote means or via conference call, to provide updates from SCC, from the Customer and to review the following areas (where applicable): 

· the Customer’s experience of this Service;

· the Customer’s Microsoft licence position

· any additional vendor licence positions;

· (where procured by the Customer) review of the savings report produced by SCC; and

· any outstanding actions on either Party.

Licensing & ITAM Helpdesk

· To assist with any issues or queries, the Customer’s nominated users will have access to SCC’s licensing and ITAM help desk, which includes the following elements: 

· a centralised point of contact for all technical, licensing and ITAM knowledge, information and guidance; and

· a dedicated email address.

· The working hours are: 09.00 to 17.00 on a Business Day.  Outside Working Hours, calls placed via email will be handled the next Business Day. 

Licence purchase uploads

· SCC will upload all perpetual and subscription software licence purchases made by the Customer during the term of the Managed Service to Snow License Manager.  Purchases made by the Customer from SCC will be uploaded on a monthly basis by SCC without any input required from the Customer.  Any purchases made by the Customer from other suppliers will only be uploaded by SCC upon submission of the appropriate proof of licence by the Customer to SCC using the SCC provided template. 

· The Customer will provide SCC with external entitlement using the provided template by the last Business Day of each month.

· The Customer’s historic licensing data may be uploaded by SCC to the Snow license Manager on request as an optional service, provided the data is available in a suitable format.  Such service is available at an additional charge and on request subject to the Parties agreeing the scope and Charges for the same via the Change Control Procedure or a separate Order. 

Service Delivery Management

· SCC’s Service Manager will coordinate delivery of the Managed Service between SCC’s ITAM team and the Customer’s Service Manager.

· SCC will proactively manage the Customer’s device records within Snow License Manager, monitoring the last scanned date of such devices, and will agree with the Customer (in writing) any appropriate action to correct inaccurate device statuses. 

· Should the number of Customer devices exceed the quantity specified in Part A, then the Customer will be charged by SCC for the additional Devices as detailed in the Order.

Annual Microsoft Effective Licence Position (ELP)

· SCC will produce a Microsoft effective licence position (“ELP”) each year. Such Microsoft ELP will be uploaded by SCC to Snow License Manager. 



Annual ELP for additional vendors

· SCC will produce a licence position each year for the nominated additional vendors, as specified in Part A of the Service Annex.  Such additional nominated vendors may be changed each year by mutual agreement between the Parties (in writing). 

· SCC will capture and populate Snow Licence Manager with effective vendor licensing entitlement data, thereby supporting vendor compliance management for nominated additional vendors.

· If the vendor is unable to confirm a complete licence entitlement for the Customer, SCC will require input from the Customer and use the Customer’s own records to complete the entitlement records.

· Oracle, SAP, IBM and HP will not be included as additional vendors.

Annual ITAM maturity assessment

· On an annual basis SCC will measure the maturity of the Customer’s ITAM processes, which are aligned with the ISO19770 standard for Software Asset Management. 

· SCC will produce an ITAM assessment report that analyses Customer’s existing SAM processes and will provide a copy of such ITAM assessment report to the Customer, with suggested actionable steps which may help improve maturity (where appropriate).

Risk & saving opportunity analysis

· After completion of the ELP for Microsoft or an additional vendor, SCC will produce a risk and saving opportunity report for each vendor, containing an analysis of the areas where SCC believes that the Customer may find future savings. This analysis will include:

· summary of total licence compliance risk for such vendor;

· identification of any risk mitigation opportunities and a mitigation plan to resolve where possible; and

· identification of any licence re-harvesting opportunities.

Contract optimisation analysis

· After completion of the risk and saving opportunity analysis for Microsoft or an additional vendor above, SCC will produce a contract optimisation report for each vendor, containing an analysis of the areas where SCC believes that any future savings/opportunities may be found by the Customer.  This analysis will include, where appropriate:

· alternative licence models;

· risk from lapsed maintenance/support;

· any overpayment of support/maintenance contracts on equipment/software not being utilised by the Customer;

· support/maintenance management and co-termination;

· any under/overcharging based on the total amount of Devices on the Customer’s estate;

· consolidation of purchasing arrangements; 

· functionality utilisation analysis; and

· utilisation improvement. 

Quarterly savings report

· SCC will produce a quarterly savings report, summarising any identified savings opportunities for the Customer’s nominated vendors. Once each vendor has had a completed risk & saving opportunity report and contract optimisation analysis report, the SCC  ITAM Consultant will add the findings to the quarterly savings report and track progress against realising the savings.  The report will be issued by SCC each quarter, on a date to be agreed between the Parties (in writing). 



Annual Stakeholder Insights report

SCC will provide an executive report pack to the Customer on an annual basis with supporting data, focused on the below areas:

· infrastructure: 

· software profiling – What software is in the estate? What percentage is licensable vs non-licensable?

· hardware blend – How many different types of hardware exist in the estate?

· cloud readiness – What percentage of the estate is ready to migrate to the cloud?

· application rationalisation – How many different applications are fulfilling the same purpose?

· business productivity: 

· non-productive apps usage – How many non-product apps are installed and usage trend

· high risk applications – Are there any known applications which could lead to security breaches and/or damage to reputation.

· lost productivity – Estimating the total value of lost manpower using non-productive applications.

· cyber security: 

· OS build & patching – What Operating systems in the desktop and server estate are exposed to out of date builds?

· application vulnerability – Profile of 5 selected applications and exposure to known critical security vulnerabilities

· remote access patterns -  Who has remote access and what are the patterns of usage

· shadow IT – What applications have been deployed or accessed via the cloud that do not have IT department approval?

· end of life software – What applications are no longer receiving any support from the software licensor?

SCC will provide actionable insights to the Customer to allow the identified areas to be addressed by the Customer. 

Core Process Review

· SCC will review up to 2 core ITAM processes per annum - choose from: 

· 12 HAM processes

· 16 SAM foundation processes

· 9 SAM advanced processes

· SCC will deliver a high level analysis of process interactions with other teams (within business), tools and business processes.  This will be delivered following workshops where this information is gathered.

Output 

· An ARIS process document (delivered as a Visio output) making the processes more transparent for the business to utilise as a base for more in-depth analysis of process/practices to follow.

· All parts of the organisation involved in workshops understand the high level interactions of their areas with the specific process reviewed.

Exit

· Upon request from the Customer, before the end of Managed Service, SCC will assist the Customer in extracting the following data (in Excel format): 

· list of all active, quarantined and inactive computers + computer data;

· list of all Authorised Users + Authorised User data;

· list of all applications + application data; and

· list of all installed applications per computer.

· The Customer will submit such request to SCC within 30 days after termination or expiration of the Managed Service.  SCC is not obliged to maintain or provide any Customer data after such 30 day period and will (unless legally prohibited) delete all Customer data in its systems or otherwise in its possession or under its control.

· At the end of the Managed Service, SCC will assist the Customer in transferring the Managed Service to a new provider or in-house by:

· extracting the Customer data from the database and returning it to the Customer in a mutually agreed format; and

· making available for collection to the Customer or a new service provider any Hosted Software, 

However, such assistance will not include any destruction of any Customer data by SCC on the Data Centre equipment.

· Any supply by SCC of any other exit services in addition to those exit services listed in this section above will be subject to the Customer paying for such services as an Excluded Service.



CUSTOMER RESPONSIBILITIES: 

The Customer will: 

· be responsible for complying with its software licences and any commercial decisions regarding the same;

· use SCC’s  ITAM helpdesk as the first point of contact for all requests regarding the ITAM Managed Service;

· provide written authorisation for SCC to obtain vendor licence statements where required;

· (if SCC is unable to obtain licence entitlement data from software vendors) provide purchase data to be used as an alternative source for entitlement data;

· on request, share its licence agreement renewal data with SCC to enable SCC to analyse the Customer’s renewal requirements;

· on request, provide SCC with access to the Customer’s desktop, server, network and service desk teams to ensure accurate capture of inventory data (i.e. reporting back where the agent has been deployed) and technical compliance (i.e. deltas between number of devices vs number of devices where agents have been deployed) where necessary;

· on request, provide sufficient detail regarding its IT infrastructure and virtual environment to enable SCC to produce accurate licence positions

· ensure that any tasks assigned by SCC ITAM team to the Customer’s resources are delivered in line with any targets agreed by both Parties;

· notify SCC in advance of any changes to Customer activities that may affect the provision of the Managed Services;

· provide SCC with core process selection, and ensure all relevant person(s) within business are available to attend and participate in workshops;

· respond to SCC with any information requested by SCC regarding additional data for ELP work, customer sign off requests, clarification on archiving of any Devices within Snow within 5 Business Days unless otherwise agreed by the Parties (in writing);

· upon submission of any agreed deliverables to the Customer by SCC, accept such deliverables or notify SCC of any inaccuracies regarding the same within 7 Business Days of submission to the Customer. Should SCC not receive such notification from the Customer, such deliverables will be deemed accepted by the Customer; and

· (where Snow Software is being provided to the Customer by SCC) abide by the Snow MLSA.

Firewall configuration

· If there are any internal firewalls between the end points (servers, desktops, and laptops) and the SCC Snow Licence Manager portal; the Customer will configure these to allow bi-directional traffic to the portal over port 443 to specific URLs.

Network configuration troubleshooting

· If any networking or connectivity issues exist within the Customer’s environment which prevent Snow data updates from being received by SCC’s servers, the Customer will be responsible for identifying the cause and resolving the issue.

Snow agent installation

· A Snow inventory agent will be installed by the Customer on all Customer Devices that are in scope of the Managed Service. 

· If a Snow inventory agent is unable to be deployed by the Customer, an alternative Snow collection technique may be discussed and agreed between the Parties.

Agent update deployment

· To resolve technical issues or enable additional functionality, the Customer will deploy Snow agent updates and/or additional Snow software on its entire estate within 30 days of a written request from SCC.

Snow software uninstallation

· The Customer will uninstall all Snow software installed before decommissioning or disposing of any Customer Devices.

The Customer will uninstall all Snow software installed on its estate within 30 days of the expiry of the Managed Service. 

Auto Renewal

· Auto-Renewal - Each term shall automatically renew for a subsequent period of the same length as the initial term, unless either party serves written notice of termination at least 90 days prior to the expiration of the current contracted term.



EXCLUSIONS:

· Unless expressly stated within this Service Annex or an Order, this Service does not include:

· Microsoft licensing in environments hosted by third parties or licenced via SPLA; and

· any non-commercial in-house developed applications.
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		SCOPE:

· The Support Services are the investigation by SCC of any Customer queries, incidents, and Service Requests regarding the Managed Service.

· Incidents for action or investigation by SCC will be logged by the Customer with the ITAM Service Desk by email.

· When logging an incident with the ITAM Service Desk, the Customer will give the following information to SCC:

· name and phone number/email address of a point of contact;

· concise description of such incident (plus any error messages);

· environment (live, test, train – where relevant);

· number of Authorised Users affected;

· length of time such incident has been presenting itself;

· the Customer’s service desk reference;

and for any Customer hardware issues where a Snow agent may be failing to report into Snow License Manager the Customer will also provide the following to SCC:

· make and model of the affected hardware;

· serial number of the affected hardware;

· location of the affected hardware; and

· machine name.

· After logging such incident with the ITAM Service Desk, SCC will provide a Ticket with a unique reference to the Customer.  The Customer will quote such reference on any additional communication with SCC relating to that Ticket.

· Within the Support Hours, SCC will begin investigating such Ticket.  Any Ticket logged by the Customer with SCC outside of the Support Hours will remain on hold until the start of the next Support Hours.

· In order for SCC to be able to diagnose incidents, the problem needs to be reproducible. Where SCC is unable to replicate the problem, SCC may pass the Ticket back to the Customer’s service desk until replication steps can be provided by the Customer to SCC.

· SCC will use reasonable endeavours to respond to all Tickets within 4 Support Hours.

Software

If an incident is discovered to be as a result of an issue with any third party software, SCC will report the problem to the third party licensor.  The Customer agrees to accept the third party supplier’s response as a Resolution and so closure of the ticket.  Any new releases of third party software supplied to SCC free of charge will be provided the Customer on the same basis.

CUSTOMER OBLIGATIONS

· The Customer will ensure that the Customer’s service desk provides a suitably qualified point of contact who is available to assist SCC with Resolution.

· In liaison with SCC, the Customer is responsible for ensuring that any system software, agents and firmware releases are installed and kept up to date for the duration of the Managed Service.



EXCLUSIONS

Unless expressly stated within this Service Annex or an Order, this Service does not include:

· any correction of incidents if such incident results from alteration, modification, update, amendments (other than such alterations, modifications, updates, and amendments that are carried out at SCC’s written request) or improper use by the Customer;

· the correction of any incident/problem caused by:

· the Customer’s neglect or misuse of any software including operating such software outside design specification or failure to operate it in accordance with the manufacturer’s or licensor’s instruction manuals;

· the alteration or modification of any software by any party other than SCC (or SCC’s subcontractors) or outside of a Change Request signed by the Parties;

· the transportation or relocation of any software at Customer’s Sites or to another site; or

· any software issues outside of SCC’s control.
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		OVERVIEW

The purpose of Procurement Management is to manage the end to end processes that deliver DVaaS Equipment and DVaaS Services for Customer use.

The Customer will be required to provide a single point of contact that shall be responsible for managing the Procurement Management on behalf of the Customer.

Procurement Management is split into the following service areas:

· Product Selection and Roadmap

· Supply Stock Management

· Catalogue Management (Price List)

· Order Request Management

PRODUCT SELECTION AND ROADMAP

SCC RESPONSIBILITIES:

· Make recommendations on standard devices based on the SCC experience and monitoring of new products

· Provide a current roadmap for agreed standard catalogue items and highlight any devices approaching end of life

· Provision of evaluation products (subject to manufacturer availability) to enable device testing and image compatibility

· Arrange for the manufacturer to attend roadmap sessions with the Customer and showcase new models as necessary

· Add approved DVaaS Equipment to the product catalogue

CUSTOMER RESPONSIBILITIES:

· Collaborate with SCC to agree (in writing)  DVaaS Equipment to be added to the standard  catalogue

· Provide a tested and approved image for all DVaaS Equipment in the standard catalogue

· Image and user acceptance testing (UAT) and approval prior to the deployment of the DVaaS Equipment

SUPPLY STOCK MANAGEMENT

SCC RESPONSIBILITIES:

· Use trend analysis to propose appropriate stock hold/reorder levels to include allowance for ordering lead times from manufacturer

· Order and manage stock hold / reorder levels

· Provide stock reporting to discuss and agree on a monthly basis during service reviews

· Order additional stock as required for projects, following notification from the Customer

· Arrange for increased stock levels at device model transition phases subject to the Customer approval

· The Customer acknowledges that SCC shall only hold stock for 60 days from date of delivery to SCC from the vendor, post 60 days SCC reserves the right to bring the DVaaS Equipment into Service and commence billing.

· Ensure DVaaS Equipment is deployed in the order in which it was procured.

· Manage the return and replacement of DVaaS Equipment which is dead on arrival.

CUSTOMER RESPONSIBILITIES:

· Approve proposed stock hold / reorder levels

· Advise SCC in advance of any projects that will require an increase in stock. Any bulk orders (in excess of current stock holding) will be excluded from SLA measurement.

· Accept DVaaS Equipment in to Service if the item has been held in stock for more than 60 days.

CATALOGUE MANAGEMENT (PRICE LIST)

SCC RESPONSIBILITIES:

· Produce a Customer product catalogue containing DVaaS Equipment and Charges

· Manage the Customer product catalogue and reissue on a monthly basis, highlighting any changes to DVaaS Equipment Charges such as changes in the DVaaS Equipment, manufacturer pricing and exchange rates

CUSTOMER RESPONSIBILITIES:

· Communicate the product catalogue internally

ORDER REQUEST MANAGEMENT

SCC RESPONSIBILITIES:

· Process requests for standard DVaaS Equipment

· Communicate with the Customer to ensure there is no missing information or errors on the order request at time of processing

· Manage all orders to agreed Service Levels and provide order status updates upon request

· Produce and issue Orders for signature by the Customer

CUSTOMER RESPONSIBILITIES:

· As and when procurement services are required, provide an approved purchase order request for requisition of DVaaS Equipment including all the necessary details of the procurement (including but not limited to contact name and delivery address)

· Supply and maintain a list of authorised signatories for personnel authorised to place orders for DVaaS Equipment

· Promptly amend or re-issue any requisition queried by SCC

· Provide such access to the Site(s), its personnel and facilities as SCC shall reasonably require in order to deliver the DVaaS Equipment







		Service Annex 14:

		DvaaS Lite Services



		Service Specification:

		Table X

		[bookmark: _Toc93409176][bookmark: _Toc93409588][bookmark: _Toc158983373]Image Deployment



		OVERVIEW 

SCC will supply a service to install images on the DVaaS Equipment prior to delivery to the Customer. This will utilise the Customer provided VPN from the Customer image deployment tool to SCC Build and Configuration Centre.

SCC RESPONSIBILITIES

· Unpack DVaaS Equipment and cosmetic check for physical damage

· Initial power up of DVaaS Equipment to test functionality

· Application of a DVaaS asset tag to the DVaaS Equipment

· Application of Customer supplied inventory tag if applicable

· Installation of Customer image deployment tool system image or an off network, unattended image via USB where SCCM is not available

· Confirm completion of build

· Complete electronic audit sheet, capturing DVaaS Equipment asset tag number and serial number

· Repackaging of DVaaS Equipment in original packaging

For clarity, all communication by the parties relating to DVaaS Equipment shall use the DVaaS asset tag number as a point of reference.

CUSTOMER RESPONSIBILITIES

· Provision of a system image or an off network, unattended image via USB where an image deployment tool is not available (“Customer Image”)

· Image to include all software, drivers and patches/updates. Ensuring they are pre-tested and validated against all DVaaS Equipment types.

· Verify system image deploys to the local DVaaS Equipment within a two hour period (or additional charges may be applied)

· Provision of system image installation instruction relating to the installation of the image. 

· Where the Customer image deployment tool environment is inaccessible the Customer responsibility will be to: 

· Provide SCC with a USB that contains the Customer’s Image.

· Provide SCC with the correct quantity of USB drives to support the required daily throughput.

· Provision of hardware at SCC configuration centre required to deploy image, for example local build server and firewall devices.

· Procurement and maintenance of any Software, licences or media that may be required for the Image.

· Provision of Customer specific inventory tags

EXCLUSIONS

· Provision of software or software licences used by SCC in the delivery of the DVaaS Service.

· Applying Images to DVaaS Equipment post-delivery to the Customer.
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		OVERVIEW 

Delivery of the DVaaS Equipment to Customer locations

SCC RESPONSIBILITIES

· Ship DVaaS Equipment to Customer locations.  Each item will be addressed to a specific site contact.

CUSTOMER RESPONSIBILITIES

· Provide a signature on receipt

· Provide such access to the site(s), its personnel and facilities as SCC shall reasonably require in order to deliver the DVaaS Equipment

EXCLUSIONS

· Deliveries to any site not in the United Kingdom

· Secure Deliveries
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		OVERVIEW 

SCC will maintain a Customer specific DVaaS asset list inventory of all DVaaS Equipment supplied to the Customer (“DVaaS Asset List”).  For the avoidance of doubt, the DVaaS asset tag will be used as the single reference point.

SCC RESPONSIBILITIES

· Maintain a DVaaS Equipment inventory register of all DVaaS Equipment delivered to the Customer including Make, Model, Serial Number, DVaaS Equipment asset tag, delivery date & address, date of service commencement, date of service cessation, collection date & address, Equipment categorisation and date of secure data wipe (or disposal)

· Update the inventory register where required due to change arising from:

· Additional DVaaS Equipment Delivery

· Changes made as a result of Equipment Maintenance activities

· Changes made as a result of DVaaS Equipment End of Service Return

· Changes as a result of lost or stolen DvaaS Equipment

· Provide monthly reports

· Provide complete inventory report on request

CUSTOMER RESPONSIBILITIES

· Maintain an asset management solution to track the location of DVaaS Equipment within the Customer’s locations

· Maintain a list of assigned owners of the  DVaaS Equipment

· Provide the DVaaS asset tag number (located on the DVaaS asset tag) in communications regarding this specific DVaaS Equipment

· Lost or Stolen - where DVaaS Equipment is lost or stolen the Customer shall notify SCC at the earliest opportunity providing details including:

· Serial Number

· DVaaS Asset tag details

· Last known location

· Crime Reference Number (where applicable)

· At the point of collection advise SCC of the DVaaS Equipment location

EXCLUSIONS

· Non DVaaS Equipment
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		OVERVIEW:

The collection, audit and data sanitisation of the DVaaS Equipment.

This service will be provided at the end of the Service Period of the applicable DVaaS Equipment.

SCC RESPONSIBILITIES:

· Provide the DVaaS Equipment End of Service Return Process within Working Hours

· As soon as reasonably practical agree with the Customer the process, authorisation, approval routes, timescales, reporting content and frequency required for the DVaaS Equipment End of Service Return Process.

· Provide notification to the Customer of  DvaaS Equipment due to be returned 90, 60 and 30 days prior to the collection

· As required agree; 

· The DVaaS Equipment that will be subject to the End of Service Return Process for the coming month

· The scope of the Services to be provided for the End of Service Return Process if option services are requested by the Customer.

· Collection of the DVaaS Equipment from the advised location

· DVaaS Equipment information captured (including make/model/serial/DVaaS Asset, Customer identifiers)

· DVaaS Equipment specification captured (including CPU, memory and storage capacity)

· The removal of any identifying markings, this may consist of non DVaaS Equipment labels or etchings

· Appropriate sanitisation applied (e.g. Magnetic hard disks erased using CPA (CESG) approved software)

· Zero tolerance applied for hard drives which cannot be 100% successfully erased.

· Auditable physical destruction applied to failed drives

· The provision to the Customer of an audit of the DVaaS Equipment collected.

· Categorise the  DVaaS Equipment based on condition against the “Exit Charges” table detailed in the Part A of this Service Annex, where damage is present (or the DVaaS Equipment is missing) excess charges will apply

CUSTOMER RESPONSIBILITIES:

· Ensure any Customer data is removed from the DVaaS Equipment

· Ensure the DVaaS Equipment is made available for collection in suitable packaging (original packaging is not required) 

· As required agree with SCC;

· The DVaaS Equipment that will be subject to the End of Service Return Process for the coming month

· The scope of the End of Service Return Process to be provided for the advised DVaaS Equipment if there is a need to provide additional services,

· Completion of the collection form at the point where SCC collects the DVaaS Equipment

· Provide access to the DVaaS Equipment collection location at the agreed time.

· Unless otherwise agreed the collection location shall be the location that the DVaaS Equipment was initially delivered to.

EXCLUSIONS:

· Non DVaaS Equipment

· Data erasure of DVaaS Equipment at Customer site (Optional Service)

· Shredding of DVaaS Equipment at Customer site (Optional Service)
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		OVERVIEW 

SCC shall provide service governance including a service delivery manager.

Governance Meeting Schedule

The following governance meetings will take place to review the DVaaS Service:

		Meeting

		Frequency

		Summary

		Medium



		Service Review

		Monthly

		Review of previous months service and SCCs performance

		Face to Face / Video Conference



		Management Reviews

		Quarterly, Bi-Annually, Annually

		High level review of service and discussion of future service requirements

		Face to Face / Video Conference





Formal minutes of each meeting shall be provided by SCC.

Reporting 

SCC will provide a detailed monthly report to include reports and management information; these are detailed in Part B of this Service Annex.

SCC RESPONSIBILITIES

· Providing a Service Delivery Manager who shall be the single point of contact for service into SCC

· SCC will provide a detailed monthly performance report

· SCC will provide a detailed monthly forecast report

· Attendance at Governance Meetings

· Providing formal minutes of Governance Meetings

· Managing the SLA / Escalation Process

· Providing output documents as agreed as part of Incident SLA Breach and Complaints Management

The monthly forecast report will detail the projected number of new devices which will be required during the following month along with the minimum and maximum stock holdings. This document will be agreed and signed by both parties.

CUSTOMER RESPONSIBILITIES:

· Providing a contact name who shall be the single point of contact for the SCC service into the Customer

· Attendance at Governance Meetings

· Providing formal sign-off of minutes of Governance Meetings

· Providing formal sign-off of  Monthly Performance Report

· Involvement as required by SCC in the SLA / Escalation Process

· Sign-off of output documents provided as part of Incident SLA Breach and Complaints Management
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		Incident Management is applicable for “DvaaS Full” equipment only

“Incidents” shall be defined as requests for DVaaS Equipment Maintenance Services

SCC RESPONSIBILITIES

· SCC shall provide Customer with access to a designated telephone number and/or a designated e-mail address for all communication from the Customer’s service desk.

· SCC shall manage Incidents submitted to SCC via the agreed methods, during the Working Hours. 

· SCC will log the call on SCC’s incident management system and advise Customer of the Incident number. This number will be used as the following:

· Confirmation that the Service Levels are now active, except where the Service is to be provided on an appointment basis where the agreed Service Levels for the performance of the Service shall commence at the time SCC attends the Site in accordance with the appointment.

· As a point of reference for both parties when communicating further about the Incident.

· SCC shall update the Customer via agreed methods with regular Incident updates, and will provide proactive management of the Incident through to closure regardless of the resolver group.

CUSTOMER RESPONSIBILITIES

In order for SCC to carry out this Service Component, the Customer shall comply with the following:

· Quote the relevant DVaaS Equipment asset tag number

· Ensure all Incidents are submitted in the agreed forms.

· Ensure that all Incidents assigned to SCC have been reviewed by the Customer service desk and have followed a level of diagnostics prior to assignment.

· Ensure all agreed information is passed to SCC at time of Incident logging, and allow the rejection of the Incident by SCC if insufficient information has been provided to enable SCC to progress to resolution of the Incident.
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		Incident Management is applicable for “DvaaS Full” equipment only

SCC RESPONSIBILITIES

Following acceptance by SCC of an Incident from the Customer (in accordance with the procedures and requirements specified in the Incident Management Service Component), SCC shall using its reasonable endeavours;

· Perform such actions as SCC deems necessary so as to return the DVaaS Equipment to Good Working Order within the applicable Service Level.

· If SCC determines that repair of the DVaaS Equipment on Site within the Service Levels is not possible, then SCC at its sole discretion shall either swap out the DVaaS Equipment with a permanent replacement or provide temporary loan equipment in accordance with Paragraph Error! Reference source not found. of  Part C of this Service Annex;

· Arrange and expedite repairs of DVaaS Equipment via SCC or third parties making full use of Manufacturer’s warranties where possible. 

· The Services are limited to the Sites in the United Kingdom.

CUSTOMER RESPONSIBILITIES

· Ensure that appropriate procedures are in place for individual data backup and recovery following DVaaS Equipment repair. 

· Ensure that appropriate procedures are in place and enforced within the user base and that users have all required documentation to operate the software and DVaaS Equipment correctly.

· Only use the supported version of software.

· If relevant arrange for the transportation of DVaaS Equipment from a home worker’s location to a relevant Site and back, in the event that a fault or software problem cannot be resolved remotely.

EXCLUSIONS

· The cost of materials resulting from any malfunction of parts or other supplies that are deemed to be consumable by the original manufacturer. 

· Where whole units are exchanged SCC will notify the Customer of any chargeable activity identified in our repair centre within 30 days.

· Data recovery or data transfer between devices

· End Users’ Home office locations.
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1. SERVICE OVERVIEW



The Managed SIEM Service is provided by the SCC Cyber Security Operations Centre (SOC) and provides detection, notification, and investigation into security threats for your infrastructure.

The Service uses Microsoft Sentinel to provide detection against environments and data sources that include but are not limited to the following:

· Private Cloud, including:

· Servers,

· Network & Security Devices

· Multi-Cloud:

· Microsoft Azure

· Amazon Web Services (AWS)

· SaaS:

· Microsoft 365

· Google Workspace

· 3rd Party SaaS Apps

· 3rd Party Anti-Virus

Our SOC then reviews the data and actions accordingly as described in the Service Elements section of this Service Specification.

2. SERVICE ELEMENTS



The elements of this Service are detailed in the sections below.

2.1 Security Monitoring

We will monitor 24/7/365 the Security Incidents generated by correlating log data from your environment. We will issue a notification to your nominated contact(s) during the monitoring period, such notification will be based on the priority level of the Security Incident ticket created (as referenced in the Service Level Agreement and Operational Targets Section).

Your nominated contact(s) may include your internal support team or a third-party support team. 

2.2 Automated Alerting

We will configure the Service to automatically alert on Security Incidents across the environment defined in the Technical Specification (Part A – Section 2 of this Service Annex).

All system configurations and alert enablement are implemented and operate within your Azure environment and are limited to the specific platforms supported by the Service as defined in the Technical Specification (Part A – Section 2 of this Service Annex).

2.3 Security Incident Ticket Creation

The Security Incidents from all monitored environments will automatically generate a Security Incident ticket within the SCC ITSM. 

Security Incidents will be classified by our SOC depending on the priority level:

· Priority 1 (P1) 

· Priority 2 (P2)

· Priority 3 (P3)

· Priority 4 (P4)

Refer to the SLA and Operational Targets in Section 10 below for further information. 

2.4 Triage and Notification

Our SOC will:

· review and triage all Security Incidents based upon our standard ticket handling processes; 

· triage new Security Incidents, review current Security Incidents for updates and continually monitor for any Security Incidents raised by you; 

· conduct investigations to identify possible causes, indirect associations to other indicators and scale of a Security Incident; and 

· provide you with mitigation guidance relevant to the Security Incident raised. 

2.5 False Positive Identification and Tuning

We will conduct a tuning and baselining process to filter out false positives and misidentification of alert types during onboarding. Once the Service commences, if a false positive is identified and subsequently deemed a genuine alert by the SOC, you can notify the SOC and we will take the required action to ensure the relevant alerts are added to your allow list. Alternatively, if an alert is raised by the SOC, and you deem it to be false, you can notify the SOC to review and mark it as a false positive. 

As part of ongoing tuning during the Service, in the SCC ITSM we will record any policy changes performed after the initial configuration.

All communications will be via our SCC ITSM and/or telephone for Priority 1 and Priority 2 Security Incidents. 

2.6 Threat Intelligence

We will include threat intelligence to automatically detect Security Incidents and enrich entities contained within those Security Incidents. Our SOC analysts will use this information to provide insight and support with remediation guidance.

2.7 Automation 

We will use Playbooks as part of this Service to automatically enrich and triage Security Incidents generated within your environment. The Playbooks will reside within the SCC tenant and be triggered via one or more Automation Rules configured within your Microsoft Sentinel instance. 

2.8 Threat Detection

As part of this Service, we will deploy Microsoft and SCC defined Analytic Rules which will be used in conjunction with User Entity Behaviour Analytics (UEBA) to detect Security Incidents within your environment. 

The Analytic Rules will be deployed by our Cyber Security Engineering Team during the onboarding of this Service. These Analytic rules will be tuned to an initial baseline to remove known false positives. Following the initial baseline, we will regularly update the Analytic Rules deployed and continually tune the environment to reduce the number of false positives. 

2.9 Cyber Services Management

As part of your account team, you will be allocated a Cyber Security Services Manager (CSM). They will serve as the primary contact(s) for day-to-day management and interaction with you for this Service.

The responsibilities and/or deliverables of your allocated CSM will include the following:



0. Cyber Services Management Reports

		Name

		Description

		Frequency

		Forum



		Operational Risk Management and Tracking



		An operational repository for all risks identified will be created and include information about each risk, e.g., nature of the risk, reference, and owner as well as any mitigation measures. This report will be reviewed with you via your CSM at your service reviews.

		Quarterly



		Service Review





		Monthly Performance Report 

		The monthly performance report is comprised of the following sections:

· Activity Summary 

· Proactive Activity

· Recommendations/Actions

		Monthly



		







0. Cyber Services Management Support

		Name

		Description

		Frequency

		Forum



		Continual Service Improvement Advice

		Strategic advice based on intelligence provided by the Service to investigate how we can potentially increase the security baseline and quality of products and services at a minimal cost for you. This advice will be tracked in a Continuous Service Improvement plan owned by the CSM. This will be reviewed with you via CSM at your agreed service reviews.



		Quarterly



		Service Review





		Security Incident SLA Breach and Complaints Management

		We provide support including graphical information and narrative to you.

		As and when a Security Incident or breach occurs

		Service Review











2.10 Log Collection and Storage

The Microsoft Sentinel solution ingests security telemetry from support environments and data sources. Data will be ingested into Microsoft Sentinel through a combination of syslog, API’s, and Windows Event Forwarding (WEF) - This may require one or more syslog servers and Windows Event Collectors (WEC) to be installed within your environment. This security telemetry will automatically be correlated and analysed to generate Security Incidents for SOC review.

As standard, the Solution is configured to retain data (“Data Retention”) for twelve (12) months; it can be increased to a maximum of seven (7) years if required. If you have requested an alternative Data Retention period, it will be specified in the Technical Specification.

The Technical Specification lists the full details of the log sources included in the Service and agreed with you. 

3. SERVICE OPERATIONS (SCC ITSM)



Please refer to our Operations Manual for further information on Security Incident management, requests for change and information requests.

3.1 Security Incident Notification

Every Security Incident will result in a notification from our SOC, classified according to the priority of the Security Incident between P1 and P4. The notification is issued from our SCC ITSM and delivered via email to your nominated contact(s). You are responsible for creating the necessary email group for multiple recipients within your organisation. 

Security Incidents classified as a P4 will be recorded by the SOC and reported to you monthly (in the Monthly Performance Report). The report will also list all Security Incidents deemed not to be an acute security risk by the Service.  If you consider certain Security Incident(s) contained in this report to be a higher security risk to you or your organisation, you can raise a Service Request. This request will be reviewed by the SOC and confirmed with you, if accepted the SOC will then report on these Security incidents with the new priority classification.  If you require us to investigate any reported Security Incident further, you can raise this request directly with us/the SOC.

3.2 Service Maintenance

We will carry out routine maintenance against the infrastructure and its components required to deliver the Service during recognised periods of lower system utilisation.

We will use reasonable effort to make any routine changes or emergency changes outside of any change freeze periods as notified by you, provided you have given us reasonable prior written notice.

We will notify you of any changes as follows:

· Emergency changes – we will aim to notify you at least twenty-four (24) hours in advance or as soon as reasonably possible if the change requires immediate implementation.

· Standard changes - we will notify you at least five (5) Business Days in advance.

3.3 Service Requests

Requests specific to this Service, including but not limited to the following, should be logged as a Service Request through the SCC Service Desk:



(a) Billing queries,

(b) Technical troubleshooting,

(c) Access management (e.g., user account creation),

(d) Additional reporting,

(e) Change of Security Incident priority,

(f) Log sources, and

(g) Analytic Rules.



If you require any changes or additions to any of the above, your requests will be reviewed by the SOC and confirmed with you. Following agreement by both Parties, we will implement all configuration changes agreed with you via the Change Request procedure. If the changes required are deemed to be significant changes to the Service or require a professional services engagement due to your bespoke or detailed requirements, additional Charges will be discussed with you before any change is implemented and applied at our prevailing rates or as otherwise agreed with you in your applicable Service Request.



4. SERVICE AVAILABILIITY 

4.1 Service Commencement Date

The Service Commencement Date is the date when we notify you that the security log data or Security Incident(s) (from any source) are being received and analysed by the SOC. The Service Commencement Date may change to a later date if agreed in writing by both parties and deemed reasonable.

If you consider that the Service is not ready, you must notify us within two (2) weeks from the Service Commencement Date, after which the Service Commencement Date will be deemed to have occurred regardless of issues or defects which you may later become aware and notify us about (which will then be dealt with as faults or service issues but will not change the Service Commencement Date.

5. BILLING

The Service will be billed as:

(a) Fixed Charge – Based on the agreed Monitored Assets (as specified in your Technical Specification) and charged monthly in advance; and 



(b) Usage Based Charges – For and across all of your Azure Subscriptions that we provide through our cloud solution provider, monthly in arrears.



There will be additional Azure consumption and licences required to support the Service that are not included in what we charge you. You are responsible for any additional costs associated with Microsoft Sentinel and relevant Microsoft Licensing. 

6. TERMINATING THE SERVICE 

If you choose to terminate the Service with us and you notify us as per the terms of your Agreement, we will contact you to discuss what would be included and what would be potentially chargeable. 



Charges could be incurred and/or a professional services engagement could be required (which will be mutually agreed in writing between the Parties). 

7. DEPENDENCIES

We will provide the Service subject to the following dependencies:

· All professional services required to set up this Service will be subject to separate Statements of Work and Charges and, where applicable, Service Descriptions.



7.1 Customer Obligations

· You will not remove access to your Azure tenant to allow us to deliver the Service. 

· You will grant us permission(s) to access any appropriate resource within your Azure Subscription as we reasonably require enabling the delivery of the Service.

· You will ensure all necessary components can communicate to internal and online resources for the Service to be effective. 

· You must not attempt to elevate access to Microsoft Sentinel and its associated resources.

· You must not attempt to elevate the access to any Azure Subscription.

· You will provide us reasonable assistance in the performance of the Service, including, but not limited to, providing all technical and licence information that we may require to perform the Service(s).

· You will provide us with remote access to any platforms and any administrative credentials necessary to perform the Service.

· You are responsible for creating the necessary internal communication groups for multiple recipients within your organisation (e.g., mail-in mailbox). 

· You are responsible for the maintenance and adherence to best practices in relation to the global admin account following the requirements review.

· You will notify us at least five (5) Business Days in advance of any system(s) maintenance or network or system administration activity that will (or has the potential to) affect our ability to perform the Service.

· You will actively work with our SOC to resolve any logged calls or Service Requests requiring your input or action.

· You are responsible for the containment, remediation, and recovery of all Security Incidents raised to you via our SOC.

· You are responsible for the remediation and resolution of changes to monitored services that negatively impact the Service or the functionality, stability, or performance of the monitored services. Any assistance you require for such remediation or resolution shall be deemed as a Change Request and will be appropriately scoped and agreed to before any action is taken by us.

· You will provide the total number of assets to be monitored.

· It is your responsibility to perform any policy configuration changes as recommended by us to increase and/or maintain your Microsoft secure score.  If you have no policy and we would need to create or update one for you, then it would be a chargeable professional services engagement.

· You will manage and keep up to date with any maintenance and technical support contracts with your software and hardware vendors for any monitored systems.

· Where applicable, you will ensure that systems/services are maintained to a software and hardware version level supported by the manufacturer.

· You will interact with the vendors and/or manufacturers of the monitored services to resolve any issues related to feature limitations or performance.

· You will inform us of any changes of resources, including decommissioning and change in locations, of monitored services.

· You will ensure that the stipulations of the applicable compliance standards that relate to the physical security of equipment on-site shall be always adhered to.

· You will be responsible for any Azure Charges and other Charges to maintain any additional licence requirements needed to enable the provision of the Service. Azure Charges are billed directly to you; these costs may vary from month to month and are dependent on the data volume ingested.

· It is your responsibility to ensure you are appropriately licenced for all software deployed within your Azure environment (e.g. Microsoft Sentinel).

· You will commit to and fulfil the payment terms for any Order(s) that you place. 

· It is your responsibility to comply with your data sovereignty controls.

7.2 Prerequisites

· You need to have a Microsoft Azure tenant.

7.3 Service Restrictions 

· In circumstances where we are unable to further proceed with an investigation, but where a Security Incident remains in an open state, we will agree with you when the SLA clock can be suspended. This will typically be in situations where either: 

· Your resolver group or third party is responsible either in whole or in part for resolution; or  

· The Security Incident has progressed but requires further input from the affected Monitored Asset.

· The Charges relating to this Service are based on the anticipated quantities and thresholds stated in the Technical Specification. If, during the onboarding process, or subsequently during the term of the Order, these quantities or thresholds are determined by us to be incorrect, the Charges will be amended to reflect the correct quantities or thresholds via the Change Request Procedure. 

· Captured Events are selected in line with the Service use cases and may not constitute a full audit of events from the agreed log sources.

· We will only support the log sources outlined in the Technical Specification as part of this Service. Log sources beyond the agreed scope may be requested during the service term and reviewed by our team.  Following review and acceptance by us, such adjustments to log sources may be subject to additional Charges. 

· If a Security Incident is raised, and our SOC has provided sufficient recommendations that have not been actioned on your side, we will not issue repeat notifications. 

· We will not be responsible for the resolution of (or have any liability for) Azure platform outages and issues that are managed by Microsoft. 

· Microsoft is responsible for managing and maintaining the security standards for the underlying platform. We are not responsible for managing nor maintaining the security of your resources deployed on these platforms.  

8. EXCLUSIONS

The excluded items described below are outside the scope of this Service Description: 

· There are no SLAs associated with the monitoring activity carried out until the Service Commencement Date.

· Addition of further systems, services or assets outside of those agreed as part of the service implementation activities and not defined in the Technical Specification are outside the scope of this Service. Additional systems, services and assets may be added at any point during the contracted term, in accordance with the Change Request procedure. Please note that this change will require additional professional services and/or managed service(s), which we will invoice you as a separate Charge.

· This Service is not applicable or available for mobile devices, tablets, computers or any other end user computer not detailed within the Technical Specification.

· We are not liable for Microsoft technology availability, maintenance, change and issue resolution. 

· Support in any language other than English. 

9. DEFINITIONS & ACRONYMS

Please refer to PART C of this Service Annex.

10. SERVICE LEVEL AGREEMENT (SLA’S) AND OPERATIONAL TARGETS

		

		Incident Ticket Priority



		

		Priority 1 (P1)

		Priority 2 (P2)

		Priority 3 (P3)



		Hours of Support

		24/7/365

		24/7/365

		8 AM -6 PM, Business Days



		Description

		A potential cyber incident that actively causes sustained disruption of company-wide critical services, leading to severe financial or reputational damage.



		A potential cyber incident that has a likely probability to cause a serious impact on company-wide critical services, potentially leading to serious financial or reputational damage.





		A potential cyber incident on an individual, or preliminary indications of cyber activity against a company.





		Examples

		An incident that causes a total loss of service or security breach;

Your service does not function, and you are unable to access it. It could be due to, but not limited to, the following:

· Confirmed compromise of Privileged Account.

· Service impacting DDOS / DOS attack.

· Destructive attack (ransomware, file deletions).

· Compromise of multiple systems or user accounts.

		Service impaired or degraded;

You are able to access or use your service, but it is performing at an unacceptable level. It could be due to, but not limited to the following:

· Confirmed compromise of user account.

· Suspicious administrative activity.

· Unauthorised access, including turning off logs/anti-virus/disk encryption, deleting logs, and changing administrator passwords.

· Widespread, successful phishing campaign affecting multiple users

· Suspicious exfiltration of data.

		Minor service degradation/warning from monitoring or non-impacting service issue;

A service feature or function is not working;

There is a workaround, or you can utilise the service for the majority of its function. Any of the above could be due to, but not limited to, the following:

· Isolated malware.

· Suspicious user, device or mailbox activity.

· User clicked suspicious link but was blocked.



		Communication

		
We will contact your nominated contact(s) by email and/or telephone. 





(The notification period begins once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email and/or telephone).



		
We will contact your nominated contact(s) by email and/or telephone. 





(The notification period begins once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email and/or telephone).



		

We will contact your nominated contact(s) by email.



(The notification period begins on a Business Day once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email).



If a Security Incident is raised outside of the Hours of Support specified, the notification period will begin on the following Business Day. If investigations have already begun on one Business Day, any outstanding investigations will be resumed on the following Business Day.







		Incident Response Target

		One (1) Hour

		Two (2) Hours

		Four (4) Hours



		SLA

		95%

		95%

		95%





11. SERVICE CREDITS

The Service will be delivered at the target level set out in the table below for the percentage level described, against which service credits will be paid.



		SERVICE

		MEASUREMENT

		PERIOD

		TARGET

		SERVICE CREDIT



		P1, P2 and/or P3 Incident Response Target

		Per the SLA table in section 10 for the Service for Incident Ticket Priority

		Calendar Month

		95%

		5% of the Monthly Charge for this Service.









 [END OF TEXT]
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		1. SERVICE OVERVIEW

Our Managed Vulnerability Assessment Service provides support to organisations seeking to protect themselves against cybercrime.  The Service is either standalone or complements our Managed Security Information and Event Management (SIEM) Service.

We will perform scans as defined in the Technical Specification. Scans will highlight open connections between the internet and the internal network as well as any configuration, operating system, and mainstream software vulnerabilities.

This Service provides advice about the course of action upon detection of a vulnerability. 

2. SERVICE ELEMENTS

The elements of this Service are detailed in the sections below.

2.1. Scheduled Automated Scans

The scans included in this Service will allow you to prioritise (based upon those presenting the highest risk to your organisation) and identify where you should focus remediation efforts to fix identified vulnerabilities. Please refer to the Technical Specification for frequency and scan types included.

2.1.1. Scan Types

This section outlines the scan types we offer as part of this Service.  Any scans we will perform for you will be agreed and outlined in the Technical Specification.

Perimeter/Port/Service Scans

These scans are external vulnerability scanning, oftentimes referred to as “perimeter scanning”, due to the intricate process of scoping the part of an organisation’s external network infrastructure that can be potentially accessible by cyber attackers.

Authenticated Scans

An authenticated scan is an internal scan executed in two formats (Non-credentialed and/or credentialed).  Either format could be utilised for your Service.

(a) Non-credentialed: Non-credentialed scans enumerate a host's exposed ports, protocols, and services.  The scan(s) identify vulnerabilities and misconfigurations that could allow an attacker to compromise your network.

(b) Credentialed: A credentialed scan (also known as an authenticated scan) uses credentials to log into systems and applications.  By doing so it provides a definitive list of required patches and misconfigurations where possible.

Discovery Scans

A discovery scan identifies what hosts are on your network and associated information, including: 

· IP address, 

· FQDN, 

· Operating systems, and

· open ports, if available. 

After the scan provides a list of hosts, you can then choose what hosts you want to target in a specific vulnerability scan.

Web Application Scans

Web Application Scanning (WAS) is performed using a dynamic application security testing (DAST) tool included in the Solution. It interrogates the site through the front end to identify any vulnerabilities in the application custom code or known vulnerabilities in the third-party components that comprise the bulk of the application. 

2.1.2. Scan Frequency

After the Solution configuration, we will coordinate all scanning activities in the agreed upon frequency specified in the Technical Specification to:

· Support for change control windows;

· Minimise change and thus impact to systems; and

· Allow for scheduled support to be on standby at both Parties.

If you require ad hoc scanning (limited to one (1) request per month) for any Critical or Zero Day vulnerabilities, you can request this via a Service Request.

2.1.3. Unresolved Issues

After each scan, unresolved issues will be shown in the management console until addressed. For vulnerabilities marked as corrected by the Customer, the process to certify its resolution will be performed in the next planned scan and subsequently marked as resolved. Results identified as false positives will be flagged accordingly to prevent their inclusion in future reports.

2.2. Vulnerability Risk Scoring

We will use CVSS scoring and Vulnerability Priority Rating (VPR) to quantify the risk and urgency of a vulnerability.

(a) Common Vulnerability Scoring System (CVSS)

We will categorise vulnerabilities using the third-party CVSS values retrieved from the National Vulnerability Database (NVD) to describe risk associated with vulnerabilities.

 All vulnerabilities will be assigned a severity (Info, Low, Medium, High, or Critical) based on the vulnerability's static CVSSv2 or CVSSv3 score, depending on your configuration.

CVSS Score criteria:

		Rating

		CVSS Score

		Description



		Critical

		9.0 – 10.0

		Example: Risks such as the ability to execute arbitrary code on a machine or denial of a Service. 

Risks classed as Critical and should be addressed urgently outside of routine maintenance.



		High

		7.0 – 8.9

		Example: Risks such as anonymous logins or incorrect directory permissions. 

Risks classed as High should be resolved as a priority outside of routine maintenance.



		Medium

		4.0 – 6.9

		Example: Risks such as default guest accounts enabled or weak encryption algorithms. 

Risks classed as Medium should be addressed as part of routine maintenance. 



		Low

		0.1 – 3.9

		Example: Risks such as the detection of configuration improvements. 

Risks classed as low should be addressed as part of routine maintenance.



		Info

		0.0

		Example: Risks such as the reporting of any system information from a host. 

Risks classed as Info should be addressed as part of routine maintenance.







2.2.1. Vulnerability Priority Rating (VPR)

In addition to CVSS we will calculate a dynamic VPR for most vulnerabilities. The VPR is a dynamic companion to the data provided by the vulnerability's CVSS score, where the Solution updates the VPR to reflect the current threat landscape. VPR values range from 0.1-10.0, with a higher value representing a higher likelihood of exploit.

		VPR Category

		VPR Range



		Critical

		9.0 to 10.0



		High

		7.0 to 8.9



		Medium

		4.0 to 6.9



		Low

		0.1 to 3.9







Vulnerabilities without CVEs in the NVD (for example, many vulnerabilities with the “Info” severity) do not receive a VPR. We recommend remediation of these vulnerabilities based upon their CVSS severity.

We recommend resolving vulnerabilities with the highest VPRs first. From your scan outputs, you can view VPR scores and summary data in your dashboard (please see the Compliance, Reporting & Dashboards Section 2.4 below).

2.2.2. VPR Key Drivers

VPR considers the key drivers in the table below to identify a vulnerability's VPR.

		Key Driver

		Description



		Vulnerability Age

		The number of days since the National Vulnerability Database (NVD) published the vulnerability.



		CVSSv3 Impact Score

		The NVD-provided CVSSv3 impact score for the vulnerability. 



		Exploit Code Maturity

		The maturity of a vulnerability is based on how long the vulnerability has been recognised, its sophistication level and how often it occurs. This is identified based on the intelligence from internal and external sources. The possible values (High, Functional, PoC, or Unproven) parallel the CVSS Exploit Code Maturity categories.



		Product Coverage

		The relative number of unique asset types affected by the vulnerability: Low, Medium, High, or Very High.



		Threat Sources

		A list of all sources (e.g., social media channels, the dark web, etc.) where threat events related to this vulnerability occurred. If the system did not observe a related threat event in the past twenty-eight (28) days, the system will display “No recorded events”.



		Threat Intensity

		The relative intensity based on the number and frequency of recently observed threat events related to this vulnerability: Very Low, Low, Medium, High, or Very High.



		Threat Recency

		The number of days (0-180) since a threat event occurred for the vulnerability.





[bookmark: Threat]

2.3. [bookmark: _Ref129883488]Analyst Enriched Vulnerability Prioritisation

We will provide remediation and prioritisation recommendations based on CVSS score alongside an indication of the likelihood of vulnerability exploitation.  This data will be presented to you in a report.

The report includes:

· Tracking of critical, high and medium vulnerabilities;

· Monthly comparison of vulnerabilities across assets to show:

· Reduction (if risk has been reduced/vulnerabilities remediated),

· The same (no change since the last report), and

· Increase (any increase in vulnerabilities).

· Working with your nominated contact(s) we will create an action plan aligned to the analyst enriched report to support and implement agreed activities e.g. the resolution of Chrome findings.

2.4. CYBER SERVICES MANAGEMENT

As part of your account team, you will be allocated a Cyber Security Services Manager (CSM). They will serve as the primary contact(s) for the day-to-day management and interaction with you for this Service.

The responsibilities and/or deliverables of your allocated CSM will include the following:

2.4.1. Cyber Services Management Report

		Type

		Name

		Description

		Frequency



		Report

		Analyst Enriched Reporting

		For the description of this report, refer to paragraph 2.3 above.

		
Monthly







2.4.2. Cyber Services Management Support

		Type

		Name

		Description

		Frequency



		Review 

		Quarterly Performance Review

		This report includes the following sections:

· Executive Summary

· Activity Summary 

· Recommendations

· Capacity and health report:

· Provides information on consumption, capacity, and availability of the Service.

		Quarterly







2.4.3. Dashboard(s)

		Type

		Name

		Description

		Frequency



		Dashboard

		Dashboard Scan Reporting

		Detailed findings of each scan with recommendations for remediation. The data from the dashboard can be exported if required, please contact your CSM for more detail. 

		Real-Time







We will provision two (2) dashboards for you if we are conducting both internal and external scans for you to illustrate any additional reporting and analysis.  

3. SERVICE OPERATIONS

3.1. Service Maintenance

We will carry out a quarterly health check against the container, licensing, sensor(s), accessibility and your users to deliver the Service.  We will perform this health check during recognised periods of lower system utilisation (unless otherwise agreed with you) and it will include:

· Performing software updates to the vulnerability scanning solution aligned with the vendor release schedule;

· Maintaining the appropriate capacity, security, network, hardware and virtual host equipment to enable Service provision where the vulnerability scanning Solution is located at an SCC site; and

· Notifying you of scheduled or emergency maintenance via email to your nominated contact(s).

We will notify you of any changes as follows:

· Emergency changes – we will notify you at least twenty-four (24) hours in advance or as soon as reasonably possible if the change requires immediate implementation.

· Standard changes - we will notify you at least five (5) Business Days in advance.

3.2. Service Requests

Requests specific to this Service, including but not limited to the following, should be logged as a Service Request through the SCC Service Desk:

(a) Ad hoc scanning – one (1) per month;

(b) User Create and/or deletion - maximum of five (5) users; and

(c) Amendment to the scope of an existing scan, i.e., schedule changes, removal of host and any other item(s) deemed by us to be an amendment to scope scan.

If you require any changes or additions to any of the above, your requests will be reviewed by us and confirmed with you. Following agreement by both Parties, we will implement all configuration changes agreed with you or document a formal Service Request per the terms of your Agreement. If the changes required are deemed to be significant changes to the Service or require a professional services engagement due to your bespoke or detailed requirements, additional Charges will be discussed with you before any change is implemented and applied at our prevailing rates or as otherwise agreed with you in your applicable Service Request.

4. SERVICE AVAILABILITY

4.1. Service Commencement Date 

The Service Commencement Date is the date when we notify you that scan configuration(s) are complete, and the Solution licences are activated. The Service Commencement Date may change to a later date if agreed in writing by both Parties and deemed reasonable. 

If you consider that the Service is not ready, you must notify us within two (2) weeks from the Service Commencement Date, after which the Service Commencement Date will be deemed to have occurred regardless of issues or defects which you may later become aware and notify us about (which will then be dealt with as faults or service issues but will not change the Service Commencement Date).

5. BILLING

The Service will be billed as:

· Fixed Charge – Based on the agreed number of IP’s. 

We reserve the right to invoice you additional Charges for any increase(s) to the number of IP’s reporting into the Service, over and above the agreed contractual limit.

6. TERMINATING THE SERVICE

If you choose to terminate the Service with us and you notify us as per the terms of your Agreement, we will carry out the following without charge: 

· Disable Solution accounts to the Container; and

· Confirmation that all data within the Service has been removed. 

All data captured within your contract period will not be transferable to a new provider and/or yourselves. 

Any exit activities in addition to those stated above that we agree to provide for you (in writing) will be chargeable.

7. DEPENDENCIES

We will provide the Service subject to the following dependencies:

· All professional services required to set up this Service will be subject to separate Service Descriptions, Statements of Work, and Charges. 

7.1. Customer Obligations

· You will authorise and facilitate us to implement the selected vulnerability scanning Solution.

· You will agree to the defined scan schedule and arrange scanning activities in line with the Change Management procedures.

· You will provide the scope of devices or network subnets to be scanned to include as a minimum, IP, Name, OS, Location, Application or Service.

· You will provide an exclusion list of devices or networks that must not be scanned as part of this Service.

· You will provide suitably privileged access accounts for the scanning toolset.

· You will ensure vulnerability assessment activities are known and communicated to other third parties i.e., web hosting partners.

· You will ensure any protective technologies, such as IDS / IPS are suitably adjusted to allow the scanning by us.

· You are responsible for the assessment of all risks and vulnerabilities identified by the Service and will take the appropriate action to resolve.

· You will communicate any remediation and/or risk management activities to our team and Users as appropriate.

· You will provide and maintain a list of stakeholders in relation to this Service and provide contact details including email addresses and telephone numbers to us.

· If the vulnerability scanning solution is located on your site, you must maintain appropriate capacity, security, network, connectivity, hardware, agents, virtual host equipment to enable Service provision and ensure the OS is patched and up-to-date. 

· You will provide us with five (5) Business Days’ notice of any scheduled maintenance to the equipment located on your site.

· You will notify us in writing of any change freeze periods as follows:

(i) Emergency changes – you will notify us at least twenty-four (24) hours in advance or as soon as reasonably possible if the change requires immediate implementation.   

(ii) Standard changes – you will notify us at least five (5) Business Days in advance.

· You are responsible for the management and resolution of all Incidents that are unconnected to the Service.

7.2. Service Restrictions

· The Service is restricted to the functionality available from our toolset. 

· Data is retained for a maximum of ninety (90) days.

· The minimum contractual commitment for this Service is twelve (12) months.

· The Service is intended to detect vulnerabilities in your network and provide advice and guidance regarding remediation activities. Whilst every effort will be made to achieve such, due to the ever-evolving nature of security threats, this Service is provided “as is” and we do not warrant that: 

(i) it will detect all vulnerabilities; and 

(ii) the guidance provided by us will resolve every possible current, future vulnerability and/or threat(s) to your IT infrastructure.  Consequently, you should not solely rely on this Service for your security needs and should only utilise this Service as a component of your wider IT security.

8. EXCLUSIONS

The excluded items described below are outside the scope of this Service Description:

· We will not apply fixes or remediation activities relating to security risks or issues identified by scans.

· We will not scan devices, components or Services that are not connected to your infrastructure at the time of the scan(s). 

· We will not carry out any remediation activities required as a result of degradation or failure of the Solution caused by parties other than us and any such remediation activities shall be subject to additional Charges from us. 

· We will not perform any configuration of your in scope devices to enable scanning to take place i.e., changes to IDS / IPS controls are not included and will be subject to additional Charges.

9. DEFINITIONS & ACRONYMS

9.1. Definitions

Please refer to PART C in this Service Annex.

9.2. Acronyms

		Acronym

		Meaning



		CSM

		Cyber Security Service Manager



		CVE

		Common Vulnerabilities and Exposures



		CVSS

		Common Vulnerability Scoring System 



		FQDN

		Fully Qualified Domain Name



		IDS

		Intrusion Detection System



		IPS

		Intrusion Prevention System 



		IP

		Internet Protocol



		DAST

		Dynamic Application Security Testing



		WAS

		Web Application Scanning



		VPR

		Vulnerability Priority Rating







10. SERVICE LEVEL AGREEMENT (SLA’S) AND OPERATIONAL TARGETS

Not applicable.

11. SERVICE CREDITS

Not applicable
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1. SERVICE OVERVIEW



The Managed Extended Detection & Response (MXDR) Service is provided by the SCC Cyber Security Operations Centre (SOC) and provides detection, protection, and response to security threats across your environment, utilising Microsoft Sentinel and the Microsoft 365 Defender suite.

The Service uses Microsoft Sentinel, taking security data from:

· Microsoft Security:

· Microsoft 365 Defender

· Microsoft Defender for Cloud,

· Microsoft Defender for EASM

· Private Cloud, including:

· Servers,

· Network & Security Devices

· Multi-Cloud:

· Microsoft Azure

· Amazon Web Services (AWS)

· Google Cloud Platform (GCP)

· SaaS:

· Microsoft 365

· Google Workspace

· 3rd Party SaaS Apps

· Deception Technology

· 3rd Party Endpoint Detection & Response (EDR)

· CrowdStrike Falcon

Our SOC then reviews the data and actions accordingly as described in the Service Elements section of this Service Specification.  Please note that the above terminology is correct as of October 2023 and is subject to change.

2. SERVICE ELEMENTS



The elements of this Service are detailed in the sections below.

2.1 Security Monitoring

We will monitor 24/7/365 the Security Incidents generated by correlating log data from your environment. We will issue a notification to your nominated contact(s) during the monitoring period, such notification will be based on the priority level of the Security Incident ticket created (as referenced in the Service Level Agreement and Operational Targets Section).

Your nominated contact(s) may include your internal support team or a third-party support team. 

2.2 Automated Alerting

We will configure the Service to automatically alert on Security Incidents across the environment defined in the Technical Specification (Part A – Section 2 of this Service Annex).

All system configurations and alert enablement are implemented and operate within your Azure environment and are limited to the specific platforms supported by the Service as defined in the Technical Specification (Part A – Section 2 of this Service Annex).

2.3 Security Incident Ticket Creation

The Security Incidents from all monitored environments will automatically generate a Security Incident ticket within the SCC ITSM. 

Security Incidents will be classified by our SOC dependent on the priority level:

· Priority 1 (P1) 

· Priority 2 (P2)

· Priority 3 (P3)

· Priority 4 (P4)

Refer to the SLA and Operational Targets in Section 10 below for further information. 

2.4 Triage 

Our SOC will:

· review and triage all Security Incidents based upon our standard ticket handling processes; 

· triage new Security Incidents, review current Security Incidents for updates and continually monitor for any Security Incidents raised by you; 

· conduct investigations to identify possible causes, indirect associations to other indicators and scale of a Security Incident; and 

· provide you with mitigation guidance relevant to the Security Incident raised. 

2.5 Incident Response

Upon notification of a Security Incident, our SOC will respond to the incident using playbooks and manual response actions subject to the solutions used by you.  As part of the onboarding process, a complete list of response actions will be provided. These response actions will include but are not limited to the following: 

· Remote isolation of endpoints and servers; 

· Blocking domains, files, and IP addresses across your environment;

· Disable user account; 

· Perform file analysis via a sandbox.

A list of all response actions undertaken by us will be documented and made available to you within your Operations Manual. This list is regularly updated and in the event of any modifications, additions, or alterations to the documented response actions, we will update the Operations Manual to reflect these changes and communicate this to you via your Cyber Services Manager. 

2.6 False Positive Identification and Tuning

We will conduct a tuning and baselining process to filter out false positives and misidentification of alert types during onboarding. Once the Service commences, if a false positive is identified and subsequently deemed a genuine alert by the SOC, you can notify the SOC and we will take the required action to ensure the relevant alerts are added to your allow list. Alternatively, if an alert is raised by the SOC, and you deem it to be false, you can notify the SOC to review and mark it as a false positive. 

As part of ongoing tuning during the Service, in the SCC ITSM we will record any policy changes performed after the initial configuration.

All communications will be via our SCC ITSM and/or telephone for Priority 1 and Priority 2 Security Incidents. 

2.7 Threat Intelligence

We will include threat intelligence as part of the Service which will be used for incident detection and to automatically enrich entities. Our SOC analysts will use this information to take decisive response actions within your environment such as blocking an IP address or domain.

2.8 Custom Threat Feeds

Additional threat intelligence feeds can be configured in Microsoft Sentinel for incident detection subject to agreement. This must be detailed in the Technical Specification (Part A – Section 2 of this Service Annex).

2.9 Enrichment and Triage Playbooks

We will use playbooks as part of this Service to automatically enrich and triage Security Incidents generated within your environment. The playbooks will reside within the SCC tenant and be triggered via one or more automation rules configured within your Microsoft Sentinel instance. 

2.10 Response Playbooks

Our response playbooks will reside within the SCC tenant and be triggered via our SOC to help contain and respond to Security Incidents. 

2.11 Bespoke Playbooks

Additional playbooks can be developed to meet your requirements, these playbooks would reside in your tenant and be subject to additional Charges. You will be responsible for any costs incurred associated with the bespoke playbooks triggering within your environment. This will be discussed with you before any change is implemented.

2.12 Microsoft and SCC Analytic Rules

As part of this Service, we will deploy Microsoft and SCC defined Analytic Rules which will be used in conjunction with User Entity Behaviour Analytics (UEBA) to detect Security Incidents within your environment. 

The Analytic Rules will be deployed by our Cyber Security Engineering Team during the onboarding of this Service. These Analytic rules will be tuned to an initial baseline to remove known false positives. Following the initial baseline, we will regularly update the Analytic Rules deployed and continually tune the environment to reduce the number of false positives. 

2.13 Custom Analytic Rules

Custom analytic rules can be developed to meet your requirements, subject to additional Charges. This will be discussed with you before any change is implemented.

2.14 Threat Hunting

As part of the Service, our SOC will conduct regular proactive threat hunts across your environment. This allows us to seek out undetected threats and malicious behaviours by creating a hypothesis, searching through data, validating that hypothesis, and acting when applicable. We may also create additional analytic rules and incidents based on these findings.

2.15 Cyber Services Management

As part of your account team, you will be allocated a Cyber Security Services Manager (CSM). They will serve as the primary contact(s) for day-to-day management and interaction with you for this Service.

The responsibilities and/or deliverables of your allocated CSM will include the following:



0. Cyber Services Management Reports

		Name

		Description

		Frequency

		Forum



		Operational Risk Management and Tracking



		An operational repository for all risks identified will be created and include information about each risk, e.g., nature of the risk, reference, and owner as well as any mitigation measures. This report will be reviewed with you via your CSM at your service reviews.

		Monthly



		Service Review





		Detailed Monthly Performance Report 

		The monthly performance report is comprised of the following sections:

· Executive Summary

· Activity Summary 

· Proactive Activity

· Recommendations/Actions

		Monthly



		Service Review









0. Cyber Services Management Support

		Name

		Description

		Frequency

		Forum



		Continual Service Improvement Advice

		Strategic advice based on intelligence provided by the Service to investigate how we can potentially increase the security baseline and quality of products and services at a minimal cost for you. This advice will be tracked in a Continuous Service Improvement plan owned by the CSM. This will be reviewed with you via CSM at your agreed service reviews.



		Monthly



		Service Review





		Security Incident SLA Breach and Complaints Management

		We provide support including graphical information and narrative to you.

		As and when a Security Incident or breach occurs

		Service Review









2.16 Log Collection and Storage

The Microsoft Sentinel solution ingests security telemetry from Microsoft 365 Defender, Microsoft Entra, Microsoft Defender for Cloud, and Microsoft Azure Activity logs. The telemetry data is stored in a specific area within your Azure Tenant where the platform will automatically perform log and event correlation, aggregation, and analytics.

As standard, the Solution is configured to retain data (“Data Retention”) for twelve (12) months; it can be increased to a maximum of seven (7) years if required. If you have requested an alternative Data Retention period, it will be specified in the Technical Specification.

The Technical Specification lists the full details of the log sources included in the Service and agreed with you. 

3. SERVICE OPERATIONS (SCC ITSM)



Please refer to our Operations Manual for further information on Security Incident management, requests for change and information requests.

3.1 Security Incident Notification

Every Security Incident will result in a notification to the SOC, classified according to the priority of the Security Incident and the associated priority. Every Security Incident confirmed by our SOC and rated P1 to P3 is issued from our SCC ITSM and delivered via email to your nominated contact(s). You are responsible for creating the necessary mail group for multiple recipients within your organisation. 

Security Incidents classified as a P4 will be recorded by the SOC and reported to you monthly (in the Monthly Performance Report). The report will also list all Security Incidents deemed not to be an acute security risk by the Service.  If you consider certain Security Incident(s) contained in this report to be a higher security risk to you or your organisation, you can raise a Service Request. This request will be reviewed by the SOC and confirmed with you, if accepted the SOC will then report on these Security incidents with the new priority classification.  If you require us to investigate any reported Security Incident further, you can raise this request directly with us/the SOC.

3.2 Service Maintenance

We will carry out routine maintenance against the infrastructure and its components required to deliver the Service during recognised periods of lower system utilisation.

We will use reasonable effort to make any routine changes or emergency changes outside of any change freeze periods as notified by you, provided you have given us reasonable prior written notice.

We will notify you of any changes as follows:

· Emergency changes – we will aim to notify you at least twenty-four (24) hours in advance or as soon as reasonably possible if the change requires immediate implementation.

· Standard changes - we will notify you at least five (5) Business Days in advance.

3.3 Service Requests

Requests specific to this Service, including but not limited to the following, should be logged as a Service Request through the SCC Service Desk:



(a) Billing queries,

(b) Technical troubleshooting,

(c) Access management (e.g., user account creation),

(d) Additional reporting,

(e) Change of Security Incident priority,

(f) Log sources, and

(g) Analytic rules.



If you require any changes or additions to any of the above, your requests will be reviewed by the SOC and confirmed with you. Following agreement by both Parties, we will implement all configuration changes agreed with you via the Change Request procedure. If the changes required are deemed to be significant changes to the Service or require a professional services engagement due to your bespoke or detailed requirements, additional Charges will be discussed with you before any change is implemented and applied at our prevailing rates or as otherwise agreed with you in your applicable Service Request.



4. SERVICE AVAILABILIITY 

4.1 Service Commencement Date

The Service Commencement Date is the date when we notify you that the security log data or Security Incident(s) (from any source) are being received and analysed by the SOC. The Service Commencement Date may change to a later date if agreed in writing by both parties and deemed reasonable.

If you consider that the Service is not ready, you must notify us within two (2) weeks from the Service Commencement Date, after which the Service Commencement Date will be deemed to have occurred regardless of issues or defects which you may later become aware and notify us about (which will then be dealt with as faults or service issues but will not change the Service Commencement Date).

5. BILLING


The Service will be billed as:



(a) Fixed Charge – Based on the agreed Monitored Assets (as specified in your Technical Specification) and charged monthly in advance; and 



(b) Usage Based Charges – For and across all of your Azure Subscriptions that we provide through our cloud solution provider, charged monthly in arrears.



There will be additional Azure consumption and licences required to support the Service (e.g. Microsoft Defender for Endpoint) that are not included in the Charge(s) for this Service. You are responsible for any additional costs associated with Microsoft Sentinel and relevant Microsoft licensing. 

6. TERMINATING THE SERVICE 

If you choose to terminate the Service with us and you notify us as per the terms of your Agreement, (Section 18 of our MSFA) we will contact you to discuss what would be included and what would be potentially chargeable. 



Charges could be incurred and/or a professional services engagement could be required (which will be mutually agreed in writing between the Parties). 



7. DEPENDENCIES

We will provide the Service subject to the following dependencies:

· All professional services required to set up this Service will be subject to separate Statements of Work and Charges and, where applicable, Service Descriptions. 



7.1 Customer Obligations

· You will not remove access to your Azure tenant to allow us to deliver the Service. 

· You will grant us permission(s) to access any appropriate resource within your Azure Subscription as we reasonably require enabling the delivery of the Service.

· You will ensure all necessary components can communicate to internal and online resources for the Service to be effective. 

· You must not attempt to elevate access to Microsoft Sentinel and its associated resources.

· You must not attempt to elevate the access to any Azure Subscription.

· You will provide us reasonable assistance in the performance of the Service, including, but not limited to, providing all technical and licence information that we may require to perform the Service(s).

· You will provide us with remote access to any platforms and any administrative credentials necessary to perform the Service.

· You are responsible for creating the necessary internal communication groups for multiple recipients within your organisation (e.g., mail-in mailbox). 

· You are responsible for the maintenance and adherence to best practices in relation to the global admin account following the requirements review.

· You will notify us at least five (5) Business Days in advance of any system(s) maintenance or network or system administration activity that will (or has the potential to) affect our ability to perform the Service.

· You will actively work with our SOC to resolve any logged calls or Service Requests requiring your input or action.

· You are responsible for the remediation and resolution of changes to monitored services that negatively impact the Service or the functionality, stability, or performance of the monitored services. Any assistance you require for such remediation or resolution shall be deemed as a Change Request and will be appropriately scoped and agreed to before any action is taken by us.

· You will provide the total number of assets to be monitored.

· It is your responsibility to perform any policy configuration changes as recommended by us to increase and/or maintain your Microsoft secure score.  If you have no policy and we would need to create or update one for you, then it would be a chargeable professional services engagement.

· You will manage and keep up to date with any maintenance and technical support contracts with your software and hardware vendors for any monitored systems.

· Where applicable, you will ensure that systems/services are maintained to a software and hardware version level supported by the manufacturer.

· You will interact with the vendors and/or manufacturers of the monitored services to resolve any issues related to feature limitations or performance.

· You will inform us of any changes of resources, including decommissioning and change in locations, of monitored services.

· You will ensure that the stipulations of the applicable compliance standards that relate to the physical security of equipment on-site shall be always adhered to.

· You will be responsible for any Azure Charges and other Charges to maintain any additional licence requirements needed to enable the provision of the Service. Azure Charges are billed directly to you; these costs may vary from month to month and are dependent on the data volume ingested.

· It is your responsibility to ensure you are appropriately licensed for all software deployed within your Azure environment (e.g. Microsoft Sentinel).

· You will commit to and fulfil the payment terms for any Order(s) that you place. 

· You are responsible for any additional costs associated with Microsoft Sentinel and relevant Microsoft licensing.



7.2 Prerequisites

· You need to have a Microsoft Azure tenant and Microsoft 365 Defender in place and available to procure this Service.

· You must have licensing in place for:

(a) Microsoft Defender for Endpoint P2; 

(b) Microsoft Defender for Cloud (subscription);

(c) Microsoft Entra ID P2 (tenant level).

· You must provide a feed for:

(a) Microsoft Azure Activity Logs (subscription); 

(b) Microsoft Entra ID;

(c) Microsoft Defender for Endpoint;

7.3 Service Restrictions 

· In circumstances where we are unable to further proceed with an investigation, but where a Security Incident remains in an open state, we will agree with you when the SLA clock can be suspended. This will typically be in situations where either: 

· Your resolver group or third party is responsible either in whole or in part for resolution; or  

· The Security Incident has progressed but requires further input from the affected Monitored Asset.

· The Charges relating to this Service are based on the anticipated quantities and thresholds stated in the Technical Specification. If, during the onboarding process, or subsequently during the term of the Order, these quantities or thresholds are determined by us to be incorrect, the Charges will be amended to reflect the correct quantities or thresholds via the Change Request Procedure. 

· Captured Events are selected in line with the Service use cases and may not constitute a full audit of events from the agreed log sources.

· We will only support the log sources outlined in the Technical Specification as part of this Service. Log sources beyond the agreed scope may be requested during the service term and reviewed by our team.  Following review and acceptance by us, such adjustments to log sources may be subject to additional Charges. 

· If a Security Incident is raised, and our SOC has provided sufficient recommendations that have not been actioned on your side, we will not issue repeat notifications. 

· We will not be responsible for the resolution of (or have any liability for) Azure platform outages and issues that are managed by Microsoft. 

· Microsoft is responsible for managing and maintaining the security standards for the underlying platform. We are not responsible for managing nor maintaining the security of your resources deployed on these platforms.  



8. EXCLUSIONS



The excluded items described below are outside the scope of this Service Description: 



· There are no SLAs associated with the monitoring activity carried out until the Service Commencement Date.

· Addition of further systems, services or assets outside of those agreed as part of the service implementation activities and not defined in the Technical Specification are outside the scope of this Service. Additional systems, services and assets may be added at any point during the contracted term, in accordance with the Change Request procedure. Please note that this change will require additional professional services and/or managed service(s), which we will invoice you as a separate Charge.

· This Service is not applicable or available for mobile devices, tablets, computers or any other end user computer not detailed within the Technical Specification.

· We are not liable for Microsoft technology availability, maintenance, change and issue resolution. 

· We do not include tuning as part of the routine maintenance as referenced in Service Maintenance Section 3.2.

· Support in any language other than English. 



9. DEFINITIONS & ACRONYMS

Please refer to PART C of this Service Annex.

10. SERVICE LEVEL AGREEMENT (SLA’S) AND OPERATIONAL TARGETS



		

		Incident Ticket Priority



		

		Priority 1 (P1)

		Priority 2 (P2)

		Priority 3 (P3)



		Hours of Support

		24/7/365

		24/7/365

		8 AM - 6 PM, Business Days



		Description

		A potential cyber incident that actively causes sustained disruption of company-wide critical services, leading to severe financial or reputational damage.



		A potential cyber incident that has a likely probability to cause a serious impact on company-wide critical services, potentially leading to serious financial or reputational damage.





		A potential cyber incident on an individual, or preliminary indications of cyber activity against a company.





		Examples

		An incident that causes a total loss of service or security breach;

Your service does not function, and you are unable to access it. It could be due to, but not limited to, the following:

· Confirmed compromise of Privileged Account.

· Service impacting DDOS / DOS attack.

· Destructive attack (ransomware, file deletions).

· Compromise of multiple systems or user accounts.

		Service impaired or degraded;

You are able to access or use your service, but it is performing at an unacceptable level. It could be due to, but not limited to the following:

· Confirmed compromise of user account.

· Suspicious administrative activity

· Widespread successful phishing campaign affecting multiple users.

		Minor service degradation/warning from monitoring or non-impacting service issue;

A service feature or function is not working;

There is a workaround, or you can utilise the service for the majority of its function. Any of the above could be due to, but not limited to, the following:

· Isolated malware.

· Suspicious user, device or mailbox activity.

· User clicked the suspicious link but was blocked.



		Communication

		
We will contact your nominated contact(s) by email and/or telephone. 





(The notification period begins once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email and/or telephone).



		
We will contact your nominated contact(s) by email and/or telephone. 





(The notification period begins once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email and/or telephone).



		

We will contact your nominated contact(s) by email.



(The notification period begins on a Business Day once the Security Incident is raised within the SCC ITSM and ends once contact has been made via email).



If a Security Incident is raised outside of the Hours of Support specified, the notification period will begin on the following Business Day. If investigations have already begun on one Business Day, any outstanding investigations will be resumed on the following Business Day.







		Incident Response Target

		One (1) Hour

		Two (2) Hours

		Four (4) Hours



		SLA

		95%

		95%

		95%







11. SERVICE CREDITS

The Service will be delivered at the target level set out in the table below for the percentage level described, against which service credits will be paid.



		SERVICE

		MEASUREMENT

		PERIOD

		TARGET

		SERVICE CREDIT



		P1, P2 and/or P3 Incident Response Target

		Per the SLA table in section 10 for the Service for Incident Ticket Priority

		Calendar Month

		95%

		5% of the Monthly Charge for this Service.





 [END OF TEXT]
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Schedule 2 

Change Request Form Template 

 

Change Request Form 

Framework Agreement Ref:  

Order Ref:  

Customer Name:  

CRF Reference No:  

CRF Version No  

Title of Change  

CRF Originator  

Date of Change Request:  

Reason for Change 

 

Full Details of Change 

 

Impact on Services or Service Levels 

 

Implementation Plan 

 

Timetable for Implementation 

 

Amendments Required to the Framework Terms and Conditions, Order and/ or Service Annexes 

 

Change to Charges 

 

Schedule of Payments 

 

Other Issues 

 

 

Agreed for and on behalf of the Customer Agreed for and on behalf of SCC 
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Signature:  

 

Signature:  

Title:  

 

Title:  

Date:  

 

Date:  

Rejected Y / N Rejected Y / N 

Reason for 
Rejection; 

 

 

 

Reason for 
Rejection; 

 

Actions;  

 

 

 

Actions;  

 

 

 




