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SERVICE NAME: J Cyber Risk Assessment Service

SERVICE DESCRIPTION: J In order to target security activities, it is important to
understand the holistic risks to your organisation.
Leonardo’s Cyber Risk Assessment offering is a high level
enterprise-wide assessment of the cybersecurity posture
and awareness of an organisation and highlights key risk
areas requiring attention.

KEY SERVICE FEATURES: e Evidence based analysis using attack path
approach

e Standardised and repeatable methodology

o Defines the cyber security posture of an
organisation

¢ Aligned with HMG, National and International
Standards: 1ISO27001, SPF, 1ISO27005

e Provides assessment across organisational,
technical security architecture and security culture

e Delivers recommendations prioritised and aligned
with business requirements

e Technology and vendor neutral

e Delivers baseline from which to formulate a
security strategy

e Determine enterprise risk by reviewing threats,
vulnerabilities, likelihood and impacts

e Delivers output from which deeper targeted
assessment/investigation can be conducted

KEY SERVICE BENEFITS: e Provides an understanding of the current Cyber
Enterprise Risk profile

¢ Identification of key risks and vulnerabilities

e Holistic view allows prioritised investment and risk
decisions.

e Development of roadmap for risk management and
security governance

e Provides evidence to support
assurance/compliance requirements

e Provide a platform for education and awareness
among all employees

o |dentify and set risk management standards based
on recognised best-practise

e Set baseline for standards, adoption of policy and
processes

e Save costs and resources by being proactive
instead of reactive
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