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SERVICE NAME:
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Security Architecture Development

Good security architecture is fundamental to delivering
appropriate security for business or operational services.
The Leonardo Security Architecture development service
assists customers by assessing and delivering security
architectures which appropriate manage the threats and
risks to corporate or operational technologies.

e  Security requirements capture

e Tailored threat assessment for the services in
scope

¢ Risk assessment against the service being
developed

e Architecture developed to meet the specified risks
and threats

o Delivers a set of security artefacts supporting
design and assurance

e Can be tailored to required frameworks, e.g.
MODAF, TOGAF, SABSA

e Includes personnel, physical and procedural
architecture as well as technical

e Appropriate security controls are included in
solutions

e Allows risk to be appropriately managed

e Demonstrates compliance with
architectural/security standards e.g. NCSC /
JSP604.

e Specific threats and risks to the solution are
addressed up-front

e Provides confidence to stakeholders over service
security

e Reduces cost by addressing security early in
projects
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