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Cyber Resilience 

 
Methods provide comprehensive cyber resilience for your organisation utilising NCSC experts to recognise and respond to threats which 
impact your capability. Cyber Resilience results in detailed recommendations, proposals and implementation support to achieve your 
enterprise security management requirements through proactive development of policy, process, training, testing and regulatory 
compliance.      
 

What is the Service 
 
Methods is an NCSC Assured Cyber Consultancy who has been assured to the highest standards as defined by NCSC and professional 
bodies such as UK Cyber Security Council. With a proven track record of delivering cyber security consultancy expertise, we pride 
ourselves on working closely with our clients - often augmenting in-house capability.  
 
A Cyber Security Essentials Plus certified company, the services provided by the Cyber Portfolio align with ISO/IEC 20700 family of 
information security management standards, ensuring work is appropriately scoped, planned and delivered to the highest standards.  
 
Methods provide a holistic approach to Cyber Resilience with work undertaken by industry qualified Cyber security experts, many holding 
CCP Lead Practitioner else qualified to Chartered status, able to offer approved guidance and support to both public and private sector 
clients, covering the entirety of the Security organisation.  
   
A targeted cyber-attack is almost guaranteed for most organisations and our Cyber Resilience service is designed to help you manage 
the risk and reduce the impact of an attack on your business operations.  Our service can be tailored to range from a review of your 
existing policies and interviews with key stakeholders, to a proactive penetration test of your systems to check for vulnerabilities to 
drafting new policies, processes and training requirements for appropriate staff.    
  
Underpinned by organisational accreditations including : NCSC, UK Cyber Security Council - UKCSCs ‘Security Testing specialism, Cyber 
Essentials, Cyber Essentials Plus, ISC, CIS, CRISC, CEH, framework, ISO27001, ISO14001, ISO9001 we remain agnostic in our approach to 
standards and have a broad range of capabilities which ensures we can work knowledgeably across whichever standards you are aligned 
with and can form an integral part of your Enterprise Security Management strategy.  
   
Alongside our cyber security professionals, we have business continuity and personnel security professionals who can help you enhance 
your resilience by looking at everything from your physical security to your personnel security, digital hygiene, ‘traditional’ cyber security 
and supply chain resilience.  We also have access to data scientists who can help understand and visualise complex data and legal 
experts who can advise on legal issues that might impact on your resilience as well.  If it can impact on your ability to do business, we 
can help you manage it.  
   
The first stage of our process is to review your resilience levels to understand your baseline and identify exploitable weaknesses.  We will 
then make recommendations on how to address these areas based on what is right for your organisation balancing the cost and value 
for money of the potential solution.  
 



   

We can help you identify and map all critical security risks across your digital estate that could impact upon your resilience and develop 
plans to manage them including through business impact analysis, business continuity plan development, testing, and implementation, 
crisis communications and recovery actions. Once you have achieved the levels of resilience to comply with your strategic intent, we can 
provide ongoing support to help you maintain those levels as your business and the context (regulatory, political, risk, technological) you 
are working in changes. 

 
What it can do for you 
 
This service will provide you with the support you need to ensure that you are appropriately managing those threats which could impact 
upon your organisation's ability to function effectively.  With our comprehensive cyber resilience service, you can take proactive actions 
to protect your organisational ability to function and regain operations in the shortest possible time frame should an attack occur. 

Service Features 

 
1. Proven cyber resilience assessment methodologies  

2. Cyber resilience maturity assessment  

3. Comprehensive review of current cyber resilience plans, policies and procedures  

4. Business Impact Assessment and Analysis  

5. Cyber resilience planning  

6. Business Continuity Planning  

7. Business Continuity Testing  

8. Crisis communication support  

9. Incident response support   

 
 

 

Service Benefits  

 
1. Proven cyber resilience assessment methodologies provide confidence in approach  

2. Comprehensive view of baseline maturity assessment to guide development activities  

3. Multi-format review provides rich detail to analyse current planning  

4. BIA provides decision-making rigour and prioritisation of re-enablement activities  

5. Cyber resilience planning encourages cyber resilient culture as business enabler  

6. BCP Planning is significant contributor to maintain operations during crisis  

7. BCP Testing ensures staff & plans are practised and effective  

8. Effective crisis communications will protect your reputation during resilience issues  

9. Incident response support will help quickest return to normal operations 

 
 
 



   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  



   

 


