Insight — Security Posture Assessment -
GC14 L3 - Service Definition
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1 Service Summary

As part of the service, Insight will complete a security posture assessment throughout a series of conversational-led
engagements. Insight will assess the current security posture of the entire environment, whereby we will assess the
following domains:

e Endpoint Security

e Application Security

e Cloud Security

e Network, Data Centre, 0T Security

e Governance, Risk & Compliance (GRC)
e |dentity & Access

e Threat Detection & Response

e Human Factors

Upon completion of the assessment, Insight will supply an output assessment report which will include the current
security posture, including a gap analysis with recommendations around remediation actions.

2  Features
The features the Buyer can expect to gain from this service are:

¢ In depth workshop engagements with identified stakeholders to gain an in-depth understanding of the Buyer’
environment, infrastructure, services from a holistic perspective, and the cyber security controls and technologies
surrounding these elements.

e Anin-depth output assessment report (gap analysis) of the existing cyber security posture including
recommendations to remediate any gaps found.

3  Benefits

The benefits the Buyer can expect to gain from this service are:
e A good understanding of your environment, infrastructure, and services.
e A good understanding of existing cyber security posture.
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e Prioritised remediation actions based on severity of security gap.

e Can be used to form a cyber security roadmap.

4  Technical Requirements

The pricing of the Security Posture Assessment Service can vary depending on the scope and requirements of the
assessment which can be defined early within the discovery stage.

There is no one-size-fits-all in terms of infrastructure, services, and cyber security, which varies from company to
company, therefore this service must be scoped accordingly.

The estimated cost will be determined on a day rate, with a technology consultant costing £1200 per day, with the
number of days to be scoped in accordance with the buyers’ requirements.

5  Pricing Overview

The pricing of the Microsoft 365 Foundation Setup Service is a fixed price engagement at £6,600.

Page 2 of 2



