
Defend

Rules Don’t Stop Advanced Email Threats

For attackers, phishing links and malware are no longer 
effective means of breaching organizations through email. 
Instead, they’re bypassing email security rules by 
impersonating employees and business partners in order to 
intercept payments and sensitive data. Highly targeted BEC 
and spear phishing attacks, using the latest techniques in 
personalization and scale are now today’s norm.

Tessian Uses AI to Stop Advanced Email Threats

Tessian AI detects sophisticated, targeted email threats, and is 
purpose built to stop attacks that can’t be caught with signatures 
or rules. It uses an ensemble model consisting of multiple 
machine learning models including
 Deep learnin
 Large language model
 Natural language processing
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Allowing Tessian to stop email security threats that legacy solutions can’t

Legacy Email Security Controls

Fails to Detect Anomalous Sender

 DKIM, DMARC and SPF 
authentication checks all pas

 Sender has never appeared on 
threat intel feeds previously

Fails to Detect Anomalous Content

 No URLs in email to analyz
 No understanding of the 

“context” of the email

Fails to Detect Anomalous 
Attachment

 Attachment doesn’t contain 
malware

Malicious email is 
delivered to employee 
inbox

Lisa Williams Jan 14, 2023 06:23PM (UTC)

Re: Late Invoice

To: Frederick Price

Hello Fred,


We’ve noticed that we haven’t received 

payment for the last 2 months.  

Please transfer the funds by EOD   or we will 

have to cancel our subscription.


Best, 

Lisa Williams, CEO, Firstcorp

Please transfer the funds by EOD

Invoice.pdf
22.3KBPDF PDF

terms and conditions.pdf
22.3KB

AI-Based Threat Detection

Detects Anomalous Sender

 Sender domain registered in last 
24 hours and never seen before

 No prior relationship with sende
 Impersonation of other trusted 

contact

Detects Anomalous Content

 Email contains a request to 
transfer funds

Detects Anomalous Attachment

 Attachment contains invoice 
with supplier impersonation

Threat Detected: 

Business Email 
Compromise

“Tessian provides an AI 
approach to phishing which 
is much more effective than 
Mimecast and O365”

Trusted by World Leading Organizations
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behavioral  analysis

Thousands of learned events 
over email create a strong 
foundation for normal vs. 
abnormal communications.

content  analysis

Tessian LLMs and hundreds of data 
points within each email are used to 
determine if the email is safe, malicious, 
or needs review 

threat  network  analysis

Third party threat feeds and 
data from our customer 
network are leveraged to stop 
attacks in minutes
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