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Service introduction

Secure by design

6POINTO

Part of Accenture

Our service enables your organisation to laterally integrate security
principles into cloud service design and lifecycle, by correlating
business context and industry standards to greatly minimise chance
of disruption or compromise to systems.
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Service features and benefits

Service features Service benefits

® Embedding security principles into your Secure Software Development ® Reduces complexity of implementing secure defaults.
Lifecycle (SSDLC), including detection, response and remediation ® Enables continuous and real-time monitoring and
capabilities. auditing.

® Architecture design approach defined by NIST and OWASP * Minimises organisational attack surface.
frameworks and advisories. o

Centralised collation of data for logging and

® Security designs and patterns defined by use of cloud-native services monitoring

alongglde use of thregt. modeling. _ o ® Integrates security testing and assurance early into
® Experienced and certified cloud security specialists. development process
® Embedding landing zone architectures, to enable secure by design as o

) N _ _ Improved visibility into security control compliance.
a foundational principle in systems which further ensures baseline

security controls can be flexibly applied with ease at scale.

® Design and implementation of logging/monitoring to utilise cloud-
native SaaS/Paas tooling to capture all serverless and host-based
logging.

® Continuous assurance integrated into operational lifecycle, including
vulnerability management processes and evidenced based reporting
on security control efficacy, leveraging native integrations with CIS and
NIST benchmarks.
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Key differentiators

o

o8

Our expert teams blend Engineering,
Architecture and Cyber Security to ensure
your systems and services are designed,
built, assured and ran securely from project
Initiation to live.
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Service implementation

Key Secure by Design Principals

Adopt a Risk-Driven
Approach

We will help you to establish and
maintain an understanding of
your risk appetite and assess the
existing risks to ensure
appropriate controls are in place
to protect you from the evolving
threat landscape.

Design Flexible
Architectures

We will helping you to architect
flexible systems and services that
allow for easier integration of
security controls providing better
protection from cyber threats,
vulnerabilities and changing
business requirements.

Defend in Depth

We will ensure your systems and
services are created with layered
controls to make it harder for
attackers to fully compromise and
access these systems should a
control fail or be overcome.
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Technology
agnostic and
outcome driven

Why 6point6?

@

We mobilise Integration and

quickly and support
deliver capabilities
at pace around the UK

Transformation secured

Our people
are proven
experts

6POINTO

Part of Accenture

We work to

Create innovative new digital products to
keep your business ahead

Transform the way you do business with
focused insight and analytics

Strengthen your operations, supporting
and developing your team and
infrastructure

Secure your data and your technology
investments
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“6point6 is my go-to supplier if

I need advice or support with regards to
cyber security. We see them as our trusted
partner, and they have been helping us in
our journey to build a secure bank.”

Daniella Somerscales CISO, ClearBank
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Pricing

Please refer to the associated Pricing Document relevant for this Service.
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6POINTHO
Contacts

Sarita Sudera

(Accenture Health & Public Services — Sales Lead)
Email: UK.TenderMonitoring@accenture.com
Telephone: +44 7815 100009
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6POINTHO
About Accenture

Accenture is a leading global professional services company that helps clients build their digital core, transform their
operations, and accelerate revenue growth—creating tangible value across their enterprises at speed and scale. We are
uniquely able to create these outcomes because of our broad range of services in strategy and consulting, interactive,
technology and operations, with digital capabilities across all of these services. We combine unmatched industry experience
and specialised capabilities across more than 40 industries and all business functions. With 743,000 people serving clients in

more than 120 countries, and a net revenue of $64.1 billion USD for the financial year ending on 2023, Accenture drives
innovation to improve the way the world works and lives.
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