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Introduction 
S e r v i c e  O v e r v i e w  
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Why Maple and Oak Consulting Ltd?
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• Boutique consultancy concentrating on Cyber Operations Assessments

• Extensive experience in the UK and RoW building, maturing and assessing Cyber Security 
Operation Centers

• Provide SME remediation capability to support CSOC on their maturity journey

• The team have developed a repeatable process using the SOC-CMM methodology to produce 
your report and presentation in six weeks from the start of the assessment

• Service Features:
• Maturity Assessment aligned to NIST

• Maturity and capability score for each Domain

• Results are scored across 26 function areas

• The final report contains clear remediation actions

• Remediation resource is offered on a T&M basis

• Process should take no more than 6 weeks from approval
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SOC Maturity Model Assessment 
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• Maple and Oak Consulting Ltd use the Open-Source SOC-CMM tool to carry out all assessments.

• James Martin is an accredited  SOC-CMM assessor. 

• Elisha Quaye is an accredited  SOC-CMM assessor. 

• The model was initially created as a scientific research project to determine characteristics and 
features of SOCs, such as specific technologies or processes. From that research project, the 
SOC-CMM has evolved to become the standard for measuring capability maturity in Security 
Operations Centres. At the core of the assessment tool lies the SOC-CMM model. 

• This model consists of 5 domains and 26 aspects, that are each evaluated using a number of 
questions. The domains 'Business', 'People' and 'Process' are evaluated for maturity only, the 
domains 'Technology' and 'Services' are evaluated for both maturity and capability.

• The model can be found here SOC-CMM

• The SOC-CMM assessment tool is free software, released under the CC SA-BY licence.

https://soc-cmm.com/introduction/
https://creativecommons.org/licenses/by-sa/4.0/
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The 6 levels of SOC-CMM Maturity 

Score

SOC-CMM Advanced Assessment
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The aim of the assessment is to gain insights into the strengths and weaknesses of the CSOC under 
assessment. The SOC is assessed by its Maturity Level and its Capability Level.
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Defined

0
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5

The 4 levels of SOC-CMM Capability 
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Domains

Business Drivers

• Is the SOC aligned with what the business assets in needs to protect

People

• Does the SOC have a training programme and a defined talent 
process in place

Process

• Are SOC management process in place, are SOC services supported 
with documented processes

Technology

• Are Security tools configured and alerts triaged in a timely manner

SOC Services

• Is a description in place for each service and indicators to measure 
performance and quality.

SOC-CMM Advanced Assessment – Result by Domain



Click to edit Master title style

7
Commercial in Confidence – Maple and Oak Consulting LtdCommercial in Confidence – Maple and Oak Consulting Ltd 7

A visualisation is created for the 26 
aspects of the assessment  

• Maple and Oak Consulting Ltd suggest a 
maturity level of 4 should be the aim.

• The example depicts each aspect and the 
relevant score.

• The final report will suggest remediation work 
to improve each aspect to reach the maturity 
level of 4 or above

SOC-CMM Advanced Assessment – Domain Visualisation
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The majority of Government departments rely 
on the NIST framework to assess their cyber 
readiness

• Organisations that have undertaken a Cyber Maturity 
assessment using the NIST CSF framework for 
example reviewing top five key services can now use 
the same framework to align their protective monitoring 
capability.

• The model has been updated to use the CSF 2.0 
framework as seen below

SOC-CMM Advanced Assessment – Results by NIST

https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final
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SOC-CMM Advanced Assessment – NIST Visualisations  
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• A visualisation maps the scoring for both the 

maturity level of the CSOC and the Capability of 

its technology and services.

• This representation allows the reader to quickly 

assess issues and perform a  gap analysis

A visualisation is created for the 
NIST Functions NIST CSF 1.1NIST CSF 2.0
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SOC-CMM Advanced Assessment – Final Report 
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• Final Report Structure will be discussed with the client before 

completion, a standard report includes:

• Breakdown by domain of findings and remediation actions

• A target operation model graphically showing areas that could be 

improved broken down as quick wins, medium and long-term activity

• A presentation and half day workshop  allowing the CSOC to agree 

next steps. Actions from this session will be added as an annex to the 

final report.

Final report includes a verbal brief and next steps 
discussion as part of the fixed price assessment
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Generic Project Plan 
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Month 1 Month 2

Week 1 Week 2 Week 3 Week 4
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3.1 Apply Maturity model to findings and assess 

scores

3.2 Create visualisation of TOM

3.3 Develop recommendations

1.1 Agree scope and allocate 

sufficient resources

1.2 Agree stakeholder groups 

to be interviewed

 

2.1 Set up interviews

2.1 Conduct stakeholder 

interviews to understand 

current maturity. This may 

lead to secondary interviews

4.1  Report write up, outline findings 

and subsequent recommendations

4.2 Chair workshop

Cyber 

Advisory – 

Out of scope 

of initial work 

order

Interview 

setup

Report and presentation 

preparation including 

remediation suggestions

Workshop and 

final report 

delivery

Key:

Project 

Activities 

Project 

Phases 
Workshop

Review findings and assess maturity 

1) Planning and Mobilisation 2) Customer Engagement 3) Assessment 4) Report and workshop

Agree scope of assessment and 

G-Cloud Deliverables

Interviews and 

assessment 

collation

Remediation 

Support

Apply  Vanilla TOM

Fixed Price Engagement – CSOC Maturity Assessment and Report 

Week 1 Week 2 Week 3 Week 4

Kick-off 

meeting

Weekly reporting
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Maple and Oak Consulting – 
Cyber Operations Advisory
T h e  Te a m

A s s e s s m e n t  t i m e l i n e  
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James Martin  - MSc CISM. Lead Assessor, Cyber Advisory 
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James, a part-time Associate at one of the “Big Four” consultancies and a retired British Army officer, has over 20 years’ experience in cyber 
operational transformation leadership roles, in and out of the military. He brings experiences in cyber security transformation, CSOC maturity 
assessment, cyber risks assessment, security incident management, cyber projects and programmes governance. He also has comprehensive 
experience in building and running Cyber Security Operations Centres (CSOC) in both the public and private sector across the globe.

Academic and Professional Highlights

• MSc Design of Information Systems

• BSc (Hons) Software Systems

• Certified Information Security Manager (CISM)

• Managing Successful Programmes Practitioner

• Management of Risk Practitioner

• ISO27001 Foundation 

Dept Environment Food and Rural Affairs: Cyber Security Operations Centre Development Manager

Led on cyber security strategy definition and procurement and implementation of a new Security Platform

Home Office, Live Services: Cyber Security Operations Centre Manager

Led the implementation and maturity of HO CSOC, from SOC strategy definition, tooling and building relationship with other government agencies and 
third-party suppliers.

Saudi Arabia: SOC Operations Associate Director

Cyber capability development (TOM, Security Uses case, Security tooling) with SOC-CMM assessments model

• AZ900 Azure Foundation 

• SC900 Identity and Access Management 

• Open Group - Architecture Foundation 

(TOGAF)

• Open Group - Risk and Security

• Clearance level DV
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Elisha Quaye -  MSc. Business Systems Analysis & Design. Assessor, Cyber Advisory 
 

14

Elisha, an experienced IT consultant with over 13 years’ experience in both the private and public sectors. He has been part of a team delivering 
multiple IT transformation programmes and projects on security systems and tooling implementation, cyber maturity assessment, security incident 
management, as a lead business analyst and CSOC consultant in both private and public sector. His professional approach, diligence and unfailing 
positive mindset have helped in the delivery outcome to clients such as UK Home Office, NCA, National Highways, EQ Financial Services and 
AIG Group.

Academic and Professional Highlights

• MSc. Business Systems Analysis & Design

• BSc (Hons) Business Enterprise 

• ITIL Foundation Certificated (V.3)

• Certificate in Cybersecurity - CC (ISC2)

National Highways – Lead Security Business Analyst

Performing SOC maturity assessment against NIST framework to identify gaps and level of security maturity. Support the definition of SOC services 
and implementation of tooling for effect security monitoring.  Defining requirements all tooling implementation.

Home Office – Lead Security Business Analyst

Support definition, analysis and delivery of protective security monitoring solution for HO technology platforms. Project aimed at providing proactive 
security monitoring solution across the HO estate.

EQ Financial Services – Lead Business Analyst

Establishing process centre of excellence (PCoE) to ensure regulatory compliance with UK FCA requirements.

• Security Plus

• TOGOF 9.2

• PRINCE2® Foundation and Practitioner

• Open Group - Risk and Security
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Geoff Young - BSc (Hons) Microsoft SME Supporting Remediation Work 
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With a first-class heritage in the information technology industry spanning more than forty years,  Geoff offer a unique set of integrated digital skills 
combining technical analysis, solution architecture, project management, multi-disciplined technical consultancy.

In his most recent role he was part of the NHS England National CSOC working closely with the team since formation to provide expertise in Microsoft 
cyber security technologies.

Academic and Professional Highlights

• BSc (Hons) Chemistry

• Azure Hybrid Cloud Foundation

NHS England – Microsoft Defender XDR specialist

Acknowledged Microsoft Defender XDR expert working at NHS England to deliver deep technical skills into NHS Trusts, Integrated Care Boards and 
various arms lengths bodies. Working closely with Microsoft Product Engineering teams as a design partner, testing new capabilities, providing 
detailed feedback and de-risking adoption.

Microsoft UK – Senior Engagement Manager

Managing a portfolio of consultancy services engagements to UK Central Government customers, including Defence and Police Services. Highly 
customer facing role working with very demanding stakeholders/execs. Leading and managing exceptional specialists in small teams to deliver 
outstanding results.

Fujitsu Services – Senior Project Manager

Freelance professional managing several disparate work streams for a Technology Refresh Programme at UK Central Government Directorates.

National Westminster Bank – Various roles

Microsoft Windows Platform and Infrastructure specialist, Database specialist, SAP R/3 development and support, 370 Assembler Programmer

• Microsoft Certified Systems Engineer

• Windows XP Instructor
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Anna-Maria Stavrakellis, Project  Manager

Anna-Maria, has over 10 years' experience in the project/programme manager space. She bring a wealth of  industry 
knowledge in both the private and public section, ensuring effective use of various project/programme management 
methodologies to support effective governance on all projects. She deployed these skills and experience in providing the 
required governance to successful deliver CSOC maturity assessment for clients.

Academic and Professional Highlights

Home Office  - Project Manager

Project managing CSCO maturity assessment phase and asset discovery and onboarding of system into the Cyber 
Security Operations Centre (CSOC) for protective monitoring

BEIS – Product Owner

Running the Project Management function in a Product Owner role ensuring industry standards are met and projects are 
moving forward in a timely manner.
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Document Control 

This proposal is made under the terms of G-Cloud 14 by Maple and Oak Consulting Ltd, a UK limited liability company, a 
private English company limited by guarantee. The service offering set out in this document do not constitute an offer 
capable of acceptance until Maple and Oak Consulting Ltd have carried out an evaluation of the client including size and 
complexity of IT estate. Once complete a specific engagement letter or contract will be sent to the buyer for approval. 

Version: 1.0 For Release 

Author:  J Martin 

Date: 1 May 2024
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Thank you
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