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Kyndryl’s Security Operations as a platform

Kyndryl's new security capabilities include a platform that provides standard, dedicated, and secure infrastructure
that integrates the core managed detection and response building blocks of modernized security operations. This
includes Security Orchestration, Automation and Response (SOAR), Security Information and Event Management
(SIEM), Endpoint Detection and Response (EDR), and Vulnerability Management into an integrated and automated
ecosystem. The platform is an extension of the Kyndryl's Bridge concept.

Kyndryl removes the burden of managing your platform, including the various security technology. Kyndryl can meet
customers wherever they are on their security and resiliency journey and deliver actionable insights via a centralized
view. Subsequently, customers will be better prepared to detect the newest threats and react quickly with an
automated response.

Security Operations as a platform

Kyndryl SOP Vision: Design and build the security architectural building blocks and connectors, so that customers
can improve their security posture and focus on managing their own Security Operations.
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SIEM AV/EDR SOAR Vulnerability
Management
See and stop threats Detect, investigate, Orchestrate and Understand your risk
before they cause prioritize, and respond automate your incident and know which
harm to threats quicker response workflows vulnerabilities to fix first
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Rapid deployment and ease
of use powered by:

Based on Global Cloud
Infrastructure

\What is the value
proposition of SOP?

Ongoing content updates (rules, threat scenarios,
playbooks, integrations)

A platform that will provide the retention of your content

Gives flexibility to quickly lift and shift MISSP’s using a fully
built SOC platform ready for monitoring.

Allow for different SOC models
Highly integrable platform

Move from bare metal hypervisor based-systems to more
scalable, elastic platforms for operations (pay as you go)

Provide the ability for client to Co-Create SOP (add
capability modules, rules, playbooks).

SOP enables clients to continue to focus on cybersecurity
and not the overhead of managing operational and
administrative tasks associated with SOC infrastructure and
tools.
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High value
content updates

Co-create with
Kyndryl and Retain
your IP

Easily
deployable

No vendor
product/MSSP lock in

Highly integrated and
integrable

Easily paired with
Kyndryl SOC service




