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Service Description

Phishing Protection

Automate the response to phishing, spam and malware emails based on user reports and global
threat intelligence. Move from manual to automated responses, where emails from phishing
campaigns can be automatically grouped together and responded to in one go. This can either be
done by your security staff using the web interface or automatically based on our global threat
intelligence feed.

Our Phishing Protection service automatically analyses and indexes metadata from all emails send to
your organisation. This allow the platform to quickly respond when an phishing email has got through
your spam filters or SEG. The platform will automatically identify and group all emails in a phishing
campaign together and delete these from user mailboxes.

Threat actors are getting more sophisticated and deliberately craft their campaigns to evade standard
spam protection software, like Exchange Online Protection and to make it difficult to remove by
varying fields which can be searched for in Office 365 (i.e. subject, sender, attachment name, etc.).
Our platform provides significantly more advanced search capabilities which are continually enhanced
allow detection of the latest phishing techniques.

Features
@lg Automated Processing of User
Reports
\@ Create rules and patterns to
automatically process spam or

phishing reports from end users.

@ Group Phishing Campaigns
—

Automatically respond to all
emails within a phishing
campaign at once, including
deleting from user mailboxes

—

and blocking future emails.
Email Analysis Platform

Analyse emails for known
techniques and loCs which are used in phishing campaigns. Reduce the effort required by security
analysts to deal with phishing emails.



