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CYBER SECURITY VULNERABILITY ASSESSMENT broadstones ™

Service Description

Broadstones' Comprehensive Cybersecurity Vulnerability Assessment examines your security posture, identifying threats and weaknesses. Leveraging advanced
techniques, we offer rapid assessments across cybersecurity infrastructure, including ransomware vulnerability, providing actionable insights for enhanced
security. Recognised as a top UK management consultant by the Financial Times.

Key Service Features Key Service Benefits

Evaluate security vulnerabilities across networks, systems, applications,
data repositories.

Utilise cutting-edge tools to detect emerging threats like ransomware.
Efficient, timely assessment process identifies vulnerabilities, mitigates
risks.

Tailored scope based on unique requirements, risk profile of organisation.
In-depth analysis, clear recommendations for remediation.

Ongoing monitoring to stay ahead of cybersecurity threats.

Assess measures against industry standards, regulatory requirements for
compliance.

Collaborate with stakeholders, align assessment with business goals.
Provide training, awareness programs on cybersecurity best practices.
Ransomware Vulnerability Rapid Assessment, Cloud Controls Assessment,

Cloud Risk Management.

Company Confidential

Identification, remediation of vulnerabilities strengthens overall security posture.
Rapid assessment detects threats, including ransomware, minimises cyber
Incident impact.

Clear, actionable recommendations empower effective, proactive vulnerability
addressing.

Tailored scope aligns security measures with specific organisational needs.
Validation against industry standards, regulations ensures compliance, reduces
risks.

Transparent reporting, collaboration instil confidence in cybersecurity capabilities.
Continuous monitoring, proactive risk management mitigate cybersecurity
threats.

Training, awareness programs enhance staff ability to detect, respond.

Proactive identification, remediation prevents costly data breaches, downtime.
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APPROACH - CYBER SECURITY VULNERABILITY ASSESSMENT broadstones

It is essential that any assessment or mitigation undertaken are based on proven tried and tested methods and models. We utilise
the Microsoft STRIDE Threat Model. Undertaking an assessment across the existing estate (on-premise and Cloud) enables all threats
to be categorised.

From this base of knowledge a gap analysis can then be undertaken
against existing controls. For this we use CSA’s CCM framework to Spoofing Identity Repudiation
ensure ConSiStency ang thorough Nness. lllegally accessing and then Malicious modification and Deny performing a malicious

using another user’s unauthorised changes action. Non-repudiation

authentication information refers to the ability of a
system to counter these
threats

Data backups should be keptin a secure (air gapped) location
Backu pPs to ensure data restoration can occur from a cleandata set at a
known point in time.

A playbook should be built which goes over what the
organisation should do if they have a ransomware attack : : _ -
againstthem. This will also need to include points of contact Information Disclosure Elevation of Privilege

for the cloud

Incident Mgmt. Plan

Exposure of information to Deny service to valid users, as Unprivileged user gains
A weekly or monthly scan should be conducted on what ports individual not supposed to threats to system availability privileged access to
i are open and why. RDP & SMB ports require follow-up to access and reliabilit compromise the system.
POI't SEttlngS ensure business need. VPNs should be considered for network J P Y

Effectively penetrated and
become part of the trusted
system

entry instead.

A review of endpoints should be conducted and ideally
benchmarked against CIS Benchmark standard for the OS
type. Endpoint security agents could be deployed onto the
devices to monitor this also.

This enables the specification of a detailed mitigation plan
where as many tangible, practical and measurable actions to

Systems should be patched and updated as soon as possible.

A i fti h h ,
PatChES & Updates ny extended periods of time where updates haven’t been

appliedis an known attack vector to be exploited by a . .
malicious agent be taken to bring the security levels up and keep the hackers
Creating a culture of defense starts within regular and out are dOCU mented
Security Awareness impglctfultrﬁiningsq tha'FaIIUsfers can SiOt mqlicious »
t tt t t . . . .
emEinoor them to gain aeoass to thair system | = When ransomware is concerned this is likely to focus on 7 key
dareas.

This can be used to monitor the network and look for

1DS |mp|ementation malicious signatures, it will also alert on port scans etc

which might be a recce for a ransomware attack.

This is a starting point, as it is key to ensure that as engagement progresses the approach is customised to the specifics of the area, leader, team and outcome. The AAA of Customisation that Broadstones employs

is detailed below. . : :
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broadstones tech

Protecting your and your clients’ data is of paramount importance, so ensuring you are aware and in control is key. Your strategies around the use of Cloud,
especially your exit strategy and others key controls all come back to your risk appetite and risk management approach. It is integral to success to start
with the end in mind and to use that to ascertain what risk appetite you have, and therefore the best risk management approach.

EXISTING ENVIRONMENT

Understanding the existing risk environment is integral to this service. We focus on getting insight into existing Audit issues, a view on current policy latency and
coverage, and any existing tolerance metrics reports. Utilising extensive Broadstones experience, this initial glimpse will help us customise an approach for you,
ensuring we are focussing on the areas of greatest need and fastest return.

RISK APPETITE

Adopting cloud is a decision that requires a review of
the organisational risk appetite, and by that we mean
“the amount of risk that an organisation is prepared
to accept, tolerate or be exposed to at any pointin
time”. The review of your Risk Appetite Framework
(RAF), especially in the key areas of Regulatory Risk,
Security Risk, Data Risk and Outsourcing/Vendor
Management Risk is important. This ever-evolving,
Iterative process connects risks to the mission and
strategic objectives and is essential to ensure as you
transition to a Cloud-based organisation you have a
consistent level of understanding and decision-
making across all impacted teams.

Strategic ambition

Risk capacity

Total risk amount that the
company is able to bear

Risk appetite

Total risk amount that the
company is
willing to take

Risk tolerance

Specific maximum amount

of exposure by risk or risk

Risk targets

Optimum level of risk by

c
o
=
O
[
=
o
=
o
D
e
©
—_
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w

risk or risk category

~_

Operational

guidance

The RAF should state:

v
v

The types of risks an organisation is exposed to
For each risk type, define tolerance thresholds
and operational limits and the metrics that will
be used to track them

Any procedures and actions to take should the
thresholds or limits be approached

The roles and responsibilities required to be
Involved in the defining implementing and
iterating of the RAF (board, managers, auditors,
operational units)

Company Confidential
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RISK MANAGEMENT

With the Risk Appetite revised and set, the transition moves to Risk Management and when Cloud is within the technology estate, it is essential that each
aspect of an Enterprise Risk Management (ERM) approach is reviewed and updated to reflect the changes. The first step is to identify the risks the move to
Cloud is likely to enhance, introduce or reduce, and then undertake a risk assessment. We utilise the ISF IRAM2 six phases. This ensures a full and clear
understanding of what needs to be addressed and how to ensure you can continue to operate within risk appetite in a way that is measurable, evidencable and
manageable.

The three lines of defence (or 3LOD) model is an accepted regulated
framework designed to facilitate an effective risk management system.
Traditionally, this model is used because it provides a standardised and
comprehensive risk management process that clarifies roles, reduces cost
and reduces effort.

Business
Scoping Impact
Assessment

Vulnerability Risk Risk
Assessment Evaluation Treatment

External Audit

Internal Audit i‘fjh‘ﬁi The bulk of the work required will be within the 29 line
teams.

-

Other Independent
Review

Changes to compliance frameworks, and policies and
procedures that are then passed down to the 15t line to
operate within and up to the 3 line to assess against.

Assure /
Monitor

Assurance over
Risk Management

Oversight functions 2nd | ine of Defense

Internal Control Assessment
( Business Improvement focus )

Provides Policies, Frameworks, Tools and < |
- Specialist advice in Risk Management. i i
Ef{!‘g;su";‘_gs PRE\,iEW and Challenge to 15% Line This enables the cycle shown to the left to continue on an
- iterative optimisation basis utilising lessons learnt and
& En subsequently measured against the RAF within reports
Self assurance e EE; shared with the Risk Board (or equivalent).

Report and escalate

-

Business units / tea
/ processes

L

Perform

Managers and Staff
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About Us Our Values

INDUSTRY RECOGNITION PASSION & POSITIVITY

We are honoured to be recognised, for a third year in a row, as one Our key hiring value is that our team members are passionate about our culture
the UK's Leading Management Consultancies by the Financial and our business and remain positive because that is what inspires others.
Times and Statista.

DEMONSTRATE COMLETE INTEGRITY
Every individual in the team adheres to our principles of authenticity
and honesty. We say what we mean, do what we say, whilst being

HOW WE WORK sensitive to the situation. We don’t engage in politics.

Clients opt for our services due to access to a broad
range of experienced, industry skills and flexible

MAKE AN IMPACT

engagement. Our clients get a great return on investment o A | =N Our clients engage us because we get things done quickly and
in Broadstones. '%i@E- CIN effectively, defining the road ahead. We work with experienced and

talented people that create lasting client partnerships.

PROVEN TRACK RECORD

We work with clients ranging in size from micro _
companies and start-ups to Global FTSE 100 : .
companies. We supply technology professionals and (\)
services, whether that’s individuals, small or large o .
teams, or fixed outcome, fixed price delivery of @ o
technology and business transformation. G

.
/

©

UNDERSTAND & EMPOWER OUR CLIENTS

We leave our clients in a position where they are self-sufficient.
Our proven methods ensure their business moves from strength
to strength without the ongoing need for our support.

TEE

Y

SELF-AWARENESS

Our team are graceful under pressure, respectful always to each other
and the client, regardless of the challenges faced. Our team never create
situations, they resolve them with awareness, and balanced counsel.

Broadstones are not just an advisory consultancy, we also
have extensive experience of hands-on delivery and product

build that keeps services and delivery practical.
BUILD CREATIVE APPROACHES

Broadstones have strong business partnerships so that we are nimble and Our team’s and individuals' outputs totally wow the client. We use defined and

can engage with a range of products with local, nearshore and offshore SUSHET) Mo CTIENHS UL 2IE CERpIIse e al‘ign . S et e ths organigatipn
capabilities and its required outcomes, acknowledging that the needs of every organisation

are different.

9001 Crown NHS - .
Q"'BEH [ I S 2015 Commerecial e ment hared Busi i AppianPartners ‘ M IC rOSOﬂ:
ESSENTIALS CERTIEIED Sarvice G-Cloud 13 Shared Business Services ’ PP . P
PLUS | Supplier Supplier FRAMEWORK AGREEMENT SUPPLIER PARTNER a rtn er

Company Confidential Copyright © 2024 Broadstones Solutions Itd. All rights reserved



Broadstones Supply To a Wide Range of Clients broadstones =

her.
together.
Loans, mortgages & finance.

SIEMENS

Heathrow

Making every journey better

[>DUKEBRIDGE

consultancy”

SAGA
i

pwc

Conexio

e ®

Sunlec

liffe

<|||!

M\ ICAEW
L CHARTERED

o ACCOUNTANTS

= ALLIANCE

T The Twelve
i : per gnlir der
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Broadstones Consulting Capabilities oroadstones ™

Technology is the cornerstone of your business and our skills in this area are unrivalled. We provide the know-how to support your vision for growth.

o DIGITAL STRATEGY & "\ CHANGE LEADERSHIP
— — TRANSFORMATION OPERATING MODEL _

Coordinating the complex journey to Cloud Innovative approaches to effective Experienced hands to lead complex change
and maximising value from your Digital enterprise operation and growth, combining and rally your own team, suppliers, vendors
platform and product investments. capability and talent, technologies and and partners behind the cause.

approach.

E‘} GRC & CONTROLS D' AGILE & DEVSECOPS (/>~. PORTFOLIO DESIGN &
§ ROADMAPPING

Ready for your regulator. Making Leadership in Agile adoption and scaling, Translating goals and strategy into easy

governance risk and compliance simple maturing Scrum to DevSecOps. Agile PMO to understand and implement activities

with mature, proven playbooks, Implementation and Jira and Azure that can be simply tracked and managed

frameworks and operating models. DevSecOps best practice adoption.

ENTERPRISE MATURITY 25, BUSINESS OPTIMISATION @ TECHNOLOGY DELIVERY,
2 ASSESSMENT L RUN & OPTIMISE

Enhancing enterprises through innovative Optimising business to get best value from An agile, iterative approach. When transforming
products & people and Skills Assessments. technology . Through business design and technology operating. Define and monitor
Technology and controls implementation operating model. Rapid workflow design and success metrics & build new capabilities

with WoW changes and operations. implementation. Shared Services. through Network, UXUI, CI/CD etc.
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Who Are We? broadstones

With decades of experience and exposure of seeing digital and then cloud transformation done in ways that don’t deliver the abundance of business
benefits promised, Broadstones is driven to change that story for its customers. Our Vision is to unlock an abundance of business potential through innovation

and inspiring a team behind an idea to ignite Cloud, DevOps and Digital transformations. We do this with tailored, specific, efficient and innovative services and
products delivered in a straight-talking, respectful, insightful and creative way.

Powered by Understanding AAA of Customisation Products & Services
We get to know you better than anybody else so that our No two companies are the same, so no two solutions We can work with you however you need us to. We call that
solutions directly address your unique challenges while bringing can be. We ensure that what we do is customised in Doing With Services or Doing For Products. Broadstones
the best industry knowledge and experience to bare. every way that matters. approach your challenge as their own - providing solutions
that are considered, innovative, secure, reliable and
engaging.

We hire a diversity of experience, skills,
background and culture based on
potential, aptitude and competence

O ADAPT $
ALTER OUR THINKING BY

OUR APPROACH ANALYSING WHERE
BY CUSTOMISING M YOU ARE TODAY

TO YOU ] e Do With
H

Diversity of
Perspectives

Advice & Current State Managed

Guidance Assessment Services Hosting

Desire to
Deliver

Do For

End-to-End Detailed

Bespoke App
Delivery Planning

Creation

Saa$
We have a hunger to get the best outcome

for you as a customer in a creative and

sustainable way that meets your needs

Client Focused

We are passionate about ensuring we get value (of all forms) for you. Here are some of the clients who we have successfully helped to transform at pace, more effectively and sustainably in
support of their hard-to-reach business and technology goals. We are here to help clients get value from investment in technology or other service providers, giving the client the skills and
capacity required for an effective transformation. We always leave clients better equipped to own their own journey.

10 Company Confidential Copyright © 2024 Broadstones Solutions Itd. All rights reserved
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Core Values & Behaviours

mpathy Passion Integrity

Demonstrate Complete Integrity o
Every individual in the team adheres to our

consistent framework of principles, representing
authenticity and honesty with the work we carry
out for our clients.

L
Ultimately, we aim to leave ourclients in a
position where they are self-sufficient. Our
proven methods ensure their business
moves from strength to strength without
the ongoing need for our support.

Attract the Best Talent e

We work with experienced and talented people
from all backgrounds to offer a proven and
effective client partnership that ensures our
clients gets the right outcome when they need it.

broadstones

o Officevibe
Creativity Self-Improvement

o Strive to make Impact
Our clients engage us because we have

strong strategic expertise to enable us to
define the road ahead, coupled with
commercial focus to ensure rapid ROI on
their investments.

Build Creative Approaches

We use defined and proven roadmaps
that are also adapted to align with the
culture of the organisation and its
required outcomes, acknowledging
that the needs of every organisation
are different.

—— T

We have explored what being

authentic means to us as a team
and as a business

v Say what we mean
v' Do what we say
v'_Be sensitive to the situation but don’t engage in politics

— —
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Sustainability

broadstones

Broadstones never wants to leave a client unprepared or unaware, but we do want to leave them with sustainable solutions and clear
ways forward. We believe there are S key areas that a client has to have in place to be able to sustainably take on the work we have
been delivering with them. Eyes wide open is our belief so we provide insight into the risk profile and next steps both bottom-up and
top-down that clients need to take on to continue to progress at the same pace, with the same quality and drive.

Understanding

Does the client team have a
good understanding of what
Is required, why and the
consequences of not
following through

Investment

Does the client team have
the necessary investment
(trust, empowerment and
funding) to progress
successfully

A

Capability

Does the client team have
the skills necessary to take
on the work and progress at
the same competence,
speed and quality

Capacity

Does the client team have
the capacity to take on the
work - based on resourcing
levels, demand and
complexity

Are the client team ready to
take it on - mindset,
leadership, culture,
documentation, training,
access and process

We complete this review as
standard in the last month of a
contract to ensure our handover
IS iInformative and pertinent.

We are also willing to complete
this on other suppliers or to
return after a period of time to
review how work has been
sustained. Be that 6 or 12
months later as per planning
and review cycles.

This is a starting point, as it is key to ensure that as engagement progresses the approach is customised to the specifics of the area, leader, team and outcome. The AAA of Customisation that Broadstones employs

1o Is detailed below.

Company Confidential
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Agile Transformation for Major Technology Change

A major client programme delivering a new ERP and HR system was in crisis due to the challenges
Introduced by COVID-19. We had to deliver the outcome of migrating from on premise to a new Cloud
based ERP system within same timeframe, with a significantly reduced team, and with a significantly

reduced budget.

Broadstones advised on agile solution options to face into this challenge and led the transition to the
chosen agile model, allowing the ERP programme to continue by removing waste and increasing
delivery efficiency. This was a significant challenge as this was done on the fly in response to the crisis,
without loss of pace, with an entirely remote team of permanent staff and suppliers who had not
worked in agile before. This was made possible by clarity of leadership, clear method, agreed ways of
working, supported with consistent use of agile tooling and standards, automated reporting and clear
governance information, sense of pace and a cultural shift in how the business operated.

"

|: Process set C
Il Build & Test

Shared Functional
Build Env

'| Process set C
1| Build & Test

il Process set C
I Build & Test

Cross Func. Team A

Cross Func. Team B

Cross Func. Team C

e et TSy S

Data Env N B : Data Team
B ]
Gold Config Env. /1 ) \ ) L) AN
: UAT
| e2e UAT :
UAT Env ': E Process set C Szr;aelp Business
SIT Env End to End Integration Testing Technical

_________________________

Our Blueprint for Agile iterative transformation was tailored to interlock with a range of suppliers change methods in interfacing systems

14

. v

Ready for Release

Cross Functional Teams work in
prioritised batches of L2
Processes, laying down config,
carrying out planned functional and
exploratory testing and readying
knowledge articles for those
processes. After an iteration config
is committed to Gold allowing other
activities to start early

Data and Integrations teams
feed config updates regularly
into the Gold Config
Environment

Gold Config continually enriched from the
functional, data and integration commits

End to End regression test cases can be run by
the BizOps team and wider business, ideally
automated, commencing as soon as iterations
complete to form final acceptance This forms
the regression pack for quarterly releases. SIT
runs in parallel but finishes first

broadstones

What we did to make transformation happen

. ———

Broke down the scope of the transformation into a smaller set of

— .

processes that small teams can deliver in increments and sprints
mitigating risk in a single, larger release deployment
Defined and implemented standards for new cross functional teams
delivering workable business processes in increments and the
underpinning work structures in Azure DevOps to capture consistent
transparent data for programme decisioning
Helped teams adopt the new standards and ways of working so that
programme increments could be delivered reliably and consistently for
timeboxed delivery
Automated all reporting through Azure DevOps, increase transparency of
status and progress, allowing other teams to react and adjust their
iterations accordingly to meet the increment goals

Build & Test lteration

Build & Test Iteration

Build & Test Iteration

SIT lteration

Incremental. Processes are prioritised and
build and test is conducted process by
process in each iteration, incrementally
getting processes ready for SIT.

F Build

Feature

E Build

Feature

L2 Process

Sequential. Build and business executed
smoke testing is conducted prior to a
supplier led process playback that will
execute by demo all Systems Test cases.
As Processes based playback are accepted
by the business, Systems Test Cases are
approved.

Build

Smoke Test

Feature

Build

=

Smoke Test

L2 Process

Oracle Playback
:I

Feature

L2 Process

Retest

Mix; Incremental & Waterfall. Oracle
based functionality is prioritised process by
process and build and test is conducted in
each iteration. Activates for non-oracle
systems are planned and interlocked
through Azure DevOps and progress
represented in scrums and increment
planning but are executed through the local
delivery methods of those system owning
teams.

Oracle Build

Feature

HAL Build

rgl

Build

for other systems

—

= HAL Build

Feature

L2 Process

Oracle Retest

Non-Oracle Retest
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Technology Strategy conducted for a global retail client broadstones "

This case study is a recent example of conducting a maturity assessment for a small technology department, (c100 FTE). Broadstones was selected for this project due to its essential
role in adapting and innovating approaches tailored to the size and capabilities of our technology team. This adaptation was crucial for successfully implementing the IT strategy,
which encompassed technical transformations and organisational restructuring to enhance efficiency with both Cloud/SaaS and On-Premise strategies. Working closely with the
client, we identified mutually agreed focus areas and subsequently assessed the maturity of them, formulating a multiyear improvement plan. Our analysis encompassed various
capabilities, such as operational and change maturity, scalability, working methodologies, and the services/products to be provided to the business. The findings were compiled into
a comprehensive manual, presenting recommendations, technical transformations, and a high-level operating model for the client to incrementally implement.

Key Maturity Assessment and Operating Model Roadmap principles

We always endeavour to keep it simple and consumable for the client.

Maturity targets are set in agreement with the client and appropriate to the client and regulatory needs.

We believe in deploying immediate value by making a fast start and then improve later with help from us or under the client's own capability.
A key output is a long-lasting road map that is left with the client for the future to drive deeper maturity when required.

Maturity Scoring Organisation Model, Next Steps

. The sequence of activities for
IT Matu”ty the Organisational Model is tied

closely to the Service Design
Activities in the 2023/24 plan.
The roadmap is purely
indicative. Some service areas
have essential Services that
add immediate value to the

Aol HE 3003  emmmmb] 3035 Each Service now must progress on a design journey

to define the Service Offering in detail and get it ready
Processes are stable and flexible. The organizational focus Product Vision & Definition to run, live in the IT Service Catalogue.
is on continued improvement and responding to changes. 5
Performance Monitoring 4.5 Risk management & Controls
i g n
I. |2, + D+ i + %% > %

Level 4 Processes are measured and controlled. The organization o business that should be
Quantitatively is using quantitative data to implement predictable SERVICE  APP ORG i INEIN available early and other
1 1 Senling E1Fcsaney Cait Optirmishiton & Finbhce = 5 |
Managed processes that meet organizational goals. ling 31 Optienis DESIGN DISC. MODEL STDS. CONTROLS CATALOGUE Services c:s.m be added to the
€ catalogue incrementally, based
upon resource capacity to
Level 3 Processes are well-characterized and well-understood. The conduct the detailed design,
Defined organization is more proactive than reactive, and there are e undertake readiness planning
organization-wide standards that provide guidance. P rchitacturs & Cowrmance PLANNING = activity, and operate the
PHETTEE;EH nsEIT:IH PMO WAVE 1 EXECUTION growing portfolio of live
; , LIVE L Services.
Processes are characterised by projects and are frequently STRAT BLAN START
reactive. & FIN
DESIGH e s s iy e e (N (NN _
START IT Department Serfices * & =
Processes are seen as unpredictable, poorly controlled, ani Operating Maturity Sl _ |
, . , i , Service & Support
reactive. Businesses in this stage have an unpredictable
environment that leads to increased risks and inefficiency. “
Change Planning 7
Process or service not performed. Warys of Working ‘ SERVICER. § \venTORY Change Execution
| SUPRORT § niscovery > .
::“Eri'::‘ Strat, Planning & Fin.

WANE 1 LIVE
WANVE 1 LIVE
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Operating Model for Cloud SaaS broadstones "

Our client adopted Oracle Fusion Cloud to help their organisation avoid large capital transformation programmes and take an evergreen approach to keeping
their technology estate current and quickly realise benefit from new functionality. The challenge was that business needed to have a flexible, nimble way of
working to adapt to short notice mandatory changes in the SaaS products and capitalise on new optional functionality that drive business value.

Broadstones designed and
iImplemented an Agile
Operating Model based
upon DevOps principles to

form a Business Operations

(BizOps) team design.

This model accompanied
by a practical, hands-on
leadership of the change on
the ground with the
business, readied the
business for this major
change in ways of working,
supported by newly crafted
roles, processes and Agile
tooling for portfolio
management, change road
mapping, change technical
delivery, technical and
business testing and
business change.

Design Principles Values

. Change will be business led, 627

not technology led; the

. . Support services
business will be accountable highly valued
and empowered to ensure w
success of change and
operation

A modern
business

. Change will be ongoing;

eliminate complexity and
seek simplicity in the Model
to reduce the overhead in
managing change

Accountability

. Stopping a release is not an

option; prioritise activity @
within a release to ensure
risk to Shared Services

operations and to the
business are minimised

Transparency

Future Proof

Reuse, don’t reinvent; adopt
existing ways of working
within the business suited to
Agile change. Do not adapt

as this will create waste Simplicity

The BizOps Team has all the required skills in the team to deliver business
processes and systems changes into production in a self-governed, rapid and
repeatable manner. This team self-organises to optimises and extract ongoing
value from the available business software stack. Agile Tooling and Agile Ways of
Working were fully adopted to enable this, using Azure DevOps to plan and
manage activities with Scrum used to help the team self-organising around their
day to day and week to week commitments.

Depending upon the size and complexity of a
release, team members rotate into the BizOps
team to add skills and capacity.

BizOps Team
The team
building the
change run the
service
providing Business & Partner
operational

Other

.. Boost Capacit
resilience and P y impacted

stability 4 teams
Sl

At go-live these team members can return from Partner
the BizOps team to their home team where they
embed the changes and ensure operational
stability as workarounds and remaining open
items from the release are closed out.

Company Confidential Copyright © 2024 Broadstones Solutions Itd. All rights reserved
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DevOps Cloud Centre of Excellence Setup

During 2020, we were asked to create and run a Cloud based product producing
factory; a Cloud Centre of Excellence. This DevOps based adoption took place over a
period of 8 months culminating with the release of its first product; an enterprise
class, secure, Platform as a Service (PaaS) capability built on AWS suitable for
financial service workloads. A second platform utilising MS Azure fast followed on
quickly in subsequent months to provide cross cloud resilience and exit strategies.

(1) STRUCTURE & COLLABORATION

+ (Clear organisation to deliver services
Engagement model with broader Society

* Interlock with key Business functions —
including Digital

+ Commitment from influencing functions —
security, architecture, strategy etc

+ Accelerators / capabilities to enable scale
adoption of public cloud

ROM Transformation
Estimator

Cloud transformation
business case

Benefit realisation
approach

Definition of key roles and responsibilities

*  Skills in place to drive adoption of new
technologies and new ways of working

* Growth strategy to develop skills

* Vendorsengaged to supportaccelerated
progression

(2) PROCESSES & TOOLING

* (Clear Demand / Opportunity assessment
framework defined

* Target state Journey to Cloud processes

Definition of tools to determine the optimal

placement for cloud candidates e.g. workload

placement tool, portfolio analysis

Tooling strategy and roadmap —for CoE

management & Cloud platform management

ﬂ.['.l]ﬂ (3) PRODUCT DEFINITION
’ + Definition of public cloud
platform
* (lear alignment with
@ Business Product demand
CLOUD CoE * Platform MVP and roadmap
* Application landscape

MOBILISATION

FACTORS

@ . (4) GOVERNANCE
*  Program mobilisation & operating
governance
* Cloud roadmap & migration approach
*  Product Management

Performance MI
Communications

assessment

Enterprise impediment
analytics

Architecture assessments

To ensure progress, we continuously assessed our maturity against

industry targets
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- Business

=  QOperating Model Engagement
= Decisions =  Design Principles =  Architecture
=  3year Vision =  QOrganisation =  Risk & Controls
=  Cloud Awareness =  Partners =  Security & Cost

. . . Buildin

. Re-structuring
around Product
= DE?UOF}S & SRE

s}onpoud
ay1 Suuaaijag

From the start of the journey, and
throughout all 5 phases,
Broadstones co-led the
transformation with the client to
ensure that the right capability,
understanding and ways of
working were fully retained by the
client team.

The platforms embraced many innovative concepts and featured
continuous integration and delivery pipelines to ensure rapid
change and automated security. The platforms were ephemeral
and therefore reduced the environment provision time from
months to minutes for project teams across the company building
applications and services upon a common, Cloud based platform.
Broadstones led the construction of a controls framework to
manage risk in the Cloud product set.

The rapid pace kick-started a cultural shift within the organisation
and demonstrated that it was possible to deliver enterprise class
capabilities within a shorter timeframe than expected.
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Case Study

Paysafe

Broadstones was engaged by Paysafe to develop a Cloud Operating Model to effectively

manage and expand their cloud presence across AWS and Azure platforms. The
objective was to create a lightweight yet comprehensive framework that outlined the
vision, principles, components, and high-level design necessary for Paysafe's cloud
adoption journey. The solution involved conducting a rapid architectural discovery
phase to present options and recommendations, ensuring consensus on the outline
shape of the Cloud Operating Model.

The outcomes included an Outline Operating Model that provided clarity on how cloud
onboarding and operations would function consistently and efficiently within
Paysafe's enterprise. This model was iterated into detail during full Operating Model
construction and was aligned with key cloud stakeholders throughout its
development stages. Ultimately, Broadstones enabled Paysafe to make informed
decisions and streamline their cloud operations to support their rapid expansion in
the cloud space.
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Paysafe

Architectural Services Deployed:

Enterprise Architect
Solutions Architect
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Case Study

Canada Life

Broadstones were engaged by Canada Life Europe to set enterprise architectural
direction and construct an approach to modernise their technology landscape across
the group.

Broadstones deployed an experienced technology team to accelerate Canada Life
Europe’s modernisation of their entire estate through Cloud adoption, as well as
leading business architectural initiatives regarding working practices and strategic
workforce planning and service outsourcing.
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canada

Insurance | Investments | Advice

Architectural Services Deployed:

Enterprise Architect
Solutions Architect
Data Architect
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Case Study

Nationwide Building Society

Broadstones supported Nationwide Building Society on a journey to modernising the
IT infrastructure and enhance digital capabilities. The scope of the work included
conducting an in-depth architecture assessment and developing a strategy aligned
with Nationwide’s objectives, then executing that strategy.

We assisted in migrating critical systems to AWS and Azure, leveraging Terraform
Cloud for automation, and transitioning to microservices-based architectures for
Improved agility and scalability. We established a dedicated SecOps team focused on
cloud security, mapping the cloud technical strategy to security strategy. CI/CD
pipelines were implemented to enable rapid and reliable software delivery, while
security risk assessments were conducted to mitigate risks across the business. The
results of this initiative were evident in the enhanced member experience, improved
operational efficiency, and increased innovation and agility.
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nationwide

Architectural Services Deployed:

 Enterprise Architect
« Solutions Architects
 Security Architects

e Network Architect

« Technical Architects
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Standard of Confidentiality and Limitation

The document is proprietary to Broadstones Solutions Limited. It
IS supplied in confidence and, except for evaluation purposes,
should not be disclosed, duplicated or otherwise revealed in
whole or in part without the prior written consent of Broadstones
Solutions Limited.

Whilst every care has been taken in preparing this document,
the content is subject to formal contract negotiations. All
conditions and warranties whether expressed or implied by
statute, law or otherwise, are here by excluded. This document
shall not form part of any contract. This document was prepared
on the instructions and information given by the requesting
entity and accordingly no responsibility is accepted by
Broadstones Solutions Limited for any inaccuracy or error or any
action taken or not taken in reliance on this document.

Any comments on, or opinions stated in this document
regarding the functional and technical capabilities of any
software or other products proposed or referred to in this
document, whether or not expressed as being those of
Broadstones Solutions Limited, are based on the information

provided by the product vendors to Broadstones Solutions
Limited or provided by the requesting entity and, while
Broadstones Solutions Limited does not have reason to believe
that this information is in anyway inaccurate or incomplete,
responsibility for its accuracy and completeness shall not rest
with Broadstones Solutions Limited. These limitations are not
In anyway Iintended to restrict continuing business
discussions between our group companies.

Broadstones Solutions Limited has alliance relationships with
third party products and services vendors. As part of any
relationships, Broadstones Solutions Limited is able to resell
certain products and services and/or may receive
compensation from vendors in the form of fees or other
benefits in connection with the marketing, technical and other
assistance provided by Broadstones Solutions Limited. Where
specific clients are mentioned by name, we would request that
such clients not be contacted without our prior written
approval to do so.

Broadstones Solutions Limited’s proposal shall be valid for two
months from its date, unless Broadstones Solutions Limited
agrees In writing to extend the period of validity.
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Broadstones Solutions Ltd

Bragborough Hall Business Centre,

Welton Road, Braunston, Daventry, NN117JG
Registered Number: 11656069
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