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Supplier Resiliency Services

Suppliers pose risks to your organisation as they can be a launching
pad for attacks on your business operations.

Understanding the risk that your suppliers pose to your organisation can be difficult to achieve. You can send your
suppliers questions about how they manage your data and/or IP, how they manage and secure their systems, people
and facilities. This is usually accomplished through the use of spreadsheets which can be error-prone and time-
consuming. Even getting your suppliers to complete this spreadsheet is often challenging and the final output can be
difficult to analyse and interpret. CyberCX can assist through independent compliance assessment of your third and
in some cases fourth party supply chain.
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Features of the Service

Supply Resiliency Services builds a fit-for-purpose model for you to pre-qualify (and re-qualify) your suppliers,
categorise them by risk and deliver more detailed assessments of the risk they pose to you as required. With tailored
analytics, reports and the ability to identify corrective actions (and share them with suppliers where appropriate), we
empower you to stop reacting to suppliers and start proactively improving their (and your) security. Our service
incorporates managing the scheduling of supplier assessments throughout the year so that no suppliers slip through
the cracks.

Our Approach

CyberCX uses the following approach to evaluate and report on each supplier:
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e CyberCX will distribute a tailored a supplier security questionnaire via our technology platform to all in scope

suppliers;

o CyberCX will verify full online completion and submission of the questionnaire by the suppliers, including
follow on emails and escalations for non-completion;

e CyberCX will complete an analysis of information derived during the discovery phase in order to identify and
evaluate risks against established risk criteria and in the context of your business and its threat environment.

e Preparation of the supplier risk report that includes findings and recommendations;

e Internal rigorous quality assurance review;

e Submission of the supplier risk assessment report.

Why choose CyberCX as your supply chain risk partner?

Supplier risk management
simplified

Through the use of our
online platform, we greatly
simplify the evaluation of
risks that suppliers pose to
your organisation.

Why CyberCX?

Industry experience

With vast cyber security and
industry experience, our
consultants translate supplier
responses into risk-focussed
business language for
consumption and action by
organisation stakeholders.

End to end capability

CyberCX unites our country’s
most trusted cyber security
experts to deliver a
comprehensive cyber security
capability for Australian
enterprises and governments.

With a workforce of 1300+
cyber security professionals, a
footprint of more than 20
offices across Australia and
New Zealand, and a global
presence in Europe and the US,
CyberCX offers the ultimate
end-to-end cyber security
service.

When it comes to security you need an experienced partner. CyberCX is the leading independent cyber security

services company.

CyberCX delivers end-to-end cyber security services and the best cyber security talent with the most comprehensive

range of cyber security services to business, enterprise and government.

Contact us to find out how CyberCX can
boost the cyber security skills of your entire
organisation.

www.cybercx.com

01865504032



