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CONFIDENTIAL 

Incident Response Planning 
Plan how your organisation will respond and recover 
from cyberattacks 

 

 

 

CyberCX will work with your executive leadership and technical teams to develop a 
comprehensive Incident Response Plan that reflects your organisation's specific cyber 
security arrangements and requirements. 

Incident response planning is a key part of organisational resiliency. It documents what to do and who will take 
action if your organisation is affected by a cyberattack. A good Incident Response Plan can answer the following 
questions: 

 During an incident, who is responsible for what? 

 Who can we contact for help? 

 What tools and other resources are critical during an incident 

 What do we need to report on to maintain compliance obligations? 

The best Incident Response Plan … 

 

 

 

 

 

 

 

 

 

Prepares your 
organisation to 
respond 

Cyberattacks are 
unfortunately all-to-
common and can be 
devastating to an 
organisation. 
CyberCX supports 
your team to 
proactively plan for 
what you will do 
when attacked. 

 Documents who is 
responsible for 
what? 

The aftermath of a 
cyberattack is highly 
stressful. Clearly 
documenting roles 
and responsibilities 
supports your team 
to respond quickly 
and effectively 
when attacked. 

 Supports 
compliance with 
security 
frameworks 

Most industry 
frameworks and 
standards (e.g. 
ISO27001, NIST CSF 
and NCSC CAF) 
require 
organisations to 
have an Incident 
Response Plan in 
place. 

 Meets legal and 
regulatory 
requirements 

Many sectors and 
industries are now 
subject to legal and 
regulatory 
requirements 
around their 
response to 
cybersecurity 
incidents. Having an 
Incident Response 
Plan is the first step 
in meeting those 
requirements. 

 Supports 
organisational 
resilience 

Good Incident 
Response Plans can 
help your 
organisation 
respond to and 
recover from 
incidents more 
quickly. 

 



 
Why CyberCX?  
When it comes to security you need an experienced partner. CyberCX is a leading provider of professional cyber 
security and cloud services across the United Kingdom, United States, Australia and New Zealand. 

CyberCX delivers end-to-end cyber security services and the best cyber security talent with the most comprehensive 
range of cyber security services to business, enterprise and government. 

Contact us to find out how CyberCX can 
boost the cyber security skills of your entire 
organisation. 

 cybercx.co.uk  01865 504 032 
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Incident Response Plan Delivery: 

 

CyberCX Capabilities you can rely on 

 

 

Who should reach out? 

 Small, medium and large 
organisations 

 Business Continuity, Disaster 
Recovery and Incident Response 
Managers 

 Executive Leaders 

 

Project Kick-Off

CyberCX will meet 
your project sponsor 
to identify relevant 

organisational 
stakeholders and 
review existing 
documentation.

Stakeholder 
Workshops 

CyberCX will meet 
with stakeholders 
from across your 
organisation to 

identify roles and 
responsibilities, 

activities and 
decision points.

Drafting Incident 
Response Plan

CyberCX will develop 
a customised 

Incident Response 
Plan that reflects 

your organisation's 
specific cyber 

security 
arrangements and 

requirements.

Stakeholder Review

All identified 
stakeholders will 

have an opportunity 
to review and 

propose 
improvements to 
the draft Incident 

Response Plan

Finalisation and 
presentation to 

Executive 
Leadership

CyberCX will present 
a executive readout 

of the Plan to 
highlight key roles 

and  responsibilities 
and answer 
questions

Unmatched experience 

CyberCX responds to 
+300 cybersecurity 
incidents per year. We 
leverage insights from 
these incidents to 
help organisations 
better plan and 
prepare for future 
incidents. 

Dedicated expertise 

As a pure play cyber 
partner, the CyberCX 
value to our clients 
stems from our 
specialist and 
dedicated cyber skills. 
CyberCX has a global 
workforce of over 
1,300 professionals. 

Trusted partner 

We are a trusted 
partner to private and 
public sector 
organisations around 
the globe, helping our 
customers confidently 
manage cyber risk, 
respond to incidents 
and build resilience. 


