
Cyber Essentials
Plus



Cyber Essentials Plus 
is the next step in your 
cyber security journey - 
an advanced government 
backed initiative for 
businesses looking to 
take extra measures to 
protect against common 
cyber threats.



Get Cyber Essentials 
Plus Certified
Level-up your certification to show 
you’re serious about cyber security.

A Cyber Essentials Plus certification can help you 
to formalise your security, engage your employees, 
set your organisation apart from competitors, and 
decrease your cyber insurance premiums. 

As an IASME approved assessor for the Cyber Essentials 
Plus accreditations, we offer a range of options to 
support you in your journey to certification, depending 
on your requirements and internal technical ability.

With our expert advice, you’ll pass first time.

Source: https://www.gov.uk/government/publications/cyber-essentials-scheme-process-
evaluation/cyber-essentials-scheme-process-evaluation?utm_source=gcloud

31%
of those businesses who 
take the Cyber Essentials 

certification go on to achieve 
Cyber Essentials Plus*

Find out more at cyberlab.co.uk

https://cyberlab.co.uk/?utm_source=gcloud
https://www.gov.uk/government/publications/cyber-essentials-scheme-process-evaluation/cyber-essentials-scheme-process-evaluation?utm_source=gcloud


Step 1 - CyberLab Audit
A qualified CyberLab assessor will  
perform a remote audit on a sample 
of devices from across your  
organisation to ensure that their 
configuration meets the requirements.

Step 2 - Vulnerability 
Assessment
Our team will perform a Vulnerability 
Assessment across these machines 
to confirm patching and configuration 
is at an acceptable standard.

Step 3 - Port Scan
We will conduct an external port scan 
of your internet-facing IP addresses 
to ensure you are free from obvious 
vulnerabilities and misconfigurations.

Certification Process
Cyber Essentials Plus is assessed against the same five key controls as Cyber Essentials. While your 
Cyber Essentials certification was self-assessed and independently verified, the Cyber Essentials 
Plus certification includes a Vulnerability Assessment and a Remote Technical Audit of your systems.



Step 4 - Email & Web 
Configuration
The configuration of your default  
email and internet browsers will 
be thoroughly tested to see how 
well they prevent the execution 

of potentially malicious files.

Step 5 - Documentation
We will take screenshots throughout 
the process to document your 
configuration compliance to the 
Cyber Essentials Plus standard. 

Step 6 - Renewal
After you have achieved  
accreditation, we will review  
and resubmit your certification  
each year to ensure you are  
always compliant.

Find out more at cyberlab.co.uk

https://cyberlab.co.uk/?utm_source=gcloud


Expert Support When 
You Need it
Cyber Security incidents can 
be confusing, complicated, and 
stressful. Having an experienced 
specialist at the end of the phone 
who can understand the urgency 
of the situation and provide 
useful guidance on best practice 
and direction is invaluable.

Assistance With 
Vendor Cases
Many customers are left with vendor 
support that only functions via email. 
Frequently, this means that support 
cases take much longer to progress 
and resolve. You can leverage our top-
level partner relationships with the 
security vendors to move these cases 
to resolution quicker by escalating 
support cases where necessary.

Advice You Can Trust
Making routine changes to 
complex cyber security product 
configurations can be daunting. 
CyberLab Standard Security Support 
provides a trusted advisor who 
can listen to the requirements 
and help guide the decision 
process on how reconfigurations 
should and need to be applied.

Ease of Contact
Unlike most vendor support offerings 
CyberLab Standard Security Support 
provides the option to contact the 
support team via phone or email. 
We understand that being able 
to speak to an actual human who 
understands your situation is more 
appealing and less frustrating 
that working solely via email.

Benefits of Choosing CyberLab



CyberLab is a specialist cyber security company that 
provides a wide range of security solutions and services.

Your one-stop cyber security advisor, the CyberLab team is equipped 
with the right technology, knowledge, and expertise to help 
businesses of all sizes, including large public sector organisations. 

By leveraging world-class technology, decades of experience, 
and our vendor partnerships, we have helped to secure 
thousands of organisations across the UK.

Our unique Detect, Protect, Support approach makes us the perfect 
partner to review and reenforce your cyber security defences. 

Speak With an Expert
hello@cyberlab.co.uk | 0333 050 8120 | cyberlab.co.uk

Our People. Our Platform. 
Protects You.

| S
ec

ur
ity

 P
os

tu
re

 A
ss

es
sm

en
t |

 V
ul

ne
ra

bi
lit

y T
es

tin
g |

 P
en

et
ra

tio
n Testing | R

ed Teaming | CSaaS | Device & Network Security | IAM | Web & Em
ail Security | Cloud Security | M

D
R | SASE/SSE | ZTNA | Managed Security Services | Incident Response | Certifications & Accredita

tio
n 

P RO
TE

C
T

S U P P O R T

D
E

T E
C

T

Find out more at cyberlab.co.uk

https://cyberlab.co.uk/?utm_source=gcloud


cyberlab.co.uk


