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Company Information

Defensive Decisions Ltd. Consultants have worked extensively within HMG, MoD, Cabinet Office,
MolJ as well as defence sector MSSP (Managed Security Service Providers) and SOC’s (Security
Operations Centre). This experience enables our personable and independent cloud security
specialists to commence deliverable with immediate effect whilst providing a tailored service that
enables the customer to continue effectively after delivery.

Contact Information

We do not have a sales team and provide direct communication with our consultants to ensure that
we deliver secure and sustainable deliverables tailored to your requirements. For more information
and no obligation chat, please feel free to email our team at:

Info@defensivedecisions.co.uk

Defensive Decisions Ltd. Official Page 2 of 4


mailto:Info@defensivedecisions.co.uk

G-Cloud 14 Official Service Definition Document

Cyber Consulting, Security and Architecture

The service is designed to provide guidance, assistance, and assurance support to enable the
production of secure architectures, policies and processes that are suitable for the business
requirements, budget and security requirements. This comes in the form of tailored practical and
documentation support through the entire IT and Cyber Security life cycle including integration
within Service Management functions. Successful projects within HMG, MoD and MSSP
environments have successfully utilised and provided supporting documentation for NIST, ISO27001,
HMG IS1&IS2, SFA analysis, MITRE attack framework, Cloud Security Framework and OWASP.

Features:

e (ISC)2 CISSP and NCSC CCP accredited cyber security professionals

e Risk and control mapping to security focused frameworks

e Security strategies in line with organisational risk appetite

e Support from initiation to ongoing management

e Security control review against best practice

e Service and infrastructure Security Architecture design and assurance
e Government vetted consultants

e Cyber Essentials assessed consultancy

e Assurance support and experience for laaS, PaaS and SaaS

e Consultancy with real work SOC and Cyber Operations experience

Benefits:

e Costs: Advice based on risk appetite and financial constraints

e Road map: Future planning based on organisational vision

e Integration: Adapt and utilise existing functions for improved security posture

e Vendor Neutral: Delivery based on controls rather than vendor

e Compliance: Simplify compliance activities with evident documentation

e Risk Assessment: Understand current risk and planned improvement

e Education: Skills handover to ensure smooth transition and staff upskilling

e Timely: Delivery around set timescales and strategy

e Expectation Management: Clearly articulated delivery at each deliverable

e Delivery Neutral: Implementation within any framework from Agile to Waterfall
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Security services:

e Security strategy

e Security risk management

e Security design

e Cyber security consultancy

e Security incident management

e Security audit services

e Accreditation Management

e |CD Management

e Security Assurance Coordination (SAC)

Training:

e All services provide in role training as part of the capability development to ensure transfer
of knowledge and skills to employed workers.
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