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SCM LOGICAL HIERARCHY OVERVIEW

SCM IS DESIGNED AS A MULTI-TENANT PLATFORM WHICH ALLOWS A CUSTOMER TO CREATE ITS OWN ORGANIZATIONAL AND DEPARTMENT STRUCTURE. THERE ARE 3 
CLASSES OF ADMINISTRATOR IN SECTIGO CERTIFICATE MANAGER.
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MASTER REGISTRATION AUTHORITY OFFICER (MRAO)

• HIGHEST LEVEL ADMINISTRATOR IN SECTIGO CERTIFICATE MANAGER.

• ACCESS TO ALL FUNCTIONAL AREAS AND MAY DELEGATE CONTROL OVER

CERTIFICATES, DOMAINS & NOTIFICATIONS OF ANY ORGANIZATION/DEPARTMENT.

• FULL RIGHTS OVER THE CREATION AND PRIVILEGES OF REGISTRATION AUTHORITY

OFFICER(S) (RAOS), DEPARTMENT REGISTRATION AUTHORITY OFFICERS (DRAOS) & 
END-USERS OF ANY ORGANIZATION/DEPARTMENT.

REGISTRATION AUTHORITY OFFICER (RAO)

• CREATED BY, AND IS SUBORDINATE TO MRAO

• MANAGE CERTIFICATES AND END-USERS OF SPECIFIC SCM ORGANIZATION(S).

• CONTROL OVER CERTIFICATES ORDERED ON BEHALF OF THEIR ORGANIZATION(S). 

• CONTROL OVER DOMAINS AND USERS THAT HAVE BEEN DELEGATED TO THEIR

ORGANIZATION(S)/DEPARTMENT(S)

• CAN CREATE, EDIT, OR REMOVE PEER RAOS FOR THEIR ORGANIZATION(S).

DEPARTMENT REGISTRATION AUTHORITY OFFICER (DRAO) 

• CREATED BY AND IS SUBORDINATE TO RAO.

• CONTROL OVER CERTIFICATES, USERS AND DOMAINS BELONGING TO DEPARTMENT(S) 
OF ORGANIZATION(S).

• CAN CREATE, EDIT OR REMOVE PEER DRAOS FOR THEIR DEPARTMENT(S).



SECTIGO PRIVATE PKI OPTIONS
MICROSOFT CA(S) (ADCS) –

ON PREMISE

SECTIGO CERTIFICATE MANAGER’S MICROSOFT CA (ADCS) 
INTEGRATION OFFERING ALLOWS FOR ISSUANCE OF

CERTIFICATES THROUGH A SECTIGO CONNECTOR DEPLOYED ON

PREMISE IN THE CUSTOMER’S ENVIRONMENT THAT IS

CONNECTED TO AN ON-PREMISE MICROSOFT CA.
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SECTIGO CERTIFICATE MANAGER OFFERS THE ABILITY TO

HOST AN ISSUING CA FOR A CUSTOMER THAT IS SIGNED BY

THE CUSTOMER’S ON-PREMISE MICROSOFT ROOT CA. 

THIS ALLOWS THE CUSTOMER TO MAINTAIN CONTROL OF

THEIR ROOT CA WHILE UTILIZING THE SCM AUTOMATION & 
MANAGEMENT CAPABILITIES.
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FULLY HOSTED CUSTOMER

PRIVATE CA(S)

SECTIGO CERTIFICATE MANAGER PRIVATE CA OFFERING

PROVIDES A FULLY HOSTED PRIVATE PKI FOR OUR

CUSTOMERS, WHILE UTILIZING THE SCM AUTOMATION

& MANAGEMENT CAPABILITIES.. 

IN A FULLY HOSTED SCENARIO, SECTIGO HOSTS THE

ROOT, ISSUING CA(S), & REVOCATION SERVICES (OCSP 
& CRLS). 
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SECTIGO HOSTED CA ARCHITECTURE
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CERTIFICATE DISCOVERY

SCM OFFERS 3 DIFFERENT TYPES OF CERTIFICATE DISCOVERY CAPABILITIES

SMTP.GMAIL.COM:465WWW.YOUTUBE.COM:443

• SCAN CERTIFICATES THAT IS ON THE INTERNET

DIRECTLY FROM SCM
• REQUIRES AGENT (SECTIGO NETWORK AGENT) 

DEPLOYED TO CUSTOMER’S ENVIRONMENT FOR

DISCOVERY

• DISCOVERS CERTIFICATES THAT CAN BE INITIATED VIA

TLS CONNECTION

SECTIGO

NETWORK

AGENT

SRV1.TEST-INT.LOCAL:3389 APP1.TEST-INT.LOCAL:443

CUSTOMER ENVIRONMENT

SECTIGO

MS 
AGENT

ACTIVE DIRECTORY MICROSOFT CA

LDAP/LDAPS

• REQUIRES AGENT (SECTIGO NETWORK AGENT) DEPLOYED TO

CUSTOMER’S ENVIRONMENT

• DISCOVERS CERTIFICATES PUBLISHED TO ACTIVE DIRECTORY, & 
ISSUED FROM MICROSOFT CA (CONNECTS VIA LDAP OR

LDAPS)

TLS CONNECTION

EXTERNAL CERTIFICATE

(AGENTLESS) 

INTERNAL CERTIFICATE

(NETWORK AGENT)

INTERNAL CERTIFICATE

(MS AGENT)
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CUSTOMER ENVIRONMENTTLS CONNECTION



SSL – MANUAL ISSUANCE/SELF-ENROLLMENT PORTAL

MANUAL CSR UPLOAD SELF-ENROLLMENT PORTAL



CLIENT/DEVICE CERTIFICATE – MANUAL INVITATION/SELF-ENROLLMENT

MANUAL ENROLLMENT (BY INVITATION) SELF-ENROLLMENT PORTAL



SSL CERTIFICATE AUTOMATION

SECTIGO CA CLOUD CUSTOMER ENTERPRISE

SECTIGO

NETWORK

AGENT(S)

SSH / 
SMB

F5 BIG IP 
V13/14/15

APACHE

TOMCAT

MICROSOFT IIS

SECTIGO NETWORK AGENT

SECTIGO CERTIFICATE MANAGER NATIVELY SUPPORTS AUTOMATED INSTALLATION

OF PUBLIC AND PRIVATE SERVER CERTIFICATES FOR F5 BIG IP, APACHE, IIS & 
TOMCAT.

WEB SERVER & 
ACME* CLIENT

REQUEST

CERTIFICATE SIGNING REQUEST

DOMAIN CONTROL

VALIDATION

(HTTP-01 / DNS-01)

RESPONSE
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AUTOMATED CERTIFICATE MANAGEMENT ENVIRONMENT (ACME*)

*ACME PROTOCOL IS A COMMUNICATIONS PROTOCOL FOR AUTOMATING INTERACTIONS BETWEEN CERTIFICATE

AUTHORITIES AND THEIR USERS' WEB SERVERS, ALLOWING THE AUTOMATED DEPLOYMENT OF PUBLIC KEY

INFRASTRUCTURE.

SECTIGO CERTIFICATE MANAGER ACME FUNCTIONALITY SUPPORTS ACME PROTOCOL

STANDARD TO AUTOMATE THE VALIDATION OF THE DOMAIN, ENROLLMENT AND RENEWAL OF

THE PUBLIC AND PRIVATE SERVER CERTIFICATES.

WIN-ACME
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443

IIS

LOAD BALANCERS/
CLOUDFRONT

LOAD 
BALANCER
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INTEGRATIONS, APIS, DEVOPS MODULES

ENROLL

CERTIFICATE

COLLECT

CERTIFICATE

RENEW

CERTIFICATE

REVOKE

CERTIFICATE

REST APIS DEVOPS MODULESDIRECT INTEGRATIONS
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SECTIGO CA CLOUD CUSTOMER ENTERPRISE

TCP 
443

TCP 
389/636

AUTOMATION – CLIENT (USER) & DEVICE

END USER(S)

WINDOWS

DESKTOP(S)/
LAPTOP(S)

ACTIVE

DIRECTORY

SECTIGO MS AGENT

SECTIGO CERTIFICATE MANAGER MS AGENT WHEN INSTALLED

AS A PROXY THAT ALLOWS THE CUSTOMER TO AUTOMATE

CERTIFICATES DEPLOYMENT TO USERS AND/OR COMPUTERS IN

AN ACTIVE DIRECTORY CERTIFICATE THROUGH MICROSOFT

GROUP POLICY.

MOBILE DEVICE

MANAGEMENT PLATFORM
END USER – DEVICE

(MOBILE/LAPTOP)
ROUTERS, SWITCHES, 

EMAIL GATEWAYS

SIMPLE CERTIFICATE ENROLLMENT

PROTOCOL (SCEP)

SECTIGO CERTIFICATE MANAGER SUPPORTS SCEP 
PROTOCOL FOR PUBLIC & PRIVATE CERTIFICATE AUTOMATE

ENROLLMENT FOR VARIOUS USES CASES SUCH AS

CERTIFICATES ON ROUTERS/SWITCHES, MOBILITY DEVICES, 
LAPTOP/DESKTOPS.

SECTIGO MS 
AGENT(S) 

(CA PROXY)

KERBEROS

CERTIFICATE MANAGER
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Intune

SCEP (CSR & 
CERTIFICATE)

ENROLLMENT OVER SECURE

TRANSPORT (EST)

SECTIGO CERTIFICATE MANAGER SUPPORTS EST 
PROTOCOL FOR PRIVATE CERTIFICATE AUTOMATE

ENROLLMENT FOR VARIOUS USES CASES THAT

CUSTOMER REQUIRES

3RD PARTY DEVICE

EST (CSR & 
CERTIFICATE)
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APIS, DEVOPS MODULES

ENROLL

CERTIFICATE

COLLECT

CERTIFICATE

RENEW

CERTIFICATE

REVOKE

CERTIFICATE

REST APIS DEVOPS MODULES



Thank you
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