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Sectigo Is the Leading Provider of

Digital Certificates and Automated

Certificate Lifecycle Management
Solutions



Company History

COMODO

Comodo founded;
goes on to become
one of the first
public CAs

@ Guard

Acquired leading
provider of website
backup & recovery

ICON LABS

Acquired leading
provider of loT
security solutions

SSL

A SECTIGO' COMPANY

Acquired the biggest
SSL certificate and
web security provider
in the UK and France

@iSiteLock.

Acquired the leading
provider of website
security protection
and monitoring

cCOMODO

Certification Authority

Francisco Partners
acquires CA business;
Comodo CA separated
from Comodo Group

SGECTIGO

ECTIGO

Comodo CA
rebranded as Sectigo

GI PARTNERS

WANANAAI L

acquired by Gl Partners,
a leading middle-market
private investment firm

@& Xolphin

A CECTIGO COMPANY

Comodo founded;
goes on to become
one of the first
public CAs

Sectigo announced
its roadmap for CA
Agnosticism




Sectigo by the Numbers

Certificates issued

Global Leader in Certificate Management

Businesses on the
Sectigo platform

Enterprise customer
retention rate

Active certificates
being managed

Years of experience

SECTIGO

Fortune 1000 use Sectigo

%)

Active partners

Websites on the
Sitel.ock platform

RPALNS

a3

Average customer rating
across leading review sites



Global Organization
500+

Employees

Global Support

Phone / chat / web

24/7

365 days a year

Eda

G[A] Supported Languages

English Filipino Spanish
Hindi Arabic German
Portuguese Korean Japanese
Russian Mongolian ltalian
French Chinese Dutch
Hebrew Punjabi Swedish

SECTIGO

Serving North America, Europe,
Africa, Middle East, and APAC




Diverse Global Customer Base

GECTIGO
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SCM LocicAL HIERARCHY OVERVIEW

SCM IS DESIGNED AS A MULTI-TENANT PLATFORM WHICH ALLOWS A CUSTOMER TO CREATE ITS OWN ORGANIZATIONAL AND DEPARTMENT STRUCTURE. THERE ARE 3
CLASSES OF ADMINISTRATOR IN SECTIGO CERTIFICATE MANAGER.

MASTER REGISTRATION AUTHORITY OFFICER (MRAO)

¢ HIGHEST LEVEL ADMINISTRATOR IN SECTIGO CERTIFICATE MANAGER. CUSTOMER

\ 4

+  ACCESS TO ALL FUNCTIONAL AREAS AND MAY DELEGATE CONTROL OVER ACCOUNT
CERTIFICATES, DOMAINS & NOTIFICATIONS OF ANY ORGANIZATION/DEPARTMENT.

*  FULL RIGHTS OVER THE CREATION AND PRIVILEGES OF REGISTRATION AUTHORITY
OFFICER(S) (RAOS), DEPARTMENT REGISTRATION AUTHORITY OFFICERS (DRAOS) &
END-USERS OF ANY ORGANIZATION/DEPARTMENT.

REGISTRATION AUTHORITY OFFICER (RAO) A0
«  CREATED BY, AND IS SUBORDINATE TO MRAO _
* MANAGE CERTIFICATES AND END-USERS OF SPECIFIC SCM ORGANIZATION(S).

*  CONTROL OVER CERTIFICATES ORDERED ON BEHALF OF THEIR ORGANIZATION(S).

e CONTROL OVER DOMAINS AND USERS THAT HAVE BEEN DELEGATED TO THEIR

ORGANIZATION(S)/ DEPARTMENT(S) DEPARTMENT DEPARTMENT

[ —> >

« CAN CREATE, EDIT, OR REMOVE PEER RAOS FOR THEIR ORGANIZATION(S). v 21 4A
DEPARTMENT REGISTRATION AUTHORITY OFFICER (DRAO) DEPARTMENT DEPARTMENT
e CREATED BY AND IS SUBORDINATE TO RAO. . 22 - 4B
* CONTROL OVER CERTIFICATES, USERS AND DOMAINS BELONGING TO DEPARTMENT(S)

OF ORGANIZATION(S).

DEPARTMENT

» CAN CREATE, EDIT OR REMOVE PEER DRAOS FOR THEIR DEPARTMENT(S). > 23

SECTIGO?



FuLLY HOSTED CUSTOMER
PRIVATE CA(S)

SECTIGO CERTIFICATE MANAGER PRIVATE CA OFFERING
PROVIDES A FULLY HOSTED PRIVATE PKI FOR OUR
CUSTOMERS, WHILE UTILIZING THE SCM AUTOMATION
& MANAGEMENT CAPABILITIES..

IN A FULLY HOSTED SCENARIO, SECTIGO HOSTS THE
RooT, ISSUING CA(S), & REVOCATION SERVICES (OCSP
& CRLS).

HYBRID PRIVATE CA(S)

(HOSTED ISSUING CA(S))

SECTIGO CERTIFICATE MANAGER OFFERS THE ABILITY TO
HOST AN ISSUING CA FOR A CUSTOMER THAT IS SIGNED BY
THE CUSTOMER'S ON-PREMISE MICROSOFT RoOT CA.

THIS ALLOWS THE CUSTOMER TO MAINTAIN CONTROL OF
THEIR ROOT CA WHILE UTILIZING THE SCM AUTOMATION &

MANAGEMENT CAPABILITIES.

SECTIGO CA CLouD

OPTION #1 (0] 1[e]'E:7.
SECTIGO CA CLouD SEcTIGOo CA CLouD
CUSTOMER CUSTOMER CUSTOMER
RooT CA RooT CA X RooT CAY
ISSUING ISSUING ISSUING ISSUING
(e7.9'¢ CAY CAX CAY

ECTIGO

CERTIFICATE MANAGER

ECTIGO

CERTIFICATE MANAGER

ECTIGO

ISSUING
CAX

ISSUING
CAY

ECTIGO

CERTIFICATE MANAGER

CUSTOMER ENTERPRISE [—

—]
WAN

ACTIVE
DIRECTORY

ON-PREM
RooT CA

-

END USER(S)

KERBEROS

\WINDOWS
DESKTOP(S)

SECTIGO PRIVATE PKI OPTIONS

MIcROSOFT CA(s) (ADCS) -
ON PREMISE

SECTIGO CERTIFICATE MANAGER'S MICROSOFT CA (ADCS)
INTEGRATION OFFERING ALLOWS FOR ISSUANCE OF
CERTIFICATES THROUGH A SECTIGO CONNECTOR DEPLOYED ON
PREMISE IN THE CUSTOMER'S ENVIRONMENT THAT IS
CONNECTED TO AN ON-PREMISE MICROSOFT CA.

— | CUSTOMER ENTERPRISE |
SECTIGO CA CLOUD L A = E

ACTIVE MICROSOFT
DIRECTORY (67.9.¢

ECTIGO. ' | <

CERTIFICATE MANAGER CONNECTOR

/ LAPTOP(S)

ACTIVE MICROSOFT
DIRECTORY (e7:9'4




SECTIGO HOSTED CA ARCHITECTURE

SecTiGo CA CLouD

HSM(s) HSM(s)
A Ar
A\ 4
SECTIGO CUSTOMER
PusLic CA PRIVATE CA

l
ECTIGO

CERTIFICATE MANAGER

ECTIGO



CERTIFICATE DISCOVERY

SCM OFFERS 3 DIFFERENT TYPES OF CERTIFICATE DISCOVERY CAPABILITIES

EXTERNAL CERTIFICATE INTERNAL CERTIFICATE INTERNAL CERTIFICATE
(AGENTLESS) (NETWORK AGENT) (MS AGENT)

* REQUIRES AGENT (SECTIGO NETWORK AGENT) DEPLOYED TO
CUSTOMER'S ENVIRONMENT

* DISCOVERS CERTIFICATES PUBLISHED TO ACTIVE DIRECTORY, &
ISSUED FROM MICROSOFT CA (CONNECTS VIA LDAP OR
LDAPS)

DIRECTLY FROM SCM DEPLOYED TO CUSTOMER'S ENVIRONMENT FOR
DISCOVERY
» DISCOVERS CERTIFICATES THAT CAN BE INITIATED VIA
TLS CONNECTION

ECTIGO ECTIGO ECTIGO

CERTIFICATE MANAGER CERTIFICATE MANAGER CERTIFICATE MANAGER

CUSTOMER ENVIRONMENT

TLS CONNECTION CUSTOMER ENVIRONMENT

TLS CONNECTION LDAP/LDAPS

é% SECTIGO SECTIGO
NETWORK : —] Ms : :
AGENT o AGENT 9
L ]
R\ v 4 - A -

ACTIVE DIRECTORY MicrosoFT CA

&

W\W\W.YOUTUBE.COM:443 SMTP.GMAIL.COM:465

SRV1.TEST-INT.LOCAL:3389 APP1.TEST-INT.LOCAL:443

ECTIGO



SSL — MANUAL ISSUANCE/SELF-ENROLLMENT PORTAL

MANUAL CSR UPLOAD

ADMINISTRATOR START NEW SSL
REQUEST IN SCM (USING A

CERTIFICATE SIGNING REQUEST (CSR))

ADMINISTRATOR PROVIDES CSR &
COMPLETES SSL ENROLLMENT FORM

ECTIGO

CERTIFICATE MANAGER ADMINISTRATOR

APPROVES SSL REQUEST

EMAIL SENT TO ADMINISTRATOR & END-
USER TO COLLECT SSL CERTIFICATE

ECTIGO

SCM ADMINISTRATOR

-

END USER

SELF-ENROLLMENT PORTAL

ECTIGO

CERTIFICATE MANAGER

EMAIL SENT TO END USER TO
COLLECT S5SL CERTIFICATE

\WEB BASED SELF-ENROLLMENT
FORM & SuBMIT CSR

EMAIL SENT TO ADMINISTRATOR
TO APPROVE DENY REQUEST

ADMINISTRATOR LOG IN TO SCM
& APPROVES 55L REQUEST

E
B Q
END USER
A
ADMINISTRATOR
PROVIDES SELF-
ENROLLMENT URL
c TO END USER
SCM ADMINISTRATOR



CLIENT/DEeVICE CERTIFICATE — MANUAL INVITATION/SELF-ENROLLMENT

MANUAL ENROLLMENT (BY INVITATION)

CREATE &
INVITE USER

ECTIGO -,

CERTIFICATE MANAGER

WEB BASED USER
REGISTRATION FORM

CLIENT CERTIFICATE
P12/PFX

ECTIGO

SCM ADMINISTRATOR

.-

SELF-ENROLLMENT PORTAL

WEB BASED SELF-
ENROLLMENT FORM

E ADMINISTRATOR PROVIDES
MAIL A SELF-ENROLLMENT URL
VALIDATION g

(9}

CERTIFICATE MANAGER TO END USER

END User

WEB BASED CERTIFICATE
COLLECTION FORM

CLIENT CERTIFICATE

E SCM ADMINISTRATOR
P12/ PFX



SSL CERTIFICATE AUTOMATION

SECTIGO NETWORK AGENT

SECTIGO CERTIFICATE MANAGER NATIVELY SUPPORTS AUTOMATED INSTALLATION
OF PUBLIC AND PRIVATE SERVER CERTIFICATES FOR F5 BIG IP, APACHE, IIS &
TOMCAT.

CUSTOMER ENTERPRISE

]
————— |
[ | ]
EER\\ V 74
APACHE
]

— =

ECT'GO4 Tcp .y F;';I;'

443 - ----- — oo
CERTIFICATE MANAGER SMB v13/14/15

|
SECTIGO | :

NETWORK
AGENT(S)

SEcTIGO CA CLouD

MICROSOFT IIS

@ B Microsoft 4
/ IS

ECTIGO

AUTOMATED CERTIFICATE MANAGEMENT ENVIRONMENT (ACME”)

SECTIGO CERTIFICATE MANAGER ACME FUNCTIONALITY SUPPORTS ACME PROTOCOL
STANDARD TO AUTOMATE THE VALIDATION OF THE DOMAIN, ENROLLMENT AND RENEWAL OF
THE PUBLIC AND PRIVATE SERVER CERTIFICATES.

CERTIFICATE SIGNING REQUEST @

REQUEST @

ECTIGO- - o nwsr [

(HTTP-01 / DNS-01)
CERTIFICATE MANAGER SRV 74

WEB SERVER &
ACME" CLIENT

@ RESPONSE

g ©
o

QWS LoAD BALANCERS/ SIS WIN-ACME

N CLOUDFRONT BALANCER
*ACME PROTOCOL IS A COMMUNICATIONS PROTOCOL FOR AUTOMATING INTERACTIONS BETWEEN CERTIFICATE

AUTHORITIES AND THEIR USERS' WEB SERVERS, ALLOWING THE AUTOMATED DEPLOYMENT OF PUBLIC KEY
INFRASTRUCTURE.

kubernetes
‘%4 JETSTACK



INTEGRATIONS, APIs, DEvOPS MODULES

DIRECT INTEGRATIONS REST APIs DEVOPS MODULES

‘https://cert-manager.com/api/ssl/v1®
*Content-Type: application/json;charset=utf-8'
*login: admin_customer18740"

‘password: Password123’

‘customerUri: cst18740°

*Accept: application/json'

ANSIBLE
'{"ss11d":271,"term":365, "certTypeld":1990, "orgld":3285, "commonName" : "ccmqa. com”, "csr* : "MIIC12CCA
) bB8CAQAWEZEXCZAJBENVBAYTALVBMRIWEAYDVQQIDALjY21xYSS5 jb20x\nE jAQBZNVBACMCWN jbXFhLmNvb TESMBAGA1UECgw.) ENROLL
Azu re Key Vau |t Y2NtCWEUY29 tMRTWEAYDVQQL \nDAL §Y21xYS5b20xE jAQBZNVBAMMCHN bXFhLmNvbTEeMBAGCSqGS Tb3DQE JARYP\nyWRta CERTIFICATE
Se rvl ce n ow WSAY2Nt cWEUY29tMITBI jANBgkghk i GIWOBAQE FAAOCAQBAMI IBCgKCAQEA\NsdkqSb/ r4zpbi2GCnCRvYo+CbnQg/wRbsObr

O0m90XEP1jSTuj8CqJZvInGjE15fy\npdTGadc40saepghV4g IUONFpYQRZacSN3VPLXFIr jnLEDBn7mT gbtbvxjhOaiPYz\nZ
gEabk00f851rujv1OWCIMUWT IoXM70maHZA1Nor Ge31ag+D+4Tx8j 1ry22EphXE\nd+Pm+4Tf/Fshd9Cm1r1JLcnlq0YdkVey
nzeKbUJX1cdYyMrxWTnBy/TpOdM8FDGY \nMQ3ArQBTaDPGONq1Gfd/ylL rbaQD/jOntZ4WKIWT 1JLAKDUOAYSZ9Tc+DBCTrGvo
r\n9tj fWaeQo7CU+pENRyYzEwIDAQABOAAWDQY.JKoZ ThvcNAQEFBQADEEEBATBptH2V\nU66GWF t SnHiMZnPRD8r4/ JfqDvtP

bV+gbX226/S+num0dhzGb42Cp6 INH7U0210AnGHqT02we9031Cmfbf JBptQdcJOh+b/1Awp/DJulwoNXHglUqq+PbKe2]+Qd0 } u et
CSR & THBEG\ns2GnRo3L 19WA+V3LKY10GKBFKsPSSyKFA/am2A0TRyyOF J6MaMPkwV397tKJJsHu\O/Y f JkwTaK6 JGuEQOUBLTUS

Qmph] fihSCaf xaDFrFkzdPo8by +WBW13T1dvqBcs\nAZtdcE Ica JHZ6SF/XEm9Dfui17R8a4kAHXBQDO46ME L0/ OXAGCEURKK
CERTIFICATE JeRQIRGN9\NTSFJ16hdPk6IUAM=", "externalRequester comments": "comments”, "customFields”

[{"name": "name1”, "value": "value1"}], "subjectAlternativeNames" : [ "ccmqa.com”]}*

//('?\\ :
COLLECT *https://cert-manager .com/api/ssl/vl /collect /197 /base6a’ ‘\~' H E F
CERTIFICATE patmorst Pasamargiz A 3 J/
‘customerUri: cst18421°
CERTIFICATE MANAGER
HashiCorp

Terraform

(
"https://cert-manager.com/api/ssl/vi/renew/10"

“Content -Type: application/json’ RENEW
"login: admin_customer18596"

‘password: Password123'

CERTIFICATE
‘customerUri: cst18596°

"{"reason": "test"}’

r HashiC
REVOKE 'https: //cert-manager .com/api/ss1/vi/revoke/225" a s I 0 rp

'Content-Type: application/json;charset=utf-8"

CERTIFICATE *login: admin_customer18628"

‘password: Password123'

‘customerUri: cst1B628°
‘{"reason”: “test"}'

ECTIGO



AUTOMATION — CLIENT (USER) & DEVICE

SECTIGO MS AGENT

SECTIGO CERTIFICATE MANAGER MS AGENT WHEN INSTALLED
AS A PROXY THAT ALLOWS THE CUSTOMER TO AUTOMATE
CERTIFICATES DEPLOYMENT TO USERS AND/OR COMPUTERS IN
AN ACTIVE DIRECTORY CERTIFICATE THROUGH MICROSOFT
GROUP PoLICY.

SECTIGO CA CLOUD CUSTOMER ENTERPRISE

= e -8

ACTIVE END USER(S)
ECTIGO. | —
CERTIFICATE MANAGER U

TCP 389/636 I
=
WINDOWS

DESKTOP(S)/
LAPTOR(S)

SECTIGO MS
AGENT(S)
(CA PROXY)

ECTIGO

SIMPLE CERTIFICATE ENROLLMENT
ProTocoL (SCEP)

SECTIGO CERTIFICATE MANAGER SUPPORTS SCEP
PROTOCOL FOR PUBLIC & PRIVATE CERTIFICATE AUTOMATE
ENROLLMENT FOR VARIOUS USES CASES SUCH AS
CERTIFICATES ON ROUTERS/SWITCHES, MOBILITY DEVICES,
LAPTOP/DESKTOPS.

—] S
Qo B =

[ >
END USER - DEVICE MoBILE DEVICE ROUTERS, SWITCHES,
(MOBILE/ LAPTOP) MANAGEMENT PLATFORM EMAIL GATEWAYS
SCEP (CSR &
CERTIFICATE)
CERTIFICATE MANAGER
jamf N

mobileiron

o= Microsoft
Intune

ENROLLMENT OVER SECURE
TRANSPORT (EST)

SECTIGO CERTIFICATE MANAGER SUPPORTS EST
PROTOCOL FOR PRIVATE CERTIFICATE AUTOMATE
ENROLLMENT FOR VARIOUS USES CASES THAT
CUSTOMER REQUIRES

"S_@
>

(]

000

j0000]
I

3RP PARTY DEVICE

EST (CSR &
CERTIFICATE)

ECTIGO

CERTIFICATE MANAGER




APIs, DEVOPS MODULES

REST APIs

‘https://cert-manager.com/api/smime/v1/enroll*
*Content-Type: application/json;charset=utf-8'
*login: admin_customer18312°

‘password: Password123"

‘customerUri: cst18312°

*{"orgId":3076,"firstName": "Name" , "middleName":"","1astName": "LastName" ,"email": “name@test.net","
phone*”:"12345678", "secondaryEmails”: [],"csr":" BEGIN CERTIFICATE REQUEST

\nMI1C4jCCACOCAQAWADEL MAKGATUEBhMCVUEXDTALBENVBAG TBHR1c3QxDTALBENV\NBAC TBHR1 c3QxDTALBENVBAGTBHR1c
3QxDTALBgNVBASTBHRLC3QXE jAQBENVBAMT \ nCWN j bXFhLmNvbTEVMBMGCSGGS 1b3DQE JARYGAGYZAEBOMIIBI jANBgkghk iG
9wOB\nAQEFAAOCAQBAMIIBCgKCAQEAU]8SGKicOnrMj JDVEGBP2 ] 1Ee5hY6ww+qS0e00T2\ntvRCLBKNPHMMAKXT WO fy8OWD
8hyrnc+1G1Qcq2R/ tEMIJHRS JD6O03Ms 2F jAW1P9\n8xt iquOhMyHO4 fE t+HMyy8Q367aTBmnZ CuAx JZJap f FWOWHS j GZxuX8m
NrXVSBTD\n4ZBOAUFd9P4u8PONIX80CiuDt4COSDL6Br4pNLCiPVafwj7LQ5/ skwPkNCggk3/G\nxoQX/3FV704fCEWCXVP1u
YjJVQj 1D1Tf06hPNfonVf ThVuP200L3QALnIF31ZiyY\nJ5etdF tusBKCPNMAQDIOS /04Z20Y In6K2HAAXSC1YXYniwIDAQAB
0CkwJWYJK0ZT \nhvcNAQKOMROWGDA JBZNVHRMEA jAAMAS GATUdDWQEAWT FADANBgkqhk i GOWOBAQS F\nAAOCAQEAVJVTTELGH
WoRh8JZt+kx/Z00VnibBq/D6uB405L+ Ir80X48Ei9hTLB11\nAGhSBE+AbEEBhRNETDB] iXEDCWVC5320mex721kc1 7ZTzowu
D810 fQKTHbAMj 11 \nnCQNFAP 0D/ zpi6Eync5pi2P/ /Uj/Yn7oDYY111t61EZwuQyEudnbQlefUnU/SO1\nAAQLDPhNWATZP
mfef jM8+YuzhG70dQumFACLCFayKM92Zx9khDd/VnLT85YzDULJ \n81 iHWBAZND1aTsUjKrc73iX2hONZIxw6B3tGCFs8mH91
Z1ExV7Y2er3t/101pdxe\nSUohEELWC t £ TxyWnYgxvwaWX41 fx9A\u003d\u003d\n--- - END CERTIFICATE REQUEST---

", "certType":1894, "term":365, "customFields":[],"eppn”: "firstname@email.com"}'

COLLECT *https: //cert-manager .com/api/smime/v1/collect/12345"
"login: admin_customer18308"
CERTIFICATE “password: Password123’

‘customerUri: cst18308"

ENROLL
CERTIFICATE

*https://cert-manager. com/api/smime/v1/revoke/order/12345"
‘Content-Type: application/json;charset=utf-8*

‘login: admin_customer18336"

‘password: Password123"

‘customerUri: cst18336"

Faccept: application/json’

*{"reason”:"Short description”}’

*https://cert-manager . com/api/smime/v2/renew/order/12345"
REVOKE "login: admin_customer18364°
CERTIFICATE *password: Password123"

‘customerUri: cst18364"
*Accept: application/json’

RENEW
CERTIFICATE

ECTIGO

DEVOPS MODULES

SALTSTACK

> puppet

o

Terraform ‘w Loty

() HashiCorp



Thank you

SECTIGO?
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