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About Bridewell

Bridewell focuses on providing Information Assurance and Cyber Security advisory 
under the Specialist Cloud Services of the G-Cloud Framework. Bridewell is a high-
quality cyber security and risk consulting and assessment services, scoped and 
delivered at competitive prices.

Bridewell supplies, if required, industry-proven consultants with the highest levels 
of security clearance and can quickly and efficiently provide solutions by simply 
focusing on the best qualified consultants to meet your needs.

Cloud computing brings many benefits including reduced costs, flexibility and ease 
of use. Bridewell’s services will ensure that your cloud connected service provides 
the level of confidentiality, integrity and availability that you need and that is 
required by HMG policy and standards. You remain the risk owner and responsible 
for accreditation and risk management regardless of whether you are using a SaaS, 
PaaS or IaaS service.

Cloud services can potentially involve multiple vendors. Bridewell is experienced in 
a multitude of technologies and is vendor-agnostic, therefore providing an 
independent security review service and focusing on ensuring that the outcome 
you receive is appropriately secured and assured.

Bridewell has several G Cloud services within our Cyber Security, Managed 
Security, Penetration Testing and Data Privacy Divisions.

Bridewell is a leading cyber security 
company, specialising in protecting and 
transforming critical business functions 
for some of the world’s most trusted 
and regulated organisations.

Established in 2013, we’ve grown to 
become one of the UK’s largest 
independent cyber security service 
providers. Our team of security experts 
are highly accredited by major industry 
bodies and help our clients solve key 
business challenges; allowing them to 
operate safely, securely and efficiently.​
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End-to-End Cyber Security Services, 
Focused on G Cloud

Clients trust us to deliver comprehensive, flexible and end-to-end services, rooted in the immediate and long-term strategic needs of their business.

Cyber
Consulting

• Cyber Security
• Information Assurance and Policy
• RMADS Service
• Supplier Assurance
• Security Assessment (maybe 

Cloud Security Assessment?)
• Security Engineering
• Security and Compliance Auditing
• Security Architecture and Design

Managed
Security

• Managed Detection and Response
• Managed SIEM and SOC
• Incident Response
• Emergency Incident Response 

(CSIRT)
• Incident Response Tabletop 

Assessment
• Purple Team Engagement
• Managed Digital Risk Protection

Penetration 
Testing

• Application and Infrastructure
• IT Health Check
• Mobile Application
• Source Code Analysis
• Social Engineering and Simulation

Data
Privacy

• Data Privacy Consulting
• Data Privacy Audits



5

Our Certifications, Accreditations, and Awards

Bridewell are the UK’s most certified cyber security provider by the National Cyber Security Centre (NCSC). 
Below are all of our certifications, accreditations and awards.
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Why Bridewell

Highly Accredited
The most accredited cyber security company by the 

National Cyber Security Centre (NCSC) in the UK, 
Bridewell is a trusted advisor across a variety of critical 

sectors and hold many other leading certifications.

Holistic Delivery Capability
We provide access to a multi-disciplined 
team of experts who have referenceable 
experience of delivering complex cyber 

security services across all areas of cyber 
security and project management.

Operate as an Extension of Your Team
We aim to understand our client’s business goals, 

culture, and operating context, so that security 
operations can be designed to focus on the 

most prevalent threats and the 
organisation’s business goals.

Deep Detection and Response Expertise
Our 24x7 Security Operations Centre delivers a cyber 
threat intelligence led approach to managed detection 
and response, with deep expertise across automation, 
integration, digital forensics, and incident response.

Agile, Responsive Delivery
We deliver enterprise services that are 
customer focused, built on agile principles, 
and drive real value to our clients. We are 
able to adapt and respond quickly to our 
client’s requirements.

Vast Capability
Bridewell’s end-to-end cyber security capability 
covers all aspects of cyber security services, which 
can be leveraged simultaneously to deliver a holistic 
cyber security service that covers all technical 
aspects, compliance, and business value.

We believe in
empowering our clients 
by knowledge transfer 

and building strong, 
trusted relationships. 
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Cyber Security Services

Dynamic

Assured

Pragmatic

Focused
Bridewell works with you to understand the challenge and find the best solution. 
Services are tailored to the outcomes required, delivered using experienced consultants.

Bridewell strives to deliver a service which will provide the best assurance for your 
challenge, with an outcome that is pragmatic.

Bridewell is a highly accredited organisation, both its people, and its services are 
assured by several industry leading bodies.

Bridewell has a scalable, flexible and experienced cyber security delivery team and will 
be dynamic in accommodating your project requirements. 



9

Cyber Security

Bridewell’s Cyber Security 
practice has the breadth and 
depth of experience to design, 
protect or assure the cloud 
services you are proposing to 
or already utilising.

If the solution is used to store, 
process or transmit 
government classified 
material, the cloud solution 
you utilise must be assured in 
accordance with the Security 
Policy Framework.

Our security services team can review and advise on your solution. We have 
security architects that can provide security advice on any Infrastructure as a 
Service (IaaS) or Platform as a Service (PaaS) offering. We also have 
application security specialists to carry out source code reviews and provide 
advice on any Software as a Service (SaaS) offering. 

Our technical security architects can assist with designing and securing 
systems by design. Our architects will work with you to ensure your systems 
have been designed with security in mind and compliant with appropriate 
security framework(s) to achieve accreditation/certification.

Whichever cloud service you engage, we can provide support and guidance to 
ensure that you have a fully government accredited system.

Our cyber security service can investigate and assist utilising our experienced 
forensic consultants. We will ensure that it provides the confidentiality, 
integrity and availability of service required.
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Cyber Security

INFORMATION ASSURANCE 
AND POLICY

SECURITY ASSESSMENT

Flexible and adaptive information 
assurance and security services to meet 
your requirements.

Whether focusing on specific standards 
and policies, or supporting with more 
general assurance and governance 
requirements, Bridewell has the 
experience to support your requirements.

Identification and evaluation of security 
weaknesses to help prevent security 
incidents

Bridewell has extensive experience in the 
assessment of security controls and the 
design and implementation of mitigations. 
With a focus on security threats, Bridewell 
will support you in understanding your 
security landscape.

SECURITY ENGINEERING SECURITY ARCHITECTURE 
AND DESIGN

Designing and developing cloud-based 
solutions for your digital projects.

Bridewell’s team consists of experienced 
practitioners who are skilled in all aspects 
of cloud and security engineering, 
focused on building automation, 
scalability and resilience.

Designing solutions with security 
principles at the forefront to achieve 
security-by-design.

With a team of Security Architects and 
wider Consultants who have worked in 
operational roles, Bridewell will bring the 
experience to ensure solutions are 
designed and implemented with security 
at the heart.

Identify risks with your supply chain and 
identify mitigations, integrated with 
wider business decision making

Bridewell’s Supplier Assurance service 
provides a full-lifecycle capability that 
provides insight into your supply chain 
risks, reported dynamically and relative to 
risk.

SECURITY AND COMPLIANCE 
AUDITING

Gaining assurance through the auditing 
of systems and processes to 
demonstrate compliance.

Bridewell has an experienced and 
qualified team of security auditors who 
have an in-depth knowledge of control 
frameworks, and ‘what good looks like’ to 
provide the right level of security auditing 
for your organisation.

SUPPLIER ASSURANCE
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Offensive Security

Penetration testing is a 
process undertaken both 
internally and externally 
to identify technical 
vulnerabilities that can 
potentially be exploited.

Bridewell provide offensive 
security (penetration testing) 
services focused on providing 
security assurance, as well as 
formal testing in accordance 
with CHECK, CREST and 
PCI requirements. 

Our security testing team use a mixture of automated and manual testing 
techniques. All tests are focused on searching for known and unknown 
hardware and software vulnerabilities. Once the test has been completed, 
we will provide a report detailing identified vulnerabilities with a list of 
recommended controls and fixes. After recommendations have been put 
in place, we will re-test as required.

We can also complete Cyber Essentials, Cyber Essentials Plus or Code of 
Connection (CoCo) reviews together with advice, and if required, an audit 
to confirm that your network meets the requirements for the Public Service 
Network (PSN), Government Secure Intranet (GSI) and the Police National 
Network (PNN).
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Offensive Security Services

APPLICATION SECURITY 
TESTING

Formal assurance that your organisation’s 
external systems are protected from 
unauthorised access or change.

Extending the security assurance of the 
PSN service, an ITHC provides assurance 
that your systems are not providing 
additional risk to connected systems. 
Bridewell’s experts will provide testing and 
reporting in line with set security standards. 

With business systems becoming more 
automated, applications are a key target 
for threat actors.

Focusing on business systems, Bridewell 
will provide assurance for the security of 
applications at various stages of the 
design and implementation lifecycle, 
ensuring tests are conducted to meet 
defined testing requirements. 

MOBILE APPLICATION 
SECURITY TESTING

SOCIAL ENGINEERING

Using business systems via mobile 
applications is the ‘new norm’, however, 
introduces a different risk profile.

Bridewell can test your iOS and Android 
mobile applications to provide assurance 
that these are developed and deployed 
securely and in line with security 
standards. 

With users a prime target for accessing 
business systems, phishing and other 
social engineering techniques are 
always present.

Bridewell can test your users’ ability to 
identify and report phishing emails and 
other social engineering advances 
through its bespoke testing services.

Internal and external testing focused at 
identifying weaknesses that could be 
exploited by a threat.

Bridewell’s experienced team are industry 
certified experts in the identification and 
exploitation of infrastructure 
vulnerabilities, aiming to provide you with 
the visibility required to mitigate them.

APPLICATION SOURCE CODE 
REVIEWS

A prime opportunity for introducing 
accidental vulnerabilities, source code 
reviews provide assurance that 
solutions are being built securely. 

Bridewell’s technical consultants are 
experienced in software development and 
coding and will review your applications 
source code to ensure it is being 
developed securely and conforms to 
coding standards.

INFRASTRUCTURE 
SECURITY TESTINGIT HEALTH CHECK
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Data Privacy

Bridewell advises on 
Data Privacy and, more 
specifically, on national 
and international privacy 
regulation including the 
General Data Protection 
Regulation (GDPR) and the 
UK Data Protection Act.

Our consultants provide advice and guidance to ensure you become and 
remain compliant. Our approach is holistic incorporating Legal, Compliance, 
Risk and Information Security.

Organisations in the UK are required to comply with the UK GDPR, Data 
Protection Act and the Privacy and Electronic Communication Regulations. 
The Act applies to personal data about living, identified or identifiable 
individuals, and includes information such as names and addresses, bank 
details, and opinions expressed about an individual.

We provide support for activities including Data Mapping (to support creation 
or maintenance of your Record of Processing Activity), undertaking and 
completion of Data Protection Impact Assessments for high-risk processing, 
creating or updating policies, processes, and standards and delivery of training 
and awareness campaigns.

We have a network of dedicated, certified and highly experienced Data Privacy 
consultants who ensure you successfully address the challenge of becoming 
and remaining data privacy compliant.
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Skills For the Information Age (SFIA) Rate Card

Standards for Consultancy Day Rate Cards

Consultant’s Working Day. 8 hours exclusive of travel and lunch. Working week - Monday to Friday (excl. national holidays)

Office Hours. 09:00 - 17:00, Monday to Friday

Travel and Subsistence. Payable at department’s standard T&S rates

Mileage. As above

Professional Indemnity Insurance. Included in day rate

VAT. The above costs are exclusive of VAT and any other applicable taxes or duties.

Strategy &
architecture

Business
change

Solution 
development &
implementation

Service 
management

Procurement &
management 

support

Client
interface

1. Follow £500 £500 £500 £500 £500 £500

2. Assist £501 - £725 £501 - £725 £501 - £725 £501 - £725 £501 - £725 £501 - £725

3. Apply £726 - £845 £726 - £845 £726 - £845 £726 - £845 £726 - £845 £726 - £845

4. Enable £846 - £975 £846 - £975 £846 - £975 £846 - £975 £846 - £975 £846 - £975

5. Ensure / Advise £976 - £1100 £976 - £1100 £976 - £1100 £976 - £1100 £976 - £1100 £976 - £1100

6. Initiate / Influence £1101 - £1300 £1101 - £1300 £1101 - £1300 £1101 - £1300 £1101 - £1300 £1101 - £1300

7. Set Strategy / Inspire £1301 - £1600 £1301 - £1600 £1301 - £1600 £1301 - £1600 £1301 - £1600 £1301 - £1600



Cyber Security.
Where it Matters.

www.bridewell.com

Find out how Bridewell can transform and protect your 
organisation's critical business functions through our 
modern cyber security services.

+44 (0)3308 285 881

hello@bridewell.com

http://www.bridewell.com/
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