OATIRS

INNOVATE. COLLABORATE. DELIVER.

CLOUD SUPPORT
SERVICE DEFINITION

RM1557.14 | Date: 7th May 2024 | Version: 1.0

Making Security The Foundation Of Every Business

e =

LOGIQCONSULTING.CO.UK



O L2882

Company Overview

Logiq Consulting is a NCSC assured cyber security
consultancy and secure managed services provider
focused on safeguarding critical organisational data.

NCSC Assured for Risk Management and Security
Architecture, we’re experts in cloud services and data
protection, specialising in cost effective, cyber secure
solutions for highly regulated sectors and clients including
the MOD, Central Government, Civil Nuclear and the wider
public sector.

We have significant experience in designing secure networks
specifically to meet the security standard required to hold
HMG sensitive information and are trusted by the MOD

to support Information Assurance and cyber defence «  DISX®-secure, scalable data collaboration and
across multiple mission critical systems at the highest communications

classifications.

Secure Services

+  Secure Managed Services

Through a modern, forward-thinking approach that meets »  Microsoft 365 productivity suite
the complex security needs of our clients, we deliver systems
that significantly improve cyber resilience and mitigate

risk, enabling us to make security the foundation of every
business.

«  Secure cloud proof of concept systems

«  Secure app hosting for business critical software

All our services are delivered or overseen by Developed
Vetting (DV) and Security Check (SC) cleared staff, and our

We specialise in and offer: cloud architecture solutions adhere to and are aligned to
HMG and NCSC guidelines and policies.

Cyber Security Consultancy

Utilising UK sovereign cloud services only for our defence

clients, our solutions for network assurance meet both

+  Secure by Design the MOD and other Government departments required
standards.

«  Systems/Security Engineering

«  Solution Architecture

+  System Design & Implementation Logiq is a Microsoft Solutions Partner.

+  Technical & Agile Project Management

+  Cloud Architecture & Development .. M |Cr050ﬂ:

Solutions Partner
+  Risk Management

+  Specialising in Defence & Regulated Sectors

[ Cloud Support | Service Definition RM1557.14
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Secure by Design -
Transformation

Logiq have a proven track record of delivering Secure
by Design transformation, shifting organisations from
a compliance-based security approach, to one that
delivers integrated/proactive continual cyber security
risk management to enable more secure, trustworthy and
resilient systems.

Features

« Industry recognised Secure by Design experts

+  Supporting MOD in delivering Secure by Design

«  SIEM integration

+  ServiceNow Tooling

+ Implemented Secure by Design portal/framework/
guidance

«  Training and knowledge transfer
«  Secure Cloud Development

+  Safeguards for GDPR

Benefits

«  Early identification of risk, mitigating losses
+  Security embedded from project outset

+  Enablement of any Secure by Design policy
+  Reduces attack vulnerabilities

+  Streamlining processes delivering faster development
cycles

«  Proactive risk management frameworks for assessing &
mitigating risk

[ Cloud Support | Service Definition

Secure by Design - System
Delivery and Assurance

Logiq have a proven track record of delivering Secure by
Design, shifting projects and programmes from a compliance-
based security approach, to one that delivers integrated/
proactive continual cyber security risk management to
enable more secure, trustworthy, and resilient systems.

Features

«  Secure by Design strategy development, enterprise
adoption and transformation

+  ShD principles and continuous assurance process
implementation, management, documentation
production

«  SbD Delivery Team Security Lead support (including
Above Secret systems)

« Risk Management and Assurance / Project Security
Management Plan production

«  Cyber Security Scoping Appraisals and Security Risk
Assessment production

«  Secure System / Service Requirements capture (User,
Functional, Security)

«  Security conscious Business, Enterprise, and Solution
Architecture development and design

«  Security Architecture development, design,
implementation, evaluation, testing, and assurance

«  Public and Private Cloud application development,
deployment, security assessments, assurance

Benefits

« Adhere &aligned to HMG and NCSC guidelines / policies
«  Compliance and understanding of GDPR

«  Provide transfer of latest industry knowledge

«  Service delivered by industry leading cyber experts

« Assessment Phase and Discovery Phase support

+  Detailed understanding of Secure by Design assurance
principles and approach.

+  NCSC Assured Consultancy for Risk Management
«  Cansupport projects involving articles subject to ITAR

«  Personnel certified under CISSP, CISM and NCSC CCP

RM1557.14
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Secure by Design -
Training

Leaders in the delivery of Secure by Design across
Government and with a best-in-class training package
delivered by industry experts, we equip our clients’
organisations with the skills to deliver risk centric designs to
meet business objectives, enhance system resilience, reduce
cost and comply with regulations.

Features

« Introduction to systems thinking for security

+ Understanding of Secure by Design and its benefits

+  How to establish what is needed from security

+  Guidance for setting of security requirements and
assigning controls

+  Guidance on using standards and policies

«  How to gain and maintain assurance for regulatory
bodies

+  Oneto one key stakeholder engagement
+  Delivery through workshops, where relevant

« Tools to self-assess risk and attain desired outcomes

Benefits

+  Moves attendees from compliance to design

+  Empowers to continually identify and manage risk
«  Ensure system and projects are future ready

+  Embed culture of security first & throughout

«  Seamless integration of Secure by Design principles
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Risk Management
Cyber Security & Assurance

NCSC Assured for Risk Management, collaboration drives
our delivery focus, balancing the critical importance of risk
management with key delivery requirements. Our holistic
approach ensures organisations are equipped to identify/
assess/mitigate vulnerabilities effectively.

Features

»  NCSC Assured for Risk Management

+ Tailored solutions addressing unique security challenges

«  Early security adoption in project lifecycle

«  Qualified Information Assurance & Risk Assessors CISM,

CITP, 15027001

«  Cyber security policy, standards, procedures and
compliance

+  Risk Management Frameworks — Cyber Assessment
Framework (CAF)

+  Cloud security assessments
« Information Assurance policies and procedures

«  Cyber Security as a Service (CSaa$)

«  Cyber Security Strategy incorporating NIST CIS Controls

Benefits
« Aligning security approach with risk appetite
«  Security Architecture enhancement

+  Strengthened architecture defence compliant with
regulatory requirements

«  Embedding resilient security posture
+  Agile approach to delivery
+  Enterprise wide Risk Management methodologies

o Cloud solutions
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GovAssure
Cyber Security & Assurance

Meeting the standard for GovAssure, we are recognised

as an NCSC Assured Consultancy for Risk Management

and Security Architecture, validating our cyber expertise,
reflected throughout our service offerings. Understanding
that GovAssure aims to strengthen cyber resilience
throughout Government IT infrastructure, we align our
services with NCSC’s Cyber Assessment Framework (CAF),
assessing risk management, gaps, incident response & access
control, thereby supporting the principles of GovAssure.

Features

«  Effective validation of risk assessment against the Cyber
Assessment Framework

«  Ability to assist with implementation of the Cyber
Assessment Framework

« Linkage of the risk assessment to organisation goals and
functions

«  Ability to produce tailored Information Assurance Report
enabling organisational outcomes

«  Post IAR review of targeted improvement plan

«  Ability to perform Lessons Identified workshop to
enabling process improvements

Benefits

«  Enables understanding the risk posture of the
department

«  Enables action plan to improve the cyber resilience of
the department

«  Enabling effective risk remediation activity
«  Enabling lessons identified to actively improve processes

«  Alignment to the Government Cyber Strategy
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Security Architecture Audit & Review

Cyber Security & Assurance Cyber Security & Assurance

Underpinned by NCSC Assurance for Security Architecture, Proactive security is key to a robust Cyber stance which is
we take specific business/project requirements & translate why our experts can deliver focussed assessments & audits,
them into clear, actionable security measures. Our experts providing a 360-degree view of an organisation’s security

work to NCSC and NIST guidelines to undertake evaluations,  posture. Aligned to industry standards (1S027001 & NIST CSF)
vulnerability assessments, threat modelling, comprehensive  we embed a systematic repeatable approach to assess risk &
architecture design and implementation. establish continual improvements.

Features Features

* NCSCAssured for Security Architecture «  Qualified professionals providing independent security

«  Consultancy aligned to 1SO27001 compliance audits

+  Certified architect - TOGAF, AWS, CRISC «  Bespoke approach to deliver optimum outcomes

»  DevOpsintegration «  Review and outline of threat and vulnerability landscape

+  Defence experienced Cloud Architects
€ xper ! e «  Compliance or risk based audits

«  Secure Container Design (Kubernetes)
«  Bespoke approach for cyber and information security

audits

Benefits . Security governance review, ISMS documentation

«  Security Architecture - delivering blueprints & roadmaps processes and procedures

for secure IT .
«  UKHMG frameworks and best practice (SPF, CAF, Cyber

+  Holistic approach embedding secure architecture Essentials)
throughout business

) S « National Cyber Security Strategy
« Aligned to NCSC & NIST guidelines

+ Industry recognised security specialists TOGAF, CISSP, *  NiSregulations and ISO 27001
CISM

«  MODCloud Experience Benefits

. MaJor.Cntlcal National Infrastructure (CNI) programme . Bespoke delivery to meet business requirements

experience

«  Cyber Essentials Plus certified organisation ’ Ln(;str:):;e Sl cyber resilicgeiiiiber security

«  Cyber Assessor certified experts . . .
y ted exp «  Security compliance audits

« Impartial assessments aligned with security compliance
«  Reduces overall business risk landscape
«  Qualitative and quantitative audit methods

«  Preparation for formal security certification

[ Cloud Support | Service Definition RM1557.14
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Business Analysis
Technical Programme Support

Our Business Analysis experts support clients to successfully
transition from traditional to cloud services. Utilising Agile
methodology, key stakeholder engagement ensures detailed
capture of business requirements & user needs, delivering
programme critical analytics & business insight.

Features

+  Requirements elicitation and analysis, minimising risk

+  Stakeholder management and communication planning
+  Solution evaluation and recommendation

+  Business process mapping and improvement

+  User case development, acceptance testing and quality
assurance

«  Change management planning and execution

+ Impact assessment & gap analysis, delivering business
intelligence & analytics

+  Training and knowledge transfer
«  Business process automation and optimisation
+  Enterprise architecture planning and design

«  Cost-benefit analysis and ROl estimation

Benefits

+  Streamlined project execution

+  Alignment of technology with business objectives

+  Minimised risks and enhanced decision-making

+ Improved stakeholder engagement and communication
+  Optimised business processes and efficiency gains

+  Enhanced data-driven insights and informed decision-
making

« Higher quality products and increased customer
satisfaction

«  Timely delivery and successful project outcomes
«  Seamless transition and adoption of cloud solutions
« Increased agility and adaptability to market changes

+  Maximised return on investment and cost savings

[ Cloud Support | Service Definition

P3M Project Management

Technical Programme Support

Supporting businesses to deliver complex multi-disciplined
programmes across Defence, Nuclear & wider government,
our P3M experts have demonstrable experience in APM, MSP,
PRINCE2 & Agile methodologies, driving efficiency through
optimisation while managing delivery through to benefits
realisation.

Features

+  NCSC Cyber Assessment Framework (CAF) alignment

+ Identify and mitigate potential risks

« Integrated project delivery utilizing a secure ecosystem
+  Blend of Programme & Portfolio specialists

«  APM, Agile, Waterfall

«  Customer friend demonstrable experience

+  Mentoring & coaching

«  Collaboration at highest level, ‘critical friend’ supporting
key decision deltas

Benefits

«  Utilising latest technology, producing essential Business
Management Information (BMI) for informed decision
making

«  Extensive experience of delivery MOD Critical National
Infrastructure Programmes

« Aligning clients strategic goals

«  Streamlined approach to reduce silos, waste and
needless complexity

«  Streamline cloud & cyber security related requirements
« Improved financial and resource control and planning

«  Holistic ‘big picture’ approach

RM1557.14
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Systems Engineering
Technical Programme Support

Systems Engineering is a core Logiq service, managing
technical & non-technical complexities through project

& programme lifecycles. Bespoke definition based on
project requirements, translating technical specifications
& informing detailed design to deliver comprehensive
outcomes.

Features
«  Expertisein ISO/IEC/IEEE
+  Cloud & Platform experience (AWS, Azure)

«  Multi-disciplinary engineers, incorporating DevOps &
Systems Integration

«  Architectural solutions delivering scalable solutions

+  Demystifying and modelling complex problems,
delivering future solutions

«  Design, implementation and maintaining critical systems
«  Bespoke approach to client requirements

+ Aligning industry best practice, HMG CAF and SPF, and
1SO27001

Benefits

+  Embed security within the foundation of business
decisions and strategy

+  Demystifying and modelling complex problems,
delivering future solutions

+  Safeguard sensitive information using cloud or software
solutions, client specific

+  Optimised solutions aligned to client requirements

+  Secure complex system design, mitigation future risk

Business Intelligence
Technical Programme Support

Our experts deliver cloud-based business intelligence
solutions unlocking the power of data to provide tailored
management reporting. We cover design, development,
deployment & maintenance using Microsoft Power B,
creating compelling visualisations to bring your data to life.

Features

+  Requirements elicitation and analysis

«  Microsoft certified Power Bl specialists

«  Microsoft Azure, Power Bl and Power Platform Apps

+ Innovative and scalable business intelligence and
analytics on the cloud

«  Enhanced data governance through secure and
controlled access to data

«  Custom dashboard/report development to support
specialised workflows

«  Training and Knowledge Transfer

Benefits

+  Agile delivery of Bl solutions

«  Self-service reports and dashboards

+  Timely insights through automated dataflows

«  Consolidated management of reports

« Improved trend analysis and forecasting

+  Robust business intelligence platform

«  Make strategic decisions from reliable & consistent data

+ Informed decision making for business transformation
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Data Analytics
Technical Programme Support

Our data analytics service ensures clients gain access to their
business critical data to enable business critical decisions.
Utilising cloud technologies such as Azure, AWS & Microsoft
Power Bl & Applications.

Features

«  Data visualisation of critical Business Management
Information

+  Live reporting through enterprise level data flows
«  Business Intelligence in real time

«  Connection to multiple data sources, MS and client
platform tooling

«  Power Bl dashboard, interactive engagement
+  Training through workshops, one to ones
«  Power Apps development from MS Service Partner

»  Cloud Hosting through DISX PaaS service

Benefits

+ Blended professional teams, consolidating requirements
capture with customised output

+  Fully configurable approach

«  Share real time information with key stakeholders

[ Cloud Support | Service Definition RM1557.14 | 7th May 2024 | Version: 1.0 @
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ServiceNow
Solution Delivery

Architecture & Design

Solution Delivery

Delivering the crucial link between business needs and
technical solutions. NCSC Assured for Security Architecture
our services aim to simplify complex problems, through
translating simple & complex ideas into technical outputs,

We can provide end-to-end licence, implementation,
deployment, upgrade, monitoring & maintenance services for
ServiceNow platforms, hosted via ServiceNow’s SaaS model
or customers’ infrastructure, specialising in highly regulated/

managing development process and delivering viable
solutions, supporting clients to achieve digital & cloud
transformational goals.

Features

«  Enterprise Architecture

«  Technical Architecture - cloud infrastructure services,
replacing legacy systems

«  Security Architecture professionals - TOGAF, CRISC, AWS,
NCSC Assured

«  Data Architecture - data lifecycle, flows, interface
through to integration

«  Networks & Security - DDaT experience across security
design and engineering

+ Integrated Architecture

+  Cloud Architecture - Governance, Technology working
Groups

+  Cloud native applications

+  Secure by Design developed architecture, embedding
Cyber Security

Benefits
+  Bespoke approach aligned to client cloud solutions

+  Blended optimised teams, technical specialists incl
CISSP, APM, Agile

« Rapidly deployable, flexible and adaptable teams
+  Digital transformation

«  Public sector experience (MOD, DWP, HoP)

+ Implemented governance models

«  Robust, secure business infrastructure

+ Integrated approach delivers improved systems and
workflows

[ Cloud Support | Service Definition

secure environments.

Features

Business process analysis to optimise your processes

Agile delivery methodology and project management
expertise

Custom applications development on the Servicenow
platform.

Full ServiceNow managed services and support

ServiceNow platform hosting options: ServiceNow SaaS,
customer private cloud, or customer on-prem.

Experienced delivering ServiceNow into secure
environments

Full product lifecycle delivery
Consistent customer outcome focus

Test Automation using ServiceNow’s Automated Test
Framework (ATF)

ServiceNow platform secure and policy compliant

Benefits

Optimised ServiceNow solution design to maximise
output

Clear and effective management of your delivery

Delivery of a ServiceNow solution aligned to your
organisational needs

A supported platform that meets your required SLAs

The ServiceNow platform can be hosted wherever is
best for your business, including secure/regulated
environments

The delivery will meet all Government security
requirements and be security policy compliant

Reduced risk through end-to-end delivery services

Thorough 360 engagement with your users to
understand their requirements

Collaboration to define your ServiceNow Strategy

Accelerate your time-to-value realisation

RM1557.14
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Cloud Infrastructure & Apps

Solution Delivery

Specialists in architecting solutions for cloud that are secure,
and where required, accreditable. Collaborative working with
our clients to transition from existing infrastructure, or design
new bespoke solutions. AWS, Azure, hybrid and cross cloud
architectural solutions, delivering scalability and robust
secure solutions.

Features

«  AWS, Azure, hybrid and cross cloud architectural
solutions

«  Encourage adoption of cloud native technologies
«  Delivery of robust secure cyber solutions at scale
«  Maximise clients investment in cloud technologies
«  Security reviews across Cloud and Infrastructure

+  Cloud Services for infrastructure compliance, adhering to
frameworks

«  Security risk management evaluation against NCSC
guidance and HMG frameworks

+  Data analytics - data management

Benefits
+  Bespoke approach aligned to client cloud solutions

«  Cloud ready solutions to support business
transformations

+  Cloud migration - aligned to client requirements

« Data migration - strategies to mitigate risk and financial
impact

+  Delivering ROI for capital programmes

»  Agile methodology incorporating DevOps

Cloud Migration

Solution Delivery

Our Cloud Migration experts support architecture, migration
and transition planning, automated deployment, and
configuration across all cloud suppliers for bespoke and
COTS solutions on cloud and hybrid cloud for critical national
capabilities at Official, Secret, Above Secret.

Features

«  Deep dive evaluations

«  Secure cloud architecture design (Secure by Design)

+  Designincorporating compliance, governance and risk

+  Blended expert teams, Agile, Technical Architecture,
DevOps, Systems Engineering & Security

«  DevSecOps integration to support secure migration and
cloud development

«  Public & private cloud

«  Azure & AWS alongside customer provisioned
environments

« Secure, scalable, flexible enhanced collaboration
delivering business continuity

«  Expertsin Defence Cloud solutions
«  NCSC best practice approach

+  Cloud optimisation services, incorporating assessment
and configuration

Benefits
+  Bespoke approach aligned to client cloud solutions

«  Simplifying the complexities of navigating secure cloud
migration

«  Experience of highly regulated environments
«  Ourclients cloud migration partner

«  Experience of highly regulated environments and market
sectors

«  Technology agnostic assessment of cloud technologies
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Agile Training
Agile Support

Our Agile training services are delivered by Scrum Masters
and Agile Coaches with 10+ years of proven experience in
delivering training outcomes across multiple industries.
Delivered face to face, competent in delivery of virtual &
physical training applying appropriate practices.

Features

+  Expertsin Agile/Scrum environments delivering training
to teams and organisations.

«  Professional Scrum Masters experienced in Scrum,
Kanban, SAFe, Lean, DevOps

+  Experienced in delivering training on a variety of topics

to Scrum teams but also to wider organisation audience.

Training can include:

«  Agile/Scrum basics

« LeadingAgile teams

«  Facilitation Techniques

«  Effective devteam Scrum implementation
« Introduction to KANBAN and FLOW metrics
« Introduction to SAFe

«  Product tools - ADO, JIRA

+ Tailored training to the needs of the client/organisation

+ Interactive workshops offering practical experience
within a broad set of Agile frameworks and
complementary topics.

«  Equip teams with a set of toolkits to support product
delivery

+  Agile training services drive innovation and value
delivery

+  Essential for long-term success in a competitive
marketplace

Benefits

«  Agile training helps to embed “best-fit” ways of working
across a wide spectrum of your organisation

« Training s tailored to the user’s requirements ensuring
that the end user receives training they need and not
“off-the-shelf”

«  Upskilling of your organisation and teams

Product Ownership
Agile Support

Helping to unlock the potential of government projects,
backed by years of hands-on experience within the MOD, our
product owners bring unparalleled expertise and a proven
track record of successful project delivery.

Our flexible approach is designed to complement your
internal skills and capacity, providing support where needed
to drive optimal results. We excel at curating, communicating,
and delivering a solid product vision and strategy that aligns
with your organisation’s goals and objectives.

Features

+  Flexible approach to support internal skills and capacity

«  Ensuring product backlog is transparent, visible and
understood

«  Backed by years of hands-on experience within the MOD

+  Effective workshop hosting for Pl planning,
retrospectives or sprint reviews.

«  Coaching and empowering teams and senior
stakeholders

«  Customer feedback management
+ Leadingteams through their digital transformation

«  Support with Service Exec Model (SEM) - projects to
product delivery.

« lterative delivery and continuous improvement focused

Benefits

«  Focus on frequent delivery of value

«  Deep experience of Discovery, Alpha and Beta phases

«  Experienced Product Owners accredited to A-CSPO level
+  Representing the needs of all stakeholders

«  Specialists in Cyber Security

«  Risks effectively identified, managed and included in
product backlog

«  Expertsin Scaled Agile delivery, eg SAFe or LeSS
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Scrum Master
Agile Support

Effective Scrum Mastery is the key enabler to high-
performing teams. Our industry leading Scrum Masters
support our client’s needs for enabling “best-fit” ways of
working, delivering quality outcomes.

Based around 3 core principles - Transparency/Inspection of
deliverables/Continual adaptation in delivery

Features

«  Certified Scrum Masters experienced in complementary
practices e.g. Kanban, SAFe, Lean

«  Continuous improvement champions supporting others
in this practice

«  Servant Leadership

+  Regular experimentation within the team and wider
organisation

«  Competent facilitators both virtually and in-person

«  Capablein supporting the Product Owner with Product
Management practices

+  Experience of supporting teams in the successful delivery
of Cloud, Digital, Cyber and Business Change

Benefits

«  Multi-disciplined certified Scrum Masters

+ Dataenabled teams

+  Earlier identification of inefficient working practices.
+  The development of a culture of experimentation

+  Empowered autonomous self-organising teams

«  Cross-functional teams helping to improve the resilience
within a team

+  Training, coaching and mentoring of others helps
improve your capability and ensures teams thrive

«  Ensure organisation structures are optimised and best
practice aligned (DDaT)

«  Track/measure progress to drive continuous
improvement and optimise performance.

[ Cloud Support | Service Definition

Agile Coaching
Agile Support

With over 10 years Agile coaching and delivery expertise,
paired with highly pragmatic mindsets, we tailor best
practice approaches within your organisation’s constraints.
Delivering formal training & in-role coaching to all levels up
to C-Suite, we embed skills & behaviours that ensure high
value delivery that exceeds user needs.

Features

+  Certified Agile coaches including Scrum, Kanban, SAFe,
Lean, DevOps, Scrum@Scale

+  Scalable approach aligned with client needs, governance
and best practice

«  Operate sustainably through the development of internal
coaching capability

«  Build a sustainable culture of continuous improvement
and knowledge sharing

«  Domain expertise aligned with government standards &
frameworks (GDS)

«  Experience of successful Cloud, Digital, Cyber and
Business Change delivery

+  Backlog tooling expertise and training (ADO, JIRA)
«  Track and measure progress through Agile metrics

«  Formaltraining followed by in-role coaching to
sustainably upskill teams/individuals

Benefits

« Tailored approach and sustainable culture enabling
lasting change and success

«  Agile approaches that increase efficiency

«  Userfocussed delivery leading to successful outcomes
and user satisfaction

«  Agile ways of working enabling your organisation to
adapt rapidly

« Training and coaching improves your capability and
ensures team thrive

+  Improved performance through development of
capability at all organisational levels

+  Faster benefits realisation and improved flow of work

«  Ensure organisation structures are optimised and best
practice aligned (DDaT)
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