
MANAGED AV AND 
EDR SERVICES
A  S E R V I C E  T H A T  R E F U S E S  T O  C O M P R O M I S E .

M A N A G E D  A V  A N D  E D R  S E R V I C E S  B Y  C Y B A N E T I X

The Cybanetix Antivirus and EDR 
service increases the security posture 
through the deployment of a next 
generation autonomous antivirus and EDR 
agent across all Desktop, Laptops and 
Servers across a customer IT estate, 
which increases the protection against 
viruses while also providing extensive 
investigative capability of activity on an 
end-point. The agent also allows 
Cybanetix to take remedial and contain-
ment action when threats are identified, 
through network and computer controls 
integrated to the agent. 
Contact us at: sales@cybanetix.com                       For more details please visit: www.cybanetix.com

SentinelOne 
Security platform

Managed Anti-virus

Security event and 
breach investigation

Security response 
and remediation



M A N A G E D  A V  A N D  E D R  S E R V I C E S  B Y  C Y B A N E T I X

Contact us at: sales@cybanetix.com                       For more details please visit: www.cybanetix.com

MANAGED ANTIVIRUS
SentinelOne Software Licensing:
1. Device license for SentinelOne Core
2. Device license for SentinelOne Control
3. Device license for SentinelOne Complete
4. Device license for SentinelOne Ranger
5. Entity license for SentinelOne Kubernetes

SaaS Hosting of Management console
Setup and Implementation

Moves, Adds and Changes (‘MACs’) for new
and decommissioned devices
1. MACs for grouping
2. MACs for Policy changes
3. MACs for EDR changes

MACs for policies
MACs for Exclusions
Agent and platform upgrades

Threat huntung

Auto remediation

24x7 pro-active 
investigation of threats

Behaviour AI

Network quarantine

We have had an excellent working relationship with 
Cybanetix over a number of years and they are one of 
our most trusted and technically capable 
partners in the UK.
PETER CARFRAE 
UK CHANNEL MANAGER, SENTINELONE

Deep visability

Device control



Proactive Investigation of m alicious processes

Detection of Vulnerable Applications scoring a
CVS score of High

Detection of rogue devices on network based
on customer defined use cases (with Ranger
Licensing only)

Customer instigated investigations (with
Complete Licensing Only)

Cybanetix outsourced SOC instigated
investigations (with Complete Licensing Only
and Cybanetix Outsourced SOC customers)

SECURITY EVENT AND 
BREACH INVESTIGATION

SECURITY RESPONSE 
AND REMEDIATION
Interim and short term containment of threats

1. Disconnect a device with an active malware from 
all networks
2. Disconnect an application identified in an active 
threat
3. Block particular protocols and IP addresses in 
and out bound on the end point
4. Stop the use of USB devices
5. Blacklist applications
6. Turn off device on which threat was identified.

Remedial activity

1. Kill and quarantine files and processes
2. Remediate activity undertaken by executed 
processes
3. Roll back device to pre threat detection
state

M A N A G E D  A V  A N D  E D R  S E R V I C E S  B Y  C Y B A N E T I X
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COMMERCIAL OPTIONS

SentinelOne Licence Numbers

SentinelOne Ranger Included or Not 

SentinelOne event storage 

Exabeam Entity Licence Numbers

 CALM Storage 

VARIABLES OPTION 1

SentinelOne Software Licenses, 
3 Years Upfront Payment 

EDR SOC Service, 
2 Years Paid Annually.

Exabeam Entity Analytics Licences & 
SOC Service, 2 Years Paid Annually

10TB Storage Paid Annually 

OPTION 2

SentinelOne Software Licenses, 
3 Years Paid Annually 

SOC Service, 
2 Years Paid Annually.

Exabeam Entity Analytics Licences & 
SOC Service, 2 Years Paid Annually

10TB Storage Paid Annually


