Cyber Essentials Made Simple.

Showing Your Clients You Take Cyber Security Seriously

Cyber Essentials is a widely recognised, government-
backed scheme designed to help organisations of all
sizes protect themselves against common online
threats.

It provides a set of fundamental security controls,
underlining the minimum level of cybersecurity
protection an organisation should have. Pentest People
offers three different packages tailored to varying

Whether you're a small startup or a large corporation,
these packages ensure you meet the Cyber Essentials
standards efficiently.

They range from a self-assessment option for those
confident in their internal capabilities, to comprehensive
packages providing more guidance, including a
dedicated project manager and extended remediation
window. With Pentest People, navigating the Cyber

needs and levels of support required by businesses. Essentials certification process becomes simpler and
more effective, enhancing your business's cybersecurity

posture.

Self-Assessment Support SurePass

For companies familiar with and
experienced in undergoing a
Cyber Essentials basic audit

For companies who require
guidance through there Cyber
Essentials Certification

No Support Includes all previous package

For companies who require
advanced support for there
Cyber Essentials Certification

Includes all previous package

+/ CE Certification for 12 Months +~ All Queries Answered ~/ Pass Protection

+/ 1 Assessment Remark +/ Dedicated Project Manager +/ Dedicated CE Consultant

+/ 25k Cyber Insurance +/ Continuous Email Support +~/ 4 Hours 1-2-1 Consultancy Time
« Certification to share on website +/ 1 Retest +/ Unlimited Retests

« Certification Badge For Website «/ Cyber Essentials Customer Guides «/ Pre-Assessment Marking

« External Vulnerability Scanning

+/ Custom Infrastructure Scanner

« Monthly Threat Reports
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Cyber Essentials

A Breakdown of The Options

Self-Assessment Support

Pentest people will guide you through onboarding
onto the audit portal and allocate a deadline date
for the assessment marking.

Support gives you access to all the benefits of the
self assessment package but with more guidance
throughout the preparation by your dedicated

project manager.

This package doesn't include any consultancy
time to guide your technical team through the
audit.

Clients will be given access to our cyber
essentials guides to help you through your audit.
All email queries will be answered until the
outcome of the audit.

Following the initial audit you will be given 48
hours to complete any remediation before 1 final
remark.

During the audit our assessor will answer as many
queries as possible via email and we'll continue
to provide email support until the outcome of the

Assessor will provide the outcome of the audit &

reasons for any failure. audit has been provided.

If you have passed you are provided with the cyber Remediation window is increased to increase the
essentials certification and badge to share on likelihood of passing the audit. Our assessor team
website/social content. will complete a maximum of 2 remarks within 2

weeks of the initial audit.
Overall, the support package gives your business

slight helping hand throughout your cyber
essentials audit.

SurePass

You will receive all the benefits of self assessment & supported packages but much more.

This is a consultancy lead approach to your Cyber Essentials audit. PTaaS has expanded to Cyber Essentials
and we will consult you through the complexity of the cyber essentials audit.

Throughout the preparation and audit you will have access to your dedicated Cyber Essentials auditor. We
will share with you the pre assessment tool and provide any feedback prior to your audit.

On the audit date will allocate you a 4 hour video chat to answer any queries you may have.

Want to feel assured you will pass your audit. Pass Protect means we will continue to complete remarks
following remediation until you pass your audit.

Additional access;

¢ Access to our secure portal to help manage your vulnerabilities across your assets

¢ Monthly scan of up to 50 Externally facing IP's

¢ Scan for common vulnerabilities across your infrastructure with our symbiote scanner
¢ Be in the know of latest cyber threats with access to monthly threat reports
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Cyber Essentials + Made Simple.

Cyber Essentials Plus certification by Pentest People At Pentest People, we recognise the importance of
embodies a seamless approach to fortifying your Cyber Essentials Plus certification in protecting
organisation against prevalent cyber threats. businesses from cyber attacks.

Our streamlined process is designed to simplify the This certification not only strengthens your organisation's
journey towards attaining this vital certification, resilience to common cyber threats but also

ensuring that you receive comprehensive support every demonstrates your commitment to maintaining a secure
step of the way. From initial consultation to the final digital environment, providing powerful assurance to
audit, our expert team stands beside you, providing stakeholders and clients and instilling trust in your
guidance and expertise to navigate the intricacies of security measures.

Cyber Essentials Plus.

Our Assessor Will Cover 5 Core Controls

1. Access Control 2. Firewalls & Routers 3. Malware Protection

Validate authorised system Establish secure boundaries to Employ measures to

and data access, enhancing protect against external proactively prevent malware

security. threats. infiltration for robust system
defence.

4. Secure Configuration 5. Security Updates
Methodically configure Apply timely updates to fortify
systems to minimise defences against known
vulnerabilities and bolster vulnerabilities, ensuring
security measures effectively. ongoing protection.

Upgrade Your Cyber Essentials Plus
Package For Added Security & Support

Pre-Assessment Remediation
Vulnerability Scan - £250 Support - £600

Before pursuing Cyber Essentials certification, our Our expert Cyber Essentials consultant goes
pre-assessment vulnerability scans identify beyond mere assessment, offering tailored
potential vulnerabilities, laying a robust foundation remediation support to fortify your digital

for the process. infrastructure.

Through meticulous testing, we uncover With a focus on clarity and precision, our
weaknesses in your digital landscape, allowing consultant provides actionable insights and
targeted remediation efforts. This proactive guidance, ensuring that your organisation not
approach ensures alignment with Cyber Essentials only meets the Cyber Essentials requirements but
requirements, enhancing security resilience. also enhances its overall security posture.
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Cyber Essentials +

Our Customer Delivery Model

Pre-Sales
* If you are interest in a quote form us

we will assess your audit requirement
* Sales team will send over
documentation to qualify the sample
size and complexity of the audit
» Proposal with pricing and statement
of work

Audit
3 Readiness

* Projects team will check pre
requisite documents and prompt
you if we are missing anything to
proceed.

* We will check you've installed the
agents for scanning and we will
attempt to complete a pre scan a
week before your audit. Findings will
be uploaded to the file section on
the portal.

* Appointment link will be shared with
you to book in a slot with your initial
slot with your assessor

* We will ask for mobile screenshots
to be uploaded to the portal under
the file section

* We will require agents to be installed
5 working days prior to the audit and
mobile screenshots uploaded

* Provide information of using
Teamviewer during sample checks
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Post-Sales

Onboarded onto Secure portal

Sales team will assign Prerequisites &
legal documentation for review in
documents section of the portal
Sales team will handover to Projects
Team to prepare you for your audit
Client guides will be shared with
customer to support installation of
Nessus Agents for Infrastructure
scanning

Service will include; Pre Scan, Audit
and Remediation

Sales will share your deadline and we
will work towards ensuring that is met.

Audit and
Remediation

During audit window our team will
assess the 5 technical controls of
Cyber Essentials plus programme

We will have an initial bridge call to run
through the schedule, establish POC &
escalations and expectations

CE Assessor will complete sample
checks on each machine within the
sample set

CE Assessor will review scan results &
Mobile screenshots

During the audit window we will run
scans on request

If you have not passed the audit during
the window our Project team will
assign a remediation slot within a
suitable time frame

Any further remediation beyond this
would chargeable and would need a
review with Account manager .

pentestpeople.com




Cyber Essentials + Pricing

Cyber Essentials + is a comprehensive service This tailored approach ensures that businesses of all
designed to fortify digital security and mitigate cyber sizes can access the necessary cybersecurity

threats. the cost varies based on factors such as measures to safeguard their digital landscape
business size, internal infrastructure, and specific effectively. To get a price please get in touch via any of
controls required. the details below and we'll work on your quote.

Contact

Start Your Cyber Essentials
Journey With Pentest People

If you wish to learn more or get your certification
process started, please send an email via the contact
info below or call and specify you're interested in our
Cyber Essentials Packages.

Tel: 0330 311 0990

Email: ce@pentestpeople.com

General Contact Info Sales Enquiries

Tel: 0330 311 0990 Tel: 0330 311 0990

Email: info@pentestpeople.com Email: sales@pentestpeople.com
Website: www.pentestpeople.com Website: www.pentestpeople.com
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