Resource4U | G-Cloud-14

Resourcedu

Resource4u Ltd

Service

Specification
Document

Contents

I T oo =T I 1 = PSSR 2
2. SEIVICE DEIINITION: ....iiiiiiiiie ettt et e e s e e e e e 2
3. Service Features and BenefilS: .........oiiiiiiiiiiiii e 2
A, SECUIY SEIVICES ...cci it ittt e ettt e e e e e e e e e e e e e e s et e e et e e e s s aa bt beeeeaeeeesssannrbaeeeaaens 2
TS 1= oV Tt T Yoo o1 ISP 3
G A o o 11 ) 0 £ SRS 3

l|Page
Version: v1.0
Last modified: 15t May 2024



Resource4U | G-Cloud-14

1. Service Title:
Cyber Essentials and Cyber Essentials Plus Accreditation Support

2. Service Definition:

Our focus is to secure the clients’ information, technology, and networks from the many
threats that they face. Our consultancy is comprised of highly qualified cyber security experts
who provide leadership, technical understanding, intelligence and solutions to allow benefit
from the huge opportunities that the digital economy brings.

3. Service Features and Benefits:
Service features

Audit and Review
Security Architecture
Security Operations
Network Security
Incident Response
Risk Assessment
Risk Management

Service benefits

Protect against common cyber attacks

Prepares you for being GDPR compliant

Enables you to bid for government contracts

Shows customers and vendors that you take cybersecurity seriously
Reduce cyber insurance premiums

Work with the government and MoD

Protect against approximately 80% of cyber attacks

4. Security Services

Planning Planning service: Yes; How the planning service works
The cyber security assessment through to certification is planned on a case-by-
case basis. Typically, this includes a needs-based analysis is carried out to
establish a baseline and provide recommendations and remediation etc.

Security Security services: Yes
services Security services type

Security strategy and risk management
Security design
Cyber security consultancy
Security testing
Security incident management
e Security audit services
Security certifications: Cyber Scheme
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Setup and  Setup or migration service available: Yes

migration
How the setup or migration service works:
The comprehensive setup and migration service includes transitioning IT
resources to modern cloud-first systems and aligning with stringent security
standards required for Cyber Essentials certification. This approach enhances
security while promoting operational efficiency, positioning organisations for
future scalability and innovation, with consideration for Cyber Security / IT
Security, digital resources such as Internet Speed (Bandwidth), and overall Cost-
Analysis / Total Cost of Ownership (TCO).
Setup or migration service is for specific cloud services: Yes
List of supported services
e Microsoft Office 365
e Microsoft Azure / Entra ID

Security Security services: Yes

services

Security services type

Security strategy

Security risk management
Security incident management
Cyber security consultancy
Security testing

Security incident management
Security audit services

5. Service scope
Service constraints  Cyber Essentials and Cyber Essentials Plus Certification

6. About Us

Resource4u is specialised in providing consulting services, technology solutions and
managed services to both public and private sectors.

Our consultants have many years of experience delivering a multitude of projects including
cost reduction programmes, performance improvement projects, health service redesign,
post-merger consolidations, restructuring exercises as well as financial and activity
modelling.
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Office 365 - Managed

IT Services

We provide a complete
and reliable managed IT
infrastructure service
leveraging Microsoft
technologies on the Office
365 platform.

Healthcare Solutions
We have business
analysts, project
managers, board-level
executives as well as
clinicians in several
medical specialties.

Technology Solutions Consulting Services
We have a team of : Over the years we have
technology specialists built up a team and

able to design, develop extensive network of

and implement a wide professionals across many
range of technology industry sectors.

solutions.

We're not all talk ... we make things happen!

We're not like other consulting organisations, at Resource4U we concentrate on delivering
bottom-line benefits. We don't just write reports and give advice, we implement and make
things happen.

We understand that often it's not about knowing what needs to be done but having the time
and resources to get it done. This is how we're different. We have the right mix of skills and
staffing to execute the implementation and make a real difference - within rapid timescales.

Resourced4u has a proven track record of assisting Integrated Care Boards (ICB),
Integrated Care Services (ICS), NHS Trusts and General Practices, PCNs to set out
the most effective plans by providing business systems and technology solutions,
support business process automation resulting in service efficiencies.

For further information about Resource4u please visit http://www.resource4u.co.uk

enquiries@resource4u.co.uk
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