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Service Definition for G-Cloud

Please note that SCS provide a bespoke, tailored service for cloud cyber security services and the below should
only be viewed as an indication.

Service features

e Penetration Testing

e Information Assurance

e 24/7 Cyber Security Operations
e 24/7 On-call Monitoring/Response
e  Security Architecture

e  Security Engineering Services

e Risk Assessment

e Cloud Security Audit

e Threat Intelligence

e  Product Security Assessment

o Cloud Security Policy Advisory

Service benefits

e Reduces deployment times

e Reduces business risk

e Understanding business risk level

e Identification of vulnerabilities

e Alignment with business cyber security policy

e Compliance with external standards and legislation
e Technical risk assessment

e Documentation of known and potential risks

e Improved capability for availability

e Assurance around information integrity

SCS offer a full-service planning service for implementation of cloud hosting or software services, including;
Penetration Testing Information Assurance On-call Monitoring/Response Security Architecture Security
Engineering Services Risk Assessment Cloud Security Audit Threat Intelligence Product Security Assessment
Cloud Security Policy Advisory

SCS offer a full-service planning service for migration to cloud services and/or between cloud providers.
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Security services

e Security strategy

e Security risk management

e Security design

e  Cyber security consultancy

e Security testing

e Security incident management
e  Security audit services

e Certified security testers

Security testing certifications including CHECK

SCS offer a full-service on-going support service for the AWS, Azure, and GCP platforms.

SCS provide a tailored approach with no specific constraints on service delivery apart from those which involve
travel to restricted countries.
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