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At Gemse essential to the
implement ojects and for the ongoing
maintenan . Our service assesses and
assures orga t internationally recognised
standards and technology assetsin a
demanding and c en to our clients' challenges and
requirements and then work clos ith them to implement pragmatic,
roportional and cost-effective solutions.

ing Confidence To Make Better Decisions: Our assurance services help
aximise their technology and minimise risks. We work with the client to
reas of risk and then develop and implement strategies and solutions to
r mitigate them. We use proven assurance methodologies and

gies to assist clients with business solution health checks and

nce reviews. Our service offering assists organisations to develop or

ce processes and procedures in order to ensure that they are robust,

able and compliant to regulatory requirements and industry best practice. We .
have proven experience in designing assurance frameworks to best support our
clients and provide a unique level of practical insight and experience.

Third Party Information Assurance: The increasingly extensive and complex
nature of outsourcing arrangements means multiple different suppliers could
working with your organisation at any given time, with varying security and da
protection implications. Managing this can be costly and time consuming an
response to an increased market need, Gemserv has been delivering tailore
services to help organisations. Our Third-Party Information Assurance servi
provides a risk based, robust and independent assessment of your current
future third-party suppliers to protect against potential risks.



WE KNOW
EVERY

CLIENT IS
UNIQUE




We strive to listen and understand client requirements, understanding any
limitations, whilst working to deliver your aspirations. Our Public Sector Cyber and
Supply-Chain Security Risk Assurance service provides complete peace of mind
that your organisation will be assessed against and comply with regulatory
requirements, industry best practice and any, more bespoke, requirements.
Gemserv’s extensive experience within the public sector means we aim to ensure a
trusted and collaborative working partnership rather than becoming a barrier to
organisational aims. Our services can range from one-off third-party risk
assessments of a particular supplier or project, through to a fully managed service
where suppliers are regularly audited based on risk classification. This then enables
clients to identify trends and potential issues and maintain their own levels of
compliance.

We will:

Conduct an initial consultation - A comprehensive consultation to understand your
organisation’s risk appetite, specific needs, existing security infrastructure and
potential vulnerabilities. During this phase, we would gather information about your
organisation, business objectives, IT environment, and the specific threats or risks
that are most relevant to your operational context.

Conduct the implementation - Our team of expert consultants would work closely
with key stakeholder and operational staff in order to deliver the best solution to the
challenge. Providing key deliverables in accordance with an agreed schedule of
works.

Conduct regular reporting - Gemserv believes in transparency and empowerment.
Regular updates would be provided that would outline the progress being made, any
impediments, alternative options and strategic recommendations. Atthe
completion of our engagement, a full debrief can be conducted in order to identify
any lessons to be learnt.







SERVICE FEATURES

Bespoke solution based on understanding the client requirements

Predictable, flexible and agile methodology, delivery by experienced consultants
Assurance of cyber security controls across complex organisations

Vulnerability scanning and/or penetration testing of all cloud-based systems
Developed and documented assurance plans bespoke to your organisation
Certified and security cleared consultants

Independent Security Product Assurance, external supplier and supply-chain security
assurance

Best practice guidance for Public Key Infrastructure and Identity Management
Business continuity assurance, disaster recovery plan and cyber assurance

Security testing and solution hardening, proving defence-in-depth controls
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SERVICE BENEFITS

Continuous stakeholder engagement

Regulatory and commercial engagement across Government, suppliers and customers
Risk assessment, assurance and accreditation to HMG standards and methods
Maintain integrity of design

Documented requirements for commission and quality control of assurance activities
Rigorous cost-effective procurement of third-party security products and services
Security Cleared competent and professional consultants

Improved time to live operation with secure business solutions

Clear traceability and justification mapped to business requirements

Analysis of methodology summarised into plain English for stakeholder review






WHY
GEMSERV?

20+ years of serving the UK Public Sector

Proven experience in translating Government policy
into national schemes

Experts in cyber security of UK Critical National
Infrastructure

B-Corp accredited business demonstrating our
commitment to performance and accountability

Experts in environment and sustainability, and bringing
itinto our Social Value

Delivered digital and data transformation programmes

across public sector to drive innovation



GEMSERYV CYBER
SECURITY & DATA
PRIVACY SERVICES

Risk

IDENTIFY

4. Cyber Managed
Services

*  Vulnerability management

* Incident response & management
e 24/7 security monitoring/SOC

e Third party management

» Defensive cyber monitoring

* Identity & access management

e OT cyberservices

* Risk treatment & management

RECOVER

{

3. Cyber Threat intelligence

e Cyberthreatintelligence reporting

* Scanning the client’s external environment & suppliers

* Providingintelligence reports on the threat trends based on
activities in, for example, deep web, dark web, social media

Cyber
Managed

Services

Cyber Threat

Intelligence

Management

PROTECT |

]
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1. Risk Management

Compliance with international & regional regulatory &
compliance security requirements, where applicable, presentin:

- DORA « PCIDSS * S0OC2 « CCPA
« GDPR * Cyberessentials * NIST * HIPPA
e |SOstandards + NIS/NIS2 e DSPT * CIS Controls

Secure
Applications

2. Security Architecture

* Secure back-up and recovery design and configuration
* Firewall design and configuration

* ldentity and access management solution design

* Security by design in applications & platforms

e OT &IOT security design, controls & monitoring

* SCADA & DCS vulnerability evaluation

* Protectdata on applications & systems



SERVICE FEATURES

Analytics & Data
Platform
Al / Machine Learning S
Insight Creation
ERP /CRM

Cloud Services = CEEEES

Al and Solution Design S ——

Application Design & B |
Build

Blockchain
Y

Digital Shadow &
Digital Twinning

Agile Transformation
Vision & Strategy
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Culture & Governance -

B

Business
Consulting
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CUSTOMER
CENTRIC
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Privacy &
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Risk Management

Threat Detection &
Response - Critical Systems
Organisation
Transformation
_____ Smart Metering Energy
Services
iy Green & Smart Energy
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https://es.talan.com/technologies/data-intelligence/
https://es.talan.com/practices/business-consulting/
https://es.talan.com/practices/business-transformation-line/
https://es.talan.com/practices/business-transformation-line/
https://es.talan.com/practices/business-transformation-line/
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