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Security consulting and testing services

PTP Digital Forensic Incident response (DFIR) - Pricing Document

(Pricing is calculated per day dependant on the reactive incident at play or
Proactive services required, through a formal scoping process.)

Our PTP DFIR team offer a range of services that can be purchased individually or grouped based on our
clients’ specific needs. These services address various scenarios:
1. In Response to an Ongoing Attack:
o Ifyou’re currently facing a cyber attack, our services provide swift and effective incident
response to mitigate the impact and secure your systems.
2. Determining Breach Status:
o Wondering if you’ve been breached? Our experts can investigate and provide clarity on
whether your organization has experienced a security breach.
3. Proactive Measures for Cyber Maturity:
o Beyond reactive responses, we also offer preventative measures. These include
enhancing your organization’s cyber maturity through staff training and other strategic
actions.

For details on how to buy and pricing information, please see below. More detailed information
regarding each product is contained within in our DFIR Service Definition document.

PTP Approach to pricing — How to buy

¢ Initial Consultation:
o For each new engagement, PTP will initiate a conversation via email and/or call to
understand your service requirements. This serves as the introduction call.
e Scope of Works (SOW) Creation:
o A PTP technical consultant will review all relevant information and create a detailed
Scope of Works (SOW). This document will include any necessary prerequisites.
e Proposal and SOW Delivery:
o PTP will send a comprehensive Proposal/SOW, specifying:
= Duration
= Cost
= Grade of consultant required
=  Proposed dates (if already discussed)
¢ Pricing Calculation:
o Pricing will be determined based on the number of days required to deliver the services
using the service day rates.
e Allinvoices will be payable within 30 days.
e VAT is not included in our rates.
e Professional Indemnity Insurance — included in day rate.
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Services
Services Type Day Rate charged per Scope Additional Information
of Works

Reactive Incident Response Retainer Annual Fee - £9000* plus a *Retainer fee is calculated on

Service minimum of 5 pre-authorised cyber maturity risk, based on

days @ £1,500. (*estimated client completion of a scoping
£16,500 per annum) questionnaire.

DFIR MDR Service Based on endpoint count and modules selected through

scoping discussion.

Incident Response £1,750.00 per day As per individual client
requirement discussed at
scoping.

Incident Response - £1,750.00 per day As per individual client

Digital Forensics requirement discussed at
scoping.

Incident Response - £1,750.00 per day As per individual client

eDiscovery requirement discussed at
scoping.

Incident Response - Root Cause £1,750.00 per day As per individual client

and Impact Assessment requirement discussed at
scoping.

Incident Response - £1,750.00 per day As per individual client

Business Email Compromise requirement discussed at
scoping.

Incident Response - £1,750.00 per day As per individual client

Data Exfiltration Investigation requirement discussed at
scoping.

Incident Response - £1,750.00 per day As per individual client

Mobile Device Forensics requirement discussed at
scoping.

Incident Response - Data £1,750.00 per day As per individual client

Recovery Service requirement discussed at
scoping.

Incident Response - Digital £1,750.00 per day As per individual client

Forensics Expert Witness requirement discussed at

Service scoping.

Proactive IR Maturity Assessment £1,750.00 per day Minimum 3 days based on

Compromise Assessments

Compromise Assessments -
Exposure Attack Surface Risk
Assessment

£1,750.00 per day

£1,750.00 per day

organisation / infrastructure
size,

As per individual client
requirement discussed at
scoping.

As per individual client
requirement discussed at
scoping.
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Compromise Assessments -  £1,750.00 per day As per individual client
Identify Risk Assessment requirement discussed at
scoping.
First Responder Training level 1  Project Cost — £5,000 for up to Additional persons, to be
8 people. discussed through Scoping.

First Responder Training level 2  Project Cost - £8,000 for up to Additional persons, to be

8 people discussed through Scoping.

Defender Compromise £1,750.00 per day As per individual client

Assessment requirement discussed at
scoping.

Ransomware Readiness £1,750.00 per day As per individual client

Assessment requirement discussed at
scoping.

DFIR vCISO £1,750.00 per day As per individual client
requirement discussed at
scoping.

Compromise Assessment - off £1,750.00 per day As per individual client

Network requirement discussed at
scoping.
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Confidentiality

We are committed to maintaining the highest degree of integrity in all our dealings with potential, current and past
clients, both in terms of normal commercial confidentiality, and the protection of all personal information received
throughout the course of providing the business services concerned. The same standards are extended to all our
clients, suppliers and associates.

Impartiality

PTP is an independent organisation, and does not recommend any suppliers, products or potential solutions. The
identification of any suppliers, products or solutions will not represent an endorsement, and is provided for
illustrative purposes only. The recipient of this document is responsible for ensuring that any product or service
identified meets its own requirements.

Duty of Care

Our actions and advice will always conform to relevant law, and we believe that all businesses and organisations,
including our consulting services, should avoid causing any adverse effect on the human rights of people in the
organisations we deal with, the local and wider environments, and the well-being of society at large.

Freedom of Information Act

In addition to the confidentiality of the information in this proposal, the content is commercially sensitive. Any
disclosure of this proposal and the methods detailed would significantly damage PTP’s commercial interests
because of invested time, effort and know-how, in which it aims to differentiate itself from its competitors. Any
information submitted to you contains many aspects unique to PTP (including, but not limited to end-user
information, proprietary trade secrets, pricing and discount data) and consequently is exempt from disclosure
under the Freedom of Information Act 2000 (pursuant to Sections 41 and 43).
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