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ON A JOURNEY TO CHANGE, WITH YOU

ABOUT THE SERVICE

Our service provides a rigorous technical assessment through penetration testing, ethical hacking, and red :
teaming, designed to evaluate and enhance the resilience of your infrastructure against cyber threats. Listen, consult
Tailored for the UK public sector, our comprehensive approach combines automated scans with manual & discover
testing techniques, employing advanced tools and methodologies to simulate real-world attacks, identify
vulnerabilities, and assess the effectiveness of your security controls.

Design

The service features include a combination of automated and manual testing, the use of advanced testing & align

tools, simulations of cyber-attacks to test resilience, prioritisation of vulnerabilities, detailed security control
analysis, custom red teaming exercises, recommendations for security enhancement, engagement with IT
and security teams for strategic defence improvement, compliance checks, and a detailed report with
actionable insights. Implement
. L . o . - & manage
Benefits of our service include strengthened defence mechanisms, deep insights into vulnerabilities,

enhanced organisational cyber-attack preparedness, compliance assistance, prioritisation of security
resources, increased stakeholder confidence in cyber resilience, informed decision-making based on detailed
assessments, promotion of a proactive security culture, risk reduction of data breaches, and a strategic Support,
roadmap for security investments. review & refine

The effectiveness of our penetration testing, ethical hacking, and red teaming is contingent upon the scope

and permissions provided by the client, potentially limiting the testable areas of the infrastructure. Advanced i
testing methodologies may require explicit consent and coordination to mitigate operational disruption. Re-llster\ &
Compliance checks adhere to current UK and international standards, necessitating regular updates for strategise

sustained alignment. Understanding these constraints is crucial for clients aiming to maximise the benefits of
our comprehensive security assessment service.

WORKING TOGETHER TO ACHIEVE YOUR GOALS
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NODE4 ASPIRE

FRAMEWORK

A

Assessments &
Advisory

S

Strategy
& Business Case

A delivery framework built for innovation and value creation.

Node4’s ASPIRE Framework delivers a consistent customer journey across all our delivery
practices and outlines our approach to delivering end-to-end, secure and transformative services.

)

Design Implementation, Handover Service Evolution
& Planning Testing & Go Live to Run & CI/ICD
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SECURITY

Analysis and Strategy
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—

NODE#4 © 2024




CLIENTS

1800 CLIENTS, 1800 INDIVIDUAL STORIES OF CHANGE
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Health & Wellbeing
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Ofsted

raising standards
improving lives
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We empower public and
private sector organisations

by delivering positive
c H A N G E outcomes through
technology and innovation.
T H AT Harnessing our knowledge,
passion and talent we help
our clients reach their full
MATTERS [&&

We call it change that
matters.
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THE JOURNEY SO FAR...
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OUR CULTURE
T MAKES A REAL
'ERENCE TO YOU

Each of our employees is fuelled by a When it comes to ESG, our actions
passion for technology and what it can  speak for themselves.
do to make your organisation grow.

TECH ZERO

In April 2023, Node4 signed up to Tech
Zero, a group of technology
companies that have joined together
to fight the climate crisis

We're vibrant, passionate and united
by a dedication to delivering
exceptional service as a standard, not
only to our clients, but to each other

too. UNITED NATIONS SUSTAINABILITY
DEVELOPMENT GOALS

We’re proud of our culture and have We’'re continually working to align our Boct Bout

ranked as one of the UK’s best places =~ CSR strategy and activities with the Workplaces:  Workplaces™  \llglessall " ey oo

to work for 4 years in a row. United Nations’s 17 Sustainable few | mm g
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WHY PARTNER WITH US?

PROVEN

20 years delivering
outcomes as the IT
partner of choice for
over 1800
organisations
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CAPABLE

Utilising our expertise &
knowledge from the
highest IT accolades &
accreditations to deliver
innovative technology
solutions

SCALE & AGILITY

We are big enough to
deliver yet agile enough
to care, always ensuring
exceptional service
comes as standard

WE DELIVER

Everything we do is
developed & executed
with your outcomes in
mind to ensure we
deliver change that
matters



NODE4
CAPABILITIES
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Business Apps

o ERP
o CRM
o Power Platform

DevOps & Infrastructure

App Mod o Public Cloud
. o Private Cloud
o Solution NIEiaIT?
Implementation ° _
o Solution
o Al ;
Integration besign
o Tech Field
DevOps Services

Data & Al Modern Work

o Data Science o Communication
o Analytics o Collaboration
o Engineering o End User

o Platform Compute

Security

o Governance, Risk
and Compliance

o Security

Capabilities
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Technology Enabled Outcomes
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